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ABSTRACT

Cancer is a global challenge and the second leading cause of death
worldwide as reported by the World Health Organization. With the

current global pandemic caused by the novel coronavirus, cancer

patients are identified as having increased risk of mortality. With

the growing number of cancer patients every year, the need for a

continuous and round the clock observation system has become

quite imperative. An Internet of Things (IoT) based system for

monitoring cancer patients has the potential to timely detect cancer

related symptoms in its early stages, to continuously monitor cancer

diagnosed patients and to monitor those that got cured for post-

treatment measures. This paper proposes a multi-layered

architecture of an IoT-based cancer observation system that can be

utilized as a platform to remotely diagnose and monitor cancer

patients. An implementation framework of the proposed system is

also presented is this work, along with a prototype design of a

Patient Side Unit (PSU) represented by a wearable wrist band. The
proposed system has the potential to be applied as a solution for

reducing expensive and exhausting hospital visits, while gaining

similar quality of medical services when residing at home.
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• Internet of Things → Healthcare systems; Architecture;

Prototype; Network Reliability
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1 INTRODUCTION

On an average, more than 14 million people are diagnosed with

cancer each year and it is estimated that this average will increase

to more than 23 million by the year 2030 [1]. The impact of such a

disease, which is in many cases a chronic one, is quite devastating

on patients, an overwhelming challenge on healthcare setups, and a

major burden on the economy of any country. Despite the
devastating impact of cancer on our society, it is observed that life

expectancy of cancer diagnosed patients has improved noticeably

due to several advancements in medical technologies [2].

Most of the cancer patients require extensive and continuous

monitoring, frequent treatment and support by specialist medical

staff. The current medical system lags in providing a continuous

round the clock monitoring capabilities to cancer patients. Along

with the increasing number of cancer patients, the current treatment
options are costly in nature, time consuming and requires frequent

visits to specialized medical centers, such as hospitals. Moreover,

such resources are usually limited and sometimes hard to gain a

timely access to it. As a consequence, there is a need for a

ubiquitous, easy to access, cost effective and continuous cancer

monitoring and treatment solution.

Symptoms misinterpretation and late diagnosis are two
common challenges faced in cancer patients’ treatment, where the

earlier issue usually leading towards the later one [3]. Some cancer

symptoms are commonly misinterpreted as a trivial issue since

several symptoms occurring in other diseases, such as cough and

fever, show similar behavior to those in cancer patients. Such

misdiagnosis usually occurs at early stages of cancer cells

development, since patients are unaware of such development and

do not visit a medical facility for a cancer screening. Moreover,
many medical experts even find it difficult to diagnose cancer

patients at early stages due to such overlapping symptoms. In-fact,

the information medical experts can gather from a patient’s short

visit is usually limited in-nature. Having said so, the early detection

of cancer developments is considered highly importance since the

disease becomes more curable when detected at early stages [3].
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Since the last five to ten years, there has been a lot of changes

in the way devices are being designed and operated, as becoming
more intelligent, connected and diversified in their operations [4].

All of this is due to the paradigm shift towards the next generation

intelligent and Internet of Things (IoT)-based systems. The growth

of such IoT based devices have been enabled due to the rapid

growth and advances in the ubiquitous computing [5]. IoT has been

playing an important role in several application domains including

medical and healthcare services [4]. In healthcare domain, the

current models for identifying and dealing with chronic diseases

including but not limited to Alzheimer, Obesity, Stroke and Cancer,

along with the consequences associated with them, are under a

major transform. This IoT-driven transformation offers a migration

from the current hospital-centric model to the envisioned hospital,

home and patient-centric services [6].

IoT-based healthcare system can provide ways to collect data

from cancer patients and monitor them on real-time for long
periods, while using a variety of sensors and communication

protocols. The use of a network of sensors and suitable

communication protocols allow us to have smart devices which can

transmit data remotely through different servers from one end to

the other. It can become quite easy for patients and the specialized

medical staffs, such as oncologists, to monitor and analyze the

health condition of cancer patients, especially beneficial for those

with deteriorating health situation [2].

This paper focuses on the proposition of an IoT-based cancer

observation system for proactively monitoring the cancer patients

as an advancement to the currently adopted reactive approach. The

proposed system can play a vital role in obtaining the necessary

information needed by medical staff throughout the treatment

period and even after a successful treatment of a patient. By using

an IoT-powered wearable device, the patient can have continuous
remote checkups and monitoring by sending the captured readings

in real-time to a particular medical setup, such as a hospital. The

main benefit this proposed system can provide is a continuous

monitoring from which health professionals can develop a

complete history of the cancer patient that may come as useful in

later stages of treatment. In this work, we present a layered

architecture of the proposed system along with an implementation

framework and a sample prototype design.
Rest of the paper is organized as follows. Section 2 provides

some background and a collection of several related works

describing IoT based healthcare systems, with focus on those

dedicated for cancer patients’ treatment. Section 3 presents and

discusses the proposed layered architecture along with a discussion

on the components involved at each layer. Section 4 provides a

prototype design of a wearable wrist band, that represents the PSU
as a smart IoT device attached to the cancer patient. Section 5

concludes this work along with providing future directions.

2 BACKGROUND AND RELATED WORKS

Cancer is refers to an uncontrolled growth of cells inside the

human body [3]. When a cell inside of a human body divides

abnormally it usually dies, and if it does not then such damaged

cells become cancer and shows an uncontrolled growth of cells [3].

The Cancer disease has a very broad spectrum of different types,
where there are more than 200 types of different cancer, including

lungs, breast, colorectal and stomach cancers [7]. However, there

are two broad classifications of cells that develop inside a human

body, i.e. malignant and benign with the former being cancerous

while the latter as non-cancerous [8]. The cancer related symptoms

usually depend on the grade of cancer within a patient and is often

determined by biopsy test results. Cancer stages are numbered and

higher the number, the more aggressive the cancer is considered.

As the cancer growth has been quite extensive over the past few

years, it is expected that it will continue to grow in the future with

large number of people being affected by it.

In general, the research in this field is quite extensive and

several studies have been performed by different researchers for

dealing with cancer using IoT based smart devices and sensor

networks [8] [9] [10]. Such research works have focused on the
diagnosis of cancer in its early stages and how to benefit patients in

the post treatment period as well. By that, affected patients can have

remote routine checkups and reception of reports on their smart

devices rather than visiting the hospital on frequent basis.

Currently, more than half of the world’s population has internet

access with 85% coverage in Europe and North America. Further

to it, more than 35% of the world’s population has access to

smartphones, which is expected to grow above 40% in the next

three years or so [11]. There are several supportive applications on

Google Play Store and Apple Store for the purpose of cancer cure.

All these application support paves the way to a promising future

for the deployment of intelligent cancer care devices.

Many research works have been proposed under the mHealth

domain which consist of mobile communications technologies for

maintaining a remote healthcare service [12]. The mHealth can help
the doctors, care-takers and patients in managing the health services

and delivering a remote cancer care to the patient. There has been

a considerable growth in the US of consumers using applications

and smart devices, e.g. smart phones and smart watches, designed

to promote remote health services [5]. One such device is the

“smart scale” which has the ability to transmit cancer cells related

data into the smart device and then eventually into the Electronic

Health Record (EHR) which can keep track of cancer cells
development of a patient and report well in time if any of the cancer

cells show abnormal growth [12].

Similar work has been done in the field of cardiac care devices

and heart related diseases. An android based mobile application has

been developed which uses the concept of IoT, sensor networks and

cloud computing [12] [13]. The application is capable of creating a

visualization for the Electrocardiogram (ECG) waves from the
patient’s data and log it on patient’s private account in a public

cloud or in a private cloud of the associated hospital. The logged

data can also be retrieved when needed for analyses by the doctor.

The microcontroller used in [12] performed an analog to digital

conversions of the ECG signal, where the signal is then transmitted

to a mobile device using a Bluetooth channel. The data received is

stored in phone’s internal memory and when recording is

completed, it can be uploaded on the cloud server by the end user.
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To make the overall application lightweight web-services are used

which abstracts away the business logic and database layer and
limits the access to the database. Usage of Web Service is preferred

over the REpresentational State Transfer (REST) API or Simple

Object Access Protocol (SOAP) API, because of the nature of the

unstructured data and the storage technology. In [12], the

application and its infrastructure have been developed as a layered

architecture. The layers implemented are termed as the Cloud

Layer, Application Layer, and Hardware Layer, where these layers

provide a cohesive set of services.

Another research paper proposed to have wireless devices

implanted within human body to monitor and control the patient

under observation [14]. The paper suggested for the use of WSN

having defined routing protocols for the information to be

transmitted from the source to the destination. The use of Health

Level-7 (HL7) which provides the specifications to communicate

patient information to the healthcare organization was suggested.
Its interface was based on the semantics and the XML structure for

message exchanging and data definition, sharing of information

and reusing it where possible e.g. at medical labs, hospitals and

health regions. Further to it, Digital Imaging and Communications

in Medicine (DICOM) was used to provide connectivity with

several other systems, one of which is known as the Radiology

Interface System (RIS). The RIS interfaces with the DICOM with

the help of HL7 interface for exchanging the data.

Beetle Antennae Search (BAS) algorithm was used in [9] for

cancer detection and rehabilitation. This algorithm is a biologically

inspired intelligent algorithm which uses few artificial operation

parameters for cancer detection. This algorithm was used in the IoT

environment to strengthen the network transmission and to process

the information received from multi-sourced objects. It was

interfaced with the expert scoring system and the cancer prediction
model under the IoT framework to recommend intelligent and

smart nutritional support program for such patients.

The concept of Industry 4.0 has also been incorporated in [15],

where the system was based on cyber physical systems, cloud

computing, IoT and cognitive computing. The integration

framework was based on the different stages of the cancer

treatment, including radiotherapy and chemotherapy. The

radiotherapy stage had a mobile device connected to cloud server
for online consultation and appointments. While in the

chemotherapy stage, the patient could track and recognize the

response of his/her body during drug infusion process.

One of the studies proclaimed that electronic health records

have not incorporated Patient Generated Health Data (PGHD) of

the cancer patients in cancer care systems until recently [10]. The

PGHD consists of patients reports that are the outcomes from the
wearables, device data, sensor data gained from patient’s

environment. The research also focused on having several IoT

based sensors including heart rate, cardiogram, pulse oximetry,

respiratory rate, galvanic skin response and body temperature, for

continuous monitoring of patients at home. The patient’s wearables

can also have a sensor to fetch his/her geographic information as

well through a positioning device. All information is made

available to the doctor for continuous monitoring.

The patient once diagnosed with cancer undergoes a series of

tests and treatments. One such study provided to maintain the
Quality of Life (QoL) while being treated medically at home [16].

This study used block chain technique alongside IoT which

captures the patients QoL information while being at home and

shares it securely over to the community of interest i.e. medical labs

and specialized doctors. Amongst other studies, several research

have been done while keeping artificial intelligence and machine

learning techniques into consideration [9]. Moreover, new devices

are also under development for improved adherence and

monitoring of the patients that are taking home based oral

chemotherapy. This is performed by utilizing wireless signals from

transponders that helps in tracking the drug intake and body

temperature sensors for early detection of fever.

3 CANCER OBSERVATION SYSTEM

This section describes the proposed cancer observation system as a

three-layered architecture for an IoT-based platform aimed towards

a long term and continuous monitoring of cancer patients. The

architecture is presented along with an implementation framework

to better illustrate and orchestrate the proposed solution for cancer

care. The proposed system involves mixed dynamics from different

IoT enabling technologies, as discussed in detail below.

3.1 System Architecture

The proposed system architecture is a layered architecture

having three core layers. The layered architecture helps in
providing a holistic view of the underlying system with a greater

level of abstraction. These three layers are commonly known in

literature as the Perception Layer, Network Layer, and the

Application Layer. For our system, we refer to them as the Patient

Layer, Connectivity Layer and Medical Layer, respectively. This

three-layers architecture is adopted due to its promising features

including scalability, connectivity, interoperability, security and

privacy which are important for such healthcare systems to possess.
Normally when we talk about IoT, we have to keep in mind

certain limitations that are associated with it, which include

memory shortage, processing power constraints and battery

consumptions issues. All these issues are very critical and must not

be ignored when designing IoT based system. Due to these factors

most of the processing is pushed towards the server side since its

processing capability is far more than IoT devices. The use of the
multi-layer architecture allows us to address the separation of these

concerns. Fig. 1 presents the proposed three-layered architecture

for the cancer observation system.

3.1.1 Patient Layer

In this layer, the patient has a smart wearable device aiming

towards identifying a particular type of cancer, where we generally

term these devices as Patient Side Unit (PSU). The PSU represents

a smart device having a one or more sensors [17]. The deployed

sensors can help in the detection of abnormal health patterns, such

as measuring body temperature, blood glucose level and exploiting

the ligand properties of DNA strands, proteins and antibodies.
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Figure 1: Three-layers architecture for remote and continuous

cancer patients’ observation.

Table 1 provides a summarized representation of possible set of

sensors that can be used within the PSU. The basic temperature

sensor provides the real-time temperature of a cancer patient along

with temperature of the surrounding environment. Temperature of
the surroundings may assist Medical Staffs on comprehending the

impact of surroundings on cancer patients’ temperature. For that,

two different sensors would be deployed for sensing each

temperature value. Pulse sensor is used to record the heart rate of a

cancer patient. Biosensors are made of biochemical molecules and

include enzymatic sensor and immunosensor. The enzymatic

sensor measures the enzymes levels and glucose levels in the blood,

while the immunosensor measures the proteins and antibodies with

the DNA strands. Another sensor is the nanosensor which is very

helpful in detecting Leukemia, which is a form of cancer that starts

from the bone marrow and spreads across the whole body.

Along with the sensors, this layer also hosts the microcontroller

smart devices that act as hosts for the sensors. The devices also host

connectivity modules through which it connects to its upper layer

i.e. network layer using a ZigBee module, as one of the well-

adopted IEEE 802.15.4 standard, operating in the WPAN category.

Table 1: Set of sensors usable with wearable devices at PSU.

Sensor Purpose

Temperature Sensor Temperature of patient

Pulse Sensor Heart rate of patient

Enzymatic Sensor Blood Glucose level

Immunosensor Protein level and DNA template strand

Nanosensor Detection of Leukemia

3.1.2 Connectivity Layer

The Connectivity Layer is a network layer in which sensors are

wirelessly connected with each other and with a dedicated gateway.

A network of wireless sensors is implemented since it has the

ability to monitor and share physical condition of the patient

through spatially distributed sensors. Such a network represents a

wireless personal area network (WPAN) and adopts the IEEE

802.15.4 protocols standard. The underlying standard can facilitate

peer-to-peer communication among sensors forming a mesh

topology and also a client server model forming a star topology

[18]. The WPAN technology adopted for our solution is ZigBee as

being robust in performance, consuming low power and providing

reasonable coverage area. For this work, all communication
between the sensor nodes in the Cancer Patient Layer and the

gateway in the Connectivity Layer is done while using ZigBee.

In addition, the cancer observation system uses a bridge point

known as the Gateway [5]. The Gateway exists between the sensors

and the Internet and performs various basic operations including

the translation of the protocols between the sensors and rest of the

Internet. It is very important that gateways are correctly positioned

and use high end encryption so that data exchanged between two

systems can be made secure. The data received at the gateway is

further forwarded to the internet and towards the desired

destination using Wi-Fi access point, which acts as a bridge

between the Connectivity Layer and the Medical Layer.

3.1.3 Medical Layer

The Medical Layer is the application layer which stores,

analyses and presents the collected data from the sensors at PSU.

The cancer patient information received is stored on a local server

or a cloud. The stored information can be further retrieved and

utilized through web services with a frontend application on a

smartphone or standalone computer device. The web services can

simply be called-on for any application, such as of those

specifically used by the oncologists to monitor the patients’ health.

3.2 The Cancer Observation Ecosystem

This section described the ecosystem of the cancer observation

system. It also depicts how the overall system is connected and how

the associated devices and sensors would communicate with one

another. As presented by Fig. 2, there are two basic environments

in this ecosystem:
i. The Patient Environment

ii. The Medical Environment

3.2.1 Patient Environment

The patient’s environment mainly contains the wearable

devices. Since different types of cancers exists and a patient can be

suffering from any of these types. Hence, a variety of wearable
devices are needed for observing different locations of a human

body. Usually wearable devices are non-invasive in nature and only

require a surface level access to the human body. Some of these

wearables could be positioned on the chest, while others worn as a

wrist band. It case of this work, we consider that IoT sensors

required for cancer patients’ monitoring are planted inside a wrist

band, where all these sensors are plugged over a suitable
microcontroller device that provides the processing capabilities.

All sensors within this band communicate using ZigBee and

through a Gateway, where the Gateway ensures a proper

connectivity between the sensors within the wearable wrist band

and any other sensor connected to other parts of the body. The

Gateway is connected to the internet using a local Wi-Fi access

point, through which the collected data is further forwarded

towards the central cloud. The central cloud acts as a central data
collection hub and also creates a communication bridge between

the Patient and Medical environments.
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Figure 2: Information flow framework for cancer observation system.

A GPS can also be integrated with the wearable wrist band that

can provide the exact location of the cancer patient at any instance

of time. This module can play a useful role when a cancer patient

may go under an emergency situation in which it deems necessary

for the Medical Units to dispatch a team for immediate treatment.

3.2.3 Medical Units Environment

In this section and for the sake of simplicity, we will consider a

Hospital’s setup for depicting a Medical care unit. The cancer

patient’s data is received from the central cloud and at the central

switch inside the hospital environment from where it connects with

the internal cloud system of the hospital. The central switch
receives the data packets coming from the central cloud server and

forwards them to the internal cloud server. The internal cloud is

used to store essential and real-time patient’s information and

record. Moreover, all rapidly needed processing of Hospital’s data

is performed by the internal cloud server. The existence of an

internal cloud system can help in retrieving and processing real-

time and critical records in a much faster way. The data received at

the Hospital environment can be viewed by specialized medical

staff, such as Oncologist for decision making process.

Medical staffs responsible for observing the cancer patients,

such as oncologist, are equipped with suitable monitoring devices,

such as smartphones, laptops, desktop stations and portable tablets.

All these devices can run an application for monitoring the real-

time and previous levels and readings of cancer patients, and their

treatment progress. The Medical Staff can access the application of
cancer observation system using web services, i.e. in the form of

website or web application, since such platform provides ease of

development. The web services can be used as a wrapper, where

overriding some methods can save a lot of development time.

Moreover, web services are extremely useful as they are light

weight and can handle the unstructured data very efficiently.

Wi-Fi access points existing inside the Hospital environment

establishes a connection between those devices running the

application programs and the Hospital’s central switch to retrieve

the information needed from the internal cloud. By this approach,

the Medical Staff can have a continuous monitoring cancer patients

along with being alerted for any serious condition.

4 PROTOTYPE DESIGN

This section describes the prototype design of the PSU. To keep

pace with nowadays requirements, the proposed prototype has been

designed to be wearable, lightweight, non-invasive and with a

wireless transceiver. Moreover, since the wearable wrist band is

preferred to be with low-power consumption, the transmission

medium needs to be selected properly.

To confirm the idea of wear-ability of the proposed PSU,

Lilypad Arduino was used as the central control unit. Lilypad board

is a light-weight Arduino platform that is designed to be easily

integrated into e-textiles and wearable projects. It consists of an

ATmega328 microcontroller and runs on 2-5V supply. The medical

sensors were connected to Lilypad that extracts and processes the

data from the sensors.

A variety of sensors can be attached compatibly with Lilypad

board. For the case of this work, only two sensors are considered:

Pulse Sensor amped to measure the heart beat and LM35

temperature sensor to measure the body temperature. ZigBee can

carry small amounts of data over a short distance and while

consuming minimum power. The ZigBee wireless communication

module, known as Xbee was used. The Xbee module works as a

transmitter for another Xbee module (receiver) connected with any

other microcontroller or Arduino board. The final look of our

system is as shown in Fig. 3, where it is designed to be like a

wristwatch with two integrated sensors.

The prototype performance has been validated by checking the

two sensors’ readings transmitted using the ZigBee communication
technology. Experimental evaluations have been conducted using

the designed prototype with a real human volunteer of 57 years old

male, who has a history of medical problems. Results shown in Fig.

4 and Fig. 5 have been achieved in which the temperature readings

have been measured every one minute, while the pulse rate has been

measured every few seconds. The results show that the subject is

having normal temperature readings with an average of 36.58oC as

shown in Fig. 4. While the heart rate ranging is between 76 and 95

BPM as shown in Fig. 5. These results are consistent with the

subject’s health condition who has a history of cardiac issues.
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Figure 3: Prototype design of the wrist band PSU (left:

illustration, right: real implementation).

Figure 4: Body temperature readings for a 57 years old male.

Figure 5: Heartbeat readings for a 57 years old male.

5 CONCLUSIONS

Expanding rates of cancer disease is turning into a burdening

problem on different societies. This is mainly due to the absence of

adequate medical facilities and the great degree of treatment costs.

The situation is even worse for complicated cancer patients that

require a constant monitoring for better assessments and treatment

decisions. On top of that, timely diagnosis and treatment of cancer
can solve many of the disease related issues. The advancements in

embedded systems, wireless connectivity and remote data

gathering can largely help in timely treatment of cancer. This work

proposed a three-layers architecture for a real-time cancer

observation system. A working framework presenting the

implantation aspects of the proposed system is provided along with

description of the essential components. A prototype representing
a wearable wrist band was designed by using a light-weight

Arduino Lilypad microcontroller that hosted two non-invasive

sensors and connected with a low-power ZigBee wireless

transceiver. The designed prototype was evaluated through a set of

experiments and proved to have the ability properly collect and
transmit patient’s related data to a remote collection point.

A future direction for this work would be to further evaluate

performance of the designed prototype while considering other bio-

sensors working under the proposed three-layers architecture.
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