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► Functional encryption
(𝐹𝐹𝐹𝐹𝐼𝐼𝐼𝐼) is aKim
special
type of encryption schem e w here
possessing aKang
key allow
s one to learn only a certain function
of a plaintext, not the
, Hyoeun
, Afifatul
Yongsu
plaintext itself.
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
Mukaroh
, Naufal Suryanto
, Harashta
► With 𝐹𝐹𝐹𝐹𝐼𝐼𝐼𝐼, the provider only deals w ith a ciphertext,
but obtains a desired function on the corresponding plaintext
as if the processing w ere done w ith a plain1[0000−0001−6143−4134]
, and
Howon
Kim1[0000−0001−8475−7294]
Tatimma
text. 𝐹𝐹𝐹𝐹𝐼𝐼𝐼𝐼 can be applied
to variousLarasati
privacy-preserving scenarios including rem ote
biom etric
authentication
and nearest-neighbor search on encrypted data.

Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
Experimental results and evaluation
Function-Hiding Inner
Product Encryption
tatimmaharashta,howonkim}@gmail.com

► To evaluate the perform ance of the proposed m ethod, w e perform ed an
► An inner product encryption ( 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼) schem e is a type of FE schem e, w hose
experim ent on a desktop PC w ith Intel Core i7-7700 CPU @ 3.60GHz and
function is defined as the inner product of the input vector 𝐱𝐱𝐱𝐱 w ith the pre16 GB of m ain m em ory.
defined vector 𝐲𝐲𝐲𝐲. Given the ciphertext of vector 𝐱𝐱𝐱𝐱 and the secret key asso► Figure 1 show s that the proposed m ethod, 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒-𝑄𝑄𝑄𝑄 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆, im proves the
ciated w ith vector 𝐲𝐲𝐲𝐲, the decryptor of IPE can calculate 𝐱𝐱𝐱𝐱, 𝐲𝐲𝐲𝐲 , the inner proAbstract. Deep Neural Networks (DNNs)
are very
vulnerable
tothan
ad-the best previous m ethod
naive m ethod
by 5.7 tim
es, and is faster
duct of 𝐱𝐱𝐱𝐱 and 𝐲𝐲𝐲𝐲.
(the 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼and
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 m
ethod) by 9.15% under
.
versarial
because
thew hich
instability
unreliability
the
proposed by
Kim et al. of
in [1],
► In this paper, w e use the IPE
schem e 𝜋𝜋𝜋𝜋𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖attacks
has practical perform ance. training process. Recently, many studies about adversarial patches have
► If the security param eter 𝜆𝜆𝜆𝜆 been
∈ ℕ is fixed,
𝔾𝔾𝔾𝔾1 and 𝔾𝔾𝔾𝔾2 are
defined
as twto
o distinct
conducted
that
aims
misclassify the image classifier model by
additive groups of prim e order 𝑞𝑞𝑞𝑞. Let 𝑒𝑒𝑒𝑒: 𝔾𝔾𝔾𝔾1 × 𝔾𝔾𝔾𝔾2 → 𝔾𝔾𝔾𝔾𝑇𝑇𝑇𝑇 be a bilinear m apping
attaching patches to𝑛𝑛𝑛𝑛 images. However, most of the previous research
of 𝔾𝔾𝔾𝔾1 and 𝔾𝔾𝔾𝔾2 onto a target group 𝔾𝔾𝔾𝔾𝑇𝑇𝑇𝑇 . On vectors 𝐱𝐱𝐱𝐱, 𝐲𝐲𝐲𝐲 ∈ ℤ𝑞𝑞𝑞𝑞 . The schem e 𝜋𝜋𝜋𝜋𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 =
employs adversarial patches that are visible to human vision, making
(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝑆𝑆𝑆𝑆𝑒𝑒𝑒𝑒𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆, 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐾𝐾𝐾𝐾𝑒𝑒𝑒𝑒𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝑒𝑒𝑒𝑒𝐾𝐾𝐾𝐾, 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾, 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐷𝐷𝐷𝐷𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒) as follow s [1].

them easy to be identified and responded to. In this paper, we propose a
▣ 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚, 𝐱𝐱𝐱𝐱)
new method
entitled Spatially Localized
Perturbation GAN (SLP-GAN)
𝑅𝑅𝑅𝑅
■𝑔𝑔𝑔𝑔1 ∈ 𝔾𝔾𝔾𝔾1 , 𝑔𝑔𝑔𝑔2 ∈ 𝔾𝔾𝔾𝔾2
■choose a uniform ly random 𝛽𝛽𝛽𝛽 ← ℤ𝑞𝑞𝑞𝑞
that
can
generate
visually
natural
patches while maintaining a high at∗
𝛽𝛽𝛽𝛽
𝛽𝛽𝛽𝛽�𝐱𝐱𝐱𝐱�𝐁𝐁𝐁𝐁
■𝐁𝐁𝐁𝐁 ← 𝔾𝔾𝔾𝔾𝕃𝕃𝕃𝕃𝑛𝑛𝑛𝑛 (ℤ𝑞𝑞𝑞𝑞 )
■𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 = 𝐶𝐶𝐶𝐶1 , 𝐶𝐶𝐶𝐶2 = (𝑔𝑔𝑔𝑔2 , 𝑔𝑔𝑔𝑔2
)
∗
−𝟏𝟏𝟏𝟏 ⊤
tack success rate. SLP-GAN utilizes a spatially localized perturbation
■𝐁𝐁𝐁𝐁 = det(𝐁𝐁𝐁𝐁) � (𝐁𝐁𝐁𝐁 )
𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐷𝐷𝐷𝐷𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒(𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆, 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚, 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸)
■𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = (𝔾𝔾𝔾𝔾1 , 𝔾𝔾𝔾𝔾2 , 𝔾𝔾𝔾𝔾 𝑇𝑇𝑇𝑇 , 𝑞𝑞𝑞𝑞, 𝑒𝑒𝑒𝑒, 𝑆𝑆𝑆𝑆)
taken from▣ ■𝐼𝐼𝐼𝐼the
most representative area of target images (i.e., attention
𝐷𝐷𝐷𝐷1 = 𝑒𝑒𝑒𝑒(𝐾𝐾𝐾𝐾1 , 𝐶𝐶𝐶𝐶1 )
∗
■𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆, 𝑔𝑔𝑔𝑔1 , 𝑔𝑔𝑔𝑔2 , 𝐁𝐁𝐁𝐁, 𝐁𝐁𝐁𝐁
map) as the■𝐷𝐷𝐷𝐷adversarial
patches. The patch region
is extracted
2 = 𝑒𝑒𝑒𝑒(𝐾𝐾𝐾𝐾2 , 𝐶𝐶𝐶𝐶2 )
Figure1. Performance
comparisonusing
of pairing the
product computation methods
■algorithm
if there is 𝑧𝑧𝑧𝑧 that satisfies
(𝐷𝐷𝐷𝐷1 )𝑧𝑧𝑧𝑧 = 𝐷𝐷𝐷𝐷2 ,the attacking ability against the target
▣ 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐾𝐾𝐾𝐾𝑒𝑒𝑒𝑒𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝑒𝑒𝑒𝑒𝐾𝐾𝐾𝐾(𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 , 𝐲𝐲𝐲𝐲)
Grad-CAM
to
improve
𝑅𝑅𝑅𝑅
it
outputs
𝑧𝑧𝑧𝑧,
otherw
ise
outputs
⊥
■choose a uniform ly random 𝛼𝛼𝛼𝛼 ← ℤ𝑞𝑞𝑞𝑞
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
𝛼𝛼𝛼𝛼�det(𝐁𝐁𝐁𝐁)
■𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 = 𝐾𝐾𝐾𝐾1 , 𝐾𝐾𝐾𝐾2 = (𝑔𝑔𝑔𝑔1
, 𝑔𝑔𝑔𝑔1 𝛼𝛼𝛼𝛼�𝐲𝐲𝐲𝐲�𝐁𝐁𝐁𝐁 )
Application
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity. ► At the registration stage of this application, a client sends his/her biom eOptimization for performance improvement
tric tem plate 𝐱𝐱𝐱𝐱 in an encrypted form 𝐼𝐼𝐼𝐼(𝐱𝐱𝐱𝐱) to the authentication server, and
Keywords: Adversarial Patch · Generative
Adversarial
Networks
· Spathe
server
stores this encrypted
tem plate
vector 𝐼𝐼𝐼𝐼(𝐱𝐱𝐱𝐱).
► Am ong the operations of 𝜋𝜋𝜋𝜋𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 , the pairing product operation of 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝐷𝐷𝐷𝐷𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒,
tially Localized Perturbation.
► At the authentication stage, the Euclidean distance betw een the encrypt𝑒𝑒𝑒𝑒 of 𝐷𝐷𝐷𝐷 , requires a large am ount of com putation.
▣ 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼. 𝑆𝑆𝑆𝑆𝑒𝑒𝑒𝑒𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(1λ , 𝑆𝑆𝑆𝑆)

2

ed biom etric tem plate 𝐼𝐼𝐼𝐼(𝐲𝐲𝐲𝐲) of the claim ed user and the stored vector 𝐼𝐼𝐼𝐼(𝐱𝐱𝐱𝐱)
► In this paper, w e propose a m ethod, appeared in Algorithm 1, to com pute
is com puted on the server side, using the inner product <𝐱𝐱𝐱𝐱, 𝐲𝐲𝐲𝐲>.
products of pairings efficiently for applications w here w e can apply precom ► As the registered tem plate 𝐼𝐼𝐼𝐼(𝐱𝐱𝐱𝐱) does not change, w e m ay im prove the
putation on one of the tw o input vectors, such as secure rem ote biom etric
perform ance in authentication stage by preprocessing the stored 𝐼𝐼𝐼𝐼(𝐱𝐱𝐱𝐱).
authentication
► The proposed m ethod com bines the 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 m ethod in [2] for ate pairing
Deep neural networks (DNNs) have been extensively used in various intelligent
product com putation on a BN curve and the 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒-𝑄𝑄𝑄𝑄 m ethod in [3] for com systems such as facial recognition, object classification, and disease diagnosis.
puting a pairing w here precom putation can be applied.

1
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Introduction
1[0000−0001−6169−5537]
1[0000−0002−9651−7439]
► Functional encryption
(FE) [1] is Kim
an encryption
scheme where a value of,f(x)
can be evaluated
a secret key for a function f and
a ciphertext of a plaintext x,
Hyoeun
Kangwith
, Afifatul
Yongsu
but no more information about x1[0000−0002−5382−8579]
is revealed.
1[0000−0002−0396−5938]

Mukaroh
, Naufal Suryanto
, Harashta
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
,
and
Howon
Kim
Tatimma
Larasati
Function-Hiding Inner Product Encryption

Pusan
National
Republic of Korea
► Inner product encryption (𝐼𝐼𝐼𝐼𝐼𝐼) is a special case of
FE where
a secret keyUniversity,
and
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
ciphertext are associated with vectors
x and y, respectively.  and  
operations of IPE are associated with secret key andtatimmaharashta,howonkim}@gmail.com
ciphertext, respectively. Its
output is a result of the decryption function that computes their inner product
⟨𝒙𝒙, 𝒚𝒚⟩. Although, there are many variants of FE, IPE is the most practical type of
FE [1].
► IPE can be used for many privacy-preserving applications. Recently, Son et al. [2]
Abstract.
Deep
Networks (DNNs) are very vulnerable to adpresented a secure peer-to-peer
trading algorithm
overNeural
Ethereum blockchain
attacksbidbecause
that uses function-hiding IPE versarial
for privacy-preserving
comparison.of the instability and unreliability under the
training
process.
many
► However, the range of bid values
was limited
becauseRecently,
the size of vectors
wasstudies about adversarial patches have
linear in the range of elements,
i.e., the
number of distinct
be
been
conducted
thatintegers
aims that
to can
misclassify
the image classifier model by
represented.
attaching patches to images. However, most of the previous research
► In this paper, we resolve this issue and propose an efficient encoding algorithm
employs adversarial patches that are visible to human vision, making
that can represent the same range of integer values with significantly less vector
them easy to be identified and responded to. In this paper, we propose a
elements.

new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can
generate
visually natural patches while maintaining a high atProposed ternary
encoding
algorithm
tack success rate. SLP-GAN utilizes a spatially localized perturbation
taken
the
D Vector size
X(V,D)from
Method
X most representative area of target images (i.e., attention
map)
the adversarial
patches. The patch region is extracted using the
N # vectors (= 𝐷𝐷 − 2)
Y(V,D)as Method
Y
R Input range ( = 2𝐷𝐷−1 − 1) Grad-CAM
Xn, Yn nth encoded
vector by Xto
andimprove
Y, resp.
algorithm
the attacking ability against the target
V Value to be encoded
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial
patch
attack
Experimental
results
and evaluation
► The goal of ternary encoding is to optimize IPE for comparison in terms of
methods
in
terms
of
visual
fidelity.
range and runtime. As the execution time of IPE operations is almost

►

►
►

►

► All FHIPE modules were implemented on a desktop PC with Intel Core i7proportional to the number of vector elements, the new encoding algorithm
7700 CPU @ 3.60GHz, 16GB of RAM and Raspberry Pi Model B, respectively.
Keywords:
Adversarial Patch · Generative
Adversarial Networks · Spadramatically improves the speed
of IPE
► Figure 1 presents the execution times of key generation, encryption, and
tially
Localized
Perturbation.
A value 𝑉𝑉 ∈ 𝑅𝑅 encoded as multiple
vectors
of the same
size, where each vector
decryption algorithms. We considered various ranges, 𝑅𝑅, precisely 7, 15, 31,
uses ternary encoding, i.e., the vector elements are in {0,1,2}. The first position
63, 127. For each parameter, we measured the timing and averaged the
performance over 1,000 runs.
of the vector corresponds to 0 value and next elements to powers of two
starting from 20 to 2𝐷𝐷−2 .
𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑉𝑉𝑉𝑉) is a function, where 1 ≤ 𝑖𝑖 ≤ 𝐷𝐷, that returns the index in a vector that
corresponds to the input.
Deep
neural
networks
(DNNs)
have
ሺ͵ሻ
is used
for 𝐼𝐼𝐼𝐼𝐼𝐼. 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾
and 
(𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
4) forbeen extensively used in various intelligent
systems
such
asthat
facial
recognition,
𝐼𝐼𝐼𝐼𝐼𝐼. 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸. 
encodes value
V, so
its elements
with 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 < object classification, and disease diagnosis.
𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑉𝑉) are 0, elements with 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 > 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑉𝑉) are 2 and an element with

work
was encodes
supported
Institute
index is 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑉𝑉) is one.This
Whereas,

value 𝑉𝑉by
using
one-hot of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-0encoding.
strategic
industry
convergence security core talent training business).
In order to encode 𝑉𝑉 ∈ 01343,Regional
{0, . . . , 𝑅𝑅 − 1}, 𝑉𝑉 is decomposed
to highest
possible
Thisbyresearch
by the
MSIT(Ministry of Science and ICT), Korea,
powers of two and encoded
Algorithm 1was
using supported
. Encoding
a value
using is the same
as Algorithm
1, except that it uses 𝑌𝑌(𝑉𝑉,Technology
𝐷𝐷) instead of Research Center) support program(IITPunder
the ITRC(Information
0 is encoded
Comparison of the&
execution
time of the 𝜋𝜋𝑖𝑖𝑖𝑖𝑖𝑖 implementations
𝑋𝑋(𝑉𝑉, 𝐷𝐷). Here we give an
example where 𝑉𝑉𝑥𝑥 supervised
= 11 = 23 + 21by
+ 2the
2020-0-01797)
IITP(Institute ofFigure1.
Information
Communications
2 + 20 is encoded with a similar
using Algorithm 1 for IPE.Keygen
and
𝑉𝑉
=
2
Technology 𝑦𝑦Planning & Evaluation).
Discussion and application
algorithm for IPE.Encrypt with parameters D= 5,N= 3, and R= 15.𝑉𝑉𝑥𝑥 and 𝑉𝑉𝑦𝑦 are
encoded into [{0,0,0,0,1}, {0,0,1,2,2}, {0,1,2,2,2}] and
► In accordance with the experimental results of this paper, 𝐼𝐼𝐼𝐼𝐼𝐼. 𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾,
[{0,0,0,1,0}, {0,1,0,0,0}, {1,0,0,0,0}], respectively. Then, Algorithm 2 compares the
𝐼𝐼𝐼𝐼𝐼𝐼. 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 and 𝐼𝐼𝐼𝐼𝐼𝐼. 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 require far less computation using multiple
values encoded in these two vectors and returns 0 as 𝑉𝑉𝑥𝑥 > 𝑉𝑉𝑦𝑦. It would return
smaller vectors rather than one big vector, and the difference gets bigger
1 if 𝑉𝑉𝑥𝑥 ≤ 𝑉𝑉𝑦𝑦. The performance improvement by the new algorithm is
for higher ranges. For range 2048, 𝐼𝐼𝐼𝐼𝐼𝐼. 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 took 546.150 𝑚𝑚𝑚𝑚 using the
demonstrated in Fig. 1.
previous [2] method, while the proposed took only 48.105 𝑚𝑚𝑚𝑚.

1

Introduction

► [1] S. Kim et al., “Function-Hiding Inner Product Encryption Is Practical,” Security and Cryptography for Networks, pp. 544-562, September 2018.
► [2] Y.B. Son et al., “Privacy-Preserving Peer-to-Peer Energy Trading in Blockchain-Enabled Smart Grids Using Functional Encryption,” Energies 2020, 13(6), 1321.

► This work was supported in part by Korea Electric Power Corporation (Grant number: R18XA01) and in part by the NRF grant funded by the Korea
government (MSIT) (No. 2020R1A2C2013089).
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Spatially Localized Perturbation GAN
Background
ccAEADInvisible
Security: CiphertextAdversarial
Integrity
(SLP-GAN) for Generating
Adversary A plays game MO-CTXT
Malicious senders may send harassing messages and/or harmful contents

A is given access to oracles Enc, Dec and ChalDec.
Message franking
Patches

MO-CTXT outputs true if A succeeds in asking a query (A, C, B) to ChalDec s.t.
• a cryptographic scheme which enables users to report abusive messages to their service
• DEC(K, A, C, B) = ⊥ and
provider in a verifiable manner
• (A, C, B) is not obtained by a previous query to Enc
• first introduced in the Facebook end-to-end encrypted
messaging system
1[0000−0001−6169−5537]
, Hyoeun Kang1[0000−0002−9651−7439]
, Afifatul
Yongsu Kim
A
Advmo-ctxt
[GLR17]
CAE (A)  Pr[MO-CTXTCAE = true]
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
Mukaroh
,
Naufal
Suryanto
,
Harashta
• formalized message franking in the symmetric-key setting and introduced ccAEAD
ccAEAD
Security:
Binding
1[0000−0001−6143−4134]
,Strong
andreceiver
Howon
Kim1[0000−0001−8475−7294]
Tatimma
Larasati
• presented generic constructions
with provable
security
binding:

 

 
ccAEAD is an authenticated encryption with additional functionality that a small part of the
Advsr-bind
CAE (A)  Pr[((A, M, L), (A , M , L ), B) ← A : (A, M, L) = (A , M , L ) ∧
ciphertext can be used as a commitment to the message Pusan National University, Republic of Korea
VER(A, M, L, B) = VER(A, M , L, B) = success]
[DGRW18]
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
Sender binding:
• showed an attack on the message franking protocol of Facebook
tatimmaharashta,howonkim}@gmail.com
Advs-bind
• introduced a new primitive called encryptment as a core building block of ccAEAD
CAE (A)  Pr[(K, A, C, B) ← A : DEC(K, A, C, B) = ⊥ ∧
(M, L) ← DEC(K, A, C, B) ∧ VER(A, M, L, B) = fail]
• presented a provably secure encryptment scheme and transformations to ccAEAD

Proposed ccAEAD Scheme: Encryption

ccAEAD scheme by [DGRW18]

((N, Q, T ), B) ← ENC-LW(K, A, M), where (N, Q, T ) is a ciphertext

A1

M1
Aa
Mm
spad
Abstract.
Deep
Neural
Networks (DNNs) are very vulnerable to ad• |M| = |Q| (π and π1 are used for domain separation)
K
K
versarial attacks because of the instability and 0unreliability
under the
•
N is chosen uniformly at random
F
N
training
many studies
adversarial patches have
F
F
F process.
F Recently,
F
• T about
can be truncated
IV F
T
B
been
that
aims to misclassify the image
model
K A classifier
Aa−1 Aa100
M1 by Mm−1 Mm
M1 conducted
Mm
1
encryptment
attaching patches to images. However, most
of theLprevious research
0
Q1
Qm
employs
adversarial
patches that are visibleN toE human
vision,
making
E
E π E
E
E
π0 E
1
IV
Pros More efficient than the schemes ofthem
[GLR17]easy to be identified and responded to. In this
paper, we propose a
Cons Requires security against ⊕-related-key
of F entitled Spatially Localized Perturbation
encryptment
newattacks
method
GAN (SLP-GAN)
Q
Q
Q
Lightweight Hash Function
that can generate visually natural patches while maintaining a high1 at- m−1 m
Cf.
AEAD
based
on
Lesamnta-LW
[HKY
19]
ISO/IEC 29192-5 standard specifies threetack
lightweight
hash
functions:
success rate. SLP-GAN utilizes a spatially localized perturbation
A1
Aa−1 Aa100 M1
Mm−1 Mm
Name
Structure
for representative area of target Kimages
taken from Optimized
the most
(i.e., attention
PHOTON [GPP 11]
Sponge
Hardware implementation
map) as the adversarial patches. The patch region
is extracted
using theE
N
E
E
E π E
E
Sponge
Hardware implementation
Spongent [BKLTVV 11]
π0
1
Grad-CAM
algorithm
to
improve
the
attacking
ability
against
the
target
Lesamnta-LW [HIKOPY 10] Merkle-Damgård Software implementation
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
[DGRW18] suggests ccAEAD uisng a spoge-based hash function
C1
Cm−1 Cm
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
Our problem: How about Lesamnta-LW?
Pairwise
Everywhere
Distinctness
methods in terms of visual fidelity.
Def. {π0, π1, id} is pairwise everywhere distinct iff, for any x,
Lesamnta-LW Hashing Mode
fpad

M1

IV0
IV1

M2

E

Mm−1 Mm

K
T

E
B

E

T

π (x) = x, π (x) = x, and π0(x) = π1(x)

0
1
Keywords: Adversarial Patch · Generative Adversarial
Networks
· Spa,
π
,
id}
is
pairwise
everywhere
distinct if
Ex.
{π
tially
Localized
Perturbation.
0
1
E
E
E

π0(x) = x ⊕ c0 and π1(x) = x ⊕ c1, where c0 and c1 are distinct nonzero constants

• Merkle-Damgård iteration of E
• E is a dedicated block cipher with key-length = block-length/2
1key-length
Introduction
• block-length = 256 bits;
= 128 bits

Security of Proposed ccAEAD (Ongoing Work)
Conjecture (Confidentiality)

Proposed ccAEAD satisfies confidentiality if E is PRP (PseudoRandom Permutation)
ccAEAD CAE = (KGE, ENC, Deep
DEC, VER)
neural networks (DNNs) have beenConjecture
extensively
usedintegrity)
in various intelligent
(Ciphertext
n
Key generation K ← KGE(1systems
), where n is such
a securityas
parameter
Proposed
ccAEAD satisfies ciphertext
integrity if E
is ideal cipher
facial recognition, object
classification,
and disease
diagnosis.
Encryption (C, B) ← ENC(K, A, M)
Theorem (Strong receiver binding)
Decryption (M, L) or ⊥ ← This
DEC(K,work
A, C, B)was supported by Institute of Information
communications
Technology
Proposed ccAEAD &
satisfies
strong receiver binding
if E is ideal cipher
Verification success or fail
← VER(A, M,
B)
Planning
& L,
Evaluation
(IITP) grant funded
by the(Sender
Koreabinding)
government(MSIT) (2019-0Theorem
• K: Secret key
01343,Regional strategic industry convergence
core sender
talent
training business).
Proposedsecurity
ccAEAD satisfies
binding
• A: Associated data; requires only authenticity
This research was supported by the MSIT(Ministry
ofofScience
and
ICT), Korea,
Leakage-Resilience
Proposed
ccAEAD
• M: Message; requires both privacy and authenticity
under the ITRC(Information TechnologyThe
Research
Center)
support
program(IITPproposed ccAEAD
is key-evolving
(Each
call to E involves a fresh key)
• C: Ciphertext
• bad forof
performance
(Each call &
to ECommunications
requires key schedule)
2020-0-01797) supervised by the IITP(Institute
Information
• B: Binding tag
• good for leakage-resilience
Technology Planning & Evaluation).
• L: Opening key
Encryption is expected to be leakage-resilient if the blue E’s strongly protects K
Decryption returns ⊥ if (K, A, C, B) is invalid w.r.t. K
Decryption is NOT expected to be leakage-resilient

ccAEAD Syntax

ccAEAD Security: Confidentiality

Real-or-random indistinguishability
Adversary A plays one of the two games: MO-REAL and MO-RAND
In both of the games, A is given access to the oracles Enc, Dec and ChalEnc:
• Enc returns (C, B) ← ENC(K, A, M) for each query (A, M)
• Dec returns (M, L) ← DEC(K, A, C, B) for each query (A, C, B) if it is a previous
answer from Enc and ⊥ otherwise
• For each query (A, M), ChalEnc returns
• (C, B) ← ENC(K, A, M) in MO-REAL
• (C, B) ←
← Σ clen(|M|) × Σ  in MO-RAND
A is not allowed to ask the same query both to Enc and to ChalEnc


A
A


Advmo-ror
CAE (A)  Pr[MO-REALCAE = 1] − Pr[MO-RANDCAE = 1]
S. Hirose (Univ. Fukui)

Conclusion

• We have proposed ccAEAD scheme based on Lesamnta-LW
• not so efficient as ccAEAD by [DGRW18]
• (conjecture) does not require security against related-key attacks of E
• Our scheme can also be instantiated with a block cipher such as SHACAL-2 and Rijndael

Acknowledgements: This work was supported in part by JSPS KAKENHI Grant Number
JP18H05289.
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Spatially Localized Perturbation GAN
(SLP-GAN) for Generating Invisible Adversarial
Patches
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
Mukaroh1[0000−0002−5382−8579] , Naufal Suryanto1[0000−0002−0396−5938] , Harashta
Tatimma Larasati1[0000−0001−6143−4134] , and Howon Kim1[0000−0001−8475−7294]
Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
tatimmaharashta,howonkim}@gmail.com

Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate visually natural patches while maintaining a high attack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.

0] through

1], Y= X23[0]
, the analyrresponding
poster, Z*
ue on the Z
e between Y
ws the value
e systems of
田(Y⊕ΔY)=Z*
g these systhe lower 31

1]⊕RK23[2]
n X23[1]

ks, we were able to
sired fault injected
to 10 fault injected
erform modular adgular library [4] and
y in a short time.

Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.


This work was supported by Institute of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-001343,Regional strategic industry convergence security core talent training business).
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITP2020-0-01797) supervised by the IITP(Institute of Information & Communications
Technology Planning & Evaluation).
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Poster: TVLA Statistics
Test for SEED
HardwareGAN
Implementation
Spatially Localized
Perturbation
(SLP-GAN)
Generating
Invisible
Adversarial
Kookmin University
Jaegeunfor
Moon,
Tae-Ho Lee, You-Jin
Baek, Dong-Guk
Han

Patches
1. Introduction
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
1[0000−0002−0396−5938]
➢ SEED
➢ TVLA(Test Vector
Leakage
Assessment)
Mukaroh1[0000−0002−5382−8579]
, Naufal
Suryanto
, Harashta
1[0000−0001−6143−4134]
▪ 1[0000−0001−8475−7294]
SEED algorithm is in Republic of Korea
,
and
Howon
Kim
Larasati
⚫ Algorithm Tatimma
⚫ F function
• 𝑵𝑵 : The number of Subset X
•

such as IC card, online commerce, etc.

𝑿𝑿

𝑬𝑬(𝑿𝑿) : Mean of Subset X

Side-channel analysis can get secret information of the
Pusan National University, Republic of ▪Korea
target encryption algorithm such as round key or master
• 𝝈𝝈𝑿𝑿 , : Standard deviation of Subset X
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
key if the algorithm has no countermeasure against
tatimmaharashta,howonkim}@gmail.comside-channel analysis such as threshold implementation

⚫ G function

▪ The case of H/W implementation isn’t easy to check
security against side-channel attack. To verify security
against side-channel, TVLA is proposed. This article use
T-Test 0 to proveto
security
Abstract. Deep Neural Networks (DNNs) are very vulnerable
ad- of the H/W implemented SEED
algorithmunder the
versarial attacks because of the instability and unreliability

training process. Recently, many studies about adversarial patches have

2. Implementationbeen conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research

➢ S-box (Four register
to prevent
glitch) patches that➢ are
Adder
➢ TI(Threshold
Implementation)
employs
adversarial
visible to human vision,
making

3. Experiment

them easy to be identified and responded
to. In this paper, we propose
a
▪ Correctness
⚫ Ripple-Carry ⚫ Kogge-Stone
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
: the ciphertext is same either
TI isatapplied or not if same plaintext
that can generate visually naturalCinpatches
while
maintaining a high
A
B
is encrypted
tack success rate. SLP-GAN utilizes a spatially localized perturbation
▪ Non-completeness
taken from the most representative area of target images (i.e., attention
: Each output shares has no relation
map) as the adversarial patches. The
patch
region
is
extracted
using
the
& &
at least one input share
Grad-CAM algorithm to improve the attacking ability against the target
▪ Uniformness
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
: The distribution of output result is same
C
S
that SLP-GAN outperforms the state-of-the-art
adversarial patch attack
either TI is used or not
methods in terms of visual fidelity.
A

Keywords: Adversarial Patch · Generative Adversarial Networks · Spa➢ Experiment Results
tially Localized Perturbation.

➢ Environment

⚫ Ripple-Carry

1

⚫ Kogge-Stone

⚫ Ripple-Carry with TI

⚫ Kogge-Stone with TI

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.


This work was supported by Institute of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-001343,Regional strategic industry convergence security core talent training business).
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITP2020-0-01797) supervised by the IITP(Institute of Information & Communications
Technology Planning & Evaluation).

4. Conclusion

Acknowledgement

▪ SEED algorithm is in Republic of Korea such as IC card, online commerce, etc.
This article implement SEED algorithm H/W implementation in various
methods that the adder of SEED is applied either Ripple-Carry or Kogge-Stone
and either TI or not.
▪ Ripple-Carry request more process time than Kogge-Stone and the time is
almost three times against Kogge-Stone when the adder is used in SEED
algorithm.
▪ Our experiment result shows that T-value of both Ripple-Carry and Kogge-Stone
is down when TI is used.
▪ The result of T-Test for Kogge-Stone with TI is not secure on some point. Future
work should be carried out to reveal the reason.

44

8

This work was supported by Institute for Information & communications Technology
Promotion(IITP) grant funded by the Korea government(MSIT) (No.2017-0-00520, Development
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Candidate Masked
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Signature Algorithm
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Adversarial
Kookmin(SLP-GAN)
University Il-Ju Kim,
Bo-Yeon Sim, Taeho
Lee, JaeSeung
Han, Dong-Guk Han

Patches
1. Introduction
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
1[0000−0002−0396−5938]
DigitalSuryanto
Signature Algorithm
Mukaroh1[0000−0002−5382−8579] , Naufal
Countermeasure, Harashta
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
,
and
Howon
Kim
Tatimma Larasati
PQC Standardization
(3) Lattice-based
20-qubit Quantum computer
“Q System One”
January 2019
(53-qubit, September 2019)

qTESLA

Fiat-Shamir

LUOV

UOV

Rainbow

UOV

MQDSS

Fiat-Shamir

Pusan National University,
of Korea
Crystals-Dilithium Republic
Fiat-Shamir
FALCON
Hash then sign
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
Evaluation Criteria
Resistance
to side-channel (4) Multivariate
tatimmaharashta,howonkim}@gmail.com
Side
GeMMS
HFE

▪ 1994 Shor’s algorithm

channel
analysis

Masking

(2) Symmetric-based

Abstract. Deep Neural Networks
(DNNs)
are very vulnerable to ad- Masked qTESLA
RSA, ECC
SPHINCS+
Hash
versarial attacks because of thePicnic
instability
ZKP and unreliability under the
Unmasked
training process. Recently, manyNIST
studies
about adversarial patches have
PQC standardization round 2
Factoring and Discrete Logarithms
Polynomial 𝒄𝒄
candidate Digital Signature
been conducted that aims to misclassify
the algorithms
image classifier model by
attaching patches to images. However, most of the previous research
2. qTESLA and Masked
qTESLA patches
signature
employs adversarial
that generation
are visible toAlgorithm
human vision, making
them easy to be identified and responded to. In this paper, we propose a
qTESLA : Signature generation
Masked qTESLA : Signature generation
new method entitled
Spatially Localized▪ Perturbation
GAN
(SLP-GAN)
𝑵𝑵 + 𝟏𝟏 share boolean
masking
: A sensitive value 𝒙𝒙 is shared with 𝒎𝒎𝒎𝒎𝒎𝒎 𝒒𝒒
Input Message 𝑚𝑚, 𝑝𝑝𝑝𝑝 = 𝑎𝑎, 𝑡𝑡 , 𝑠𝑠𝑠𝑠 = (𝑠𝑠, 𝑒𝑒)
Message 𝑚𝑚, 𝑝𝑝𝑝𝑝 = 𝑎𝑎, 𝑡𝑡𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ,
Input
𝑠𝑠𝑠𝑠 = ( visually
𝑠𝑠𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 , 𝑒𝑒𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁natural
)
that
can
generate
patchesboolean
whilemasking
maintaining
a𝑵𝑵 +high
atOutput Signature (𝑧𝑧, 𝑐𝑐)
if
it
split
into
𝟏𝟏 shares 𝒙𝒙𝒊𝒊 𝟎𝟎≤𝒊𝒊≤𝑵𝑵 such that
Output Signature (𝑧𝑧, 𝑐𝑐)
tack success
rate. SLP-GAN utilizes a spatially localized perturbation
1. 𝑦𝑦 ← 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆()
1. 𝑦𝑦𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ← 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆()
2. 𝑣𝑣 ← 𝑎𝑎 ∙ 𝑦𝑦 𝑚𝑚𝑚𝑚𝑑𝑑± 𝑞𝑞
taken from
the most representative area of target images (i.e.,
𝒙𝒙 = 𝒙𝒙attention
𝟎𝟎 ⊕ ⋯ ⊕ 𝒙𝒙𝑵𝑵
2. 𝑣𝑣 0≤𝑖𝑖≤𝑁𝑁 ← 𝑎𝑎 ∙ 𝑦𝑦𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 𝑚𝑚𝑚𝑚𝑑𝑑± 𝑞𝑞
3. 𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝐸𝐸(𝐻𝐻 𝑣𝑣 𝑀𝑀 , 𝑚𝑚 ) (𝐻𝐻: hash, map)
𝑐𝑐 = ℎ) as the𝑖𝑖 adversarial
patches. The patch region is extracted using the
3. 𝑐𝑐 ← 𝐸𝐸𝐸𝐸𝐸𝐸(𝐻𝐻 𝑣𝑣𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 𝑀𝑀 , 𝑚𝑚 ) (𝐻𝐻: hash, 𝑐𝑐 = ℎ)
4. 𝑧𝑧 ← 𝑦𝑦 + s ∙ 𝑐𝑐
▪ Polynomial
multiplication
𝒔𝒔𝒊𝒊 ∙ the
𝒄𝒄
Grad-CAM
algorithm to improve the attacking
ability
against
target
4. 𝑧𝑧𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ← 𝑦𝑦𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 + 𝑠𝑠𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ∙ 𝑐𝑐
5. Rejection Sampling(𝑧𝑧)
model. Our
experiment,
5. Masked
Rejection Sampling(tested
𝑧𝑧𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ) on GTSRB and CIFAR-10 datasets, shows
6. 𝑤𝑤 ← 𝑣𝑣 − 𝑒𝑒 ∙ 𝑐𝑐
✓ 𝒄𝒄 is sparse polynomial and coefficients consists of 1 or -1
that SLP-GAN
outperforms
6. 𝑤𝑤𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ←
𝑣𝑣𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 − 𝑒𝑒𝑖𝑖 0≤𝑖𝑖≤𝑁𝑁 ∙ 𝑐𝑐the state-of-the-art adversarial patch attack
7. Correctness check(𝑤𝑤)
✓ Let 𝒔𝒔𝒊𝒊 [j] be the 𝒋𝒋-th coefficient of 𝒔𝒔𝒊𝒊 . Then the product of the coefficient of
methods
in
terms
of
visual
7. Masked
Correctness
check(
𝑤𝑤 0≤𝑖𝑖≤𝑁𝑁fidelity.
)
8. Return (𝑧𝑧, 𝑐𝑐)
8. 𝑧𝑧 ← 𝑧𝑧𝑖𝑖

𝒔𝒔𝒊𝒊 and the coefficient of 𝒄𝒄 is 𝒔𝒔𝒊𝒊 [𝒋𝒋] or −𝒔𝒔𝒊𝒊 [𝒋𝒋]

0≤𝑖𝑖≤𝑁𝑁

9. ReturnAdversarial
(𝑧𝑧, 𝑐𝑐)
Keywords:
Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

3. ML(Machine Learning) Profiling Attack on polynomial multiplication
▪ ML Profiling Attack

1

✓ Target operation : Masked qTESLA 𝒔𝒔𝒊𝒊 ∙ 𝒄𝒄 ( Algo. Line 4 )

Introduction

✓ Assumption : Power consumption trace is related to the
calculated value

phase
Deep neural Learn
networks
(DNNs) have been extensively
used in various intelligent
✓ Model : MLP ( Multi-Layer Perceptron )
systems such as facial recognition, object classification, and disease diagnosis.

✓ Label : 𝒔𝒔𝒊𝒊 [𝒋𝒋] ( 8bit value )

Learn trace


Attack
procedure
This work was supported by Institute of Information✓ &
communications
Technology
Planning & Evaluation (IITP) grant funded by the Korea
government(MSIT)
(2019-0①
Acquisition
single
trace
(
Signer’s
signature generation trace)
Attack phase
01343,Regional strategic industry convergence security②core
talent
training
business).
Profiling trace generation
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
③ Learn phase
Attack phase
Attack trace
MLP
under the ITRC(Information Technology
Research Center)
support④program(IITP⑤ Xor 𝒔𝒔𝒊𝒊 𝒋𝒋 (Repeat
①~ ④ to derive 𝑵𝑵 + 𝟏𝟏 share 𝒔𝒔𝒊𝒊 [𝒋𝒋] of 𝒔𝒔[𝒊𝒊]
2020-0-01797) supervised by the IITP(Institute of Information
& Communications
and Xor) ( 𝒔𝒔𝒊𝒊 = 𝒔𝒔𝒊𝒊 𝟎𝟎 ⊕ ⋯ ⊕ 𝒔𝒔𝒊𝒊 [𝑵𝑵] )
Technology Planning & Evaluation).

4. Experiment results
▪ Experiment board

5. Conclusion & References

▪ Optimization Level / Accuracy
Optimization
Level

▪ In the case of qTESLA with masking technique applied, it is possible to obtain

Description

Accuracy

-O0

Turn off optimization

100%

-O1

Optimize for speed (Low)

100%

-O2

Optimize for speed (Medium)

100%

-O3

Optimize for speed (High)

100%

-Os

Optimize for size

100%

secret value from multiplication, so a safe countermeasure for multiplication
must be considered.
[1] E. Alkim, P. S. L. M. Barreto, N. Bindel, P. Longa, and J. E. Ricardini, The latticebased digital
signature scheme qTESLA, IACR Cryptology ePrint Archive, 2019
[2] F. Gérard, M. Rossi, An efficient and provable masked implementation of qTESLA,
Cryptology ePrint Archive, June, 2019.
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Spatially Localized Perturbation GAN
(SLP-GAN)
Generating
Invisible
Adversarial
Kookmin University
JaeSeungfor
Han,
Yeon-Jae Kim, Soo-Jin
Kim, Bo-Yeon
Sim, Dong-Guk Han

Patches
1. Introduction
1[0000−0001−6169−5537]

1[0000−0002−9651−7439]

, Hyoeun
Kang
Afifatulalgorithms by using
Yongsu
Side-channel analysis
(SCA) is Kim
a technique that analyzes secret information
Bitslice
implementation is a technique that ,implements
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
Mukaroh
, Naufal Suryanto
,
Harashta
by utilizing side-channel
information,
such as power consumption,
bitwise logical operators. Thus, the bitslice implemented block ciphers are
1[0000−0001−6143−4134]
electromagnetics. InTatimma
particular, Correlation
coefficient
analysis (CPA) is a , consist
of logical operators,
in particular, the nonlinear operation S-Box is
and Howon
Kim1[0000−0001−8475−7294]
Larasati
method of analyzing a secret key by calculating Pearson's correlation
also composed of logical operators and has the advantage of being able to
coefficient by using multiple power consumption
[1]. National University,
perform
operationsofin Korea
parallel.
Pusan
Republic
In bitslice block ciphers, each bit of the S-Box input and output values are
[CPA Process]
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
stored in a different register to perform the operation. Therefore, these
1. Select Intermediate value (generally, nonlinear operation
output)
tatimmaharashta,howonkim}@gmail.com
cipher should be selected intermediate value different with the other ciphers.
2. Calculate Pearson’s correlation coefficient between intermediate value of
It is recommended to select a single-bit of the S-Box output rather than the
each guess key and power consumption
total bits of the S-Box output for intermediate value to perform CPA on the
3. Key which has the highest absolute of correlation is judged to right key
bitslice block ciphers. In addition, since the nonlinearity of each single-bit
[Perfomance of CPA]
Abstract. Deep Neural Networks (DNNs)
are very
vulnerable
to ofadcan be different,
the analysis
performance
the CPA may vary depending
Ratio is generally used as a performance indicator of the CPA. Ratio is
versarial attacks because of the instability
and
unreliability
under
the value among them. Thus
on
which
single-bit
is
selected
as
the
intermediate
defined as follows:
manyofstudies
abouta adversarial
patches
havethe specific single-bit of the
we propose
computational method
to predict
Ratio = (Absolute correlationtraining
of right key)process.
/ (Highest Recently,
absoulte correlation
been
conducted
that
aims
to
misclassify
the
image
classifier
model
by
n-bit
S-Box
output
that
best
CPA
performance.
guess keys without right key)

attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
2. Proposed Method
3. Experimental Environments
them easy to be identified and responded to. In this paper, we propose a
new method
entitled
Spatially
Localized
Perturbation
(SLP-GAN)
Algorithm
1 is our
bit selection
Robin
is one of bitsliceGAN
block ciphers
using 8-bit S-Box [2]. We compared
Algorithm 1. Best bit selection
that canalgorithm
generate
while
maintaining
a the
high
at- results for Algorithm 1
whichvisually
searches anatural
bit that patches
the actual
CPA result
of Robin with
prediction
Input : a 𝑛𝑛-bit S-Box
has the rate.
best CPA
performance.utilizes
𝑟𝑟AB
ofa Robin.
Table localized
1 is details ofperturbation
experimental environments and Fig 1 is the
tack success
SLP-GAN
spatially
Output : Best bit 𝑏𝑏 of the 𝑛𝑛-bit S-Box
meansthe most
Pearson’s
correlation area
experimental
equipment
picture.
taken from
representative
of target
images
(i.e., attention
1: for i = 0 to 𝑛𝑛 − 1 do
coefficient
between A and
B. 𝑆𝑆𝑖𝑖 (𝕏𝕏)The patch region is extracted using the
map)
as
the
adversarial
patches.
𝑛𝑛
2: for 𝑑𝑑 = 1 to 2 − 1 do Grad-CAM
meansalgorithm
2𝑛𝑛 sequence to
thatimprove
is 𝑖𝑖-th bitsthe attacking
Target Boardability
ChipWhisperer-Lite
against the target
of S-Box outputs about every input,
3:
𝑐𝑐𝑖𝑖𝑑𝑑 ← 𝑟𝑟𝑆𝑆𝑖𝑖 𝕏𝕏 𝑆𝑆𝑖𝑖(𝕏𝕏⊕𝑑𝑑) model. Our
Target
Chip
Atmel XMEGA128
experiment, tested
on GTSRB
and
CIFAR-10
datasets, shows
𝑛𝑛
and 𝑆𝑆𝑖𝑖 (𝕏𝕏 ⊕ 𝑑𝑑) is a 2 sequence
4: end for
that SLP-GAN
outperforms the state-of-the-art
adversarial patch attack
Number
of
which Xor difference with 𝑆𝑆𝑖𝑖 (𝕏𝕏) is
2,000
𝑛𝑛 −1
Traces
visual fidelity.
5: 𝑅𝑅 ← max(𝑐𝑐1 , 𝑐𝑐 2 , … , 𝑐𝑐 2methods
𝑑𝑑. in
In terms
line 7 ofofAlgorithm
1, 𝑅𝑅 is
)
𝑖𝑖

𝑖𝑖

6: end for
7: 𝑏𝑏 ← argmin(𝑅𝑅𝑖𝑖 )

𝑖𝑖

0≤𝑖𝑖≤𝑛𝑛−1

8: return 𝑏𝑏

1

𝑖𝑖

𝑖𝑖

Sampling Rate
29.538 MS/s
inverse of Ratio prediction value
Keywords:
Adversarial
Patch
· Generative
Adversarial
· SpaAnalysis Target
1 roundNetworks
S-Box
when take
intermediate value
to 𝑖𝑖-th
tially Localized
bit of S-BoxPerturbation.
output. Thus, we take 𝒃𝒃,
Power Model
Single-bit
which has smallest 𝑹𝑹𝒊𝒊 to best bit on
Table 1. Experimental Environment
Fig 1. ChipWhisperer-Lite, Atmel
CPA.
XMEGA128

Introduction

4. Experiment Results

5. Conclusion

Let output of Robin’s
S-Box
is 𝑌𝑌 = networks
𝑦𝑦7 𝑦𝑦6 𝑦𝑦5 𝑦𝑦4 𝑦𝑦3 𝑦𝑦2(DNNs)
𝑦𝑦1 𝑦𝑦0 2 (𝑦𝑦7 have
is MSB).
explained whyused
when applying
CPA to intelligent
bitslice block ciphers, single-bit
Deep
neural
been We
extensively
in various
Table 2 is that be calculated
every
𝑅𝑅𝑖𝑖 value
𝑦𝑦𝑖𝑖 by applying
Algorithm 1 object
to
should
be chosen as the
Thus, we proposed the
systems
such
asoffacial
recognition,
classification,
andintermediate
disease value.
diagnosis.
Robin’s S-Box. According to the prediction, 𝑦𝑦2 and 𝑦𝑦3 will have the best
Algorithm 1 for predicting Ratio, CPA performance, by each single-bit
performance on CPA. This work was supported by Institute of Information
intermediate value.
In addition, we provide
the experimental basis of the
& communications
Technology
method
by Korea
comparing
experiment results and prediction
Planning
&
Evaluation
(IITP)
grant
funded
by
the
government(MSIT)
(2019-0-results on Robin,
𝑦𝑦𝑖𝑖 𝑦𝑦0 𝑦𝑦1 𝑦𝑦2 𝑦𝑦3 𝑦𝑦4 𝑦𝑦5 𝑦𝑦6 𝑦𝑦7
one of bitslice block ciphers. In conclusion, if the proposed Algorithm 1 is
01343,Regional
strategic
industry
convergence
security
core
talent
training
business).
𝑅𝑅𝑖𝑖 0.5 0.28 0.25 0.25 1.0 0.5 1.0 0.5
applied, the CPA can be efficiently applied to bitslice block ciphers by
This
of Science and ICT), Korea,
Table research
2. 𝑅𝑅𝑖𝑖 of Robin was
S-Box supported by the MSIT(Ministry
searching for intermediate values with excellent analysis performance in
under
theforITRC(Information
Research Center) support program(IITPFig 2 is the actual CPA
results
Robin implemented on Technology
the Atmel
advance.
supervised
by the IITP(Institute
of Information & Communications
XMEGA128, the 8-bit2020-0-01797)
processor. It shows
that Ratio according
to the
Technology
Planning
& Evaluation).
number of traces when
each 𝑦𝑦𝑖𝑖 is taken
by an intermediate
value. As
predicted in Table 2, 𝑦𝑦2 and 𝑦𝑦3 show the highest performance in the actual
CPA against Robin algorithm.
[1] E Brier, C Clavier, and F Olivier, “Correlation Power Analysis with a Leakage

6. References

Model”, CHES 2004, pp. 16–29
[2] V Grosso, G Leurent, FX Standaert, K Varici, “LS-Designs: Bitslice Encryption for
Efficient Masked Software Implementations”, FSE 2014.
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Fig 2. Ratio by bit according to the number of traces, the CPA results of Robin
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Poster: NovelSpatially
DFA Utilizing
Multiple Fault Injection
Localized Perturbation GAN

(SLP-GAN) for Generating Invisible Adversarial 국민대학교
KOOKMIN UNIVERSIT Y
Patches

Han-Byeol Park, Han-Seop Lim, Jong-Hyeok Lee,
Dong-Guk Han


Introduction
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
1[0000−0002−5382−8579]
Side Channel Attack(SCA)
and Differential
Fault Attack(DFA)
Mukaroh
,

Single Fault1[0000−0002−0396−5938]
DFA on ARIA and AES Algorithm , Harashta
Naufal Suryanto
Traditinal DFA on AESand ARIA block
ciphers restore the secret key by a single fault injection.
, and
Howon Kim1[0000−0001−8475−7294]

1[0000−0001−6143−4134]
1996 P.Kocher has shown that secret information can be derived
by utilizing various additional

Tatimma Larasati

information (e.g., operation time, power consumption, electromagnetic waves, and sound) which

It requires an average of eight fault injected ciphertexts to get the round key of ARIA block cipher by

occurs when mathematically proven cryptographic algorithms operate on real devices[1]. These Side-

a single fault injection [2].

Pusan National University, Republic of Korea
Similarly, DFA on AESrequiress eight fault injected ciphertexts by a single fault injection [3].
Channel Attacks (SCA) can be classified into invasive, semi-invasive, and non-invasive attacks
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
depending on the degree of physical manipulation of the target. The physical manipulate means
Contribution of this Poster
tatimmaharashta,howonkim}@gmail.com
decapsulationwhich removesa portion of the chip surface. These can be classifiedinto active attacks
This poster presentsa method that can reduce the

and passiveattacks according to the presenceor absenceof software manipulation. As passiveattack

Electromagnetic

number of fault injected ciphertexts to reveal the

methods, time analysis and power analysis are typical, and the typical method of active attack is

Fault Injection

round key by 50% compared to the conventional

injection of fault. Differential Fault Analysis (DFA) is an attack method that uses the difference

one. It usesmultiple fault injection attack utilizing

Abstract. Deep Neural Networks (DNNs)
arefaultvery
electromagnetic
source vulnerable
and voltage glitch to adcharacteristic.
versarial attacks because of the instability
source. and unreliability under the
Voltage-Glitch
training process. Recently, many studies about adversarial patches haveFault Injection
been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
ARIA-128 Algorithm
newandmethod
Spatially
Perturbation
ARIA Algorithm GAN (SLP-GAN)
ARIA is a SPN block cipher with 128-, 192-,
256-bit keys. entitled
It processes128-bit
blocks, and Localized
the
SubstLayer1(Type1) SubstLayer2(Type2)
F
that can
natural patches while maintaining
a128bithigh
atnumber of rounds is 12, 14, and 16, dependingon
the keygenerate
size of 128, 192, visually
and 256 bits, respectively.
128bit Input
Input
AddRoundKey
ARIA CRYPT
Most of the operations of ARIA arebyte-oriented.
sometimes
state is considered as
an
tack Therefore
success
rate.the SLP-GAN
utilizes
a spatially
localized
perturbation
SubstLayer1
128bit Plaintext
128bit Output
128bit Output
array of 16 bytes. Each round of the cipher
consists
of the following
three parts.
taken
from
the most
representative area of target images
DiffLayer (i.e., attention
:
(1) AddRoundKey
map) as the adversarial patches. The patchF region is extractedLTusing
the
F
LT :
The state is XORed with a 128-bit round key
F
Grad-CAM algorithm to improve the attacking
abilityAddRoundKey
against the target
(2) Substitution Layer
model. Our experiment, tested on GTSRB and CIFAR-10
datasets, shows
SubstLayer2
The state goes through 16 S-boxes. There are two kinds of ARIA substitution layers, Type 1
F
DiffLayer
that SLP-GAN outperforms the state-of-the-art
adversarial
patch attack
and Type 2, and they alternate between the rounds.
F
methods
in
terms
of
visual
fidelity.
F
(3) Diffusion Layer
between an abnormal output value and a normal output value due to the fault propagation

ARIA-128 Crypto Algorithm

odd

LT

even

even

LT

−1

LT −1 LT −1 LT −1 LT −1

LT

1

2

−1
1

−1
2

−1
1

−1
2

1

2

ARIA SubstLayer

…

Nr-1

odd

LT

even
odd

A simple 16 × 16 binary matrix is multiplied to the state, considered as an array of 16 bytes.

�inal

AddRoundKey

F�inal

ARIA DiffLayer

SubstLayer1

Keywords: Adversarial Patch · Generative
Adversarial Networks · Spa128bit Ciphertext
AddRoundKey
tially Localized Perturbation.

Novel Differential Fault Attack on ARIA-128
1

Example : ARIA-128 Algorithm

Introduction

ARIA-128 Algorithm

The proposed attack inthis poster depends on implementation methods. We introduce novel DFA

difference between the normal ciphertext and the fault injected ciphertext using the equivalent

in the input values
of thein
diffusion
layer for each
group element.
Deep neural networks (DNNs) have been difference
extensively
used
various
intelligent
“Korea Internet & Security Agency (KISA)” ARIA consists of [Figure 1].
example, the formula for deriving the round key inGroup 1 is as follows:
systems such as facial recognition, objectForclassification,
and disease diagnosis.

using ARIA-128 cipher as an example. First, the Diffusion Layer configuration of the open code of the

The processesof calculating bytes of {0, 5, 11, 14}, {1, 4, 10,
15}, {2, 7, 9, 12} and {3, 6,8, 13} are called Groups 1, 2, 3

[Figure 1] Duffusion Layer open code of the KISA

//Diﬀusion Layer

∀,

≠

∈

1, ∆ = ∆

∆=

−1

⊕

⊕

−1

⊕

13,
13,
This work was supported
by Institute of Information & communications Technology
{
: ith byte of Normal CipherText,
Byte T; Group1
Group1
Planning & Evaluation
(IITP) grant
funded by the Korea government(MSIT)
(2019-0∶ ith byte of Fault Injected CipherText,
T = i[3] ^ i[4] ^ i[9] ^ i[14]; T = i[1] ^ i[6] ^ i[11] ^ i[12];
T in order to pre-calculate a common value of four bytes in
01343,Regional strategic
security core talent
training business).
o[0] = i[6] ^ i[8] ^industry
i[13] ^T; o[2] = i[4] ^ i[10]convergence
^ i[15] ^T;
13, ∶ ith byte of 13 Round Key
each group. An attacker can deduce which byte was injected
o[5] = i[1] ^ i[10] ^ i[15] ^T; o[7] = i[3] ^ i[8] ^ i[13] ^T;
This
research
was
supported
by
the
MSIT(Ministry
of
Science
and
ICT), Korea,
o[11]
=
i[2]
^
i[7]
^
i[12]
^T;
o[9]
=
i[0]
^
i[5]
^
i[14]
^T;
with the fault from the difference between the ciphertext
o[14] = i[0] ^ i[5] ^ i[11] ^T; o[12]
= i[2] ^ i[7] ^ i[9] ^T;
under
Technology
Research
Center)
support
Since it is possible
to judge where
the fault wasprogram(IITPinjected from the fault injected ciphertext, key
injected with the fault in the
Diffusion the
Layer ITRC(Information
operation
T = i[2] ^ i[5] ^ i[8] ^ i[15]; T = i[0] ^ i[7] ^ i[10] ^ i[13];
2020-0-01797)
supervised
the
IITP(Institute
Information
Communications
recovery isof
possible
for 16 bytes if four&
ciphertexts
are selected so that the number of times of fault
o[1] = i[7] ^ i[9] ^ i[12]by
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Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate visually natural patches while maintaining a high attack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.
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INTRODUCTION

CHALLENGES IN MISBEHAVIOR DETECTION APPROACH

1[0000−0001−6169−5537]
There are various threats such as known
Medical cyber-physical systemsYongsu
are networkedKim
system of
medical IoT devices
, Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
or unknown attacks and depend
with integrated control, and data exchange in order
to provide quality care to
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
Known Attacks
altogether on IoT exercises, for
Mukaroh
,
Naufal
Suryanto
,
Harashta
patients. In this time of COVID-19 pandemic, while development of vaccine is
example, analysis of IoT devices, fault
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
Malicious Code
ongoing, the application of medicalTatimma
cyber physical systems
is a potential
solution
,
and
Howon
Kim
Larasati
management, firmware upgradations,
Variant Attack
to provide a continuous and high-quality care to patients even with utmost minimal
portability of the executives, and data
New Attack
face-face interaction and at the same time deliver a safe environment to them and
leakage. Such exercises are performed
Bypass analysis techniques
to medical professionals during treatment. However, the study of MCPS
is still in National University,
Pusan
Republic
of
Korea
with access to essential layers of
(Limitation of behavior analysis)
its infancy and faces challenges in ensuring safety especially at time when the
medical IoT systems, which may give
Limitation
of
irregular
behavior
detection,
False
positive,
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
system is vulnerable to security breach. Now, along with the expected increase
and false negative, Risk of system infection during analysis
unapproved access to an attacker to
Problem
Bypass virtual environment, Human interaction and anti-debugging,
demand for MCPS deployment, protection against security threats is tatimmaharashta,howonkim}@gmail.com
greatly
gatherings and prompting misuse of
Limitation of dealing with anti-cyber machine techniques.
their normal activities. Our proposed
needed. Thus, answering this call, we propose a distributed misbehavior detection
Difficulty in real-time processing, Difficulty in high-capacity
method relies on modeling, automation,
and high-speed traffic collecting and correlating analysis.
technique with a case study on patient-controlled analgesia device (PCA)
and verification of lightweight
integrated in a hospital’s health monitoring system.
Need a lot of resources, storage, spaces, communications need high computing power.
specification-based behavior rule for
Misbehavior detection method is very efficient in dealing unknown threats or
medical IoT devices and oriented
zero-day attacks. To-date, anomaly-based and specification-based methods are two
towards detecting misbehavior of
Abstract.
Deep theNeural Networks (DNNs) are very vulnerable to adknown types of misbehavior detection techniques
[1]. The former establishes
medical IoT devices embedded in CPS.
profile of normal behavior of the system from
a
large
amount
of
data
through
versarial attacks because of the instability and unreliability under the
machine learning and apply correlation and statistical analysis to significantly
training
process.
many studies about adversarial
patches have
quantify the deviation of an anomalous event
from normal
behavior Recently,
[2].
METHODS
Meanwhile, the latter simply uses the behavioral
specification
that a device
is
been
conducted
that
aims to misclassify the image classifier model by
programmed to do as basis in detecting misbehavior [3]. Now considering that
PCA’s Programmed Behavioral Specification
attaching
patches
However, most of the previousRaise
research
most embedded IoT devices, like PCA devices,
are resource-constrained
in termsto images.
an alert to designated personnel and halt analgesic
PCA’s Programmed
Transform into
Derive
Behavior
of memory and computational power, we dispose
anomaly-based
method. Hence, patches
employs
adversarial
that
are
visible
to
human
vision,
making
injection if the patient’s medical condition is unfit for analgesic
Behavioral
State Machine
Rules
the only viable approach for distributed misbehavior detection is specificationraise an
them easy to be identified Specification
and responded to. In this paper, weinjection;
propose
a alert to designated personnel and halt
based method.
analgesic injection if the PCA is not ready for analgesic

new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
injection; communicate with authorized personnel only regarding

the
and dosage of medicine; perform correct IDS
Lightweight
Collect
that can generate visually
patches
while maintaining
a injection
highrateatSYSTEM MODEL
Figurenatural
2. Specificationfunctions; when the injection button is pressed, if the patient
specified

Analysis
Compliance perturbation
based Misbehavior
tack success rate. SLP-GAN
utilizesStatistical
a spatially
localized

controlled injection rate is less than or equal to the
Patient-controlled analgesia is a medical device that allows patient fullDegree
Detection Workflow.
G(.) = Beta(α, β)
rate then inject a specified dose of medicine.
taken
theinjection
most representative area of target images (i.e.,injection
attention
control in administering analgesic drug
to its from
body with
period and dosage configurations that aremap)
prescribed
doctors.
asbythe
adversarial patches.
TheBehavior
patch
region is extracted
using the
ID
Rule
Security Aspect
Attack Behavior Indicator

ID

1 Raise alert tothe
designated
personnel and holdability
analgesic Integrity,
confidentiality,
ABI 1 (Patient Pulse Rate ≠ Normal) ˄
Grad-CAM algorithm to BRimprove
attacking
against
the target
injection if patient pulse rate is not normal
availability
(0x01) (Action ≠ Alert-and-Hold)
model. Our experiment, tested
and
CIFAR-10
shows
BR 2 Raise on
alert toGTSRB
designated personnel
and hold
analgesic Integrity,datasets,
confidentiality,
ABI 2 (Patient Respiration Rate ≠ Normal) ˄
injection if patient respiration rate is not normal
availability
(0x02) (Action ≠ Alert-and-Hold)
that SLP-GAN outperforms
the
state-of-the-art adversarial
patch attack
BR 3 Raise alert to designated personnel and hold analgesic Integrity, confidentiality,
ABI 3 (Patient Status = Defibrillation) ˄
injection if patient status is defibrillation
availability
(0x004) (Action ≠ Alert-and-Hold)
methods in terms of visual fidelity.

In-body
sensors

BR 4 Raise alert to designated personnel and hold analgesic Integrity, confidentiality,
injection if drug reservoir is empty
availability
BR 5 Raise alert to designated personnel and hold analgesic Integrity, confidentiality,
injection if infusion pressure is not normal
availability
BR 6
Accept authorized commands
Integrity, confidentiality,
availability
BR 7
Provide true recommendations
integrity
BR 8
Perform analgesic injection without exceeding the
integrity
specified rate
BR 9 Perform analgesic injection at the specified dosage
integrity

ABI 4
(0x008)
ABI 5
(0x010)
ABI 6
(0x020)
ABI 7
(0x040)
ABI 8
(0x080)
ABI 9
(0x100)

(Drug Reservoir = Empty) ˄
(Action ≠Alert-and-Hold)
(Infusion Pressure ≠ Normal) ˄
(Action ≠ Alert-and-Hold)
(Command = AUTHORIZED) ˄
(Action ≠ Accept)
(Audit = ON) ˄
(Action = Report False Audit)
(Injection Rate > Specified Injection Rate) ˄
(Action = Inject)
(Dosage ≠ Specified Dosage) ˄
(Action = Inject)

Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.
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Introduction

If(ABI != 0) : Evaluated to true is an indication of misbehavior.

Figure 1. Patient-Controlled Analgesia (PCA) device
integrated in hospital’s health monitoring system.

Deep neural networks (DNNs) have been extensively used in various intelligent
systems EXPERIMENTAL
such as facialSIMULATION
recognition,
ANDobject
RESULTclassification, and disease diagnosis.
CONCLUSION

✓ Experiment Setup


This work was supported
❖ Setup an NS3 simulation environment with the following configurations:

by Institute of Information & communications Technology

We illustrate that our proposed approach can
Planning
& Evaluation (IITP) grant funded by the Korea government(MSIT)detect
(2019-0misbehavior with high accuracy, thus
➢ Good target PCA, Malicious PCA,
Monitor PCA
ensure safety of the resource-constrained
01343,Regional
strategic
➢ Simulate imperfect mis-monitoring
at different noise
level using industry convergence security core talent training business).
Patient-Controlled
Analgesia devices. From
probabilistic model:
This research was supported by the MSIT(Ministry of Science and ICT),
Korea,
the conducted
extensive simulation in NS3, we
• Randomly generate a number Pe in [0,30%] (moderate noise) ,
verified that our proposed is at par with
under the ITRC(Information Technology Research Center) support program(IITP[0, 50%] (high noise)
contemporary machine learning methods SVM
2020-0-01797)
supervised by the IITP(Institute of Information & Communications
• Randomly generate another
number Pc in [0, 1].
and KNN. In the future, we plan to apply our
• Pc < Pe apply mis-monitoring.
technique to different medical devices
Technology Planning & Evaluation).
➢ Attacker type : Reckless: aggressively attacks
specifically to insulin infusion pump systems
since patient using such device in currently
✓ Effectiveness Performance Evaluation
increasing.
❖ Detection Rate : achieved above 99%.
❖ False negative probability (Pfn) : achieved less than 1%.
❖ False positive probability (Pfp) : achieved less than 3%.
❖ AUROC: achieved greater than 97%.
ACKNOWLEDGEMENT
❖ AUROC of our approach dominates SVM and KNN.
Figure 3. ROC curve of our approach, SVM, and KNN under various noise condition.

BIBLIOGRAPHY
[1] H. Bostani and M. Sheikhan, “Hybrid of anomaly-based and specification-based IDS for Internet of Things using unsupervised OPF based on MapReduce
approach,” Comput. Commun., vol. 98, pp. 52–71, 2017.
[2] B. B. Zarpelão, R. S. Miani, C. T. Kawakani, and S. C. de Alvarenga, “A survey of intrusion detection in Internet of Things,” J. Netw. Comput. Appl., vol. 84, pp. 25–
37, 2017.
[3] P. Uppuluri and R. Sekar, “Experiences with specification-based intrusion detection,” in International Workshop on Recent Advances in Intrusion Detection, 2001,
pp. 172–189.

44

15

This work is partially supported by Institute for
Information & communication Technology
Promotion (IITP) grant funded by the Korea
government (MSIT) (No. 2017-0-00664, Rule
Specification-based Misbehavior Detection for
IoT-Embedded Cyber Physical Systems). This
work is also supported in part by the U.S.
AFOSR under grant number FA2386-17-14076.

The 21st World Conference on Information Security Applications

Poster: RESEARCH ON CYBER THREAT INTELLIGENCE SHARING
MODEL UTILIZING CLOUD COMPUTING IN A SMART CITY
 ǡ  ǡ ǡ  
 
ǡ
 ǡ
Spatially
Localized Perturbation
GAN

1

 ««

(SLP-GAN) for Generating Invisible Adversarial
Figure 2 shows the CTI sharing model using our proposed private cloud computing.
Introduction
Patches

The proposed sharing model consists of sharing participants of Cloud, HUB, Spoke, and
Smart City.

A ‘Smart City’ refers to a city that offers efficient services to improve the quality of citizens'
lives by connecting heterogeneous infrastructures such as homes, buildings, schools,
hospitals, traffic systems over the internet through1[0000−0001−6169−5537]
information communication technology.

1[0000−0002−9651−7439]
TheKang
cloud hosts
virtual servers for CTI sharing and
provides them to participants. In the cloud,
, Hyoeun
, Afifatul
Yongsu Kim
the HUB and
Spoke models are applied, and the Spokes share the CTI around the HUB.
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
But, for building a Smart city,Mukaroh
Too many devices are connected over the
, Naufal Suryanto
, Harashta
internet, so they can be a target of cyber threat even devices1[0000−0001−6143−4134]
that can directly affect citizens'
HUB acts
as a CTI sharing
intermediary, analyzes the collected CTI, creates a
, and
Howon
Kim1[0000−0001−8475−7294]
Tatimma
Larasati
lives, such as electric facilities,
heating facilities,
and home appliances.
In a smart city, there are limits to defending
against new attacks in environments where
many devices are physically remote and
operating remotely in a wide range of
environments.

countermeasure, and redistributes it to the spokes. One of the sharing participants plays the
role of HUB.

Pusan National University, Republic of Korea
Spoke is a virtual server that supports CTI sharing provided to participants. Participants
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
create a CTI from an active security solution and share it with other participants through
tatimmaharashta,howonkim}@gmail.com
spokes.

To overcome this, a CTI sharing system
study was conducted to prevent the spread
of damage by sharing CTI (Cyber Threat
Abstract.
Intelligence).

Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
In Smart City, large-scale CTI is continuously
training process. Recently, many studies about adversarial patches have
generated from heterogeneous devices and
been conducted that aims to misclassify the image classifier model by
needs to be shared with other participants in
attaching patches to images. However, most of the previous research
real-time.
employs adversarial patches that are visible to human vision, making
Therefore, in smart city, CTI sharing system
them easy to be identified
and responded to. In this paper, we propose a
should be built by using cloud computing.
ͳǤ
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
In this paper, we suggest a cyber threatthat
intelligence
model utilizing
privatenatural
cloud
cansharing
generate
visually
patches while maintaining a high atcomputing in a smart city.
tack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
ʹǤ    
map) as the adversarial patches. The patch
region is extracted using the
Background Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
outperforms
thecities.
state-of-the-art adversarial patch attack
The following is an analysis of the cyberthat
threat SLP-GAN
intelligence sharing
environment in smart
methods in terms of visual fidelity.

2

4

- Large scale heterogeneous devices exist throughout the city and are physically remote.
- Large-scale CTI continuously generated from heterogeneous devices

Conclusion

Keywords: Adversarial Patch · Generative Adversarial Networks · SpaWe propose a sharing model that satisfies the requirements of a real-time sharing
Perturbation.
environment by showing the incompatibility of the on-premises method from a shared

- Be able to share in real-time to respond
quickly
to threats
tially
Localized

- New participants can be created, or existing participants can withdraw
- `
Table 1 shows a comparison of on-premises systems with public and private clouds.

1

environment where CTI is constantly generated on heterogeneous devices and using
the characteristics of the cloud.

Introduction

It is a model that flexibly responds to the constantly generated threat intelligence by
applying the characteristics of cloud computing to the CTI sharing environment of
Smart City.

ͳǤ 

Deep neural networks (DNNs) have been extensively used in various intelligent
deployed on-premises, if traffic suddenly increases and the capacity of
systems such as facial recognition, object When
classification,
and disease diagnosis.
computing power or CTI storage becomes insufficient, it is necessary to shut down the


3

server and add computing devices or storage. This causes a problem that security gaps

This work was supported by Institute of Information
communications
occur because &
service
providers do not shareTechnology
CTI. The cloud can flexibly deal with
these
issues.
Planning & Evaluation (IITP) grant funded by
the
Korea government(MSIT) (2019-001343,Regional strategic industry convergence security core talent training business).
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITP2020-0-01797) supervised by the IITP(Institute of Information & Communications
References
Technology Planning & Evaluation).

5

Proposed Sharing Model

S.Musa, “Smart Cities – A Roadmap for Development”, IEEE Potentials, 37(2), pp. 19-23, Mar-Apr. 2018.

If the participating institutions of Smart City are merged and the subject of CTI management is
changed, new companies participate, or existing participants withdraw, the sharing model in
the form of on-premise must install new servers or move them to another location.
In addition, when there is a lot of traffic, it is disadvantageous to the cloud in terms of flexibility,
such as shutting down the server to add more storage and computing power.
The big difference between the public cloud and private cloud sharing models is the
management of the participants.

44

The public cloud does not have the authority to manage each participant, but in the private
cloud, the service manager of the cloud can manage each participant at once.

M.Al-Hader, A.Rodzi, A.R.Sharif, and N.Ahmad, “Smart City Components Architecture”, IEEE CSSIM, pp. 93-97,
Sep. 2009.
Intel, Analysis Working Group, "What is Cyber Threat Intelligence?", Oct. 2015
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Poster: Analysis of SMB Protocol Vulnerability
- Will there be a second WannaCry crisis? -

Woosung Yun(1)(2), Yeseong Hwang(1)(2), Jieon Kim(1)(2)
(3), Sangjin Lee(1)(2)*
Lee(3), Sukdea Yu
SpatiallyJaeyeon
Localized
Perturbation

(SLP-GAN)

Institute of Cyber Security & Privacy
for(2) Korea
Generating
Invisible
University, (3) Hanwha Systems

Introduction

(1)

GAN
Adversarial


Patches
SMB v3.1.1

SMBGhost (CVE-2020-0796)
1[0000−0001−6169−5537]
1[0000−0002−9651−7439]
,
Hyoeun
Kang
, Afifatul
Yongsu
Kim
SMB
v3.1.1
supports message compression,
a vulnerability that
Server Message Block (SMB) is a protocol which is built into Windows
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
occurs
when
sending
and
receiving
compressed
packets during the
Mukaroh
,
Naufal
Suryanto
,
Harashta
operating system co-developed by MS, IBM, and Intel. SMB is a
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
protocol
process.
,
and
Howon
Kim
Tatimma
Larasati
message format used by DOS or Windows to share files or directories

What is SMB Protocol?

and peripheral devices, and communication is performed primarily
Pusan National University, Republic of Korea
through ports 149, 445, etc.
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
Recently, some vulnerabilities related this protocol
have been
tatimmaharashta,howonkim}@gmail.com
discovered. If cyber attack occur through these vulnerabilities, it can
result in severe consequences.

SMB Protocol Vulnerability
Analysis Deep
Abstract.

Neural Networks (DNNs) are very vulnerable to adversarial
attacks
because
of the instability and unreliability under the
SMB v1
training process. Recently, many studies about adversarial patches have
The vulnerabilities found in SMB
are those found
in 2017
beenv1conducted
that
aimscalled
to misclassify the image classifier model by
“EternalBlue” and recently discovered
“SMBlost”.
attaching patches to images. However, most of the previous research
Figure 2. Cyber attack Diagram using SMB v3 (SMBGhost)
employs
adversarial patches that are visible to human vision, making
EternalBlue (CVE-2017-0144,
CVE-2017-0143)
•
Send
a manipulated
them easy to be identified and responded to. In this
paper, wecompressed
propose apacket to the target
First, the EternalBlue is an attack
that
was
mounted
on
WannaCry
new method entitled Spatially Localized Perturbation
(SLP-GAN)
• DecompressGAN
the packet,
the size of the packet is not verified
ransomware and caused great
damage
2017. natural patches while maintaining a high atthat
can worldwide
generate in
visually
• Buffer Overflow occurrence - attacker can invade the system
tack success rate. SLP-GAN utilizes a spatially
localized perturbation
memory
taken from the most representative area of target images (i.e., attention
A vulnerability
in function
“srv2!Srv2DecompressData”.
In the
map) as the adversarial patches. The patch
region isexists
extracted
using
the
header portion
of the
function,
buffer is allocated by adding the
Grad-CAM algorithm to improve the attacking
ability
against
thethe
target
Offset
and “OriginalCompressedSegmentSize”
value.
model. Our experiment, tested on GTSRB
andvalue
CIFAR-10
datasets, shows
However, there
is no comparison
between the Offset value and the
that SLP-GAN outperforms the state-of-the-art
adversarial
patch attack
size of the compressed buffer, resulting in a vulnerability.
methods in terms of visual fidelity.

SMBleed (CVE-2020-1206)

Keywords: Adversarial Patch · Generative Adversarial Networks · SpaSMBleed is a vulnerability in sending and receiving compressed
tially Localized Perturbation.
packets like SMBGhost. There is a vulnerability that causes memory
to be used by allocating extra space less than the buffer value.
Figure 1. Cyber attack using SMB v1 (EternalBlue)
Information may be exposed using this extra space.
1 Introduction
File Extended Attribute (FEA) information is delivered when sharing
Countermeasures & Conclusion
files, one of the main functions of SMB. A vulnerability exists in the
neural networks (DNNs) have been extensively used in various intelligent
process of encodingDeep
FEA values.
Currently, countermeasures against SMB vulnerabilities are only

systems such
as facial
classification, and disease diagnosis.
• “srv!SrvOs2FeaListSizeToNt”
function
convertrecognition,
FEAList to NtFEAobject applying
patches provided by MS or blocking ports used by SMB
format and miscalculate
DWORD
as
WORD

protocols
compress function.
This work was supported by Institute of Informationor&disable
communications
Technology
• Update the FEALIST's
end-recognition
value called
LISTSIZE
Planning
& Evaluation
(IITP)
grant funded by
the attacks
Korea using
government(MSIT)
(2019-0- are affect most
Cyber
SMB Protocol vulnerabilities
01343,Regional
strategic
industry
convergence
security
core
talent
training
business).
recent
Windows
systems.
It
can
be
very
dangerous not only for
• Overflow occurrence - attacker can use extra area
This research was supported by the MSIT(Ministry
of Science
and
ICT),
Korea,
external
network
but
also
for
internal
network.
Because these
After that, run the “mssecsvc” service to scan the local network and
under the ITRC(Information Technology Research
Center)
support program(IITPvulnerabilities
are
“wormable”,
if
malicious
file
break
into systems
the Internet to identify the system where the SMB port is exposed.
2020-0-01797) supervised by the IITP(Institute
of Information
Communications
any how,
it can infect to &
others.
Systems that cannot be patched or
And in the same process, exploit vulnerabilities to break into remote
Technology Planning & Evaluation).
that do not apply appropriate countermeasures can fall victim to
systems and send Malware payloads. This continues to spread
massive cyber attacks. Since modified of chaining attacks using SMB
Malware.
vulnerabilities can be made, we should be extra careful and prepare
SMBlost (CVE-2020-1301)
ourselves through continuous research on SMB vulnerabilities.
SMBlost vulnerabilities are less risky than other vulnerabilities
Acknowledgments
because they have two prerequisites.
This work was supported by a grant-in-aid of
HANWHA SYSTEMS.
1. User credentials are required to connect to shared folders
2. The server must share a partition, e.g. C:\, D:\
When the above prerequisites are present, sending a crafted
SMB_COM_NT_TRANSACT request will result in an integer
underflow, making the out-of-range kernel area available to
attackers.

References

44

17

[1]WannaCryAnalysisSpecialReport,KISA,2017
[2]https://tcblog.protiviti.com/2018/03/07/understanding-server-message-block-from-the-ground-up/
[3]https://blog.trendmicro.com/trendlabs-security-intelligence/ms17-010-eternalblue/
[4]https://blog.zecops.com/vulnerabilities/exploiting-smbghost-cve-2020-0796-for-a-local-privilege-escalation-writeup-and-poc/
[5]https://blog.zecops.com/vulnerabilities/smbleedingghost-writeup-chaining-smbleed-cve-2020-1206-with-smbghost
[6]https://airbus-cyber-security.com/diving-into-the-smblost-vulnerability-cve-2020-1301/

The 21st World Conference on Information Security Applications

Poster: Dynamic Mobile App Unpacking
Based on Bytecode Instrumentation
Spatially Localized Perturbation GAN
Geochang Jeon1, Sunjun Lee1, Jeong Hyun Yi2
(SLP-GAN) for1School
Generating
Invisible Adversarial
of Software Convergence.

2School
Patches
of Software.
Soongsil University.

Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
1[0000−0002−0396−5938]
Introduction
Experimental
Results
Mukaroh1[0000−0002−5382−8579] , Naufal Suryanto
, Harashta
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
Kimthe
Tatimma
Techniques for analyzing
theLarasati
flow of execution play a very , and Howon
We measure
unpacking restoration rate by comparing the

important role in the packing field. The byte code that operates as the
unpacked original app with the unpacked app. The app used is a
Pusan
National
University,
Republic
of Korea
apk's executable code is executed in the Android
runtime.
By analyzing
sample
APP with
a login function, and the packing process was
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
the execution flow of bytecode using
the Android runtime, you can get
performed using the Bangcle tool. Figure 4 shows the format of the
tatimmaharashta,howonkim}@gmail.com
unpacked bytecode regardless of the packing method
applied to apk.
original Classes.dex file. Figure 5 shows the format of the classes.dump
We propose an unpacking technique for mobile apps by dumping
file unpacked using the proposed system.
bytecode that is dynamically executed in the android runtime.
Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training
Recently,
many
Bangcle is one of the packing
toolsprocess.
that provides
the ability
to studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
prevent analysis of your app by compressing executable code. Figure 2
attaching patches to images. However, most of the previous research
shows the original class list of the APP, and Figure 3 shows the class list
employs adversarial patches that are visible to human vision, making
of the packed APP using the Bangcle packing tool. Since it is packed,
them easy to be identified and responded
to.4.Original
In thisclasses.dex
paper, File
we propose
a 5. Unpacked classes.dump File
Figure
Figure
there are additional dummy classes, unlike the original class list, and
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
you can see that the MainActivity class is compressed and disappears.
that can generate visually natural patchesFigure
while6 maintaining
a high
atshows the result
of comparing
similarity between the
tack success rate. SLP-GAN utilizes original
a spatially
perturbation
dex filelocalized
and the dump
file obtained by dumping the Byte Code
taken from the most representative area
of targetusing
images
(i.e., attention
dynamically
the perfect
match method. Classes.dex file size is
map) as the adversarial patches. The patch
region
extracted
using
1,829,776
bytes,isand
Classes.dump
filethe
size is also 1,829,776 bytes. As a
Grad-CAM algorithm to improve the attacking
ability
against
the
target
result of the similarity measurement between the two files, it is the
model. Our experiment, tested on GTSRB
CIFAR-10 datasets, shows
sameand
as 99.9658%.
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methodsFigure
in terms
of ofvisual
Figure 2.Class List of Original App
3.Class List
Packed fidelity.
App

Related work

Proposed System

Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially configuration
Localized Perturbation.
Figure 1 shows the system
we propose. Our
proposed unpacking module is configured to run in the Android
runtime running the Android application.

1

Figure 6.Result of File Comparison

Introduction

Deep neural networks (DNNs) have beenConclusion
extensively used in various intelligent
As a result of binary
matching
between the classes.dex file
systems such as facial recognition, object classification,
andperfect
disease
diagnosis.

before packing and the unpacked classes.dump file, it was confirmed
This work was supported by Institute of Information
communications
that all Byte &
Codes
matched, exceptTechnology
for the mismatch between the
Planning & Evaluation (IITP) grant fundedoriginal
by thedex
Korea
government(MSIT)
file and
the odex binary string(2019-0extracted from memory.
01343,Regional strategic industry convergence security core talent training business).
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research was supported by the MSIT(Ministry
of Science and ICT), Korea,
Figure 1. Proposed System
under the ITRC(Information Technology Research
Center)was
support
program(IITPThis
research
supported
by the part of Military Crypto
This system can unpack
packed executable
programs
2020-0-01797)
supervised
by thethrough
IITP(Institute
of
Information
&
Communications
Research
Center
(UD170109ED)
funded
by Defense Acquisition
Android Runtime. SinceTechnology
Android Runtime
has a built-in
measurement
Planning
& Evaluation).
Program
Administration(DAPA)
and
Agency
for Defense
function, it operates in an event driven way and is generated by the
Development(ADD)
interpreter. First, the Callback Unit module receives the event
generated by the interpreter and provides control to handle it in the
Reference
proposed system. The Classification Unit identifies the dex, odex, and
oat files that are the target of unpacking among the information
[1] Bangcle, https://dev.bangcle.com/, 2020.
received through the event. The Memory Dumping Unit performs the
[2] M. Chau, and R. Reith, “Smartphone Market
task of copying the identified target in the memory to the area
Share,”https://www.idc.com/promo/smartphone-market-share/,
managed by the proposed system. Since the target Dex, Odex, and Oat
Accessed on: Apr. 2020.
files exist in memory in the form of unpacking during the loading
44
process, the restored file can be obtained without decryption logic. The
Log Managing Unit performs a new operation of saving the unpacked
file as a log file.
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Poster: Method of Generating a Blacklist for Mobile Devices
by Searching Malicious Websites
Takashi Ishihara, Masaya Sato, Toshihiro Yamauchi (Okayama University)

Spatially Localized
Perturbation GAN
1. Introduction
➢ Mobile devices
are more frequently
targeted
in cyberattacksInvisible
and web-based
attacks have been reported.
(SLP-GAN)
for
Generating
Adversarial
➢ We proposed a method for searching maliciousPatches
websites and
 generating a blacklist for mobile devices.
2. Attacks of Redirecting a User to Unwanted Websites
1[0000−0002−9651−7439]
(1) Visiting
malicious landing site.
Kangthe
, Afifatul
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
(2)Suryanto
Tapping anywhere on the screen.
Mukaroh
, Naufal
, Harashta
1[0000−0001−8475−7294]
and HowontoKim
Tatimma Larasati1[0000−0001−6143−4134]
(3) ,Redirecting
intermediate
site 1 (Website 1).

(4) Redirecting to intermediate site 2 (Website 2).

Pusan National University, Republic of Korea
(5) Redirecting to the unwanted website.
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
tatimmaharashta,howonkim}@gmail.com
➢ The URL of the intermediate site is generated from the

specified URL and a randomly created character string [1].
➢ The URL of the unwanted website includes the user’s
information
[1].
Abstract. Deep Neural Networksdevice
(DNNs)
are very vulnerable
to ad-

Flow of an attack that redirects
a userattacks
to unwanted
websites
versarial
because
of the[1]
instability and unreliability under the

3. Methods of Generating Blacklists

training process. Recently, many studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
Data Collection Unit attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
➢ Collecting URLs and corresponding
HTML files.
them easy to be identified and responded to. In this paper, we propose a
➢ To collect URLs, usingnew
Twitter’s
Streaming
API. Localized Perturbation GAN (SLP-GAN)
method entitled Spatially
that
can
generate
visually
natural patches while maintaining a high atVerification Unit
tack success rate. SLP-GAN utilizes a spatially localized perturbation
➢ Searching the HTML files using
taken from the most representative area of target images (i.e., attention
keywords extracted from
map) as the adversarial patches. The patch region is extracted using the
known malicious websites
and algorithm to improve the attacking ability against the target
Grad-CAM
finding URLs that aremodel.
highly Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
likely to be malicious.that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.

Basic design of our proposed method
➢ Checking a malicious URL by
manual access.
to extract for
keyword searches
and· Spablacklist
Keywords: Adversarial keyword
Patch · Generative
Adversarial
Networks
Target
Keywords to extract
tially Localized Perturbation.
Extraction Unit
The filename (e.g., example.js) that causes the redirection
HTML files of the landing site
➢ Extracting the keywords
FQDN that provides the file that causes the redirection
used for keyword
1 searches
Introduction
URL of the intermediate site
FQDN
and blacklist.
URL of the unwanted website FQDN

Deep neural networks (DNNs) have been extensively used in various intelligent
4. Evaluation
systems such as facial recognition,
object classification, and disease diagnosis.

1. Number of malicious
websites discovered
2. Detection rate of malicious websites using a blacklist

This work was supported by Institute of Information & communications Technology
➢ Using
blacklist
generated by
the proposed
& Evaluation
(IITP)
funded
by the the
Korea
government(MSIT)
(2019-0➢ 122,350 websitesPlanning
that collected
between
Julygrant
23 and
01343,Regional
strategic
industry
convergence
security
core
talent
training
business).
method in Evaluation 1.
December 16, 2019.
was supported by the MSIT(Ministry of Science and ICT), Korea,
➢ 200 landing sitesThis
wereresearch
discovered
and 182 landing ➢ The five malicious websites collected using the
under the ITRC(Information Technology Research Center) support program(IITPproposed
method from
December 20 to December
sites could not be2020-0-01797)
detected by supervised
Google Safe
byBrowsing.
the IITP(Institute
of Information
& Communications
30,
2019
were
used.
➢ As the keywords,Technology
3 filenamesPlanning
and 108&FQDNs
were
Evaluation).
➢ The blacklist detected all 10 accesses at four websites.
extracted.

5. Conclusions
➢ We found 182 landing sites that could not be detected by Google Safe Browsing.
➢ The blacklist using keywords has a sufficiently high detection rate for specific malicious websites.
➢ In future work, we will evaluate the detection rate of our blacklist for common malicious URL lists.
Acknowledgement : The research results have been achieved by “WarpDrive: Web-based Attack Response with Practical and
44
Deployable Research InitiatiVE,” the Commissioned
Research of National Institute of Information and
Communications Technology (NICT), Japan.
[1] Imamura, Y., Orito, R., Chaikaew, K., Manardo, C., Leelaprute, P., Sato, M., Yamauchi, T: Threat Analysis of Fake Virus Alerts Using
WebView Monitor, In: 2019 Seventh International Symposium on Computing and Networking (CANDAR), pp.28-36 (2019).
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Poster: Parallel De-concealment of SUCI using GPU for
Chan-Guk Jang, Juhong Han, Okyeon Yi
5G Multi-Access
Department of Financial Information Security, Kookmin University

Spatially Localized Perturbation GAN
{Jangchankuk, hjhong, oyyi}@kookmin.ac.kr
(SLP-GAN) for Generating Invisible Adversarial
Introduction
Patches

• In 2018, as 3GPP released REL 15, a 5G(5th Generation) mobile telecommunication standard, mobile carriers and manufacturers around
the world began commercializing 5G telecommunication by analyzing and implementing the standard of 3GPP.
• In this paper, we Yongsu
propose a Kim
method
to quickly de-concealing
using the Kang
GPU when
de-concealing SUCI in ,5G
mobile
1[0000−0001−6169−5537]
1[0000−0002−9651−7439]
, Hyoeun
Afifatul
telecommunication network.1[0000−0002−5382−8579]
Among them, the IMSI, the only distinguisher used
to distinguish users in mobile telecommunication
1[0000−0002−0396−5938]
Mukaroh
, Naufal Suryanto
, Harashta
network, has vulnerabilities exposed during
the initial access of a terminal in 3G, 4G mobile
telecommunication, and uses many
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
,
and
Howon
Kim
Tatimma
Larasati
identifiers such as and GUTI.
• However, since these identifiers are also exposed, 5G mobile telecommunication uses SUCI(Subscription Concealed Identifier) using
Pusan National University, Republic of Korea
the ECIES scheme.

{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,

tatimmaharashta,howonkim}@gmail.com
Why 5G Needs High Speed De-concealing
SUCI
•
•
•
•
•

SUPI is a subscriber identifier used from 5G telecommunication on behalf of IMSI and is defined in 3GPP standard TS 23.501[1].
Most USIM-enabled UEs in 5G mobile telecommunications utilize IMSI as SUPI values and use NAI or other things in non-USIM devices
The SUCI is a privacy preserving identifier containing the concealed SUPI.[5]
Abstract. Deep Neural Networks (DNNs) are very vulnerable to adThis encrypted IMSI is transmitted to the network when the UE initially accesses the network.
versarial
attacks
of the the
instability
and
unreliability
the
As for 5G mobile communication that requires
these because
three requirements,
de-concealing
of SUCI
performed inunder
HN during
the initial access of the terminal is
process.
Recently, many studies about adversarial patches have
very critical, especially when training
requesting mMTC
and URLLC.
been conducted
to misclassify
imagebyclassifier
model
by
• However, in 5G mobile telecommunication,
the loadthat
withinaims
home network
is inevitablythe
generated
using the public
key cryptography
from the initial
attaching
patches
to images.
However,
most of the
previous
research
connection of the terminal. Particularly,
in the
URLLC, which
requires fast
network authentication
to provide
the ultra-low
latency of the terminal with a large
employs
adversarial
patches
that are
tocryptography
human vision,
number of terminals in the unit
cell, it is inevitably
affected
by the existence
of thevisible
public key
itself. making
them
easy
toasbe
identified
responded
to. In using
this the
paper,
we propose
• Of course, ECIES can be used to
transmit
IMSI
in the
traditionaland
4G mobile
communication
NULL scheme,
but thisais only to maintain the existing
security vulnerability.
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
• We focus on fast de-concealing
and describe
parallel de-concealing
SUCI as one
of the methods
reduce the loadaofhigh
homeatnetwork in the case of simultaneous
that
can generate
visually natural
patches
while to
maintaining
multiple access of a large number
terminals in
5g mobile
communication
that arequires
mMTC.localized perturbation
tackofsuccess
rate.
SLP-GAN
utilizes
spatially

Experiment

Results & Conclusion

taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.


This work was supported by Institute of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-001343,Regional strategic industry convergence security core talent training business).
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITP2020-0-01797) supervised by the IITP(Institute of Information & Communications
• In the experiment, OpenSSL v1.1.1g was modified and used.
• The values written in the two tables are the time spent for each epheme
Technology Planning & Evaluation).
• First, in the experimental group GPU parallelization experiment (Test 1), th
e private key d of the home network, public key Q of home network, and e
phemeral public key of UE are transmitted from the host to the GPU.
• After parallelization is performed with only the received value, an epheme
ral shared key is generated, and then the same encryption key and MAC ke
y as the UE are generated. After that, compare the key of the UE owned by
the host and the home network key of the devices to see if it was created c
orrectly.
• After that, compare the key of the UE owned by the host and the home ne
twork key of the devices to see if it was created correctly. The comparator
CPU experiment (Test 2) performs the process performed by GPU in a singl
e process with the values generated during the preliminary phase. Measur
e and compare the time during the main experiment.

44

20

ral shared key creation in each environment.
• In particular, in the experiment where an ephemeral shared key was gen
erated through parallelization in a GPU environment, it was measured in
cluding the time taken to move the memory from the host device to the
GPU device.
• Through this, when configuring 1 SIDF per 𝟐𝟐𝟏𝟏𝟏𝟏 or more UEs, if the SIDF is
configured using a GPU, it may show an efficiency of about 40 times hig
her than when configuring through a single CPU.
• the number of GPUs can be increased to further reduce the time taken p
er ephemeral shared key. Since it takes 1 second to calculate 𝟐𝟐𝟏𝟏𝟏𝟏 shared
values per GPU, it is judged that more shared values can be calculated b
y increasing the number of GPUs and performing parallelization betwee
n GPUs.
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Introduction
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
1[0000−0002−0396−5938]
• As security threats to industrial control systems 1[0000−0002−5382−8579]
increase, security requirements for ICS(Industrial Control System) are being prepared
in Europe, the United States, and South Korea.

Mukaroh
Tatimma Larasati
resources and access control for communication.

, Naufal Suryanto
, and Howon Kim

, Harashta

• At the same time, companies that manufacture PLC(Programmable Logic
Controller) that play an important role in industrial control systems are internalizing
security configuration related to the authority to access to PLC’s
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
• If the security functions inherent to the PLC are properly set and then periodic security configuration inspection are performed, the overall security of the ICS can be improved. However, when developing the tool to inspect

Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
on network scanning on PLC is proposed. In addition, we present the experimental
results by applying the proposed method to the PLC manufactured by RA(Rockwell Automation)
tatimmaharashta,howonkim}@gmail.com

security configuration, if the tool does not consider the availability of the ICS, the security configuration inspection that performed to increase the security of the ICS will result in the destruction of the system availability.
• Therefore, it is essential to prepare an evaluation method for the impact of security configuration inspection tool on PLC and in this paper, a method to evaluate the impact of security configuration inspection tools based

Related Works

Testbed

CompactLogix
Abstract. Deep Neural Networks (DNNs) are very vulnerable to Characteristic
ad➢ NISTIR 8177 describes performance indicators
to measure theattacks
impact on ICS because
when cybersecurity
versarial
of isthe instability and unreliability under
Control the
tasks
*32
applied in ICS.
* 100 Programs/task
training process. Recently, many studies about adversarial patches** Continuous
have
Periodic
➢ NISTIR 8177 describes the experimental environment to measure the impact on ICS when cybersecurity is
been conducted that aims to misclassify the image classifier model
by
User Memory
1MB
applied in ICS.
attaching patches to images. However, most of the previous research
➢ Based on the contents of NIST 8177, we considered the security configuration inspection tool as one of
Controller connections
256
employs adversarial patches that are visible to human vision, making
the cybersecurity applied to ICS.
Fig 1. Testbed
for evaluating
impact Tool we propose
Table 1a. CompactLogix Specifications
them
easy
be You
identified
and
to. In
this paper,
• Mattias, Niedermaier., Jan-Ole, Malchow., Florian,
Fischer.,
Daniel,to
Marzin.:
Snooze, You Lose.
Wootresponded
• We have constructed a testbed that controls and monitors the status of LEDs using CIP, the ICS protocol based on TCP/IP
18’, (2018)
new method entitled Spatially Localized
Perturbation GAN (SLP-GAN)
• HMI : Autobase, PLC : CompactLogix-’RA
➢ In the above paper, the impact of packet flooding on PLC was measured using tools based on network
that can generate visually natural patches
while maintaining a high at• What happens at each security configuration inspection
scanning such as “nmap”
tack success rate. SLP-GAN utilizes a➢ The
spatially
perturbation
python script thatlocalized
implements the security
configuration inspection function creates a packet that requests the
➢ The authors of the above paper measured how much a tool based on network scanning affects the
taken
from
the
most
representative
area
of
target
images
(i.e.,
security
configuration of
the PLC and sends
it to theattention
PLC.
basic working unit of PLC, “scan cycle”. This is the results of observing the behavior of the PLC on stress
➢ The PLC sends
the bits requested
by the security inspection
and the tool saves the results send by the PLC as a
map) as the adversarial patches. The patch
region
is extracted
usingtoolthe
as an indicator within the PLC.
json file.
Grad-CAM algorithm to improve the attacking
ability against the target
➢ One-time scan generate packets of about 2KB
model. Our experiment, tested on GTSRB
and CIFAR-10 datasets, shows
➢ One-time scan takes about 200~350ms
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
•

NISTIR 8177

Identify Indicators

•

Experiments and Results

We have identified indicators that can observe the impact of the security configuration inspection

tools on the PLC.
•
•

•

In order to eliminate as much variables as possible except overhead by scanning and to increase

Keywords: Adversarial Patch · Generative Adversarial Networks · Spaaccuracy for the average value of the experiment, the data transmitted over the network were
tially
Localized
identified indicators that could be observed
independently
of the PLC’sPerturbation.
manufacturer.
collected for six hours, and the electrically connected Digital and Analog outputs were collected for
Although the testbed was built using a PLC manufactured by RA(Rockwell Automation), we

We categorized the testbed we constructed into the operation layer, the control layer, and the

five minutes.

field device layer, and identified indicators for observing the impact at each layer.

1•

•

When measuring data at the operation layer, security configuration scan was run every 1s, 500ms,

Introduction
The field device layer of the ICS, includes components that collect

200ms, and 0ms to increase the overhead on the PLC. When measuring data at the field device
layer, security configuration scan was run every 60s, 20s, 10s, 5s, 1s, 500ms, and 0ms cycles.

status data from the site or participate directly in the process such
as actuators
and sensors.
Results of the Operation
Layer in various intelligent
Deep
neural
networks (DNNs) have been •extensively
used
•
PLC is electrically connected to the actuator and sensors and
systems
such
as
facial
recognition,
object
classification,
and disease diagnosis.
repeats the behavior of updating the status or by commands

 received from the control software such as HMI, EWS and

This work was supported by Institute of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-0Table. 2. security
TCP ACK RTT measurement
on CompactLogix
01343,Regional strategic industry convergence
core talent
training
Table.business).
3. ICMP RTT measurement on CompactLogix
If, after applying security configuration inspection tool, the overhead on the PLC affects the
This research was supported by the MSIT(Ministry
of
Science
and
ICT),
Korea,
performance of one of the above processes and is delayed, then subsequent operations are also delayed
➢ Communication errors, bad code alarms did not occur in all cases, regardless of whether security
under the ITRC(Information Technology Research
Center)
program(IITPin a chain fashion.
configuration
scan was runsupport
or not.
When an alarm related to the inability
to communicate with the
PLC occurs on the by
HMI, the
effect
2020-0-01797)
supervised
the
IITP(Institute
of Information
Communications
➢ The average
value of TCP ACK RTT&
indicated
an overall decrease with the execution of security
generated on the PLC can be determined
as a phenomenon.
configuration scans.
Technology
Planning & Evaluation).
Fig 2. PLC’s scan cycle

•

•
•

responding the results to the conrol software via communication

By measuring the rate of increase in the reponse time of the PLC to the HMI request, the overhead of

➢

the effect occurring in the PLC can be quantitatively calculated.
•

zero and the scan was performed. However, there was no consistent increase in average overhead

When the waveform of digital/analog output from PLC is collected for a certain period of time before

at 1000ms, 500ms and 200ms.

and after applying the security configuration inspection tool, the overhead can be quantified by

➢

calculating the degree of cycle change rate of digital/analog output..
•

•

Indicators identified at Operation Layer
➢ Whether or not a communication timeout alarm occurred
from HMI

•

Indicators identified at Field device Layer

➢

Digital/analog output did not occur in all cases.

➢

Both the analog and digital signals were less than 1%
executed, and we did not observe a consistent

44

➢ Whether Digital/Analog output of PLC has occurred
Fig 3. ICS security reference model [2]

Taken together, it can be seen that the security configuration scans have no effect on the PLC.
Results of the Field Device Layer

overhead before the security configuration tool was

➢ Whether or not a bad code error occurred in HMI
➢ Rate of change in response time : TCP ACK RTT, ICMP RTT

The average value of ICMP RTT showed the highest growth rate when the scan interval was set to

increase in overhead as the scan cycle became more
frequent, so it is hard to see an overhead caused by
the security configuration scanning tool.

➢ Rate of change in the cycle of Digital/Analog output from

the PLC

Table. 4. Change of digital/analog output cycle on CompactLogix
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Poster: Comparative Analysis of Security Vulnerability
Localized
Perturbation
GAN
ResponseSpatially
Policy and
the Role
of the Government
(SLP-GAN) for Generating Invisible Adversarial
Patches

INTRODUCTION

when the IoT age swept in and allowed
devices to gather and record information by themselves,
the boundaries that used to exist between each
1[0000−0001−6169−5537]
1[0000−0002−9651−7439]
, Hyoeun Kangbecome
, Afifatul
Yongsu Kim
media are now gone and the need
for comprehensive end-to-end cybersecurity has 1[0000−0002−0396−5938]
all the more important as well as a response system
1[0000−0002−5382−8579]
Mukaroh
,
Naufal
Suryanto
,
Harashta
against vulnerabilities.
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
, and Howon
Kim
Tatimma
Larasati
Therefore, it has become
important
to make efforts to deal with the increasing
danger from
security vulnerabilities in the age of convergence.
And the government’s role has become very important since neither the manufacturers of products and software nor their users are capable of
dealing with such issues on a massive scale. Pusan National University, Republic of Korea
In this regard, This paper selected
surveyed countries by utilizing the most up-to-date IoT national competitiveness indicators(2020 IoT
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
International Competitiveness Index by Japanese
government). This paper investigated and analyzed what vulnerability response policies were
tatimmaharashta,howonkim}@gmail.com
being pursued the 10 countries selected from the corresponding Index, and classified the types and forms of implementation of vulnerability
response policies. Finally, draws up a suitable approach to responding to vulnerabilities in a converged society and presents the government's
role in doing so.

Abstract. Deep Neural Networks (DNNs) are very vulnerable to ad-

attacks because
of the instabilityClassification
and unreliability
under the
Identifying Typesversarial
of Vulnerability
Response
of Vulnerability
Response Policies
training
process.Countries
Recently, many studies about
adversarial
patches
Policies by Case Study
of Major
Depending
on the
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of Government
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Classification of major countries' policies on the
•   ǡ              
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research was supported by the MSIT(Ministry
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as the government is capable of swift and decisive action to
combat such threats. However, despite the advantages of the
government’s role, It's difficult to consider the fundamental
ideology of democracy and the cybersecurity industry as a
whole
Considering the issues above, the cooperative vulnerability
response policy can be good middle ground and compromise
between autonomous and government-led response policy. But
as always, unless steps are taken to ensure the effectiveness of
the cooperative vulnerability response policy, we may not
benefit from such a policy. procedures may be required to
ensure transparency in vulnerability management policies,
Furthermore, collaborative governance with the private sector,
such as on-site or private experts, white hackers and security
researchers in various fields, will become more important.
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Spatially Localized Perturbation GAN
(SLP-GAN) for Generating Invisible Adversarial
Patches
Yongsu Kim1[0000−0001−6169−5537] , Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
Mukaroh1[0000−0002−5382−8579] , Naufal Suryanto1[0000−0002−0396−5938] , Harashta
Tatimma Larasati1[0000−0001−6143−4134] , and Howon Kim1[0000−0001−8475−7294]
Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
tatimmaharashta,howonkim}@gmail.com

Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate visually natural patches while maintaining a high attack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.


This work was supported by Institute of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-001343,Regional strategic industry convergence security core talent training business).
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITP2020-0-01797) supervised by the IITP(Institute of Information & Communications
Technology Planning & Evaluation).
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ABSTRACT
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Tatimma
Larasati1[0000−0001−6143−4134] , and Howon Kim1[0000−0001−8475−7294]
manipulate the resources
of the user’s

android devices. By providing permission
Pusan National University, Republic of Korea
checking on the Framework Layer, the
Android system helps decide {dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
which
resources that the application needs by
tatimmaharashta,howonkim}@gmail.com
Frida vs HalWatcher
asking the user to grant these
permissions. However, users generally
Hooking technique such as Frida can be used in monitoring
HalWatcher has two main components
agree to all without regard to the security
resources. The logging method is used in this example to gather
Resources manipulation monitoring module in HAL
the manipulation information. We found some disadvantages of
risks. Moreover, malware is not the only
this method:
Deep
Neural Networks (DNNs) are very vulnerable to adtool that hackers use to attackAbstract.
users. The
exploitation of software bugs
from attacks
versarial
because
of techniques
the instability
unreliability under the
- Detectable.
Hooking
require access and
to application
memory
during the many
analysis. Self-checking
memory isadversarial
one of
applications to the Android system
allows process.
training
Recently,
studies about
patches have
the ways that can figure out the strange agents. In addition, the
hackers to collect user data. Conventional
been conductedrequirement
that aims
to
misclassify
the
image
classifier
model by
of root privileges makes it exposed to the Android
malware analysis techniques cannot
system.
attaching
patches
to
images.
However,
most
of
the
previous
research
detect this type of attack. Monitoring
- Messy or poor data. Some SDK APIs call each other when the
patches
are
visible
to human
vision, making
app requests
a resource.that
Even the
analyzer
tries to reduce
the
resource manipulation not onlyemploys
points out adversarial
of sensitive
APIs,responded
but this is the hard
On thepaper, we propose a
easy to benumber
identified
and
to. work.
In this
abnormal behaviors of the them
malicious
We modify HAL to log any information about the usage of that
other hand, some APIs might be missed in the hooking list lead
application but also detects signs
the
newofmethod
entitled
Spatially
GAN
(SLP-GAN)
resource.
The location of source code can be referred to the table
to the increasing
of False Localized
positive and FalsePerturbation
negative.
device being under attacked
and generate
above. a high at- Inapplicable
to end-user
products.
Most ofwhile
the hooking
that can
visually
natural
patches
maintaining
techniques are applied in solving behavior analysis problems.
unauthorized intrusion.
tack success rate.
utilizes
a spatially
localized
perturbation
Resources
manipulation monitoring service
It is SLP-GAN
hard to include these
techniques
into real end-user
due to the risk of misappropriation
bad usages
from the products
most representative
area of for
target
imagesThis
(i.e.,
attention
We proposed HALWatcher, taken
a general
service
is based on the log data from the Resource monitoring
(i.e., bypass the protection mechanisms of apps).
model to monitor all map)
resource
module inside
HAL. the
This component is not required because the
as the adversarial
patches. The patch region is extracted
using
log data can get from logcat command. HAL resources
manipulation
such
as Grad-CAM
Camera,
HALWatcher isto
the improve
solution to thethe
aboveattacking
limitations. By modifying
algorithm
ability against
the
target
manipulation module does not log for any sensitive data of the user
the HAL source code, we can add more functions to monitor the
Microphone, SMS, and other hardware
or
the phone soshows
that this log data can be public. The service can
model. Our experiment,
tested
GTSRB
and Two
CIFAR-10
datasets,
manipulating resources
with on
a small
amount of code.
listing
resources under Hardware Abstract Layer
be any application inside or outside the phone, which the
below
show the comparation
the simplicity between Frida
and
that SLP-GAN
outperforms
thein state-of-the-art
adversarial
patch
attack
of the Android operation system.
Our
convenient
purpose
for the user or analysis researcher is the only.
HALWatcher
model provides high coveragemethods
rates for in terms of visual fidelity.
HALWatcher then works as a part of the Android Operation
resource monitoring; minimizes the
Conclusion
System. This means there is no requirement of the rooted system
amount of work in buildingKeywords:
real-time
Adversarial
Patch
· Generative
Adversarial
Networks · Spaor
repackaging the target
application.
All the installed
packages
malware analysis and detection
systems;
from Perturbation.
the Play store or other Vendor market can be monitored.
tially Localized
There are many threats to the Android system which
Besides, the process which is generated from a Remote Code
promises to be one of the indispensable
manipulate devices resource. Analyzing malware is
Execution
(RCE) attack is also under monitoring. Moreover,
components in Android devices to
because of the diversity of types of vendor Android firmware (or
not enough to protect users. Resource manipulation
enhance security and protect users from
ROM), the detection of HALWatcher is almost impossible. Our
monitoring is the useful solution in real-time protection
the dangers of privacy.1
model generates information whenever the resource requests to
Introduction
hardware. Therefore, the amount of information (e.g., logs) is
significantly reduced but ensures that all resource manipulation
behavior is recorded and reported. In the next subsection, we will
give some examples of how to build HALWatcher in many types
of hardware resources.

models. Our work proves that HALWatcher is more
effective than hooking techniques.

Deep neural networks (DNNs) have been extensively used in various intelligent
Main contributions
HALWatcher is a general architecture of modifying
systems such as facial recognition, object classification, and
disease
diagnosis.
Hardware
Abstract
Layer to monitor resources. This

method has some advantages. It provides solutions to
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• Proposing an undetectable
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Technology
HALWatcher is only capable of monitoring hardware
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system storage (e.g., CALENDAR, CONTACT,
PHOTO, etc.).
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Computing.

Various techniques are applying in
Pusan National University, Republic of Korea
virtualization
to
enable
the
communication between the Guest
and
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
Host machine, but most of them are
tatimmaharashta,howonkim}@gmail.com
designed to copy data or files to a shared
memory location. This technique has a
huge disadvantage is high-latency in
Virtio-9P
transmission data, the latency is counted
Abstract.
Deep Neural Networks (DNNs) are very vulnerable to adwhen an application has to check,
and
For communication we use virtio-9P is a new transport module
wait for a new data file is versarial
completely attacks
because of the instability and unreliability under the
built for 9P which uses 9P protocol to communicate in
copied to the shared location.training
That is a process.
Recently,
studies
about
adversarial patches have
virtualization
instead ofmany
using a Virtual
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major source of overhead in virtualization,
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that
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to
misclassify
the
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- Virtio: Virtual I/O File Systems. Virtio is an abstraction for a classifier model by
especially in mobile computing, the
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emulated
devices in most
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attaching
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images.
However,
of the previous
research
StreamingHyp
has two main mechanisms
demand for high speed transferring data
hypervisor. This design allows the hypervisor to export a
employs adversarial
patches that are visible to human vision, making
with the limited resources is used.
common set of emulated devices and make them available
Extract data from Guest
a commonand
application
programming
(API).paper, we propose a
them easy to bethrough
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responded
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This paper presents StreamingHyp, a new
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common set of interfaces, with the particular device emulation
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that
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while
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PDU packets
and parsing
guest machine in a hypervisor
- Virtio-9P: Paravirtualized File Systems. Virtio-9P is a new
PDU packet, it uses Diffie-Hellman to re-create a share private key
tack
success
rate.
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transport module built for 9P which uses 9P protocol to
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target
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in virtualization instead
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a direct
file system
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map)
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target
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than the original virtio-9p protocol.
directory operations
andon
metadata
management,
also has
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virtual
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that
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outperforms
the
state-of-the-art
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get it or whenever the virtual machine has new data, the new data
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status. Each user's action with files and
methods
visual
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directories will be emulated by the 9P Operations object and
application write them Guest Virtual Directory location.
techniques. In this paper, we also analyse
return the result as File System Protocol.
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of
our
Keywords: StreamingHyp
Adversarial
Patch · Generative Adversarial Networks · Spais developed base on the virtio-9p technique, the
Conclusion
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Localized
files Perturbation.
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current works.
from the Host server to the virtual directory. With virtio-9p

This paper presents a novel solution to the host-guest
memory sharing problem in a virtualized environment,
targeting the KVM Hypervisor. The framework presented
in this paper provides a streaming data mechanism
between a host and a guest process, by using the virtio9p technique and implementing 2 more modules for
Use virtio/ vhost communication
to networks (DNNs) have been extensively used in
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various intelligent
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allows file contentssystems
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and
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directoryrecognition,
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a system
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without network file system
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results with
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technique applications in Host Operating System have to wait for
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to extract data when the host OS file system is receiving new data
and command from Virtio Ring when Guest OS writes a packet
PDU to Virtio Ring.
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AIF STUDIES ON ANDROID APPS

INTRODUCTION
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In this paper, we study on the impact
of almost identical
methods (AIF
, Hyoeun
Kang
Afifatul
Yongsu
Kimfiles-based
We collected
47 mobile banking
and 57 financial apps of various regions in Google,Playstore
that contain self-defense mechanism
methods) on Android security. Almost identical 1[0000−0002−5382−8579]
technique is the method to
and conducted experiment on their apps.
1[0000−0002−0396−5938]
Mukaroh
,
Naufal
Suryanto
,
Harashta
generate an almost similar version of a target binary. The studies showed that
In the first study, we provided 2 environments: An original1[0000−0001−8475−7294]
analysis sandbox and a sandbox with AIF techniques. The output shows
1[0000−0001−6143−4134]
even a simple modification could penetrate
the common
protection layers
such as
, and
Howon
Kimthe correct environment status.
Tatimma
Larasati
that banking and financial
apps have
false to determine
anti-root and anti-emulator in various commercial applications. Our studies
shown that an application injected with these techniques could also bypass the
Pusan
Republic
ofsuKorea
RenamingUniversity,
binary files to another
name ( e.g. From
– a rooted binaries to tu )
signature-based scanning tool. Almost identical detection techniques
such as National
fuzzy hashing could also use to enhance the detection
rates. The result of our
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
→ Bypassed 19 apps
studies encourages the application of fuzzy hashing techniques into Android
tatimmaharashta,howonkim}@gmail.com
analysis. This study is one of the motivations for our future research on Android
Provide an empty binary file with suspicious name (e.g. su )
security.
→ There are apps identify the environment as rooted
The main contribution of this paper is as follows:

fuzzy hash-based method could detect half of the AIF methods. ( Figure 1)
Abstract. Deep NeuralHowever,
Networks
(DNNs) are very vulnerable to ad• We show studies on the effectiveness of
existing detection
methods because
in
versarial
attacks
of the instability
under ON
theAIF TECHNIQUES
FIGURE 1:and
FUZZYunreliability
HASHED BASED METHOD
identifying the irregularities environment
training process. Recently, many studies about adversarial patches have
• Research on bypassing the signature-based detection tool that could result in
been conducted that aims to misclassify the image classifier model by
false positive in malware detection
.
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate
visually natural patches while maintaining a high atAIF STUDIES ON ANDROID IDENTIFICATION
TOOLS
tack
success
rate.
SLP-GAN utilizes a spatially localized perturbation
The yara rule is a text-based and binary-based description tool
taken
from
thethemost representative area of target images (i.e., attention
developed to help detect malware patterns.
The table
1 shows
results after using a yara-based detection tool
(APKiD)
map)
asagainst
the our
adversarial patches. The patch region is extracted using the
customized apps with the renaming technique. We used APKiD to find
Grad-CAM
algorithm
to improve the attacking ability against the target
signatures of protection inside dataset of malware shared byVirusShare in
model.
experiment,
tested on GTSRB and CIFAR-10 datasets, shows
December 2017. For the total of 571 malware
samples,Our
we filteredout
69
apps that contain a different type of packer’s
families,
which perform outperforms the state-of-the-art
TABLE 1: AIFadversarial
ON ANDROID IDENTIFICATION
that
SLP-GAN
patch attackMETHODS
thedynamic loading technique. After our analysis, we had 6 families of
methods
in
terms
of
visual
fidelity.
packers in ourdataset, including Unicom SDK Loader, Jiagu, Ijiami, Qihoo
360, Bangcle (orBangcle/SecNeo), and APKProtect. The Table 4 shows the
results after usingAPKiD against our customized apps with the renaming
Keywords: Adversarial Patch
technique. The results,as illustrated in Fig. 2, show that more than half of
tially
Localized
the samples can bypassAPKiD’s analysis just
by changing
the name ofPerturbation.
the
library. ( Table 1)

· Generative Adversarial Networks · Spa-

AIF STUDIES ON PACKERS

1

Introduction

During the study, with the application of Fuzzy hashing techniques, we discovered
that a packer family could have more than one variant for suspicious traces
(Table 2)
Deep neural networks (DNNs)

have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.

TABLE 2: AIF ON PACKERS


This work was supported by Institute of Information & communications Technology
Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (2019-001343,Regional strategic industry convergence security core talent training business).
This research was supported by the MSIT(Ministry of Science and ICT), Korea,
under the ITRC(Information Technology Research Center) support program(IITPCONCLUSION
2020-0-01797) supervised by the IITP(Institute of Information
& Communications
Technology Planning & Evaluation).
Almost identical technique is the method to generate an almost similar version of a target binary. In this study, we have demonstrated the different ways to bypass security

mechanisms on enterprise Android apps like banking and financial through using almost identical techniques. This technique can also be used to bypass the signature-based
Android identification methods. The common method for detecting an almost identical object is to use fuzzy hashing method. The fuzzy hashing technique can also be used to
detecting various packer versions ( a type of almost identical objects). Based on this study, we encourage the future research of fuzzy hashing on Android security to reduce the
false positive and false negative rates o Android analysis.
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Fig. 2. Attack success ratio according to the upper bound of the number of
queries, (a) retraining substitute model with untargeted adversarial examples, (b)
retraining su44
bstitute model with targeted adversarial examples
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Abstract. In this paper, the practicality of federated learning and original learning will be compared. As a result, Original learning was 97% and federated learning was 92%. When the accuracy reached 90%, original
learning was 440 seconds faster.
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Introduction

With the development of the 4th industrial revolution, people's conveniences
such as smartphones
and medical technologies
are increasing
due to technologies such as voice recognition, image classification,
Pusan National
University,
Republic
of Korea
and object detection. Such artificial intelligence technology provides a beneficial life for humans, but sometimes damages it. Currently, artificial intelligence technology is learning to collect data. From this,
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
privacy is infringed, and there are many damages, and many studies have been conducted to protect privacy. Among them, Google proposed in 2016 as a study to conduct learning without collecting data 12.
tatimmaharashta,howonkim}@gmail.com
Federated learning is the principle of learning the model of the server
using only the parameters and weight values obtained by training each distributed data by passing the model without collecting the data
to the server2.

Federated learning

Abstract.
Deepinterchanging
NeuraldataNetworks
(DNNs)
very from
vulnerable
todevice,
ad-and the devices learn locally with their
Federated learning is used to train machine
learning models without
stored on the device.
The modelare
is transmitted
the server to each
versarial
attacks
the
andmodel)
unreliability
under
thevalues received for each device. At this
respective data. As the local learning progresses,
the updated
values are because
delivered to theof
server,
and instability
the server model (global
is updated by averaging
the update
time, the local learning that is carried outtraining
for each deviceprocess.
can be improved
quickly and through
mini-batch
learning,
and is called
1 round, 1 communicative
when the update value is transmitted from the
Recently,
many
studies
about
adversarial
patchescosthave
device to the server once. Whenever it is transmitted locally, the global model is updated during the global training process. The overall progress can be seen in Figure 1.

been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate visually natural patches while maintaining a high attack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
Fig. 1. Federated learning overflow.
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
Experiment
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
3.1 Dataset and Evaluating Methodthat SLP-GAN outperforms the state-of-the-art adversarial patch attack
3
Dataset is credit data from lending club, an
American p2pin
loans
companyof
. The
amount offidelity.
data is 105,012, which has several features. The training data and test data were divided into 7:3, and the labels were
methods
terms
visual
divided into credit grades A, B, C, and D.
First, in the case of accuracy, we will evaluate the accuracy under the same conditions, and second, how much time it takes to achieve 90% performance.
Adversarial
PatchAs·anGenerative
Adversarial
SpaIn order to evaluate the performance ofKeywords:
the model, all parameters
except epoch were matched.
optimizer, MLP (multi-layer
perceptron),Networks
two hidden layers,· and
learning rate was set to 0.001. Measurement
of the time taken is learning time for original
learning,
learning time Perturbation.
for a model of the server for federated learning, and each distributed data. It is the sum of the time taken. We did not consider the time it
tially
Localized
takes to send the update and deliver the model.
3.2

Result

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.
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Fig. 2. The left side shows the convergence interval of accuracy when the epoch is infinitely turned, and the right side shows how long it took to reach 90% accuracy.
under the ITRC(Information Technology Research Center) support program(IITPAs shown in Fig.1,as a result of2020-0-01797)
experiment, the accuracysupervised
of original learningby
was 97%,
the accuracy of federatedoflearning
was 92%, and when
reached 90%, the original learning was 62 seconds and
theandIITP(Institute
Information
& itCommunications
the federated learning was 500 seconds.
Technology Planning & Evaluation).
Conclusion
In this paper, it was concluded that original learning was better in terms of time efficiency, and federated learning to take a long time but showed good performance.
Comparing security and time-efficiency, and learning according to their purpose, AI technology will develop further in the future.
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method.
They can also Adversarial
maximize the performance of CNN by
(SLP-GAN)
for Generating
Invisible
kernel. With field-to-pixel philosophy, proposed method can reflect
emphasizing
the characteristics of the network to be reflected

Patches
the advantages of CNN by extracting and combining the
through the kernel by giving meaning to pixels such as field-toconvolutional features of each packet. As a result, the IDS
pixel philosophy.
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proposed
direct
preprocessing
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Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method
Spatially
Localized Perturbation GAN (SLP-GAN)
The preprocessing scheme converts
a packetentitled
data to an
image, and
that can generate visually natural patches while maintaining a high atthe pixels of the preprocessed image are designed so that they can
tack success rate. SLP-GAN utilizes a spatially localized perturbation
fully affect the NN of each field.
Each field converted to an image
taken from the most representative area of target images (i.e., attention
occupies one pixel, and the pixels
to a convolutional
map)areasconverted
the adversarial
patches. The patch region is extracted using the
layer through a pooling layer.
At this time,
each pixel
of the the attacking ability against the target
Grad-CAM
algorithm
to improve
convolutional layer representsmodel.
the intersection
of the fields.
As the
Our experiment,
tested
on GTSRB and CIFAR-10 datasets, shows
thattheSLP-GAN
outperforms
the astate-of-the-art adversarial patch attack
field is represented by one pixel,
convolutional
layer denotes
combination of various fields. methods in terms of visual fidelity.

This kernel example shows the method to convert 41 fields into 28
Keywords: Adversarial Patch · Generative Adversarial Networks · Spa× 28 images. On the left, NSL-KDD’s
41 fields are pretreated with
tially Localized Perturbation.
28 × 28-sized images. The enlarged 5 × 5 image area shows the
field that will be preprocessed for each pixel. On the right, an
example kernel with1 highlighted
areas are representing a
Introduction
combination of these fields that will affect learning.
Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.
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The proposed preprocessing technique, which has 90.7% F-measure,
improved performance by more than 10% in the same environment
(Train+/Test+) with a less-configured CNN
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As the usage of mobile applications has increased, the damage of
malicious applications has also increased.
Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
Therefore, in order to accurately detect
a malicious application, there
is a need for a method of determining what kindtatimmaharashta,howonkim}@gmail.com
of malware acts the
application

Related Work

Abstract. Deep Neural Networks (DNNs) are very vulnerable to adAVIS[1] Create a datasetversarial
based on attacks
API This because
method classifies
of the instability and unreliability under the
malicious applications using a training
total of 10process.
machine learning
algorithms
Recently,
many studies about adversarial patches have
such as Naïve bayes and Decision
Tree.conducted
This methodthat
is notaims
suitable
a
been
toasmisclassify
the image classifier model by
malicious application detectionattaching
method because
the machine
learning
patches
to images.
However, most of the previous research
employs
adversarial patches that are visible to human vision, making
algorithm is not applied according
to the dataset.
them
easy
to be identified
and we
responded to. In this paper, we propose a
Kim’s Scheme[2] In order to detect malicious
applications,
new
method
entitled
Spatially
Localized
Perturbation GAN (SLP-GAN)
introduced a quantitative evaluation method instead of binary
that
visually natural
classification to classify them.
It can
was generate
evaluated quantitatively
by patches while maintaining a high attack success
SLP-GAN
utilizes a spatially localized perturbation
scoring the API using the XGBoost
algorithm.rate.
However,
scoring the
taken from the most representative area of target images (i.e., attention
ensemble classification consumes a lot of cost and classification time.
map) as the adversarial patches. The patch region is extracted using the
In addition, malicious applications cannot be detected by type.
Figure 1.the
Proposed
Scheme
Grad-CAM algorithm to improve the attacking ability against
target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
Proposed System
Table 1. CNN Classification
Accuracy
Table 2. Category Classification Results
that SLP-GAN outperforms the state-of-the-art
adversarial
patch attack
Extract the Framework API of malicious APK classified into benign
methods in terms of visual fidelity.
Category
Accuracy
APK and category in the preprocessing stage up to Class unit. After
Accuracy F1-score
Airpush
1.00
that, the benign APK and malicious
APK
are
classified
after
learning
Keywords: Adversarial Patch · Generative Adversarial Networks · SpaBankBot
1.00
using the CNN algorithm. tially
and, we
have
a
dataset
classified
as
Localized Perturbation.
Benign
1.00
1.00
Dowgin
1.00
malicious APK and learn using the LSTM algorithm to perform multiDroidKungFu
1.00
classification.
Malicious
1.00
1.00
FakeInst
1.00
The architecture of the
scheme is the same as that of Figure
1 proposed
Introduction
GingerMaster
1.00
1.
Gumen
1.00
Experiments Deep neural networks (DNNs) have been extensively used in various intelligent
Jisut
1.00
such as facial
recognition,
object classification, and disease diagnosis.
We used 1,000systems
malicious applications
in 10 categories
in AMD
Kuguo
1.00
dataset, totaling 1,000
malicious applications and 1,000 benign

Kyview
0.99
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government(MSIT)
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Conclusion

In this poster, we have not only detected Android malware
applications, but also presented a method to classify and detect what
kind of malicious application.
It is possible to know which fraudulent activity is going to be
performed, and it is expected that it can reduce the damage of the
user to malicious applications.
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Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
II. ML-based SCA model
been conducted that aims to misclassify the image classifier model by
Label
Lossmost
function
attaching patches to images. However,
of the previous research
employs
adversarial
patches
that
are
visible
toused
human
When we design MLP model by considering
MSE is frequently
evaluationvision,
method formaking
linear regression problems. The coefficient of
them
easy
to
be
identified
and
responded
to.
In
this
paper,
we propose a
the power consumption model as Hammingdetermination is a standardized of the MSE made to interpret model performance. 𝐷𝐷
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
weight, it is easier to use the value itself than
represents the coefficient of determination and 𝑅𝑅 represents the coefficient of correlation. The
that can generate visually natural patches while maintaining a high atone-hot encoding.
coefficient
of determination
indicatesperturbation
the suitability of the model predictions that have been
tack success rate. SLP-GAN utilizes
a spatially
localized
Note that the power of traces depends ontaken
the
studied using
MSE andimages
expression (i.e.,
is as follows.
from the most representative area
of target
attention
map) as the adversarial patches. The patch region is extracted using the
Hamming-weight information.
2
σ the
𝑥𝑥𝑖𝑖 − 𝑦𝑦target
𝑀𝑀𝑀𝑀𝑀𝑀
Grad-CAM algorithm to improve the attacking ability against
𝑖𝑖
𝐷𝐷 = 𝑅𝑅2 = 1 −
=1−
2
σ
𝑥𝑥𝑖𝑖 − 𝑥𝑥shows
ҧ
𝑉𝑉𝑉𝑉𝑉𝑉 𝑦𝑦
model. Our experiment, tested on GTSRB and CIFAR-10 datasets,
Label ⇒ 𝐻𝐻𝐻𝐻(𝑋𝑋)
=4
thatRight
SLP-GAN
outperforms
the state-of-the-art adversarial patch attack
MSE is difficult to determine the suitability of the variance of the dependent variable increases.
Example
One-hot
encoding in terms of visual
Value fidelity.
methods
𝐻𝐻𝐻𝐻(𝑋𝑋) = 3

Wrong Guessing

However, as in formula, the coefficient of determination can be represented as a value between 0

𝐻𝐻𝐻𝐻(𝑋𝑋) = 3

and 1 because itAdversarial
does not depend on
the variance of· the
dependent variable. In other words, the
Keywords:
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Patch
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Perturbation.
𝐻𝐻𝐻𝐻 𝑋𝑋 tially
= 3, 𝐻𝐻𝐻𝐻Localized
𝑋𝑋 = 1
𝐻𝐻𝐻𝐻(𝑋𝑋) = 3 is better
equally wrong guessing
than 𝐻𝐻𝐻𝐻(𝑋𝑋) = 1

Conjecture perspective

use of correlation optimizations using correlation coefficients rather than MSE is expected to be
goon in terms of the suitability of model predictions.

III. Experiment
1 Results
Introduction

ChipWhisperer-Lite
ETRI
Experiment Setup
Deep neural networks (DNNs) have been extensively used in various intelligent
In order to check the performance of the proposed
systems such as facial recognition, object classification, and disease diagnosis.

label and loss function, we perform the non-profiling


This work
analysis using MLP. For the experiment,
the AES-was
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Furthermore, experiments were 2020-0-01797)
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traces with more noise than ChipWhisperer-Lite.
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CORR_HW_value
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Planning
& Evaluation
128 power consumption traces were
collected using
a

Target algorithm

AES-128

Analysis target

1round SubBytes output

IV. Conclusion

ratio ≥ 1.0
ratio ≥ 1.2
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We propose the design of ML-based SCA model for effective non-profiling analysis. When
we set the Hamming-weight as a label, it is more appropriate to set the value itself than onhot encoding. The loss function also showed that using correlation optimization is better than
using MSE when considering the goodness of fit in the linear regression problem.
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• SCARF-CEB 1.5v : A board, B board
Attack target function : 1 round SubBytes of AES-128
• WhiteCard : C card, D card
Oscilloscope : Lecroy HDO6104A oscilloscope
Training
Attacking
Noise
Sampling rate : 500 MS/s
Abstract. Deep Neural Networks (DNNs) areA very
to Cadboard,vulnerable
C car A board,
car
Target board : WhiteCard
with SCARF-CEB
same environment
versarial
attacks1.5v
because of the instability and unreliability
under
d
d the
# of training traces : 10,000
training process. Recently, many studies about adversarial
patches
have
A board, C car A board, D car
# of attack traces : 500
inter-card noise
been conducted that aims to misclassify the image classifier
model
d
d by
Preprocessing : Normalization
attaching patches to images. However, most of the previous research
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employs adversarial patches that are visible to human
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taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
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Introduction

Results

Anomaly detection is used in various
fields of cyber securityand is
Performance
of the Classifier , Afifatul
1[0000−0001−6169−5537]
, Hyoeun
Kang1[0000−0002−9651−7439]
especially usedYongsu
in invasionKim
detection systems through networkdata.
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
Mukaroh
Suryanto
, Harashta
The probabilistic
knearest neighbor algorithm (PKNN) is one, ofNaufal
the
most popular and
common approaches
to1[0000−0001−6143−4134]
achieve anomaly detection. , and Howon Kim1[0000−0001−8475−7294]
Tatimma
Larasati
In this paper, we added interpretability to the PKNN algorithm
andimprove the trustworthiness of the detection
In addition,
Pusansystem.
National
University, Republic of Korea
weintroduce a methodology{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
to measure two uncertainties to improve
the interpretability of the probabilistic k-nearest
neighbors and
tatimmaharashta,howonkim}@gmail.com
proposeda methodology to improve the interpretability of the PKNN
classifier. As a result, the user can directly check how reliable the
Figure 2. Accuracy on each dataset.
classification result is by looking at the network intrusion data
On the NSL-KDD dataset, we can observe that the accuracy sharply
classified by the PKNN algorithm.
increases at K = 33 (75.49%). On the UNSW-NB15 dataset, the model

Abstract. Deep Neural Networks (DNNs) are very vulnerable to adhad the highest accuracy at K = 40 (67.20%).
versarial attacks because of the instability and unreliability under the
training
process.
Recently,
many
studies
about adversarial patches have
Methods and Materials
Evaluation
of the
Uncertainty
been conducted that aims to misclassify
the image
classifier
modelFunction
by
Methods
attaching patches to images. However, most of the previous research
In this paper, we propose
the trust score
based on density
for a that are visible to human vision, making
employs
adversarial
patches
uncertainty measure. The
intuition
is that
clearly the data
point
them
easy
to how
be identified
and
responded to. In this paper, we propose a
set is separated from the
predicted
class.
We
define
uncertainty
new method entitled Spatiallyscore
Localized Perturbation GAN (SLP-GAN)
basedon density to be the ratio between the distance from the data
that can generate visually natural patches while maintaining a high atpoints; given number of labels L and number of nearest neighbors K:
tack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
Figure 3. Graph
of uncertainty
function based on density
on each dataset.
map) as the adversarial patches. The patch
region
is extracted
using
the
On
UNSW-NB15
dataset,
we
can
observe
that
thepercentile of
Grad-CAM
algorithm
to
improve
the
attacking
ability
against
the
target
Where 𝑥𝑥𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 [𝑧𝑧𝑖𝑖 ] is a subset of dataset which is classified to 𝑧𝑧𝑖𝑖 by
uncertainty
and accuracy have
the correlations.
experiment,
tested
on GTSRB
and CIFAR-10
datasets,
shows This suggests if we
classifier, and 𝑥𝑥𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡
is a subsetOur
of dataset
which is not.
Function
 [𝑧𝑧𝑖𝑖 ]model.
know information
about a specific
dataattack
point and the data among it,
thatvalue
SLP-GAN
outperforms
adversarial
patch
𝑑𝑑𝑀𝑀 (𝑥𝑥, 𝑆𝑆, 𝑎𝑎) is a a-th smallest
of the Euclidean
distance setthe state-of-the-art
𝑑𝑑 𝑥𝑥, 𝑆𝑆 . We can observe
that pointin
B'sterms
result ofof
uncertainty
methods
visual fidelity. we can measure anuncertainty score and likely know how the data is
to be confident.
function is larger than point A, as shown in Figure 1, which infers the
classification result of AKeywords:
is more confident Adversarial
in comparison with
the
Patch · Generative Adversarial Networks · SpaEvaluation of the Uncertainty Function
classification result of B.tially Localized Perturbation.
We propose a python program which creates the data report, as
shown in Fig 4. The report contains predicted probabilities of each
Experiments
class as determined by the classifier, certainty about the decision,
We use NSL-KDD dataset and UNSW-NB15 dataset instead of KDD99
1 Introduction
and tabular data about the surrounding data and its own data.
dataset. We selected 11 features based on Association Rule Mining,

whichis a data mining method to estimate the correlation of two or
more than twofeatures
in a data set,
since it can(DNNs)
find the strongest
Deep neural
networks
have been extensively used in various intelligent
Conclusions
item sets between
records.such
To alleviate
the unwanted
weighting object classification, and
systems
as facial
recognition,
disease diagnosis.
based on the ranges, standardization and min-max scaling is used.
We propose a methodology to measure uncertainties to improve

the interpretability
of the PKNN and proposed
a methodology to
This work was supported by Institute of Information
& communications
Technology
interpretability
of the PKNN classifier.
As a result, a
Planning & Evaluation (IITP) grant fundedimprove
by thethe
Korea
government(MSIT)
(2019-0human
expert cancore
obtaintalent
information
on howbusiness).
the classification result
01343,Regional strategic industry convergence
security
training
is derived and how
result is confident
by the Korea,
interpretable PKNN
This research was supported by the MSIT(Ministry
ofthe
Science
and ICT),
model. Finally, we propose a python program that creates the data
under the ITRC(Information Technology Research Center) support program(IITPreport contains predicted probabilities of each class as determined by
2020-0-01797) supervised by the IITP(Institute
of Information & Communications
the classifier, certainty about the decision, tabular data about the
Technology Planning & Evaluation).
surrounding data and its own data and visualizations projected on
two feature pairs. As a result, it is possible to explain to the user the
reason for the result of any single test data point.

Figure 1 (Right). Results of applying two uncertainty
measure functions to small dataset follow a multivariate
normal distribution.

Figure 4 (Left). Interpreted result on the specific point of
UNSW-NB15. It is classified to Exploits, however, its real

label is Normal. Fortunately with our proposed algorithm,
44
the confidence of the results is nearly 33%
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Abstract

AdMat’s Workflow

Experiment
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APK files need to be prepared
for pre-

applications of deep learning on different
procesing. We followed the best practice to
Pusan
National
University,
Republic
of Korea
tasks. With respect to security, several
acquire and
handle APKs
to avoid cases
of falseattempts have been made to transfer
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
positive and false negative. For instance, APKs
deep learning’s application from the
tatimmaharashta,howonkim}@gmail.com
downloaded
from Play Store were scrutinized
domain of image recognition or natural
by continuous monitoring and checking with
language processing into malware
popular anti-virus software (AV) from Virus
detection. In this study, we propose
Total, whereas malware dataset was retrieved
AdMat – a simple yet effective framework
by well-known
institution. We
intentionally
re- vulnerable to adAbstract.
Deep
Neural Networks
(DNNs)
are very
to determine malicious applications
based
on the use of Convolutional
Neural attacks
moved
APKs that
any detection,
and
versarial
because
of received
the instability
and unreliability
under the
Networks (CNN). The novelty oftraining
our study process.
removed
malwaremany
markedstudies
as cleanabout
by all AV
out
Recently,
adversarial
patches have
lies in the construction of anbeen
adjacent
of Benign
Malicious
datasets, respectively.
conducted
that and
aims
to misclassify
the image classifier model by
matrix for each application. These
APK files
inimages.
the final datasets
weremost
decompiled
attaching
patches
to
However,
of the previous research
matrices act as “input images” to the CNN
and converted
to callthat
graphs.
employs
adversarial
patches
are
visible
to human vision, making
model, allow it to learn and differentiate
Conclusion
them easy
be identified
and responded
to. Android’s
In this paper, we propose a
benign and malicious apps. During
our to Feature
Engineering:
To convert
experiment, we found that AdMat
was
new method
entitled
Spatially
Localized
Perturbation
source code
into adjacent
matrix,
we first GAN (SLP-GAN)
Mobile malware has been around since the
able to detect 92.35% of malware
the generate
thatincan
visually
patches
maintaining a high attransformed
it tonatural
call-graph
formatwhile
by using
birth of Android. As the operating system
dataset of 4463 benign and
5560
tack success Androguard
rate. SLP-GAN
utilizes tool
a spatially
localized
perturbation
- a popular
for reverse
evolves, malicious apps upgrade themselves
malicious apps.
engineering.
Each built-in API
is represented
by
taken from the
most representative
area
of target images
(i.e.,
attention
too keep
up and bypass newest security
a node and itspatches.
relationships
with
other region
nodes are
map) as the adversarial
The
patch
is extracted
using Inthe
mechanisms.
this paper, we discussed
expressed to
by improve
edges. In the
example,
Grad-CAM algorithm
thefollowing
attacking
ability against
target of deep learning to
severalthe
techniques
line 375 to 380
describe
node withand
an id,
label
model. Our experiment,
tested
on aGTSRB
CIFAR-10
datasets, shows
characterize
malware behaviors. While CNN
Main contributions
andoutperforms
information whether
it is an entry point,adversarial
and
that SLP-GAN
the state-of-the-art
attack
haspatch
been used
extensively in the field of image
whether
is an external
methods in terms
of itvisual
fidelity.built-in API or not. For
recognition, its study on malware detection is
• Propose another way to correlate
an edge, there is source and target that
still limited due to the intricacy of feature
API calls by transforming a call
represent a connection between two nodes. In
engineering.· As
a natural way to construct
Keywords: Adversarial Patch · Generative Adversarial Networks
Spagraphs of APKs into adjacent
this study we only assert built-in APIs to maintain
tially
Localized
Perturbation.
CNN
feature
input,
we proposed AdMat – a
matrices.
consistency between matrices’ sizes. Also, we
neural
network
that
takes input an adjacent
• Demonstrate the effectiveness of
only consider call-graph information (Graph
matrix to perform image-like classification. The
Convolutional Neural Network in
Modeling Language) in plain-text instead of
preliminary results show that this technique
Introduction
having to visualize the whole graph which would
malware detection 1
by training
it on
can be effective to embed Android applications
be
very
costly.
these matrices.
for neural network training to serve as a
Deep neural networks (DNNs) have been extensively used in
various
intelligent
malware
classification
task. In the future work,
systems such as facial recognition, object classification, and
disease
diagnosis.
we would
like to
extend the use of this
embedding method into other neural network
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Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
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Deep neural networks
(DNNs) have
been
extensively
used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.
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Modern society is changing its paradigm from a company-centric data management system to a user-centric management system.
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, Hyoeun
, Afifatul
Yongsu
Kim
A user-centric data
sharing
framework requires data access
control Kang
and data storage technologies that
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trusted third parties.
However, most solutions to implement
a decentralized data sharing framework
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Mukaroh
, Naufal Suryanto
, Harashta
administrator, and there are still many limitations
to implementation. In this paper, we propose
the idea of how to implement a fully
, and Howon Kim1[0000−0001−8475−7294]
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decentralized data sharing framework using block chain technology and P2P distributed data storage technology

Pusan National University, Republic of Korea

Proposed
Data Sharing Framework Architecture
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,

tatimmaharashta,howonkim}@gmail.com
The proposed framework consists of three
layers, the application layer, the blockchain layer, and the storage layer, as shown in
Figure 1, and a detailed description of each layer is shown below.

Blockchain Layer
Application
Layer
Abstract. Deep Neural Networks (DNNs) are very vulnerable to ad-

The blockchain
layer is aunder
P2P network
consisting of an
The application layer consists
of attacks
decentralized
applications
versarial
because
of the instability
and unreliability
the
unspecified number of nodes. In the proposed framework, the
(DApp) that operate on the blockchain. In the proposed
training process. Recently, many studies about adversarial patches have
form of a blockchain network is set up as an permissionless
framework, DApp manages access control policies for userbeentheconducted
misclassify
the
image classifier
bythe characteristics of a
public
blockchain,
taking intomodel
account
generated data, and only
data ownerthat
can aims
definetoand
to images.
However,
most
of the
previous
research
data
sharing
society.
A private
blockchain or permissioned
change policies. Figureattaching
2 shows a patches
blockchain-based
access
employs
adversarial
that are public
visible
to human
vision,the
making
blockchain
will enable
implementation of an efficient
control application using
a state channel.
The patches
transparency
datato.sharing
is a problem that
and irreversilbility of the
blockchain
secure storage
them
easy toenable
be identified
and responded
In thisframework.
paper, weHowever,
propose there
a
restrictions
on the GAN
pool of(SLP-GAN)
participants that only users certified
and transparent verification
policies. entitled Spatially Localized
newofmethod
Perturbation
by TTP
can maintaining
participate area based
on management by the
that
can generate visually natural patches
while
high atData retrieval
administrator.
Decentralized P2P Storage

tack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted
Channelusing
#A1&#B1the
State #1
State #n
Grad-CAM algorithm to improve the attacking ability against
the target
User A
Data #1 - ID #B1 … Data #n - ID #B1
model. Our experiment,
Data Requestertested on GTSRB and CIFAR-10 datasets, shows
ID #A1, ID #A2,adversarialChannel
Access control
#A2&#B2
that SLP-GAN outperforms
the state-of-the-art
patch
attack
Transaction
ID #A3, …
State #1
State #n
methods in terms of visual fidelity.
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Figure 1. Overview of Proposed Framework
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Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.

Storage Layer

Figure 2. Blockchain-Based Access Control
on the State Channel
was supported
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datawork
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it is of Information & communications Technology
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(IITP)
grant
funded
by
the
Korea
government(MSIT)
(2019-0increasingly difficult to keep in an individual's local storage
that it would be more
efficient to keep
the dataindustry
generatedconvergence
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01343,Regional
strategic
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the user in an external
the supported
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to MSIT(Ministry of Science and ICT), Korea,
This repository.
research Ifwas
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proposedprogram(IITPthe idea of a data sharing
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in anthe
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third
under
ITRC(Information
Technology
Research
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parties, he or she can provide the storage administrator with a
2020-0-01797) supervised by the IITP(Institute
of Information & Communications
decentralized data sharing society. We will study solutions to
way to verify their rights, The proposed framework distributes
Technology
Planning
&
Evaluation).
implement
requirements at each layer in the future and
and stores user data in P2P repositories, such as IPFS. The


Conclusion & Future Work

eventually implement a fully decentralized data sharing
framework. The framework developed will contribute greatly to
the realization of a user-centered data society.

P2P node verifies the requester's authority through the
application layer and provides pieces of data that are kept
only for the appropriate user.
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Smart contracts are self-executing contracts with irreversible data records that
can be a plausible solution in propagating
incentives within federated learning
, Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
Yongsu Kim1[0000−0001−6169−5537]
schemes. However, the two-phase commit designed between users and
1[0000−0002−5382−8579]
1[0000−0002−0396−5938]
Mukaroh
Naufal
, Harashta
model providers through
the blockchain environment could break, the
users' Suryanto
1[0000−0001−6143−4134]
privacy that is contrary
to
the
principal
objective
of
federated
learning.
Hence,
, and Howon Kim1[0000−0001−8475−7294]
Tatimma Larasati
by adopting the inference attacks, the observer can infer and link the presence
of specific data features of the private dataset. In this research, we outline
Pusan
National
University,
Republic of Korea
several points related to the concept, design,
and linkability
issues
of
implemented schemes.
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INTRODUCTION
The paradigm of a centralized approach as a core backbone in handling the
computer instruction commands has been significantly changed since the
Abstract. Deep Neural Networks (DNNs) are very vulnerable to adappearances of Bitcoin blockchain and federated learning \cite. The merits of
attacks
because
of the
Ethereum smart contracts versarial
can be utilized
as a rewarding
platform
in theinstability and unreliability under the
federated learning scheme. training
It is irreversible,
and tamper-proof
that can
solve studies about adversarial patches have
process.
Recently,
many
the dispute between parties.been conducted that aims to misclassify the image classifier model by

attaching patches to images. However, most of the previous research

We design an incentive mechanism in federated learning by leveraging the
patches
that are visible to human vision, making
Ethereum smart contract toemploys
tackle the adversarial
issues in the centralized
incentive
them arise
easyif to
identified
and responded
to. In this paper, we propose a
schemes. Nevertheless, concerns
this be
scheme
is implemented
for
highly sensitive data such new
as health-related
since theSpatially
gradient values
methoddata
entitled
Localized Perturbation GAN (SLP-GAN)
from users are exposed publicly through the smart contract. With certain
that can generate visually natural patches while maintaining a high atassumptions, the observer can adopt the active and passive inference attack
tack gradients
successvalue.
rate.Specifically
SLP-GAN
utilizes
a spatially localized perturbation
to impose training data through
speaking,
it
breaks privacy. Therefore, we
put forward
to be
outlined in this area of target images (i.e., attention
taken
fromthese
thepoints
most
representative
paper.
map) as the adversarial patches. The patch region is extracted using the

Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

In respects to the total amount of Ether, every device receives the Ether
proportionately to their resources by design, yet the devices are required to
conduct a first move tendering transaction to the model provider in the
The size ofused
each transaction
varies intelligent
depending on the contributions
Deep neural networks (DNNs) have been network.
extensively
in various
the device. The more notable a contribution, the bigger Ether is obtained.
systems such as facial recognition, objectfrom
classification,
and
disease
diagnosis.
Yet, the gas is relatively higher compared to transactions with minimum
contributions in building the AI model.
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communication between providers and users is carried out via two-phase
commit transaction. The performance results can be seen in Figure 1(a) & (b).

The overall results positively recommend that the schemes can be applied to
real-world implementation (for non-sensitive data). However, when the users
deploy the transaction that consists of a cipher to encrypt the information to
the provider, the observer can impose the dataset knowledge by adopting
active and passive inference attacks as shown in Figure 1(c). Yet, the
performance of the adversary decreases with an increasing number of users.
Blockchain can be utilized even further as a decentralized gradient counter. In
this sense, the role of the centralized aggregation server can be replaced with
distributed nodes scattered in the network.

[3] Melis, L., Song, C., De Cristofaro, E., & Shmatikov, V. (2019, May). Exploiting
unintended feature leakage in collaborative learning. In 2019 IEEE Symposium on
Security and Privacy (SP) (pp. 691-706). IEEE.
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Previous Study [1]
• We presented a secure and fast data sharing and transaction model in a vehicle networks usingBlockchain-based DO-ABE
Patches
• This model provides a convenient framework for data transactions between data owners and data consumers.

Introduction
•

•

•

•
•
•

Characteristic : Fairness, Transparency, Privacy, Security, Definition of data as evidence of vehicle accidents, Data owner’s data control and management

To Design Model Yongsu
& Implementation
method
, Hyoeun Kang1[0000−0002−9651−7439] , Afifatul
Kim1[0000−0001−6169−5537]

consortium Blockchain --- Hyperledger
Fabric
1[0000−0002−5382−8579]
, Naufal Suryanto1[0000−0002−0396−5938] , Harashta
off-chain storageMukaroh
--- CouchDB
1[0000−0001−6143−4134]
DO-ABE --- reconstructing
functional
encryption library in GO
, and Howon Kim1[0000−0001−8475−7294]
Tatimma
Larasati

Pusan National University, Republic of Korea
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Proposed Mechanism

CMarket

Web application implemented
using AngularJS among Node.js
extension modules

Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been
that aims to misclassify the image
classifier
byBlockchain-based DO-ABE
Data Sharing
and Tradingmodel
Process using
Systemconducted
Model
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new SDK
method entitled Spatially Localized Perturbation GAN (SLP-GAN)
Kafka
SDK generate
provided by HF makes
it easy to use
and connectpatches
to Blockchain while maintaining
that The
can
visually
natural
a high atservices outside the HF network.
• Consensus (Ordering) algorithm of the ordering service node
tack •success
perturbation
Core Modulerate. SLP-GAN utilizes a spatially localized
• Distributed messaging system and streaming platform
1. Fabricthe
Client :most
to enablerepresentative
communication with a blockchain
LinkedIn
taken from
areanetwork
of target imagesdeveloped
(i.e., byattention
2. Fabric CA Client : to use for user management
• Specialized in large-scale real-time log processing
map) as
the
adversarial
patches.
The
patch
region
is
extracted
using
the using Zab protocol
3. API : to provide APIs for pluggable components
• Operated based on ZooKeeper
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
Chaincode
• setWallet, getWallet

• function to create and call wallet(user)
Keywords: Adversarial Patch · Generative Adversarial Networks · Spa• setData, getData
tially Localized Perturbation.
• function to register and retrieve data

• setData : content registration
• getData : content Access
• purchaseData
• function to purchase and access data
• content download
• deleteData
Channel
• function to delete registered data
• using the DelState function of the Go
• Composed of 2 channels Deep neural networks (DNNs) have been extensively used in various intelligent
lang to record that the data has been
• Intersected the data owner as the client
systems
such
as
facial
recognition,
object
classification,
and
disease
diagnosis.
deleted only from the StateDB
• Service Channel
•
DO-ABE
implementation
• VMC: Vehicle Maintenance Center
• based on functional encryption library in
• IC: Insurance Company  This work was supported by Institute of Information & communications Technology
Go lang
• MC: 5G Mobile Carrier
Planning
& Evaluation (IITP) grant funded by the Korea government(MSIT)• (2019-0reconstructed in the form of DO-ABE
• Transaction{vehicle info, driving
info}
Hyperledger
Fabric
Network
Structure
suitable for Blockchain (removed the
• Investigation Channel
01343,Regional strategic industry convergence security core talent training business).
function of PKG)
• Vehicle Accident Investigator
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metadata about vehicle black box video
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theoutside
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& Communications
operates
of the peer node and can
data visually
data}
• stored in JSON format

1

Introduction

Technology Planning & Evaluation).

Future Works
•

•

•
•
•
•
•
•

Conclusion

Proposed a method to implement a secure and fast data sharing and transaction model in a vehicle network using a Blockchain-based DO-ABE based on Hyperledger Fabric
Off-chain storage was implemented using CouchDB
Blockchain-based DO-ABE was implemented using reconstructed function encryption library in Go lang

Future Works

As suggested in [2], it is necessary to customize considering TPS improvement
reducing the size of data to be sent for kafka sorting
separating the committer and endorser to different hardware to reduce the load on the peer

44
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ABSTRACT

using a practical Byzantine fault-tolerant

(PBFT) [3] consensus
, Hyoeun Kang1[0000−0002−9651−7439]
, Afifatul mechanism. Thus,
Kim1[0000−0001−6169−5537]
The emergence Yongsu
of vehicular
edge
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RSUs can , be
data aggregators in local
computing networks isMukaroh
designed to provide
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massive storage resources
with powerful
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to data leakage and security risks in the Pusan National University, Republic of Korea
centralized server approach, we{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
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consortium blockchain and smart contracts
The consensus mechanism generates
to ensure a trustworthy environment for
the new block. Then, that block is
secure data storage and sharing in the
automatically distributed to all local data
system. Furthermore, the incentive
storage oftoRSUs
Abstract.
Deep
Neural
Networks
(DNNs)
are
very
vulnerable
ad- using the gossip protocol.
mechanism is used to motivate vehicle data
Consequently,
the blockchain network
versarial
attacks
because
of
the
instability
and
unreliability
under
the
interactions based on their contributions.
incentive mechanism based on
training process. Recently, many studies about adversarialprovides
patchesanhave
Figure
1. System
model of blockchain-based
been conducted that
aims
to misclassify
the image classifier
model byof participants. The rewards
the contribution
data storage
and sharingmost
in VECNets
attaching patches secure
to images.
However,
of the previous
research
are obtained
by vehicles with a good rating
INTRODUCTION
employs adversarial patches that are visible to human vision,
makingthe correct messages and
that generates
them easy
we propose
a trust value assessment.
The concept of vehicular
edgeto be identified and responded to. In this paper,contributes
to the
credibility and upload the message ratings
method entitled Spatially Localized Perturbation GAN (SLP-GAN)
computing networks (VECNets)new
has evolved,
periodically to nearby RSUs. Correct messages
that multiple
can generate visually natural patches while maintaining a high ata promising paradigm that brings
generate a positive rating, otherwise a
ONCLUSION
tack sharing,
success rate. SLP-GAN utilizes a spatially localized C
perturbation
opportunities to support computing,
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from
We presented a blockchain platform for
and massive data storage close taken
to vehicles
in the most representative area of target images (i.e., attention
as the adversarial patches. The patch region is extracted
using
secure
data the
storage and sharing in vehicular
real-time [1]. However, the map)
participant's
Grad-CAM
algorithm
to
improve
the
attacking
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against
the
target networks. We exploit smart
edge
computing
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that
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attack
sharing
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risks in the centralized server
approach.
in terms of visual fidelity.
storage and record pool. In this scheme,
Blockchain is considered as anmethods
appropriate
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1. Introduction
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The overall structure of the blockchain-based auction system
the design of the blockchain auction system and its evaluation
and its evaluation environment is shown in Figure 1. When a
environment for the performance evaluation.
client sends an auction request from the front of our DApp,
Abstract. Deep Neural Networks (DNNs)
are very vulnerable
to adVue.js communicates
with the
Ethereum network through
2. Design ofversarial
Evaluation
Frame
attacks because of the instability
and
unreliability
under
the
Web3.js. Request Generator generates requests for various
training
about adversarial patches have
Front
Pageprocess. Recently, many studies
scenarios
during the DApp auction process. Blockchain is
been conducted that aims to misclassify the image classifier model by
managed
through
the interlocking of software modules such as
When the user accesses theattaching
auction system,
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main
page
with
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andhuman
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success
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a user bids for a specific product, detailed information of the
taken from the most representative area of target images (i.e., attention
request and the response of the request is received, the
product such as the image, the minimum bid price, and the
map) as the adversarial patches. The patch region is extracted using the
timestamp is recorded in req.log and res.log, respectively. The
current highest bid price Grad-CAM
is displayedalgorithm
through modal.
The
to improve the attacking ability against the target
Request
Generator isdatasets,
designedshows
based on the behavior of the
product registration section model.
is also showed
by
using
modal.
Our experiment, tested on GTSRB
and CIFAR-10
user
who
attempts
multiple
auctions,
and the Performance
that
SLP-GAN
outperforms
the
state-of-the-art
adversarial
patch
attack
Smart Contract
Evaluator
analyzes
the
timestamp
log
recorded
through the
methods in terms of visual fidelity.
Important auction procedures such as registration of products,
Request
Generator
and
evaluates
the
performance
of the
bidding, and successful bidding
are implemented using Solidity
Keywords: Adversarial Patch · Generative
Adversarial Networks · SpaEthereum.
language. The auction process consists of two contracts:
tially Localized Perturbation.

AuctionBox Contract for overall auction and fee management,
and Auction Contract for each auction process. Auction Contract
3.Conclusion
has constructor, bid()
bidding, cancel() for canceling the
1 forIntroduction
In this paper, we propose the structure of blockchain auction
auction, and withdraw() for refund/successful bid. AuctionBox
for performance evaluation. In the future, we will
Contract has createAuction()
for networks
auction management,
andbeen system
Deep neural
(DNNs) have
extensively used in various intelligent
generate
a virtual auction with a certain level of load and
ReceiveFee() and systems
sendFee()suchfunctions
commissionobject classification,
as facialfor
recognition,
and disease diagnosis.
analyze
the
characteristics of the blockchain-based service.
management.
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Abstract. With the spread of the Internet and increasing amounts of self-proclaimed journalists, articles both true and inaccurate fill the web. These inaccurate articles, most referred to as fake news, has proved to spread quickly and have immense social influence in society.
In this paper, we aim to propose a blockchain-based fact-checking service system. The paper works with the fundamental method of tackling fake news; fact-checking. Journalists who act as distributed ledgers in this service platform, will examine and confirm that an article is legitimate and factual. Once the article is confirmed,
a block is generated which is then opened to the public for view.
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1 Introduction

Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
This paper presents a blockchain-based fact-checking service platform that will verify the legitimacy of the news article before being presented to the public. Utilizing blockchain technologies not only ensure credibility of the news article, but also promises security, transparency, and scalability,
thereby creating an ecosystem that will promote the creation and sharing of reliable news. tatimmaharashta,howonkim}@gmail.com
Before the 2016 US presidential election, fake news was frequently referred to news parody or satirical news. Fake news, however, is meant to deceive, and thus often difficult to prove false. It has been proven that some people are especially susceptible to fake news because they strongly relate with topics of fake
news. Research proves that individuals generally detect fake news correctly only half of the time -- that is slightly above chance [1].

2 Previous Works

Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been
conducted
that aims to misclassify the image classifier model by
3 Suggested Blockchain-based News
Fact-checking
Service Platform
attaching patches to images. However, most of the previous research
employs
adversarial
are positions
visible
tothat communicate
human
The blockchain creates a trust-based cross-certification system.
Instead of having one
verifier that determines whetherpatches
a source can be trustedthat
or not, the blockchain
several verifiers
with one vision,
another to determine making
whether the new device/information/person can be trusted and added to the
chain [6]. The platform suggested in this paper utilizes blockchain-technology,
therebyto
providing
transparency,
scalability, and security.
The process
is illustrated below in Figure
them easy
be
identified
and
responded
to.1. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate visually natural patches while maintaining a high attack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.

Previous works note that because people will half the time or more, fail in discerning between fake and real news, and have also made numerous attempts to provide insight on how to detect fake news via behavioral analysis, syntax, URL structures, tone or wording of the article, etc. [2]. Additional research suggests
that people should lookout for bias and logical fallacies [3].
Fake news prevention and detection efforts via blockchain technology have been made. The New York Times and IBM collaborated through the News Provenance Project, collecting and documenting news content such as photos and videos on the blockchain [4]. Gartner recognized blockchain in determining
the truthfulness of news and tracking down the records of fake news articles. The report notes that by 2030, such trust infrastructure will lead to 30 percent of news and content being certified by blockchain [5].

Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.


This work was supported by Institute of Information & communications Technology
Fig. 1. Flow offunded
suggested news verification
model Korea government(MSIT) (2019-0Planning & Evaluation (IITP) grant
by the
01343,Regional strategic industry convergence security core talent training business).
Once a news article emerges, a fact-checking
tag is created,
and the article is sent was
to participating
journalists who are a part ofby
this service
system. IfMSIT(Ministry
the tag is approved to be truthful, a block is created.
The block is then addedand
to the chainICT),
of verified news articles,
and the article is proved to be legitimate and
This
research
supported
the
of Science
Korea,
truthful.
The service platform is then able to provide
reliable and honest
news articles
to users who utilize the service. Ultimately, theTechnology
service platform will be effectiveResearch
in the sense that it helps readers
to efficiently consume
news that is factual,program(IITPsince many users – due to societal and psychological reasons – often face
under
the
ITRC(Information
Center)
support
difficulty in discerning accurate news article. The service is expected to thereby discourage the creation and proliferation of deliberate fake news.
2020-0-01797) supervised by the IITP(Institute of Information & Communications
Technology Planning & Evaluation).
4 Conclusion
This paper presents a news verification service platform that utilizes blockchain technology. With the understanding that blockchain technology ensures security, scalability, and transparency, the paper suggests that a fact-checking service system be built on it.
Future works should further detail what individuals or organizations will be qualified to participate in the news verification process. Additionally, this paper only pro-vides a model for the news fact-checking service system. Future works should focus on testing and proving the effectiveness of the presented
system.
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S-DEB
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To control disease transmission, monitoring the quarantine status of patients during pandemic situations caused by diseases
Basic Design
such as COVID-19 should be given utmost importance [8, 5,1[0000−0002−5382−8579]
6, 3]. The Internet of Things (IoT) technology is used for efficient
1[0000−0002−0396−5938]
An S-DEB is a system for monitoring information such as the current position and movement paths of a user. All S-DEBs
quarantine monitoring to control highly infectious diseases in many countries. For example, Bulgaria is the latest to join the
present in the platform can continuously update
their identities from the control station. An ID is a key that is designed to
1[0000−0001−6143−4134]
1[0000−0001−8475−7294]
list of countries that have tested a wristband that can track people during the COVID-19
pandemic. Additionally, South Korea
distinguish users and is essential to transmit sensor values.
and Hong Kong have been using electronic trackers to help enforce quarantine. Various IoT technologies are used to prevent
people from leaving quarantine for the national health safety, of which electronic bracelet-type devices are used as a method
Hardware Structure The hardware structure of the S-DEB is shown in Figure 2. A battery
[Figure 1] [1, 4]. This type of devices can report the user information in real-time to a control station, such as the Center for
provides the power supply that can run the S-DEB for a specified monitoring time. The
Disease Control(CDC), allowing the detection of regulatory violations, such as forced removal of the monitoring device and
“Process Unit” measures the S-DEB sensor values and determines the system and user
unauthorized departure from an isolated area.
abnormalities. Users must mount a ‘User Memory’ to utilize the S-DEB system to use the
However, these technologies pose problems such as leakage of personal information because various personal information,
system and devices. The User Memory stores the unique ID of a user in the control station,
including location information, is collected[8, 2]. To overcome such problems, this research proposes a method for
when the user receives the device and saves the sensing values measured by the Process
constructing a monitoring system that can ensure the safety of personal information by using physically separated memory
Unit during device operation. The S-DEB operates normally only when a User Memory is
and real-time streaming technology [4]. Consequently, a measure capable of ensuring the safety of the personal information
installed. If the User Memory is uninstalled abnormally or the user violates the policy, the Sof users is presented by operating the personal information of the user and the general driving information of the system
DEB sends the information stored in the User Memory to the Control Station.
separately.

Pusan National University, Republic of Korea
{dkgoggog0329,hyoeun405,afifatul.mukaroh,naufalsuryanto,
tatimmaharashta,howonkim}@gmail.com

Fig. 2. Hardware structure of S-DEB

Abstract. Deep Neural Networks (DNNs) are very
vulnerable
to adUser Memory
User Memory consists
of volatile memory. After the monitoring period is
complete, the user can manually unmount the User Memory from the S-DEB and delete the
versarial attacks because of the instability and unreliability
under
the
data by turning the power
off. If the
User Memory is removed arbitrarily during the
monitoring period, the S-DEB reports the status of the user to the Control Station.
training process. Recently, many studies about adversarial
patches have
been conducted that aims to misclassify the image classifier model by
Fig1. Electronic bracelets for user monitoring
Real-time
Software Streaming
The Control Station updates the ID stored in the User
attaching patches to images. However, most of the
previous
research
Memory of S-DEB through network streaming. Leakage of personal information can be
employs adversarial patches that are visible to human
vision,
making
prevented because the ID is updated in real-time. The user can delete the ID and sensing
Related
Work
by dismounting the User Memory or on receiving an information removal
Fig. 3. Communication
them easy to be identified and responded
to. Into change
this information
paper,
we
propose
a
command
from the
Control
Station.
ID-Block of S-DEB
new method entitled Spatially Localized Perturbation GAN
(SLP-GAN)
Solving
the Challenges
Three major challenges
were presented
in section 3: (a) separation
of personal
that can generate visually natural patches
while
maintaining
a high
at-information and identification information, (b)
destruction of personal information, and (c) prevention of personal information leakage. In this subsection, we describe the
by which the S-DEBlocalized
addresses these challenges.
tack success rate. SLP-GAN utilizestechnique
a spatially
perturbation
taken from the most representative area of target images
(i.e., attention
Initialization As described in the previous section, the S-DEB has an internal device
memory. When ausing
user mountsthe
the User Memory on the S-DEB, the SDEB sends an
map) as the adversarial
patches. The patch region is extracted
Christos Strydis[7]
Heart-to-Heart (H2H)[5]
InitRequest() to the Control Station, following which the Control Station generates an
Grad-CAM algorithm to improve the attacking ability against
the
target
Identification Block
(ID-Block)
based on the registered user’s information and sends it
Christos Strydis[7] studied methods to prevent malicious external access in implantable medical device (IMD) environments.
to the S-DEB. The S-DEB performs the writing process of the ID-Block received in the
model.
Our
experiment,
tested
datasets,
In this study, a new implant system architecture is proposed,
wherein
the security
and the main implant
functionalityon
are GTSRB and CIFAR-10
internal
user memory. shows
completely decoupled by running the tasks on two separate cores. Wireless communication passes through a custom security
that
SLP-GAN
outperforms
the
state-of-the-art
adversarial
patch attack
application-specific instruction set processor, known as Smart-Implant Security Core, which runs an energy-efficient security
Identification Block Streaming It continuously sends some of the segmented IDprotocol. The secure core is powered by the energy harvested
from RF until
external
reader authentication
is performed.
This
methods
in
terms
of
visual
fidelity.
Block operation values to the S-DEB. The S-DEB applies the received IDBlock values to
ensures safety against malicious access attacks, such as battery denial-of-service attacks.

Fig. 3. Communication to change ID-Block of S-DEB

the ID-Block in the User Memory to maintain the other IDBlock . Figure 3 shows the
Initialization and ID-Block Streaming processes of the Control Station and the S-DEB.

Heart-to-Heart (H2H)[5] is a technology that uses biometric information for certification of medical devices. H2H uses ECG
(heartbeat data) as an authentication mechanism, ensuring access only by a medical instrument in physical contact with an
IMD-bearing patient. In addition, this study proposed an encryption device pairing protocol that prevents access through
simple ECG comparison by extracting random data from ECG signals.

Keywords: Adversarial Patch · Generative AdversarialRequest/Response
Networks
· SpaThe S-DEB requests an ID-Block update from the Control Station
at regular intervals and receives and updates the new ID-Block information. If the IDtially Localized Perturbation.
Block information is not received within a certain time after an ID-Block Request, the
S-DEB performs a Reset operation and attempts Initialization again. Furthermore, if
there is no ID-Block update request from the S-DEB within a specified period, the
Control Station determines this to be abnormal behavior and sends a Reset()
command

Threat Model and Assumptions
1

Introduction

Several conditions must be satisfied to realize S-DEB. First, this system must support network communication for the
transmission and updating of information. The data for normal operation of the S-DEB remain in non-volatile memory, even
when the power is off. Therefore, the size of non-volatile memory must be minimized so that sensitive data do not remain in
the memory. The size of the volatile memory must be minimal to minimize user damage in the event of data leakage and
abuse. Next, we define the capabilities of an attacker. Threats to this system are characterized by the leakage or abuse of data,
including personal information. We do not consider hardware attacks, such as bus probing and memory tampering. However,
threats still exist, and we believe the risk of personal information leakage is serious. The software installed on the device still
has vulnerabilities that could be exploited during sensitive data collection and system monitoring operation.

Fig. 4. Operation sequence of S-DEB and
Control Station

Reporting of Sensing Data If a user violates the policy specified by the Control
Station (scenarios such as a user leaving the isolation zone, or if the User Memory is
unmounted), the S-DEB transmits the user’s recently measured sensing data and IDblock to the Control Station. Figure 4 illustrates the process implemented if a user
violates the specified policy.

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.

End of Monitoring If the monitoring period is complete, or monitoring is no further required, a user can unmount the User

from the S-DEB by oneself. If the User Memory is unmounted, the sensing information and the ID are deleted at the
This work was supported by Institute of Memory
Information
& unmount
communications
Technology
same
time. If a user could not
the User Memory, the power
to the S-DEB can be cut off by receiving a Finish()
command
the Control
Station togovernment(MSIT)
delete the internal data of the User Memory
Planning & Evaluation (IITP) grant funded
byfromthe
Korea
(2019-001343,Regional strategic industry convergence
security
core
talent
Leakage of Data
When the S-DEB
is physically
removed training
from the user, the business).
power is automatically cut off, and the data in the
Device Memory and the User Memory located inside are deleted. Moreover, if abnormal behavior is detected in the S-DEB (such
Approach
and Challenges
This research
was supported by the MSIT(Ministry
of Science
and
as high network load rate and timeout
of Request/Response),
data ICT),
leakage can beKorea,
prevented by an Emergency Stop() command
the Control Station
under the ITRC(Information TechnologyfromResearch
Center) support program(IITPThe self-destructible electronic bracelets (S-DEB) presented in this study aims to protect the user information measured in
2020-0-01797)
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IITP(Institute
of InformationConclusion
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real time and rapidly distinguish users who
violate the regulations specified
by the state and by
appropriate
in
environments where tracking real-time locations and routes is a top priority, such as in regions affected by COVID-19. S-DEB
Technology
Planning
& Evaluation).
attempts to minimize the leakage of personal
information by utilizing Random
Access Memory(RAM
) wherein the stored data



are volatilized and deleted when the power is cut off. The best technique to operate the embedded devices designed for
monitoring users to prevent violations of regulations, such as out-of-quarantine and unauthorized access to specific zones, is
to impose sanctions only if violations of regulations occur without providing personal information. Further, users whose
monitoring has been terminated without regulatory violations would not have provided their personal information in any way
to any target, including the control agency. However, for the safety of a country and its people, tracking user-specific
information and distinguishing users who violate regulations are essential. Therefore, this study suggests a method to prevent
the leakage and abuse of personal information through real-time streaming updates and by storing and using information in
physically separable volatile memory.
C1.Separation of personal information and identification information: Implementing a secure monitoring system, such as SDEB, should not involve personally identifiable information that can identify individuals through leaked or monitored
information.
C2.Destruction of personal information: A secure monitoring system such as S-DEB shall be able to completely destroy the
collected information.
C3.Prevention of personal information leakage: A secure monitoring system such as S-DEB should be able to remotely delete
the data in the event of an information leakage and prevent recovery of the data through reverse engineering.

An S-DEB was presented to address the problem of personal information leakage and the abuse of the embedded systems used
to monitor users in scenarios such as quarantine monitoring in pandemic situations including COVID-19. By using the real-time
binary block streaming technology and hardware-isolated memory, the S-DEB can prevent personal information leakage and
abuse. Although this study has not been implemented, we expect additional research will help prevent the leakage and abuse
of personal information in pandemic situations such as COVID-19. Furthermore, we will study data protection using the volatile
features of hardware memory proposed in this study in the future.
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Abstract. Deep Neural Networks (DNNs) are very vulnerable to adversarial attacks because of the instability and unreliability under the
training process. Recently, many studies about adversarial patches have
been conducted that aims to misclassify the image classifier model by
attaching patches to images. However, most of the previous research
employs adversarial patches that are visible to human vision, making
them easy to be identified and responded to. In this paper, we propose a
new method entitled Spatially Localized Perturbation GAN (SLP-GAN)
that can generate visually natural patches while maintaining a high attack success rate. SLP-GAN utilizes a spatially localized perturbation
taken from the most representative area of target images (i.e., attention
map) as the adversarial patches. The patch region is extracted using the
Grad-CAM algorithm to improve the attacking ability against the target
model. Our experiment, tested on GTSRB and CIFAR-10 datasets, shows
that SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity.
Keywords: Adversarial Patch · Generative Adversarial Networks · Spatially Localized Perturbation.

1

Introduction

Deep neural networks (DNNs) have been extensively used in various intelligent
systems such as facial recognition, object classification, and disease diagnosis.
?
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However, recent works have shown that DNNs are vulnerable to adversarial
attacks, which leads to deep learning models to misbehave in unexpected ways.
The study of adversarial attacks began with adversarial perturbation with
small magnitude added to an image that can cause to be misclassified by DNNs.
In the past years, various works of adversarial perturbation have been developed
using a number of optimization strategies such as Fast Gradient Sign Method
(FGSM) [3], Projected Gradient Descent (PGD) [12], and Carlini & Wagner
(C&W) Attack [2]. However, these methods have limitations that are applicable
only to the digital domain (e.g., security camera systems) because they mainly
focus on directly manipulating the pixels of the input images.
Compared to adversarial perturbation, an adversarial patch is introduced as
an alternative and practical approach to physical domain attacks. Brown et al.
[1] introduced to generate “universal adversarial patches” that can be physically
printed out and put on any images. However, these adversarial patches can be
easily recognized by human vision since they focus only on attack performance,
not visual fidelity.
Liu et al. [10] propose a perceptual-sensitive GAN (PS-GAN) to generate
adversarial examples using generative adversarial networks (GANs), which can
learn and approximate the distribution of original instances [4]. PS-GAN can
simultaneously enhance the visual fidelity and the attacking ability for the
adversarial patch using a patch-to-patch translation and an attention mechanism.
Even though the visual fidelity of adversarial patches is improved, they may still
not have a natural appearance compared to the original image.
To address the problem, our paper proposes a new method called Spatially
Localized Perturbation GAN (SLP-GAN) to generate invisible adversarial patches.
Our SLP-GAN can generate spatially localized perturbations as adversarial
patches that are visually natural with the original images. The patch region
is taken from the most representative area of the input image (i.e., attention
map) using the Grad-CAM algorithm [16] to improve the attacking ability. To
evaluate the effectiveness of our SLP-GAN, we conduct the experiments on
GTSRB [18] and CIFAR-10 [9] datasets using different target models, under
white-box and black-box attack settings. We also demonstrate a physical-world
attack experiment on Korean traffic sign mockups. The experimental results show
that our SLP-GAN outperforms the state-of-the-art adversarial patch attack
methods in terms of visual fidelity, maintaining a high attack success rate.

2

Related Work

The attack in Deep Neural Network (DNN) has raised concern for many researchers due to its fatal impact. Even a slight perturbation added to an image
may cause to be misclassified. In this section, we provide an overview of adversarial perturbation and adversarial patches which is related to our work, and the
overview of Generative Adversarial Networks (GANs), which recently has gained
interest for use as generation methods of adversarial attacks.
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3

Adversarial Perturbation

Adversarial perturbation is tiny perturbation added to the image that can cause
to be misclassified by the target model with high confidence [19]. Suppose that
a trained model M can classify an original image x correctly as M (x) = y; by
adding slight perturbation η that could not be recognized by human eyes to x,
an adversary can generate an adversarial example x0 = x + η so that M (x0 ) 6= y.
Qiu et al. [14] and Yuan et al. [22] provide a review of the current attack and
defense technologies based on adversarial perturbation. According to their reviews,
adversarial attacks can be categorized into white-box attack and black-box attack
based on the adversary’s knowledge.
– White-box attacks: Adversary knows all the structure and parameters of the
target model, including training data, model architectures, hyper-parameters,
and model weights. L-BFGS [19], FGSM [3], Deepfool [13] are popular techniques for generating the adversarial examples based on white-box attack.
– Black-box attacks: Adversary has no knowledge about the target model and
considers the target as a black-box system. Adversary analyses the target
model by only observing the output based on a given series of adversarial
examples. Most adversarial attacks are based on a white-box attack, but
they can be transferred to a black-box attack due to the transferability of
adversarial perturbation [23].
2.2

Adversarial Patch

Adversarial perturbation is typically applicable to the digital domain in the
real-world attack scenario. In contrast, an adversarial patch is feasible in the
physical domain because it can be attached to the specific location of the real
object. Brown et al. [1] introduce a method to create a universal, robust, targeted
adversarial patch in real-world applications. The patch can successfully fool a
classifier with a variety of scenes, transformations, and output to any target class.
Another proposal is a black-box adversarial-patch-based attack called DPatch.
It can fool mainstream object detectors (e.g., Faster R-CNN and YOLO) that can
not be accomplished by the original adversarial patch [11]. They simultaneously
attack the bounding box regression and object classification.
Both of the adversarial patch methods produce a visible patch that can be
easily recognized by human vision. Therefore, we will focus on the invisibility of
the patch while keeping the applicability in a real-world implementation.
2.3

Generative Adversarial Networks (GANs)

Recent studies have shown that most of the adversarial perturbations and patches
generations rely on optimization schemes. To generate a more perceptually realistic perturbation efficiently, many variants of Generative Adversarial Networks
(GANs) [4] have been commonly proposed by researchers.
Earlier, Goodfellow et al. [4] introduce a framework for estimating generative
models via an adversarial process, which simultaneously trains two models: a
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generative model G that captures the data distribution and a discriminative
model D that estimates the probability that a sample came from the training
data rather than G. This discovery, coined as Generative Adversarial Network
(GAN), has since been a big impact in data generation.
In the context of adversarial perturbation generation, Xiao et al. [21] propose
AdvGAN to generate adversarial perturbation with generative adversarial networks (GANs). It can learn and approximate the distribution of original instances.
Once the generator is trained, it can generate perturbations efficiently for any
instance, so as to potentially accelerate adversarial training as defenses. The
attack has placed the first with 92.76% accuracy on a public MNIST black-box
attack challenge.
Liu et al. [10] propose a perceptual-sensitive GAN (PS-GAN) that can simultaneously enhance the visual fidelity and the attacking ability for the adversarial
patch. To improve the visual fidelity, the authors treat the patch generation as
a patch-to-patch translation via an adversarial process, feeding seed patch and
outputting a similar adversarial patch with fairly high perceptual correlation
with the attacked image. To further enhance the attacking ability, an attention
mechanism coupled with adversarial generation is introduced to predict the
critical attacking areas for placing the patches. The limitation of PS-GAN is that
it uses a seed patch that is quite different from the original image, so it may still
not seem visually natural.
Our proposed method is to generate a patch from the original input image
using an attention map that maximizes the attack rate while maintaining high
visual fidelity.

3

Spatially Localized Perturbation GAN

In this section, we describe the problem definition and introduce the Spatially
Localized Perturbation GAN (SLP-GAN) framework for generating invisible
adversarial patches.
3.1

Problem Definition

Suppose X ⊆ Rn is a feature space with n number of features. Assume (xi , yi ) is
the ith instance in the training dataset with feature vector xi ∈ X and yi ∈ Y
corresponding to true class labels. DNN attempts to learn the classification
function F : X → Y. The purpose of the adversarial attack in our study is to
generate the adversarial example xA , which satisfies the equation F (xA ) 6= y,
where y is the true label of x. Additionally, xA should also be similar to the original
instance x in terms of visual fidelity. The adversarial example xA is created by
attaching a spatially localized patches p to the original data x, expressed as the
equation xA = x + p. Spatially localized itself, in our term, is defined as the
characteristic of perturbation, which is only applied only to some specific part
instead of the whole image. In the next section, we elaborate on our proposed
method for creating adversarial patches which satisfy the above criteria.
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5

SLP-GAN Framework

SLP-GAN Our proposed structure SLP-GAN is mainly composed of three
parts; a generator G, a discriminator D, and the target model T . In the first
step, our mechanism is similar to the proposal of [21] for generating adversarial
examples with adversarial networks. Generator G takes the original data x as
input and generates perturbation throughout the entire area. Unlike previous
proposals, our method employs additional steps of performing spatially localized
perturbation to create adversarial patches that can be attached to a specific area.
We leverage the Grad-CAM algorithm [16] to extract patch regions and apply
the generated perturbation only to the extracted region. As a result, the spatially
localized perturbation can be treated as adversarial patches p.
The role of discriminator D is to distinguish the original data x and adversarial
example xA = x + p. D encourages G to generate perturbation similar to the
original data. Furthermore, G should have the ability to deceive the target model
T . So, the whole structure of SLP-GAN mainly has three loss functions, the
adversarial loss LGAN , the attacking ability loss Latk , the perturbation loss Lptb .
The adversarial loss LGAN can be written as:
LGAN = Ex log D(x) + Ex log(1 − D(xA )).

(1)

The above equation shows that the discriminator D aims to distinguish the
adversarial example xA from the original data x. Note that D encourages G to
generate perturbation with visual fidelity due to the above equation. The loss of
attacking the target model T can be defined as follows:
Latk = −Ex `T (xA , y),

(2)

where y is the true class of original data x and `T is the loss function (e.g.,
cross-entropy loss) applied to the target model T . We apply the trick to take
the negative of the target model loss function so that the target model cannot
classify the adversarial example xA to the real class y of the original data x.
Additionally, we define the perturbation loss Lptb using a soft hinge loss [8] on
the L2 norm to bound the magnitude of the generated perturbation:
Lptb = Ex max(0, kxA k2 − c),

(3)

where c represents the user-specified bound and serves to stabilize the GAN’s
training. Finally, SLP-GAN loss function combined with the above visual fidelity
and attacking ability for the target model can be expressed as:
L = LGAN + αLatk + βLptb ,

(4)

where α > 0 and β > 0 control the contribution of each loss function. The
generator G and the discriminator D in our SLP-GAN are trained by solving
the minimax game represented by the equation minG maxD L. As a result, the
generator G can generate a spatially localized perturbation that can be used as
adversarial patches that satisfy both visual fidelity and attacking ability. Figure
1 illustrates the overall architecture of SLP-GAN, and Algorithm 1 describes the
training process of SLP-GAN framework.
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Algorithm 1 Training process of SLP-GAN Framework
Input: training image set Ximage = {xi | i = 1, . . . , n}
Output: spatially localized patches P = {pi | i = 1, . . . , n}
for the number of training epochs do
for k steps do
sample minibatch of m images φx = {x1 , . . . , xm }.
generate minibatch of m adversarial perturbations φG
x = {G(x1 ), . . . , G(xm )}.
obtain activation maps M (φx ) by Grad-CAM.
extract spatially localized patches P = {G(xi )M (xi ) | i = 1, . . . , n}.
create adversarial examples xA = {xi + pi | i = 1, . . . , n}.
update D to maxD L with G fixed.
end for
sample minibatch of m images φx = {x1 , . . . , xm }.
create adversarial examples xA (same as above).
update G to minG L with D fixed.
end for

Spatial Localization As the attention method to extract a representative area
of the input image, Grad-CAM can lead to good performance [16]. Grad-CAM
produces ”visual explanations” from image classification models. It uses the
gradients of any target label flowing into the final convolutional layer to produce
a localization map highlighting the important regions in the input image. To
obtain a class-discriminative localization map, a gradient of the score for class y c
with respect to feature map activation Ak of the target layer.
1 X X ∂y c
αkc =
(5)
Z i j ∂Akij
αkc indicates the neuron importance weight of the feature map k for the target
class c. We take a weighted sum of forward activation maps, A, with weights
αkc , and follow it by a ReLU to obtain counterfactual explanations that have a
positive influence on the class of interest.
X
LcGrad−CAM = ReLU (
αkc Ak )
(6)
k

After localizing with class activation mapping (CAM), we take out the bounding
boxes in the activated parts by filtering only the value, which is over 80% of the
intensity of CAM. The acquired bounding boxes are the most representative area
of the target model decision for the input image. In Figure 2, we get Grad-CAM
visualizations with bounding boxes for traffic signs of the VGG16 model.

4
4.1

Experiments
Experiment Setup

Model Structure To configure our SLP-GAN framework, we utilize similar
structures for the generator G and the discriminator D with image-to-image
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Fig. 1. The SLP-GAN framework consists of the generator G, the discriminator D, and
the target model T .

translation as in [8] and [24]. Specifically, the generator G consists of the U-Net
structure, which has an encoder-decoder network. This structure has an advantage
for generating high-resolution images by adding skip connections between each
layer. The discriminator D uses modules in the form of convolution-BatchNormReLU that increases the generation ability.
Datasets We use two datasets, GTSRB [18] and CIFAR-10 [9], to evaluate our
SLP-GAN framework. The German Traffic Sign Benchmark (GTSRB) is a large
and lifelike database that contains photos of physical traffic signs with 43 classes
and 50,000 images. CIFAR-10 is also a popular real-world dataset. There are
32×32 color images with ten categories, such as cats and ships.
Target Models In our experiment, we use VGG16 [17], SqueezeNet1.1 [7],
MobileNetV2 [15], ResNet34 [5], which have good performance in image classification problems, as target models. We train these target models with GTSRB
and CIFAR-10 respectively. Table 1 shows the classification accuracy of target
models on GTSRB and CIFAR-10.
Implementation Details We use PyTorch for the implementation and test on
an NVIDIA Titan Xp cluster. We train SLP-GAN for 250 epochs with a batch
size of 128, with an initial learning rate of 0.001, and drop it by 10% every 50
epochs.
4.2

Experiment Result

We first evaluate our SLP-GAN in a white-box attack setting, then test it in a
black-box attack setting using the transferability. We also implement in a real
physical environment on Korean traffic sign mockups.
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Original

Grad-CAM

Bounding boxes

Fig. 2. Samples of Grad-CAM visualizations and bounding boxes on GTSRB datasets.
Table 1. Classification accuracy of target models on GTSRB and CIFAR-10.
Target Model
ResNet34
MobileNetV2
VGG16
SqueezeNet1.1

Classification Accuracy
GTSRB
CIFAR-10
92.1%
94.8%
92.3%
94.5%
91.9%
92.3%
90.8%
91.2%

White-box Attack In a white-box attack setting, an adversary knows about
the structure and parameters of the target model to generate adversarial patches
using the Grad-CAM algorithm. To evaluate the attacking ability and the visual
fidelity for our SLP-GAN, we conduct a comparative experiment to AdvGAN
[21], GoogleAP [1], and PS-GAN [10]. We choose these methods for comparison
since AdvGAN and GoogleAP are the representative methods of the adversarial
example and the adversarial patch, respectively, and PS-GAN is the most similar
method to our SLP-GAN for generating adversarial patches. Firstly, we estimate
the attacking performance of each target model on GTSRB and CIFAR-10. We
also measure the SSIM [20] to show how our method satisfies visual fidelity. SSIM
is based on the degradation of structural information, hence performs better
than other simpler metrics such as the mean squared error (MSE) for the case of
assessing the perceived visual quality [6].
Table 2 shows the classification accuracy of each method for the adversarial
attack about each dataset, and also SSIM between the original data x and the
adversarial example xA to represent the visual fidelity of our adversarial examples.
The classification accuracy means the degree to which each target model classifies
according to the true label of the adversarial example xA . From this point of
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Table 2. The comparative experiment result of classification accuracy and SSIM on
GTSRB and CIFAR-10 in the white-box attack setting.
SLP-GAN
AdvGAN
Acc SSIM Acc SSIM
GTSRB 16.3% 0.963 14.1% 0.925
CIFAR-10 9.2% 0.987 6.7% 0.931

GoogleAP
PS-GAN
Acc SSIM Acc SSIM
6.3% 0.824 12.5% 0.871
2.7% 0.839 4.9% 0.895

view, the lower the classification accuracy, the higher the attack success rate. We
calculated the classification accuracy and SSIM as the average of each target
model: VGG16, SqueezeNet1.1, MobileNetV2, and ResNet34. From the table,
we can conclude that the attacking performance of our SLP-GAN is not much
lower than other methods such as AdvGAN, GoogleAP, and PS-GAN. Since
our method is to add small perturbation to a part of the image, it is obvious
that the attack success rate is slightly lower than other methods. Note that our
SLP-GAN has the highest SSIM value among methods for adversarial attacks.
This indicates our method can generate adversarial patches that satisfy the
visual fidelity, which means humans will have more difficulty to identify our
patches in the original data. Figure 3 shows the adversarial patches generated by
GoogleAP, PS-GAN, and SLP-GAN on GTSRB against VGG16 model. All of
these adversarial examples are misclassified by the target model.

GoogleAP

PS-GAN

SLP-GAN

Fig. 3. Adversarial patches generated by GoogleAP, PS-GAN, and SLP-GAN on
GTSRB.

Black-box Attack In contrast to the white-box attack, an adversary doesn’t
know about the target model information in a black-box attack setting. We use
the transferability to evaluate our SLP-GAN in a black-box attack instead of
using the target model directly. Table 3 shows the classification accuracy of each
target model using the transferability on GTSRB. We first generate adversarial
patches for source models and then use these patches to attack all other target
models. Note that adversarial examples generated to attack other source models
also significantly reduces the classification accuracy of target models. It means
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that our SLP-GAN can encourage transferability among different target models
so that it can perform quite well in a black-box attack setting.
Table 3. Classification accuracy of each target model using the transferability on
GTSRB.

Source
Models

VGG
SqueezeNet
MobileNet
ResNet

VGG
18.7%
21.8%
30.6%
27.9%

Target Models
SqueezeNet MobileNet
27.3%
34.7%
14.9%
26.5%
23.8%
17.1%
31.1%
24.4%

ResNet
31.2%
28.4%
26.2%
14.5%

Physical-World Attack We conduct a physical-world attack experiment to
verify that our SLP-GAN is actually applicable. We use Korean traffic sign
mockups with a size of about 15 × 15 cm and ten classes. We first take 100
pictures for each traffic sign mockup with varying distances and angles and
then train the ResNet18 as a target model using these images. The classification
accuracy of the target model on these images is 97.8% after training. We take 100
pictures randomly and generate adversarial patches for each image through SLPGAN. After printing these patches, we attach them to the traffic sign mockups
and take photos again for each mockup with the patch attached. Table 4 shows the
physical-world attack result of traffic sign mockups with and without adversarial
patches and the classification results. The adversarial patches generated by SLPGAN decrease the classification accuracy of the target model from 97.8% to
38.0% on average. Although the results show that the physical-world attack works
quite well using our SLP-GAN, it can be seen that the attack performance is
slightly lower compared to the white-box attack because of real-world distortion
due to lighting conditions, various distances and angles.

5

Conclusion

In this paper, we propose a spatially localized perturbation GAN (SLP-GAN)
for generating invisible adversarial patches. We extract the target region to place
an adversarial patch that can maximize the attack success rate by using the
Grad-CAM algorithm. The experimental results show that SLP-GAN generates
robust adversarial patches with high attack performance and a visually natural
property under white-box and black-box attack settings. Validation of our model
on GTSRB and CIFAR-10 datasets in the white-box attack implies that in terms
of visual fidelity, SLP-GAN surpasses the performance of other patch attack
methods by 13.9 percent and 3.8 percent compared to AdvGAN and GoogleAP,
respectively. Additionally, our method can also perform quite well in a blackbox attack and physical-world attack since it can encourage transferability and
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Table 4. The physical-world attack result of traffic sign mockups with and without
adversarial patches generated by SLP-GAN.
Original

Adversarial

Roadworks

Danger

No Jaywalking

Motorway

Original

Adversarial

School Zone No Jaywalking

Bike path

Curfew

generality, as can be seen from the experimental results. In future work, we plan
to complement our SLP-GAN to be robust enough to increase the physical-world
attack success rate and survive real-world distortions due to various angles,
distances, and lighting conditions.
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Abstract. A crypto ransomware usually encrypts files of victims using
block cipher encryption. Afterward, the ransomware requests a ransom
for encrypted files to victims. In this paper, we present a novel defense
against crypto ransomware by detecting block cipher encryption for lowend Internet of Things (IoT) environment. The proposed method analyzes the binary code of low-end microcontrollers in the base-station (i.e.
server) and it is classified in either ransomware virus or benign software.
Block cipher implementations from Lightweight block cipher library (i.e.
FELICS) and general software from AVR packages were trained and evaluated through the deep learning network. The proposed method successful
classifies the general software and potential ransomware virus by identifying the cryptography function call, which is evaluated in terms of recall
rate, precision rate and F-measure.
Keywords: Ransomware Virus · Deep Learning Network · Block Cipher
Encryption · Static Analysis.

1

Introduction

In 2017, WannaCry ransomware virus spread to Microsoft Windows users through
the vulnerability of file sharing protocol [1]. The Wannacry ransomware attack
was one of the largest attack, which was estimated to have affected more than
200,000 computers across 150 countries.
The ransomware is largely classified into two sets, including locker ransomware and crypto ransomware. The locker ransomware locks the victim’s device, which is unable to use the device anymore [2]. However, the data is not
modified. For this reason, the data can be recoverable by copying the data to
other devices.
The crypto ransomware encrypts files of victim’s devices. Since the cryptography algorithm is designed to be secure theoretically, there is no way to recover
the file without valid secret key. In order to receive the secret key, the victim
?
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need to pay the ransom to the hacker. With this secret key, the victim retrieve
original files. The ransomware virus has became a massive threat of people with
digital devices, as every user is moving towards digitization. To prevent from
these cyber threats, many researchers have published the ransomware recovery
and detection methods.
In [3], four most common crypto ransomwares were analyzed. They identified
all ransomware viruses relied on system tools available on the target system. By
generating shadow copies during execution of tools, the file recovery process is
available.
The ransomware detection is simply classified in network traffic analysis and
function call analysis. For the accurate detection, the machine learning method
is actively studied for the ransomware detection. In [4], they analyzed the ransomware network behavior and packet selection to identify the ransomware virus.
In [5], they evaluated shallow and deep networks for the detection and classification of ransomware. To characterize and distinguish ransomware over benign
software and ransomware virus, they analyzed the dominance of Application
Programming Interface (API). In [6], they presented a multi-level big data mining framework combining reverse engineering, natural language processing and
machine learning approaches. The framework analyzed the ransomware at different levels (i.e., Dynamic link library, function call and assembly instruction
level) through different supervised ML algorithms.
Due to the nature of crypto ransomware, many works focused on the cryptography function. In [7], they performed fine-grained dynamic binary analysis
and used the collected information as input for several heuristics that characterize specific, unique aspects of cryptographic code. In [8], they presented a
novel approach to automatically identify symmetric cryptographic algorithms
and their parameters inside binary code. Their approach is static and based on
Data Flow Graph (DFG) isomorphism. In [9], they targeted public key cryptographic algorithms performed by ransomware. By monitoring integer multiplication instructions of target system, the public key encryption by ransomware
was detected.
However, previous works paid little attention on the architecture of block
cipher and there are not many works on the defense against ransomware on
low-end Internet of Things (IoT) environment. In this paper, we present a novel
defense against crypto ransomware by detecting block cipher encryption on lowend IoT environment. The proposed method analyzes the binary code of low-end
microcontrollers and the binary code is classified in either potential ransomware
virus or benign software. Block ciphers from Lightweight block cipher library (i.e.
FELICS) and general software from AVR packages for low-end microcontrollers
were trained and evaluated through the deep learning network. The proposed
method successful classifies the benign software and potential ransomware virus,
which is evaluated in terms of recall rate, precision rate and F-measure. Detailed
contributions are as follows:
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3

Contribution

Deep learning based crypto ransomware detection for low-end microcontrollers By classifying the cryptographic function code and general code,
the potential ransomware virus is efficiently detected. In order to apply the deep
learning network, the binary file is transformed to the image file, where the deep
learning network has a strength in image classification.
Experiments with several options for high accuracy In order to achieve
the high accuracy for the classification, several options are evaluated. Instruction
and opcode based binary extraction are compared to show the performance.
Afterward, each GCC optimization option is evaluated to find the proper option.
In-depth analysis of instruction sets for block cipher implementation
on microcontrollers There are a number of block ciphers. We classify block
cipher algorithms into two sets, including SPN structure and ARX structure, by
observing distinguished features between them. This classification rule improved
the performance, significantly.
The remainder of this paper is organized as follows. In Section 2, the background of crypto ransomware detection techniques for low-end microcontrollers
is covered. In Section 3, we present a novel approach to defense against crypto
ransomware by detecting block cipher encryption. In Section 4, the performance
of proposed methods in terms of detection accuracy is evaluated. Finally, Section
5 concludes the paper.

2
2.1

Related Works
Ransomware on IoT World

With the rapid development of Internet of Things (IoT), strengthening the security and preventing ransomware virus have become a fundamental building
block for success of services [10]. There are many works to be secure the IoT environment. In [11], they presented a machine learning based approach to detect
ransomware attacks by monitoring power consumption of Android devices. The
method monitors the energy consumption patterns of different processes to classify ransomware from benign applications. In [12], they presented a deep learning
based method to detect Internet Of Battlefield Things (IoBT) malware through
the device’s opcode sequence. They converted opcodes into a vector space and
apply a deep Eigenspace learning approach to classify ransomware and benign
application. In [13], they presented a Cryptowall ransomware attack detection
model based on the communication and behavioral of Cryptowall for IoT environment. The model observes incoming TCP/IP traffic through web proxy server
then extracts TCP/IP header and uses command and control (C&C) server black
listing to detect ransomware attacks. In [14], they presented the method to transform the sequence of executable instructions into a grayscale image. Afterward,
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Table 1. Comparison of ransomware detection techniques based on cryptographic
function call.
Features
Target
Analysis
Method
Machine

Gröbert et al. [7]
Block & PKC
Dynamic
Heuristics
Desktop

Lestringant et al. [8]
Block Cipher
Static
Data graph flow
Desktop

Kiraz et al. [9]
PKC
Dynamic
System monitor
Desktop

This Work
Block Cipher
Static
Deep learning
Microcontroller

the statistical method is used for separating two or more classes along with
dimension reduction.
However, previous ransomware detection focused on high-end IoT devices. A
number of IoT devices are equipped with low-end microcontrollers, which collect
the data in distance. This is one of the most important role of IoT applications.
For this reason, the ransomware detection mechanism for low-end IoT devices
should be considered. In this paper, we present the novel ransomware detection
mechanism for low-end microcontrollers. In order to classify the ransomware,
we transform the binary code into image file. Afterward, the image is classified
through deep learning network.
2.2

Previous Ransomware Detection Techniques based on
Cryptographic Function Call

Ransomware encrypts victim’s files with cryptographic function. For this reason,
classifying the cryptographic function is important for ransomware detection.
In Table 1, the comparison of ransomware detection techniques based on
cryptographic function call is given. In [7], block cipher and public key cryptography are detected by analyzing features of cryptographic functions. The
method is heuristics depending on the implementation. In [8], the data graph
flow is extracted from binary code. Sub-graph isomorphism is utilized to identity
the cryptographic function call. In [9], public key cryptography, such as RSA, is
detected by monitoring the multiplication instruction, which is heavily called in
RSA algorithm. However, previous works do not explore the deep learning based
ransomware detection. Recently, the work by [15] shows that deep-learning algorithm can improve the malware detection. However, the method is not targeting
for ransomware and target platform is desktop. In this work, we firstly present
the crypto ransomware detection for microcontrollers.
2.3

Block Cipher Implementation on Microcontrollers

A benchmarking framework of software based block cipher implementations
named Fair Evaluation of Lightweight Cryptographic Systems (FELICS) was
introduced by Luxembourg University in 2015 [16]. More than one hundred
block cipher implementations on low-end IoT devices were submitted to FELICS
by world-wide cryptographic engineers. In this paper, we utilized block cipher
implementations of FELICS. The target low-end microcontroller is 8-bit AVR
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ATmega128, which is the most low-end IoT platform. The microcontroller is an
8-bit single chip based on the modified Harvard architecture developed by Atmel. The unit size of its registers and instructions is 8-bit wise. The block cipher
can be largely categorized in Substitution-Permutation-Network (SPN) and Addition, Rotation, and bit-wise eXclusive-or (ARX). International block cipher
standard, namely AES, is based on SPN architecture, while lightweight block
ciphers, such as LEA, HIGHT, SIMON, and SPECK, follow ARX architecture
due to high performance and simple design [17–20]. In this paper, we utilized
distinguished features of both architectures to classify the binary code.

3

Proposed Method

This paper describes a method for detecting ransomware through binary files for
low-end IoT-based embedded systems. Generally, the structure of sensor network
is based on tree-structure [21]. The powerful root-node (i.e. base station) manages the structure and the leaf node (low-end IoT) collects the sensor data. The
base station regularly updates the firmware of leaf nodes. When the hacker intercepts the packet between base station and firmware server and installs crypto
ransomware to the firmware, the base station should detect the ransomware before deployment. In this scenario, the proposed method detects ransomware by
classifying the binary file of the supplied firmware through a convolutional neural
network. This approach distinguishes crypto ransomware from benign firmware
depending on the existence of an encryption process. We can extend this approach to self-defense on the middle-end IoT, such as raspberry pi. The device
can perform CNN on its machine through tensorflow1 .
The proposed system configuration for ransomware detection is shown in
figure 1. Assembly instructions and the opcodes are extracted from the binary
file and converted into image for deep learning training. In the test phase, if the
encryption process is detected, it is classified as crypto ransomware. Overall, the
proposed method consists of creating an image from binary code and two phases
of deep learning.
3.1

Binary code based image generation

Instructions for images to be used for training are obtained by analyzing the
binary files. Assembly instructions are a combination of opcode and operand,
and operand area may specify different registers each time even though the
same source code is compiled. In Figure 2, the opcode is extracted from the
instruction. Afterward, the extracted opcode is converted into an image file to
generate data for training.
Since the binary code varies depending on the optimization option, data
sets are created by compiling for each option. If the pattern of the opcode are
similar, similar characteristics will be created. These features are trained in the
deep learning phase.
1

https://www.tensorflow.org/install/source rpi?hl=ko
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<Encrypt> :

73a : df 93
73c : cf 93

push r29
push r28

O
 pcode

Instruction

Binary file
...
(1) Instruction
extraction

...
<Encrypt> :
73a : df 93
73c : cf 93

...

push r29
push  r28

(2) Opcode
extraction

...

...

df 93
cf 93
...

(3) Conversion from binary to image

Image file

Convolutional Neural Network

Result
True

(5) Ransomware
detection

(4) Deep
learning

False

Fig. 1. System configuration for proposed method.
Table 2. Deep learning training hyperparameters.
Hyperparameters
Descriptions
Hyperparameters
Descriptions
pretrained model
Inception-v3
epochs
20
loss function categorical crossentropy
steps per epoch
10
optimizer
RMSprop(lr=0.001)
batch size
5
active function
ReLu, Softmax
train, validation and test ratio 0.7, 0.2, 0.1

3.2

Deep learning

The deep learning phase is divided into training phase and detection phase. A
convolutional neural network known for its excellent image classification performance is used as a deep learning model. Inception-v3 is used as a pre-trained
model, and this model performs well even on small data sets. Three fully connected layers are added to pre-trained weights to adjust the classification problem. In addition, a suitable model that is not over-fitting to a specific data set
is selected through 10-fold cross validation. Grid search is performed on the selected model to tune to the optimal hyperparameter for the model and dataset.
The detailed values are given in Table 2. Since it is a multi-class classification,
the Softmax activation function is used in the output layer. ReLU is used, which
is mainly used in hidden layers and is faster than other activation functions.
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(a) binary extraction from lss file

7

(b) conversion from binary to image

Fig. 2. Binary code based image generation.

Training phase In the proposed method, block cipher algorithms are targeted.
There are two types of classification method as shown in Figure 3. One is to
detect the ransomware by classifying each cryptographic algorithm and benign
firmware. The other is to classify ransomware and general firmware after training
by combining algorithms of the same structure into one category. According to
previous methods, a data directory is configured, and the data is reshape to
150 × 150 pixels through pre-processing before being used as input data to the
convolutional neural network.
The input layer and the hidden layer have a structure in which the convolution layer and the pooling layer are repeated. In the two dimensional convolution
layer, the filter and the input image perform a convolution operation to extract
features for the input image. In the max pooling layer, the output of the previous layer is divided into a window size, and the maximum value for each area is
selected. By repeating the feature extraction process, the feature of the cryptographic algorithm included in each image is learned. Then, it is transferred to a
fully-connected layer. Afterward, it is transformed into a one-dimensional array.
Finally it enters into a classification phase for detection.
Ransomware Detection phase It is a phase to classify into labels for each
input image by the Softmax activation function. The result of the classification
is the probability value for each class. The input image is finally classified as the
top-1 class with the highest probability.
Before checking the classification results of untrained test data, the performance of the validation data should be measured. If it is verified that it is an
appropriate model, test data set not used for training is inputted to a trained
CNN model. Test images are generated from a binary file of a block cipher or
general program.
For the block cipher program, the test data has characteristics similar to the
training data by the pattern of the instruction used and the repetition of rounds.
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feature extraction

image from binary

convolution layer

pooling layer

1) each block cipher vs general
general
firmware

AES, PRESENT, … , HIGHT, LEA general
block cipher
classification

fullly connected
layer

2) SPN vs ARX vs general
AES, PRESENT, … ..., HIGHT, LEA general
SPN
ARX

detection
crypto
ransomware

Fig. 3. Detailed deep learning phase for proposed method

As mentioned earlier, such characteristics can be classified by cryptographic
structure (SPN and ARX) or each cryptographic algorithm. If it is classified as
a cryptographic algorithm, it is judged as ransomware. It can block the installation to IoT devices. In other words, block ciphers and general programs are
classified by weight values trained by image-based deep learning. Through the
proposed framework, we can detect the potential ransomware virus for low-end
IoT devices.

4

Evaluation

For the experiment, Google Colaboratory, a cloud-based service, was utilized.
It runs on Ubuntu 18.04.3 LTS and consists of an Intel Xeon CPU with 13GB
RAM and an Nvidia GPU (Tesla T4, Tesla P100, or Tesla K80) with 12GB
RAM. In terms of programming environment, Python 3.6.9, tensorflow 2.2.0-rc
and Keras 2.3.1 version are used. In order to create the dataset required for
the experiment, we created a program that extracts instructions and opcodes of
specific functions from the lss file. And instruction and opcode were converted
to BMP image files using open source on github2 .
In Table 3, the experiment targets binary files of general firmware and block
ciphers (e.g., SPN and ARX) in low-end embedded environment. Cryptographic
2

https://github.com/Hamz-a/txt2bmp
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Table 3. Dataset (block ciphers and general firmware).
Architecture
SPN
ARX
General

Descriptions of programs
AES, RECTANGLE, PRESENT, PRIDE, PRINCE
HIGHT, LEA, RC5, SIMON, SPECK, SPARX
Bluetooth, GPS, WiFi, RFID, XBee, etc.

modules written in C language among implementations of FELICS (Fair Evaluation of Lightweight Cryptographic System) are selected. In the case of general
firmware, programs, such as WiFi, Bluetooth, xBee, and RFID, are mainly obtained.
Since the crypto ransomware performs an encryption process unlike ordinary
firmware, we extract the instructions and opcodes of the encryption function
from binary file. As shown in Figure 4, instructions and opcodes are converted
into image files. SPN using S-box has a more complicated structure than ARX. In
addition, it is possible to visually confirm that there is a common characteristic
for each architecture. We trained these features using the CNN and progressed
experiments to classify cryptographic algorithms and general firmware.
Since this experiment uses an unbalanced data set, it is commonly evaluated
through the F-measure, which is a harmonic mean of precision and recall rather
than accuracy. There are micro averaged and macro averaged in the F-measure.
The micro averaged method considers the number of data belonging to each
class. The macro averaged method considers all classes with the same weight.
Therefore, results of macro method are a slightly lower measurement in the case
of an unbalanced dataset.
4.1

Instruction-based vs Opcode-based

Since our proposed system classifies each cryptographic module according to the
instruction (e.g. pattern of operation type and number of times) performed by
encryption, the method of extracting the encryption part from the binary file is
largely based on instruction and opcode. In the case of instruction-based, the opcode and operand are extracted together. In order to compare the performance,
only opcode part, which is the actual operation, is extracted.
As shown in Figure 5, training loss and validation loss decreases smoothly
without significant difference. The training data has not been over-fitted. In the
case of opcode based, the overall loss value was calculated less than instruction
based approach.
After verifying the model with the data used in the training, the test data,
which was not used in the training through the model is predicted. In Table
4, detailed results are given. By classifying with the test set, the instructionbased performance was slightly better. However, in the case of opcode-based,
the standard deviation is 0.12, which has more stable performance. It indicates
that the method of extracting only the opcodes specifying the actual operation
is more effective in finding the instruction pattern of the binary file.
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(a) AES

(b) PRESENT

(c) PRINCE

(c) RC5

(d) SIMON

(e) SPECK

(f) xBee

(g) GPS

(h) WiFi

Fig. 4. Images of binary files.
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Table 4. Validation and test on instruction and opcode.
Validation
F-measure
precision
recall
micro macro micro macro micro macro
Instruction 0.91 0.84 0.91 0.87 0.91 0.95
Opcode 0.96 0.93 0.96 0.92 0.96 0.94
Target

Test
F-measure
precision
recall
micro macro micro macro micro macro
0.80 0.60 0.80 0.60 0.80 0.60
0.77 0.58 0.77 0.59 0.77 0.60

Table 5. Validation and test on GCC optimization options.

Op.

F-measure
micro macro
O0 0.96 0.93
O1 0.90 0.81
O2 0.92 0.89

4.2

validation
precision
micro macro
0.96 0.92
0.90 0.80
0.92 0.90

recall
micro macro
0.96 0.94
0.90 0.85
0.92 0.9

F-measure
micro macro
0.77 0.58
0.85 0.79
0.81 0.67

test
precision
micro macro
0.77 0.59
0.85 0.82
0.81 0.69

recall
micro macro
0.77 0.60
0.85 0.81
0.81 0.68

GCC optimization option

After compiling with optimization option for each encryption algorithm, an
opcode-based classification experiment was performed. For the experiment, the
GNU AVR-GCC compiler and O0, O1 and O2 options were used.
Binary files used in the experiment were not changed significantly depending
on the optimization option. However, the classification performance changed
slightly depending on the optimization level. As shown in Figure 6, the loss
value was reduced without over-fitting as a whole. As a result of classifying the
untrained test data, the optimization option O1 showed the best performance.
Table 6 shows the result of sorting the command used for each structure in
the order in which they are used frequently. In the case of the SPN structure, the
pattern of LD-XOR-ST is common in the part where S-box operation is performed,
and operations to access the memory frequently occurred. In the ARX structure
based on addition, rotation and exclusive-or operation, the ratio of arithmetic
and logical operations, such as ADD, XOR, SUB were frequently performed. In the
case of general firmware, there are many instructions to activate the interrupt
function and to access the I/O register, not found in the encryption code, and the
ratio of branch statements was largest among them. When applying the higher
optimization option, it seems that the instruction pattern, count, and order that
are effective for classifying each algorithm through the CNN model have changed
slightly, affecting classification performance.
Cryptography algorithms of the same structure share similar instruction patterns. Since block cipher algorithms repeat rounds, certain patterns are repeated.
Therefore, the BMP image generated based on the opcode also has a pattern.
For this reason, cryptographic algorithm is successfully classified through the
proposed approach.
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Fig. 6. Training and validation loss depending on optimization option; left: O0, middle:
O1, right: O2.
Table 6. Frequently used instructions for each architecture.
Architecture
SPN
ARX
General

4.3

1
LD
LD
LD

2
ST
ADD
RJMP

Ordered by frequency in program
3
4
5
6
7
MOV
XOR
ADD
SUB
AND
XOR
MOV
ST
SUB
ROR
BNE
CP
OUT
NOP
MOV

8
SWAP
RJMP
SEI

Block cipher vs General

In this experiment, block cipher algorithms are divided in two design groups (i.e.
SPN and ARX) to classify ransomware or general firmware.
In Table 7, F-measure for each option is given. The CNN model is properly
fitted at high speed. The loss value decreases. When the epoch exceeds 10, the
loss value converges to almost 0.00 (See Figure 7).
The previous experiment does not properly classify, because the instructions
used in cryptographic algorithms of the same architecture have similar patterns.
By dividing the block cipher into two structures (i.e. SPN and ARX), the proposed method achieved better performance than classifying each block cipher
module. Among the test data, the recognition of cryptographic algorithm as
general firmware occurred once in the case of optimization options O0 and O2,
respectively. The recognition of general firmware as cryptographic algorithm occurred once in O0. It accurately predicted test data in optimization option O1.
The ransomware can be detected with a high overall probability for all optimization options.

5

Conclusion

In this paper, we presented a novel approach to detect ransomware virus through
classification of block cipher module for low-end microcontrollers. The binary
code is converted to image file and deep learning network is applied. By observing
the specific features of SPN and ARX architectures, block cipher classification is
divided into two categories. This approach significantly improved the accuracy.
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Table 7. Validation and test depending on architectures (SPN, ARX, or general).

Op. F-measure
micro macro
O0 0.99 0.99
O1 1.00 1.00
O2 1.00 1.00

validation
precision
micro macro
0.99 0.99
1.00 1.00
1.00 1.00

training loss
validation loss

test
precision
micro macro
0.94 0.91
1.00 1.00
0.98 0.99
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Fig. 7. Training and validation loss depending on classification rule and (i.e. SPN,
ARX, and general program) optimization option; left: O0, middle: O1, right: O2.
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7. F. Gröbert, C. Willems, and T. Holz, “Automated identification of cryptographic
primitives in binary programs,” in International Workshop on Recent Advances in
Intrusion Detection, pp. 41–60, Springer, 2011.
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Abstract. Completely Automated Public Turing test to tell Computers
and Humans Apart (CAPTCHA) is a challenge that is used to distinguish
between humans and robots. However, attackers bypass the CAPTCHA
schemes using deep learning (DL) based solvers. To defeat the attackers, CAPTCHA defense methods utilizing adversarial examples that are
known for fooling deep learning models have been proposed.
In this paper, we propose an efficient CAPTCHA solver that periodically retrain the solver model when its accuracy drops. The proposed
method uses incremental learning that requires a small amount of data
while achieving high accuracy. We demonstrate that the proposed solver
bypasses the existing defense methods based on a text-based CAPTCHA
scheme and an image-based CAPTCHA scheme.
Keywords: CAPTCHAs · Adversarial Examples · Adversarial Training
· Incremental Learning · ML Security

1

Introduction

Completely Automated Public Turing test to tell Computers and Humans Apart
(CAPTCHA) systems produce challenges that are easy to solve for humans but
difficult for robots. The most common and widely used CAPTCHA schemes are
text-based and image-based CAPTCHAs, and these schemes are widely used in
popular websites.
Text-based CAPTCHAs have been the most commonly used before the era
of deep learning. The major websites have adopted these text-based schemes
to filter out spam robots. However, a number of recent studies demonstrated
that deep learning (DL) based solvers can easily bypass text-based CAPTCHA
schemes [2, 21, 20]. Despite the text-based CAPTCHA schemes are vulnerable to DL-based solvers, many major websites are still using their own textbased CAPTCHA schemes. Meanwhile, image-based CAPTCHA schemes such
as Google’s reCAPTCHA v2 also have been adopted by major websites. Recent studies showed DL-based object detection techniques can bypass the reCAPTCHA v2 [17, 8]. Those DL-based automated solvers can solve CAPTCHA
problems with higher efficiency than human labor solver services on both textbased and image-based CAPTCHA schemes [8].
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To defend against the DL-based solvers, defense studies have focused on the
ways to improve security while maintaining the usability of existing CAPTCHA
schemes. The DeepCAPTCHA algorithm utilizes the IAN generation method for
misleading DL-based solvers [12]. The IAN generation method is fast enough to
be used in a real-time CAPTCHA generation system and sufficient to disrupt attackers who are based on pre-trained DL models. The Adversarial CAPTCHAs
framework proposed also the ways to insert more powerful adversarial examples into CAPTCHA schemes [16]. These defense methods dynamically change
the distribution of the CAPTCHA images using adversarial examples to defeat
attackers using pre-trained models.
In this paper, we propose an efficient and robust DL-based solver using the
incremental learning process. The proposed method retrains a DL model when
a significant accuracy drop is observed. The significant accuracy drop implies
that the distribution of CAPTCHA images is changed. We use the incremental
learning process to retrain the solver to preserve accuracy on both of the original distribution and the changed distribution. The incremental learning process
requires a small amount of additional data which is only 2% of the number of
the original training dataset.
We evaluate the proposed method with accuracy on two datasets: original
CAPTCHAs and adversarial CAPTCHAs. For text-based CAPTCHAs, the proposed method demonstrates 86.49% accuracy for the original dataset and 70.14%
accuracy for the adversarial dataset. For image-based CAPTCHAs, the proposed
method demonstrates 87.37% accuracy for the original dataset and 78.19% accuracy for the adversarial dataset. Compared with two previous works, the proposed method shows higher accuracy on the original dataset than the preprocessing method [12] and higher accuracy on the adversarial dataset than the adversarial training method [16]. Moreover, the proposed method requires about 5.5
times smaller training time overhead compared with the adversarial training [16].
Our paper achieves the following contributions:
– We propose an efficient CAPTCHA solver using the incremental learning
process. To the best of our knowledge, we are the first to demonstrate incremental learning for the DL-based solvers against adversarial CAPTCHAs.
– We conduct extensive experiments on a well-known CAPTCHA library and
image recognition tasks equipped with the existing solver defense methods.

2
2.1

Background
CAPTCHA Schemes

There exist various CAPTCHA schemes such as text-based, image-based, audiobased, and game-based CAPTCHAs. Among them, we focus on the most commonly used text-based and image-based CAPTCHAs (see Fig. 1) [18, 17, 21].
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(a) Text-based CAPTCHA

3

(b) Image-based CAPTCHA

Fig. 1: Examples of CAPTCHA schemes.

Text-based CAPTCHA A text-based CAPTCHA is the first introduced
scheme to block automated robots. It presents an image including several characters, then users have to type the characters correctly to prove that they are
not robots. However, text-based schemes are vulnerable to DL-based attacks,
even to widespread optical character recognition (OCR) tools. To make this
scheme robust, many defense methods such as character overlapping, hollow the
line, and character rotation have been proposed [3]. Attackers have developed
DL-based solvers to break through these defenses. A simple convolution neural
network (CNN) can defeat fixed-size text-based CAPTCHA, and the long shortterm memory (LSTM) network can also be used for bypassing variable-sized
text-based CAPTCHA [22, 14].
Image-based CAPTCHA An image-based CAPTCHA is motivated by the
vulnerability of text-based CAPTCHA schemes. This scheme requires users to
select one or more images with specific semantic meanings from several candidate images. Recognizing the semantic of images is more difficult than that of
text, thus it was more resilient to automated attacks. However, as the performance of neural networks explodes, recent studies have demonstrated that CNN
and R-CNN can respectively bypass image classification CAPTCHAs and object
detection CAPTCHAs [17, 8].
2.2

Adversarial Attacks

As the processing power of a GPU grows, deep learning based methods have
led to impressive performances on various challenging perceptual tasks, especially image classification and image recognition. DL-based methods are, however, vulnerable to adversarial examples. Inputs with a subtle perturbation can
be correctly recognized by humans but make the machine learning model fooled.
Fast Gradient Sign Method Goodfellow et al. showed that misclassification
of adversarial examples can be caused by the linear nature of neural networks
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and high dimensional input space [5]. They propose a simple adversarial attack
called Fast Gradient Sign Method (FGSM).
x∗ = x +  · sign(5x J(θ, x, y))
In this equation, θ denotes the parameters of a model, x denotes the input
to the model, y denotes the original target class, J(θ, x, y) denotes the cost used
to train the network. The FGSM only computes the gradients for once, thus this
method generates adversarial examples quickly.
Projected Gradient Descent Madry et al. demonstrated that the Projected
Gradient Descent (PGD), a multi-step variant of FGSM, can make the adversarial attack more powerful [10].
xt+1 = Πx+S (xt + α · sign(5x J(θ, x, y))
In this equation, S denotes a feasible perturbation set, and this multi-step
approach can maximize the inner part of the saddle point problem in adversarial
training formulation. Madry et al. demonstrated PGD is competitive compared
with other state-of-the-art attacks such as CW attack [4], thus PGD can be used
for adversarial training.
Adversarial attacks can be divided into two types. The first type is a whitebox attack, where an attacker has full knowledge of the target neural network
model’s architecture and weight values. In a white-box manner, the attacker uses
the model weights to generate adversarial examples. The second type is a blackbox attack, where an attacker can only query the model without accessing the
weights of the target model. Prior work has shown we can train a substitute
model with given black-box access to a target model, and by attacking the
substitute model, we can then transfer these attacks to the target model [13].
2.3

Adversarial CAPTCHAs

Recently, popular websites have adapted improved CAPTCHA systems such as
Google’s reCAPTCHA v2 that use adversarial examples or artificial noises to
defend against automated attacks using DL-based solvers [8].
IAN Generation Osadchy et al. proposed a method called IAN generation
for producing powerful adversarial CAPTCHAs to defeat DL-based solvers [16].
This method is based on gradient descent technique and optimizes a perturbation
using L∞ distance metric. The algorithm of IAN generation is similar to the
PGD attack as small perturbation continuously to be mixed. Thus, the produced
adversarial CAPTCHAs can deceive the DL-based solvers with a median filter.
argmin kk2 s.t. N et(M edian(x + )) 6= C
For solving this optimization problem, IAN generation leverages a FGSM
variant, as the perturbations of adversarial examples can remain after a median
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filter preprocessing. In the formula,  denotes a perturbation, N et denotes a
neural network, and C denotes the original class. However, IAN is designed for
only defeating DL-based solvers who use preprocessing techniques. In this paper,
we assume CAPTCHA defense schemes produce adversarial CAPTCHAs using
the PGD method which can respond to various DL-based solvers.
2.4

Defending against Adversarial Examples

To correctly classify adversarial examples, Goodfellow et al. proposed adversarial training [5]. Adversarial training is one of the most effective methods to
defend against adversarial examples by training a model on original images and
adversarial examples in appropriate proportions [5, 10]. The key point of this defense technique is to generalize the model by increasing the size and diversity of
the dataset through producing adversarial examples and make the model learn
the distributions of adversarial examples. However, this technique requires more
data and time than normal training methods [15].
On the other hand, recent studies have proposed the preprocessing methods
that can defend against adversarial examples. The key point of this technique is
to change perturbed input to refined input by eliminating adversarial perturbation before the model inference [9, 6, 19]. This method is time efficient since it
does not need to retrain the model. However, they are vulnerable to attackers
who know the preprocessing technique in a white-box manner [1].
2.5

Incremental Learning

The incremental learning is a training method that extends existing model
knowledge by continuously using new input data [7]. The goal of incremental
learning is to produce a well-generalized model adapted to new data without
forgetting existing knowledge. It does not need to retrain the whole model, and
by using only a little bunch of new data, the model can learn fresh information.

3

CAPTCHA Solver Methods

In this section, we show three types of CAPTCHA solver methods for bypassing
adversarial CAPTCHA schemes. We first explain two adversarial CAPTCHA
solver methods previously mentioned in other research. We will then introduce
our proposed solver method and its hyperparameter setting.
3.1

Preprocessing for CAPTCHA solvers

The traditional OCR-based text CAPTCHA solver tools provide filtering methods to eliminate a variety of noises. The filtering method can increase the accuracy of text-based CAPTCHA solver since the CAPTCHA image contains a
lot of artificial noises. The DL-based solver also can preprocess CAPTCHA instances to remove effects from adversarial perturbations. Osadchy et al. found
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that the median filter is one of the most successful preprocessing methods to revert the noise for image-based CAPTCHAs [12]. Therefore we utilize the various
sizes of median filters for preprocessing inputs to baseline DL-based models.
3.2

Adversarial Training for CAPTCHA Solvers

For DL-based solvers, an attacker can perform adversarial training to achieve
high accuracy on adversarial CAPTCHAs. Shi et al. showed that the adversarial
training achieves high accuracy for text-based CAPTCHAs [16]. Therefore we
also adopt the adversarial training method for CAPTCHA solvers to compare
performance with our method.

Fig. 2: Process flow diagram of a CAPTCHA defense scheme using adversarial
examples (right) and our CAPTCHA solver scheme (middle).

3.3

Proposed Method: Incremental Learning for CAPTCHA
Solvers

We propose a CAPTCHA solver using an incremental learning process. The simplified workflow of our proposed method is summarized in Fig. 2. This workflow
consists of two components, our CAPTCHA solver and a defense method utilizing adversarial CAPTCHAs. In the attack process, our method incrementally
trains a single DNN model instance. Our algorithm repeatedly verifies that the
current model instance achieves high accuracy on recent CAPTCHAs. When necessary, our method trains the model on a small number of n recent CAPTCHAs.
Using incremental learning, the attacker can classify new CAPTCHAs from the
changed distribution, while preserving high accuracy on original CAPTCHAs.
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Learning Process In the beginning, the solver trains a model on original
CAPTCHAs, and the model is referred to as a basic model. The solver then uses
the basic model to solve CAPTCHAs repeatedly. Most CAPTCHA schemes
immediately inform a client whether the client’s answer is correct or not. Therefore, the attacker can measure the accuracy on the most recently collected k
CAPTCHAs. If the accuracy is less than the threshold θ, the solver trains the
model instance on the most recently collected n CAPTCHAs. In this process, humans manually label n CAPTCHAs for training in text-based and image-based
CAPTCHA schemes.
Hyperparameter Setting The proposed method has three hyperparameters
to control a way to train a model. We can change k to set how fast our solver responds to changes of the CAPTCHA schemes. If the value of k is small, the solver
becomes sensitive to the change of the CAPTCHA distribution. With a small
k, the solver immediately performs incremental learning when the CAPTCHA
scheme presents adversarial CAPTCHAs.
An accuracy threshold for determining the necessity of incremental learning
is referred to as θ. Previous work showed that even if a solver shows only 1%
accuracy (θ value of 0.01), the solver effectively automates the desired work on
the target website [11]. In this paper, we set the θ value to 0.5 (50% accuracy),
preserving the attack success rate high enough.
The n denotes the number of CAPTCHAs to conduct the incremental learning process. According to our experiment, when the basic model is trained on
120,000 CAPTCHAs, newly collected 2,400 CAPTCHAs (n) are enough to train
a robust model using the incremental learning process. We empirically demonstrate n should be larger than 0.5% of the number of train dataset of the basic
model to retrain the robust solver with more than the 50% accuracy threshold.

4

Experiments

This section addresses the evaluation results of the proposed method against the
defense method using adversarial CAPTCHAs. We first introduce the dataset
for the experiments and the DNN architecture used for solvers. We then present
the advantages of our incremental learning method compared with the methods of adversarial training and pre-processing, which are previously suggested
countermeasures for adversarial CAPTCHAs [12, 16].
4.1

Experiment Setting

Original CAPTCHA Dataset We construct a text-based and image-based
CAPTCHA dataset for the experiment. For text-based schemes, we generate
4-character text CAPTCHAs using the captcha library of Python. Each letter
in the text-based CAPTCHA image is an alphabetical capital or numeral, representing one of 36 classes. The dataset of the text-based scheme consists of a
total of 180,000, which are split into 150,000 train data and 30,000 test data.
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Moreover, we adopted the CIFAR-10 dataset for image-based CAPTCHAs, since
the image-based CAPTCHA schemes are similar to the image recognition tasks.
Traditional image-based CAPTCHA schemes present about 10 images and then
require the user to classify images into the correct label [17]. CIFAR-10 dataset
is a widely used image classification dataset consisting of 50,000 train data and
10,000 test data.
In text-based schemes, we determine the answer of the solver as correct only
if all the 4 characters in the answer are correct. In image-based schemes, we
determine the answer of the solver as correct only if the selected class of the
answer for the single image instance is the same as the ground-truth class.
Adversarial CAPTCHA Dataset To evaluate the accuracy of the solvers
after CAPTCHA defense schemes change the distribution of images, we generate
an adversarial CAPTCHA dataset. We first divide the original train dataset into
T rain1 and T rain2 datasets, then train a baseline model only on T rain1 for
text-based CAPTCHA and image-based CAPTCHAs.
We assume the defense methods produce adversarial CAPTCHAs using their
own solver model to transfer adversarial perturbation to CAPTCHA solvers.
Therefore, we generate the adversarial CAPTCHA dataset by inserting adversarial perturbations to T rain2 using the model. The generated adversarial
CAPTCHA dataset is referred to as T rainadv . When producing adversarial perturbations, we use the PGD method, since PGD is a powerful and general method
for producing adversarial examples [10].
For text-based CAPTCHA, we split the 150,000 original train data into
120,000 for T rain1 and 30,000 for T rain2 . We then train a ResNet-18 model
on T rain1 and generate 30,000 adversarial train data (T rainadv ) by perturbing
T rain2 . In the same way, we generate 30,000 adversarial test data (T estadv ) by
perturbing 30,000 original test data. All the text-based adversarial CAPTCHAs
are constructed with  = 0.1, step size of 0.03, and 7 steps.
For image-based CAPTCHA, we split the 50,000 original train data into
40,000 for T rain1 and 10,000 for T rain2 . We then train a ResNet-18 model
on T rain1 and generate 10,000 adversarial train data (T rainadv ) by perturbing
T rain2 . In the same way, we generate 10,000 adversarial test data (T estadv ) by
perturbing 10,000 original test data. All the image-based adversarial CAPTCHAs
are constructed with  = 0.0314, step size of 0.00785, and 7 steps, which are the
same parameters in the original paper proposing the PGD method [10].
Architecture of CAPTCHA Solver Suppose that the attacker leverages
the state-of-the-art CNN architecture, ResNet-18, for both image-based and
text-based CAPTCHA schemes (see Fig. 3). We find that the solver based on
ResNet-18 is sufficient to bypass the defense methods and outperforms other
architectures such as AlexNet, VGGNet, and GooLeNet for benign 4-character
text-based CAPTCHAs. For text-based schemes, we set the number of the output layer’s neuron to 144 in ResNet-18, since we use each set of 36 neurons to
represent a single character. The image-based CAPTCHA solver is also based on
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Fig. 3: The architectures of our CAPTCHA solver for experiments.

ResNet-18 with 10 dimensions of the output layer for classifying the CIFAR-10
dataset (see Fig. 3).
In the training process, we train a ResNet-18 model using 50 epochs for
text-based CAPTCHA and 200 epochs for image-based CAPTCHAs setting the
batch size to 128 for both of them. For the text-based CAPTCHA solver, we fix
the learning rate to 0.0005, while we adjust learning rates from 0.1 to 0.001 for
the image-based CAPTCHA solver.

Fig. 4: The experiment setting for comparison between CAPTCHA solvers.

We assume all the CAPTCHA solvers want to not only classify original
CAPTCHA images (original test dataset) and but also adversarial CAPTCHA
images (T estadv ). We, therefore, train all CAPTCHA solvers on T rain1 , and
then evaluate on the original test dataset and T estadv . We note that previous
works have assumed the CAPTCHA solver utilizing proprocessing or adversarial
training simply uses only a statically fixed classification model [12, 16]. However,
we demonstrate only a small number of newly collected train data can boost
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the accuracy of CAPTCHA solvers significantly. Therefore, we assume the incremental learning method can train on the part of the T rainadv (see Fig. 4).
4.2

Experiment Results

Baseline Solver We first train a baseline solver on T rain1 and evaluate it on
the original test dataset and T estadv . The baseline solver has no knowledge of
the change of data distribution caused by the adoption of defenses using adversarial CAPTCHAs. The baseline solver shows 93.32% accuracy for text-based
CAPTCHAs and 92.58% accuracy for image-based CAPTCHAs on each original
test datasets (see Table 1). Meanwhile, the baseline solver shows 7.19% accuracy
for text-based CAPTCHAs and 4.28% accuracy for image-based CAPTCHAs on
each adversarial datasets (T estadv ). The results indicate that the baseline solvers
are inappropriate to solve adversarial CAPTCHAs.
Preprocessing Solver We demonstrate the attack success rate of the preprocessing method by adding a median filter to the baseline model. This model
preprocesses all the image inputs with a median filter (median blur) in inference
time [12]. For text-based CAPTCHAs, our ResNet-18 model with a 5x5 median
filter shows 85.41% original accuracy. This model gets 24.42% adversarial accuracy for adversarial CAPTCHAs. For image-based CAPTCHAs, our ResNet-18
model with a 3x3 median filter shows 82.13% original accuracy. This model gets
61.47% accuracy accuracy for adversarial CAPTCHAs (see Table 1).
The preprocessing method increases the robustness of the model, however, it
decreases the accuracy on the original test dataset compared with the baseline
model. The reduction of accuracy comes from the fact that noise filtering eliminates the key features of images and causes the degradation of performance.
Therefore, deciding the size of the filter is important to control the trade-off
between original test dataset accuracy and adversarial test dataset accuracy. In
addition, we note that if the defense schemes know the use of the median filter
in the attacker, the defense scheme can decrease the attack success rate of the
attacker significantly [1].

Table 1: The accuracy of basic, pre-processing, adversarial training (7-step), and
incremental learning (with 2% more adversarial CAPTCHA images) ResNet-18
solver models against CAPTCHA defense schemes.
Basic
Original Adver.
Text-based 93.32% 7.19%
Image-based 92.58% 4.28%

Preprocessing [12]
Original Adver.
85.41% 24.42%
82.13% 61.47%
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Adversarial Training Solver We experimented on the text-based and imagebased CAPTCHA dataset for evaluating the effect of adversarial training. The
attack success rate of the adversarially trained model is competitive since the
CAPTCHA defense schemes should attack the adversarially trained model in a
black-box manner. The adversarial training solver shows 63.68% for text-based
CAPTCHAs and 81.32% for image-based CAPTCHAs on each original test
datasets (see Table 1). Moreover, the adversarial training solver shows 60.74% for
text-based CAPTCHAs and 79.54% for image-based CAPTCHAs on each adversarial test datasets (T estadv ). We note that the adversarially trained solver
can be still efficient even if the defense schemes know the exact architecture of
the solver model in a white-box manner.
However, adversarial training for robust CAPTCHA solvers has the following
two shortcomings. First, adversarial training can reduce the accuracy on original
images. Second, adversarial training takes a lot of time. In our experiment, 7step PGD adversarial training takes about 5.5 times more than basic training
for both text-based and image-based solvers.
Incremental Learning Solver We demonstrate our incremental learning process is an effective method for creating a robust CAPTCHA solver compared
to the adversarial training and pre-processing. In our proposed method, the
CAPTCHA solver can improve accuracy quickly through incremental learning,
when the CAPTCHA defense schemes present adversarial examples. For the incremental learning, we set the learning rate to 0.0005 and 0.001 for text-based
solver and image-based solver individually, then retrain the models by 50 epochs
with batch size 128.
Table 2 shows the results of our incremental learning. Without incremental
learning, CAPTCHA solver has only 7.19% accuracy for text-based and 4.28%
accuracy for image-based CAPTCHA schemes using adversarial perturbations.
However, if we leverage incremental learning with a small number of new perturbed CAPTCHA images, the accuracy of the CAPTCHA solver can increase
high enough again. For text-based CAPTCHAs, with only 600 (0.5% of the
number of the original training dataset train1 ) new adversarial CAPTCHA images, the accuracy of the CAPTCHA solver reaches the adversarial accuracy of
57.78% by performing incremental learning. For image-based CAPTCHAs, only
200 (0.5% of the number of the original training dataset train1 ) new adversarial
CAPTCHA images can make the CAPTCHA solver reach the adversarial accuracy of 69.84%. From Table 2, we are able to see that the accuracy is enhanced
as the learning model includes more adversarial CAPTCHA data in its incremental learning process. We empirically demonstrated if n is larger than 0.5% of
the number of train dataset of the basic model, we can retrain the robust solver
achieving more than the 50% accuracy threshold again.
Our experimental results show that incremental learning is more efficient than
adversarial training and noise filtering for CAPTCHA solver. The incremental
learning solver outperforms preprocessing and adversarial training with a small
amount of additional perturbed data which is only 2% (2,400 of 120,000 for text-
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Table 2: The accuracy of text-based and image-based CAPTCHA solvers with
incremental learning.
(a) Text-based CAPTCHA solver
ratio
0% 0.1% 0.2% 0.5% 1.0% 2.0%
Original dataset (%) 93.32 88.95 89.43 88.17 87.23 86.49
Adversarial dataset (%) 7.19 42.61 49.35 57.78 63.97 70.14
Required time (second) 0
22
31
74 110 174

4.0%
86.35
76.37
394

8.0%
86.41
84.13
831

15.0%
87.23
89.76
1256

25.0%
89.16
92.87
2374

(b) Image-based CAPTCHA solver
ratio
0% 0.1% 0.2% 0.5% 1.0% 2.0% 4.0%
Original dataset (%) 92.58 88.27 89.54 88.15 87.55 87.37 87.87
Adversarial dataset (%) 4.28 45.92 55.70 69.84 75.20 78.19 79.62
Required time (second) 0
8
11
19
26
45
93

8.0%
88.28
81.42
143

15.0%
89.01
82.92
348

25.0%
89.39
84.59
578

based and 800 of 40,000 for image-based) of the number of train data initially
required. Moreover, our method is 5.5 times faster than the adversarial training,
since the required time for incremental learning is significantly small (can be
ignored) than the training time for baseline solvers which requires more than 4
hours with a single NVIDIA Titan Xp graphics card (12GB) in our experiments.

5

Discussion

The experimental results show that our simple incremental learning process
works better than previously suggested techniques. We note that these results
are caused by limitations of current CAPTCHA defense schemes.
First, CAPTCHA schemes should generate challenges every time a user requests access. Therefore, a malicious user can simply get new train data from
CAPTCHA schemes. Second, CAPTCHA schemes using adversarial examples
assume static CAPTCHA solvers who only use a fixed pre-trained model. Hence,
they generate adversarial CAPTCHA images against fixed CAPTCHA solvers
and transfer these images to the solver model in a black-box manner. It is challenging to fool attackers who periodically train DL-based solvers with newly
collected data. These restrictions make the process of finding optimal adversarial perturbation for current CAPTCHA solvers extremely hard.
In this restriction of current CAPTCHA defense schemes, our incremental
learning process is suitable to bypass the adversarial CAPTCHAs with a small
amount of new train data. Our method requires more labeling works than adversarial training and preprocessing methods. However, we demonstrate attackers
can be strong enough by training on a small amount of additional perturbed
data which is only 2% of the number of train data initially required.
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Conclusion

Our work demonstrates that a CAPTCHA solver using incremental learning
with the small dataset is strong enough to break existing defense methods
for CAPTCHA systems. We show that just utilizing adversarial examples in
CAPTCHA schemes is not effective for our adaptive CAPTCHA solver. Thus,
for a more accurate evaluation of CAPTCHA defense methods, an adaptive attacker should be considered. We hope our incremental learning method can be
used as a baseline attacker for future CAPTCHA defense studies.
Acknowledgement. This work was supported by Institute of Information &
communications Technology Planning & Evaluation (IITP) grant funded by the
Korea government(MSIT) (No.2018-0-01392).
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Abstract. Steganography enables a user to hide information by embedding secret messages within other non-secret texts or pictures. Recently,
research along this direction has picked a new momentum when Hayes
& Danezis (NIPS 2017) used adversarial learning to generate steganographic images. In adversarial learning, two neural networks are trained
to learn to communicate securely in the presence of eavesdroppers (a
third neural network). Hayes–Danezis forwarded this idea to steganography where two neural networks (Bob & Charlie) learn “embed” and
“extract” algorithms by exchanging images with hidden text in presence
of an eavesdropping neural network (Eve). Due to non-convexity of the
models in the training scheme, two different machines may not learn the
same embedding and extraction model even if they train on the same
set of images. We take a different approach to address this issue of “robustness” in the “decryption” process. In this paper, we introduce a
third neural network (Alice) who initiates the process of learning with
two neural networks (Bob & Charlie). We implement and demonstrate
through experiments that it is possible for Bob & Charlie to learn the
same embedding and extraction model by using a new loss function and
training process.
Keywords: Deep Learning · Neural Networks · Steganography

1

Introduction

1.1

Background

The world of digital communication heavily relies on cryptographic techniques
for resolving security threats. Provably secure cryptographic protocols have been
?
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useful for securing any communication protocol where the channels are most often insecure. However, provable security incurs a huge overhead in the communication. Several faster cryptographic algorithms are proposed but in most cases
they are not provably secure and often they are broken. A new direction is added
in the realm of cryptography which uses artificial neural networks. It is a relatively new field and much remains to be explored. There are quite a few works
proposing basic encryption schemes based on neural networks (NN) e.g. [7, 12,
14] and also attacks [9]. Although the idea of using artificial neural networks for
securing communication has been a buzzword for the last two decades, a recent
work by the Google Brain researchers [1] has drawn a lot of attention. In their
proposal, two neural networks were able to learn how to communicate securely
in the presence of an eavesdropper. This work initiated a flow of research along
this direction and even got improved in [2]. The idea of these works is a follow
up of the work by Goodfellow et al. [4, 5]. Recently, Zhou et al. [16] initiated
the study of security analysis of neural network based encryption schemes (in
particular [1]) by using several statistical tests e.g. χ2 test, Kolmogorov-Smirnov
test.
GAN (Generative Adversarial Neural Network). In a generative adversarial network (GAN), two neural networks contest each other in an adversarial
game. One network is a generator and the other is a discriminator. Broadly
speaking, task of the generator is to generate “fake samples” of a data distribution and the discriminator distinguishes samples produced by the generator
from the true data distribution. Goal of the training process is to enable the generator to produce a synthetic data distribution which is “close” to the real data
distribution i.e. the error rate of the discriminator is maximized and it cannot
distinguish between the synthetic data distribution from the true distribution.
ReLU, Sigmoid, Tanh. ReLU, Sigmoid and Tanh are all activation functions
used in deep learning and they help get the output from a neural network in
a specific format. ReLU is widely used in convolutional neural networks due to
the non-saturation of its gradient, which greatly accelerates the convergence of
stochastic gradient descent compared to the sigmoid / tanh functions [10]. Tanh
is used in this work in order to get values in [−1, 1] which help map our binary
output.

1.2

Related Works

Adversarial Cryptography. First adversarial cryptography (symmetric key
encryption) scheme was introduced in [1]. In their model, Alice and Bob are
both neural networks sharing a secret key K willing to communicate securely.
They have the same neural network structure but will be initialized with random
parameters. In order to train the neural networks, a third neural network (called
Eve) is added to the scenario and she plays the role of an eavesdropper. Eve
has also the same neural network structure but does not know the key K. Implementing public-key encryption has been a challenging issue – some attempts
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were made in [1, 17], however the results are not satisfying as the neural networks
were not able to synchronize in the majority of attempts.
Adversarial Steganography. Adversarial steganography was derived from adversarial cryptography. It aims to hide information inside an image. The setup
is the same but the goal is to hide a plaintext inside an image. Alice hides a
plaintext P inside a cover image and sends the image to Bob. Bob has to extract
the original plaintext and Eve has to tell if the image sent is a cover image or a
normal image.
Recent works show methods to do secure steganography based on adversarial
neural networks. We have for example the work done in [8] that shows a way to
train the cover image to generate the secret information without modifying the
original image. Another method for steganography is also shown in [6]. Multiple
agent diverse GAN was considered in [3] which had taken into account multiple
generators and one discriminator for developing MAD-GAN (A Multivariate
Anomaly Detection for Time Series Data with Generative Adversarial Networks).
A recent paper [13] also features a method to do steganography using neural
networks. In their work, there are two neural networks Alice and Bob sharing
a key K and willing to communicate in the presence of the eavesdropper Eve.
Alice trains to hide a message inside a cover image so that only Bob can extract
it.
In a very recent work [15], secret sharing scheme based on GANs is proposed
which was done in order to work around main problems including the hard
recovery of lost keys, low communication efficiency etc. in blockchain.
Motivation & Challenging Issues. It was mentioned (and also a known
fact) in [6] that due to the non-convexity of the training models, two different
parties training on learning the model on different machines are not guaranteed
to learn the same embedding and extraction model. [6] made a workaround by
training one party with Alice and then sending an encrypted version of the
trained parameters to the other party to allow it to have the same model and
be able to extract the plaintext from the images correctly. But this requires an
additional (encryption) process which is not desirable. Therefore, we ask the
following question: is it possible to learn the same model while simultaneously
training on different machines in order to avoid sending an encrypted version of
the parameters to the second machine? One of our motivations for this work is
to solve the problem stated in section 4.4 in [6] and to enable multiple parties to
learn the same embedding and extraction model through training. We perform
the experiments by adding one more party and test it in the first scenario. The
results show that it is possible for two different parties to train with Alice and
be able to extract the same plaintext no matter who sends the image.
1.3

Our Contribution

To answer the question of the learnability of the same model on different machines, we implemented in the first scenario a case where Alice, Bob and Charlie
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are three neural networks in different machines exchanging steganographic images; and we will see if it is possible for Bob and Charlie to learn the same
embedding and extraction model.
We show that in our method (presented in Section 4.1), two different parties
can learn the same model and are able to extract the same plaintext to solve the
problem stated in Section 4.4 in [6] where multiple parties are not guaranteed
to learn the same model when being on different machines.
The next two scenarios viz. scenario 2 and scenario 3 (presented in Section
4.2) show that different 3-party steganographic communications are achievable
with similar training time and extraction accuracy as the two-party case. Although, they do not allow all parties to communicate with each other but they
can be useful when multi-hop communications are allowed where we allow a
party to act as an intermediary.

2

Neural Network Structure Used

Similar to the scenarios in [6] and in [1], for Alice we use a random cover image
and a random n-bit bit-stream (The secret message) as input. The cover image
is flattened and concatenated with the secret message which is then fed into the
neural network. The first layer is a fully connected layer so that the message is
mixed with the image. It is then reshaped to a 4 × 4 × I ∗ 8 where I is the width
of the cover image. Then we follow with a sequence of four layers which consist
of a sequence of convolutions, normalization and ReLU except for the final layer
where tanh is used as the activation function. Bob uses the image output by
Alice as his input, his structure consists of four consecutive and fractionallystrided convolutions. Leaky ReLU is used in all but the final layer, where tanh
is used to get a binary output. Eve has the same structure as Bob except in the
final layer where he has sigmoid in order to output probabilities whether what
he was fed is a normal or steganographic image.

3

Training Process & Loss functions.

In order to allow multiple neural networks to learn the same model on different
machines, we choose one machine that will act as a leader (Alice), and all of
the other machines will train with that leader which is be better than training
Bob and Charlie with a local Alice running on their own machine. Sharing a
leading machine is what allows multiple parties to learn the same model. In this
paper, we only focus on communicating among three parties to reduce training
time. When training is complete, the three neural network will learn the same
embedding and extraction algorithm (i.e the steganography algorithm).
In order to train the neural networks Alice, Bob and Charlie, we use the
following parameters respectively: θA , θB , θE . The function E A (θA , M, P ) represents the embedding function on the image M and the plaintext P for Alice
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and with a steganographic image as output and DB (θB , S) represents the extraction algorithm of Bob on the steganographic image S with output as PBob .
Regarding Eve, she has the following loss function: DE (θE , M, S) where M is a
normal image and S is the steganographic image. Eve’s output on an image is
the probability of it being a steganographic image.
In order to calculate the difference between the original plaintext and each
extracted text the distance between them is calculated:
PN
d(P, P 0 ) = i=0 | Pi − Pi0 |
The definition of the loss function for Bob is the euclidean distance d between
Bob’s output and the Original plaintext:
LB (θA , θB , M, C) = d(P, DB (θB , EA (θA , M, C)))
When adding Charlie, the third neural network, he will have the same structure as Bob and therefore the same loss function:
LC (θA , θC , M, C) = d(P, DC (θC , EA (θA , M, C)))
The loss function for Eve is the sigmoid cross entropy loss:
LE (ΘA , ΘE , M, S) = −y · log(E(ΘE , x)) − (1 − y) · log(E(1 − ΘE , x))
where y = 0 if x = S and y = 1 if x = M .
Alice’s loss is given as a weighted sum of Bob’s loss, Charlie’s loss and Eve’s
loss on steganographic images, and an additional reconstructive loss term:
LE (ΘA , ΘE , M, S) = λA · d(S, M ) + λB · LB + λC · LC + λE · LE (ΘE , S)
where ΘA , ΘB , ΘC , ΘE ∈ R represent the weight given to each of the respective
loss terms. Note that it is mandatory to add the parameters of Charlie or any
additional party to the above equation so that they all can learn the same model.
To summarize, the main idea behind hiding and extracting the plain text
consists of concatenating the image with the plaintext (secret message of Alice)
and passing it through Alice’s neural network. The output from Alice’s neural
network is sent to Bob and Charlie which will again go through their neural
networks respectively. The outputs of Bob and Charlie are plaintexts and the
neural networks are trained until the plaintexts become equal to Alice’s secret
message.

4

Main Results

Our aim is to synchronize three neural networks and make them learn the same
embedding and extraction algorithm. Alice, Bob and Charlie are the parties who
want to communicate securely even in the presence of eavesdroppers. Alice, Bob
and Charlie have the same neural network structure. We use the CelebA data set
[11] to train the neural networks, a new image and plaintext are used in every
step of training.
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First Scenario

In this scenario we solve the issue mentioned in Section 4.4 of [6] to allow multiple parties to learn the same embedding and extraction model simultaneously.
Training process I. We have Alice, Bob, Charlie in three different machines
and Alice will embed random plaintexts inside images from CelebA data set. We
see that after around 200 epochs Bob and Charlie will synchronize and extract
the same plaintext. The training process is presented in Algorithm 1.
Algorithm 1 Training Process I.
1: image array ← CelebADataSetImages // loads the image data set into an
array
// n refers to the number of images in the data set and synchronized is
a Boolean variable that indicates if synchronized or not
2: initialize: i = 0
3: while i <= n or synchronized do
4: AliceGetNextImage(i ) //Alice gets the next image from the dataset
5: AliceGenerateBitstream(100 ) //Alice generates a random bitstream of 100
bits
6: AliceGenerateStegoImage(i ) //Alice generates the steganographic image
7: BobCharlieExtractBitstream(stegoImage) //Bob and Charlie extract the bitstream from the steganographic image
8: EveAnalyzeImages(stegoImage, originalImage) //Eve tries to distinguish
between steganographic and cover images
9: UpdateParameters(ΘA , ΘB , ΘC , ΘE ) //update the parameters
10: end

Algorithm Explanation. In this algorithm, we load the training data set and
we enter a loop that only stops when there is no more images or that the neural
networks are synchronized. In the body of the loop, we get the first image,
generate a bitstream which will be the plaintext we will hide, feed it into the
neural network of Alice in order to generate the steganographic image. Bob and
Charlie will then extract the text from the stego image and Eve will analyse the
image and output either 1 if she thinks that the image is steganographic or 0 if
it is a cover image. After getting the output, the loss function is verified and if
it is not satisfied yet, we will jump to the next iteration.
Experiment I. We make Alice generate a plaintext P of 100 bits, hiding it
inside a cover image picked up from CelebA data set and sending it to both Bob
and Charlie.
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We make Bob and Charlie extract the hidden text and output P Bob , P charlie
respectively. Eve intercepts the cover image and tells if it’s a cover image or a
steganographic image by outputting either 1 or 0 as P eve .
In every iteration, we calculate the minimum distance between the original plaintext and the extracted ones respectively: P Bob , P Charlie . shows the plot of the
loss (decryption error) made during each iteration (We train by a set of epochs
consisting of 2000 iterations each.)

Fig. 1. Test Results of Experiment 1

Analysis I. In Experiment I, we can see in Fig. 1 that Bob and Charlie have a
loss of about 0.5 at the beginning of the experiment but reach 0 loss after around
175 epochs. We also see that they learned the same extraction algorithm.
To make sure they learned the same embedding and extraction algorithms,
we also make Bob & Charlie generate a random plaintext and hide it inside a
random image; Bob will send its image to Charlie for extraction and vice versa.
We will not update the parameters in exchanges between Bob and Charlie in
order to only learn when exchanging with Alice.
Fig. 2 shows the accuracy of Charlie while extracting images received from
Bob, and Fig. 3 shows the accuracy of Bob when extracting images received from
Charlie. We can see that after around 160 epochs, they both have 100% accuracy
when extracting messages and this therefore proves that they all learned the same
embedding and extraction algorithms.
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Fig. 2. Charlie’s Accuracy when extracting from Bob in scenario I

4.2

Fig. 3. Bob’s accuracy when extracting
from Charlie in scenario I.

Second & Third Scenario

Second Scenario
Training process II. The Second Scenario consists of making two pairs of
neural networks. Concretely, Alice will communicate with Bob and Bob will
communicate with Charlie. There is no direct communication between Alice and
Charlie. This can be useful in IoT devices where two devices are too far from
each other and need another device as a bridge.
Experiment II. In this scenario, Alice generates a steganographic image and
sends it to Bob. Bob extracts the hidden text, hides it again in another image
with the same method and sends the new steganographic image to Charlie.
Charlie extracts the new hidden text to output P Charlie . Eve has access to both
of the communications. We train and calculate the error between the original
plaintext and the three outputs: P Bob , P charlie . We plot the losses of Charlie,
Bob and Eve as shown in Fig.s 4 and 5.
Analysis II. Similarly to the first scenario, we can see that Alice, Bob and
Charlie converge to 0 loss in around 200 epochs. However the communication
between Charlie and Alice is not possible and the accuracy was around 50%
during our tests Therefore they will need to use Bob as a bridge to communicate.
Third Scenario
Training process III. The third and last scenario is to make Alice synchronize
with Bob and Charlie separately. Concretely, Alice will synchronize with a set
of parameters with Charlie and another one to communicate with Bob. In this
scenario, if Bob wants to communicate with Charlie, he will need to use Alice
as a bridge.
Experiment III.
We make Alice generate two sets of parameters for her neural network. When
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Fig. 5. Loss in the communication between Bob and Charlie in Exp. II

Alice generates a steganographic image, when sending this image to Bob, she
will use the first set of parameters. When sending an image to Charlie, Alice
will use the second set of parameters. The loss is recorded at every iteration and
plotted in Fig. 6 and Fig. 7.

Fig. 6. Loss in the communication between Alice and Charlie in Exp. III

Fig. 7. Loss in the communication between Alice and Bob in Exp. III

Analysis III.
We can see that Bob and Charlie start with a loss of around 0.5 but the loss
quickly decreases and we get a nearly perfect accuracy. Eve’s loss was between
2.0 and 3.5. Which means that each pair of neural networks is synchronized. But
the communication between Charlie and Bob is not possible and Alice must be
used as a bridge.
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Discussions

We have shown in the first scenario of the communication that it is possible to
add a third party to Alice and Bob and enable them to learn the same model
therefore solving the issue in Section 4.4 in [6]. However in the second and third
scenario the 3-party communication will need to use one of the parties as a bridge
whether the training party uses the same or different parameters for each party
due to the problem of non-convexity.
Overall, the usage of cases depends on the scenario. First scenario fits best when
having multiple machines communicating as it allows them to learn the same
model. Second and third scenarios are best for talking separately. In a multiparty perspective, The best usage cases will be the same, First Scenario for a
group talk; Second and third scenario to communicate separately.
After training our neural networks, we tried feeding them the same set of
images and see the output. Fig. 9 and Fig. 10 show the images generated by
Alice at the beginning and end of training respectively. Fig. 8 shows the set of
original images.

Fig. 8. Original Image

The extension to a multi-party scheme is possible by just adding as many
parties as needed and including their parameters in the main loss function in
order to enable them to learn the same model. The only inconvenience is the
training time – the more parties we have, the more time it takes to train them.

5

Conclusion & Future Work

We proposed a methodology to enable more than two parties to learn the same
steganography model (with a 3-party example) based on Google’s Adversarial
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Fig. 9. Images generated by Alice before training
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Fig. 10. Images generated by Alice after training

Cryptography model [1] and 2-Party Steganography model [6]. We took a novel
approach by training several machines altogether with respect to one (leader)
machine. We also showed (in Scenario 2 & 3) that it is not always possible to
learn the same steganography model by introducing a third machine.
Several interesting future works are in order. For example, scrutinize the
(concrete) implementation of the scheme for more than three parties; perform
concrete (standardized) steganalysis attacks on these extended versions. One
may consider achieving resistance against more concrete adversaries (e.g. chosen
plaintext attack) in order to improve the security.
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Abstract. The number of malware detected has been increasing annually, and 4.12% of malware reported in 2018 attacked Android phones.
Therefore, preventing attacks by Android malware is critically important. Several previous studies have investigated the percentage of apps
that utilize accessibility services and are distributed from Google Play,
that have been reportedly used by Android malware. However, the Social Networking Services (SNSs) that are used to spread malware have
distributed apps not only from Google Play but also from other sources.
Therefore, apps distributed from within and outside of Google Play must
be investigated to capture malware trends. In this study, we collected
apps shared on Twitter in 2018, which is a representative SNS, and created a Twitter shared apps dataset. The dataset consists of 32,068 apps
downloaded from the websites of URLs collected on Twitter. We clarified the proportion of apps that contained malware and proportion of
apps utilizing accessibility services. We found that both, the percentage
of malware and percentage of total apps using accessibility services have
been increasing. Notably, the percentages of malware and un-suspicious
apps using accessibility services were quite similar. Therefore, this problem cannot be solved by automatically blocking all apps that use accessibility services. Hence, specific countermeasures against malware using
accessibility services will be increasingly important for online security in
the future.
Keywords: Accessibility Service · Android App · Malware · SNS.

1

Introduction

The number of malware detected has increased annually, with 4.12% of malware
found in 2018 reportedly attacking Android phones [6]. A 2018-19 security report
by AV-TEST found a total of 5,490,000 Android malware attacks in 2018 [6].
Contrarily, WeLiveSecurity has reported that the number of Android malware is
actually decreasing [18]. Either way, the number of Android malware is still large
and this poses a significant problem that warrants investigation and prevention.
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In 2017, Dr. Web has reported accessibility service (AS) utilization as a recent
trend for mobile malware [9]. These services are an Android feature intended for
use by people with disabilities, but they have been reportedly used by Android
malware as well. For example, a malware called Skygofree, which uses AS to
eavesdrop on information on user screens was reported in 2018 [14]. Additionally,
in 2019 a malware called Gustuff reportedly used AS to send money unintended
by users [11]. Clearly, there have been many malware attacks that exploit these
well-intentioned AS.
It is therefore important to investigate the utilization rates of AS by Android
applications (apps). There have been reports on the AS utilization rate, specifically by apps that were distributed by Google Play. In November 2017, it was
announced that any apps that were using AS for purposes other than supporting
users with disabilities would be deleted from Google Play [4]. According to the
AS documentation [3]:
“Although it’s beneficial to add accessibility features in your app, you
should use them only for the purpose of helping users with disabilities
interact with your app.”
Therefore, developers could not use Google Play to distribute apps that use AS,
except those intended to help users with disabilities. However, many apps that
use AS could be distributed by methods other than Google Play, so surveys
targeting only Google Play apps are insufficient to investigate the actual distribution of such apps. We must, therefore, investigate the distribution of apps
that use AS from all sources to evaluate the overall utilization of AS in malware.
Malware and fake websites have been widely shared on Social Networking
Services (SNSs) [13], where many cybercrimes have also occurred [7]. It is therefore important to investigate the true situation around Android apps that use
AS so that malware trends can be accurately characterized.
In this study, we collected URLs obtained from Twitter, which is a representative SNS, accessed these URLs, and collected the Android apps that could be
downloaded to explore apps distributed from sources other than Google Play. We
created a Twitter shared apps dataset that consists of 32,068 apps downloaded
from the websites of URLs collected on Twitter. We clarified the proportion of
apps that contained malware and proportion of apps utilizing AS.
We used this data to identify the proportion of the total number of shared
apps that used AS. This revealed both the threat level presented by apps shared
on Twitter and the danger of allowing AS for SNS distributed apps.
In summary, our study makes the following contributions:
- We created a dataset that consists of apps downloaded from the websites
of URLs collected on Twitter. As far as we know, there is no dataset that
focuses on apps distributed by URLs via Twitter.
- We analyzed the rate at which Android apps shared on Twitter use AS.
Focusing on these apps, which are distributed from third party app stores or
websites, we identified an accurate summary of apps distributed from these
sources in 2018.
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Fig. 1. Extract of manifest declaring AS use

- We show that the proportion of malware is increasing for apps shared on
Twitter.
- We find increasing AS usage rates for Android apps shared on Twitter.
- We show some countermeasures that mitigate the threats of apps utilizing
AS. We believe that the increasing trend of apps utilizing AS will continue,
thus we should carefully check the apps that require AS and their required
permissions.

2

Accessibility Services Overview

Following the AccessibilityEvents documentation [1]:
Accessibility services should only be used to assist users with disabilities
in using Android devices and apps. They run in the background and
receive callbacks by the system when AccessibilityEvents are fired. Such
events denote some state transition in the user interface, for example,
the focus has changed, a button has been clicked, etc. Such a service can
optionally request the capability for querying the content of the active
window.
Notably, apps that use AS can read string data that is displayed on screens
and operate other apps [2], making them particularly powerful and potentially
dangerous.
For an app to use AS, two things must occur. First, it must be declared in
AndroidManifest.xml, an example of which is shown in Fig.1. Second, the user
must allow AS in the app settings. A sample settings screen for Android users
is shown in Fig.2. When utilizing AS, users must change their settings, as the
AS cannot be engaged unless the user permits it.
Malware have been reported to exploit AS. According to Kaspersky, a malware named Skygofree used AS to eavesdrop on messages received by chat apps
[14]. Skygofree also hid AS permission requests behind other requests to trick
users [14]. Additionally, Group IB reported a malware called Gustuff that automatically filled forms using AS, in mobile banking app, and was thus able
to steal money from users [11]. Generally, malware that exploit AS can obtain
sensitive information displayed on user screens such as passwords [10]. Further,
malware can operate Android phones automatically to install unwanted applications and post reviews without user permissions [15]. Often, attackers trick
users into granting access to AS to take advantage of these capabilities.
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Fig. 2. Sample AS settings screen

3
3.1

Investigation of the Ratio of Malicious Apps and their
Accessibility Service Utilization Rates
Purpose of Investigation

Our purpose herein is to investigate the actual AS usage rates of the distributed
apps. To this end, we investigated apps shared on SNS, specifically Twitter. We
selected Twitter because users can use it anonymously, and a single user can
have multiple accounts, making it particularly vulnerable to criminal misuse.
3.2

Method for Collecting Apps on Twitter

As a result of searching for “apk” as a keyword in the public streaming application programming interface (API) [17] of Twitter, we collected the uniform
resource locators (URLs) included in all acquired text. We obtained the contents
from the websites of the URLs collected from Twitter as well as the contents
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Fig. 3. Android app file structure
Table 1. Number of apps
Month Number of apps Number of different certificates
Jan.
3499
1220
Feb.
2702
1088
Mar.
2399
936
Apr.
2848
1072
May
4563
1201
Jun.
2815
855
Jul.
2817
988
Aug.
2384
959
Sep.
1256
513
Oct.
1653
631
Nov.
2913
987
Dec.
2397
771

from the websites contained in the links included on the websites. Android apps
include files with unique names such as those shown in Fig.3. Hence, we collected
files that met all of the following conditions, which indicate that the file is indeed
an app.
A) It is in ZIP format.
B) It includes class.dex and AndroidManifest.xml.
C) It includes a directory named META-INF
For the identified apps, we used VirusTotal to determine whether each was
suspicious and to obtain a list of “detected” warnings for users from multiple
virus scanners. In this research, one or more “detected” readings determined
that the app was suspicious. The app collection period was 1 year, spanning
January 1, 2018 to December 31, 2018, and 32,068 total apps were analyzed.
The number of apps and different certificates are shown in Table 1. Different
certificates indicate different developers. As Table 1 shows, we have collected
many apps with different certificates to ensure we obtained a wide range of
apps.
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Fig. 4. Percentage of suspicious apps shared on Twitter

3.3

Investigation Method

The flow for analyzing AS usage rates is shown below:
(1) Extract AndroidManifest.xml from the app using Apktool [5].
(2) Search for the following in AndroidManifest.xml:
android.permission.BIND_ACCESSIBILITY_SERVICE
(3) If a character string is found as a result of this search, the app is determined
to use AS. Apps exhibiting technical issues such as Apktool that abnormally
terminated, were excluded from the AS usage rate survey.
This analysis allowed us to collect apps according to their trend of being shared
on Twitter. In addition, analyzing AndroidManifest.xml revealed the percentage
of apps that can use AS. Therefore, the ratios of suspicious apps shared on
Twitter and apps using AS could be clarified.
3.4

Investigation Results

Investigating the ratio of suspicious apps. In Figure 4, the percentage of
suspicious apps identified in each month of 2018 is shown, which exhibits an
overall increasing trend.
We can infer from these results that the proportion of malware in the apps
distributed on Twitter is also increasing. Specifically, the average percentage of
suspicious apps was 49.8%. If we generalize this result, we can conclude that
about half of all SNS-distributed apps are suspicious, and installing them is
dangerous and not recommended.
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Fig. 5. Percentage of apps that use AS

Investigating the percentage of apps that use accessibility services.
In Fig. 5, the AS usage rates for apps shared on Twitter are shown. The rate
increased from 3.9% in January 2018 to 14.5% in December 2018, for an overall
3.7 fold increase in 2018. Therefore, we concluded that AS utilization in apps
shared on Twitter was on the rise.
Notably, the 2018 AS usage rate for apps distributed on Google Play was
reported to be 0.37% [8], while it was 9.4% (3,015 / 32,068) for the apps collected
in our study. Thus, the utilization rate found here is quite high. This implies that
the AS utilization rates for apps shared on Twitter is higher than that for apps
on Google Play. We can thus infer that the proportion of apps that use AS
increases for app distribution sources without any AS use restrictions such as
those imposed by Google Play.
Analyzing the ratio of apps that use AS for suspicious activity. Figure
6 shows usage rates, classified by whether they correspond to suspicious apps.
From Fig. 6, we observe almost no difference in the AS usage rate depending on
whether or not an app is suspicious. Therefore, the use of AS cannot on its own be
used to identify an app as malware. In fact, the number of suspicious and benign
apps that use AS were very similar. However, as the ratio of suspicious apps to
all those that use AS was high, about 52.8% (1,591 / 3,015), we can clearly state
that apps shared on Twitter that require AS should not be installed without
considering the significant risk of malware.
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Fig. 6. AS usage rates classified by whether they correspond to suspicious apps

4

Discussion

As described in Section 3.4, the overall prevalence of malware and overall AS
usage rates have been increasing. Thus, the malware risk associated with apps
distributed from third-party stores or developer websites has increased accordingly. These are common sources for apps that use AS, likely because Google
Play prohibits the distribution of apps that use AS with any intention other
than supporting app usage by people with disabilities. Figure 6 clearly indicates
that apps that use AS are not necessarily suspicious. Therefore, all apps that
use AS cannot automatically be blocked. Therefore, specific countermeasures
against malware will become increasingly important for online security in the
future.
We believe these countermeasures may include:
- Checking the app developer
When installing an SNS distributed app, it is important to ensure that the
app developer is trust worthy to avoid unintentionally installing malware.
Contaminated apps may be repackaged and distributed, so it is imperative
to check with the original developers.
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- Allow AS only when needed
Confirm the reason that an app requires AS, before permitting the AS use.
This is expected to reduce AS-exploiting attacks.
- Check permissions required with AS
Users should check the permissions required with AS, as attacks could be
prevented by denying these permissions that may leak information.

5
5.1

Related Work
Identifying AS Vulnerabilities

Kalysch et al. [12] showed that AS could be used to eavesdrop on sensitive user information. They also surveyed the top 1100 apps on Google Play and found that
99.25% were vulnerable to this type of exploitation. Furthermore, Fratantonio et
al. [10] showed that by combining AS with SYSTEM_ALERT_WINDOW, which grants
permissions to display on top of other apps, an attacker could perform tasks
such as clickjacking, keylogger, and password stealing. Additionally, McAfee [15]
introduced Click Farm, which uses AS to send fake reviews from devices infected with malware. Collectively, these studies prove that AS can be abused
and exploited, highlighting the importance of investigating AS usage among real
Android Apps distributed on SNSs. In addition, unsuspicious apps use AS. Thus,
it is important to make clear the differences in the AS usage ratios of suspicious
and unsuspicious apps.
5.2

Survey of AS usage rates

Wenrui et al. [8] investigated apps distributed by Google Play, and Mohammad
et al. [16] reported that 2,815 of these 4,155,414 apps used AS, after investigating
their dataset. While these studies investigated AS usage in apps distributed from
Google Play, they did not address those from other sources, such as SNS, thirdparty app stores, and developer websites.

6

Conclusion

We collected URLs from the Twitter streaming API, which is a representative
SNS. We then accessed these URLs and collected the Android apps that could
be downloaded to investigate apps distributed from sources other than Google
Play. We created a data set of the 32,068 apps shared on Twitter in 2018 and
showed that 49.8% of these apps are suspicious. Our results also indicate that the
proportions of suspicious apps and apps that use AS are increasing. Installing
these apps is dangerous and not recommended. The 2018 AS usage rate for apps
distributed on Google Play was reported to be 0.37% [8], but it was 9.4% for the
apps collected in our study. This implies that the AS utilization rates for apps
shared on Twitter is higher than that for apps on Google Play. Further, the AS
usage rates for suspicious apps and benign apps are very similar, demonstrating
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the increasing importance of malware specific countermeasures in the future of
online security.
In future works, malware utilizing AS must be analyzed in detail, and specific
countermeasures should be considered and outlined.
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Abstract. A well-known technology called steganography is a strategy of hiding secrets that nobody will suspect the existence of secrets in cover medium.
This paper indicates a novel and reversible steganographic protocol based on
transformation of secrets to be transmitted covertly in high-frequencies waves
carried by a public audio. In principle: a secret is first turned into a digital wave,
and then lifted to a radio frequency. The radio-frequency signal is out of the
threshold corresponding to human beings’ awareness and will be put onto an audio that could be downloaded by receivers legally. A receiver can lift down the
radio-frequency wave and drain out the secret. The proposed technology decreases the risk greatly about preventing secrets from explosion during a transition. Experiments, comparisons and analyses are also performed to investigate
practicability and superior performance compared with state-of-the-art steganographic schemes.
Keywords: Reversible, Acoustic, Steganography, secrets, radio-frequency signals.

1

Introduction

In recent years, people accessing different data on the Internet have been frequent.
Therefore, it is important to protect and secure the information. Many state-of-the-art
techniques were designed to maintain the confidentiality consequently. Among lots
kinds of data protection schemes available nowadays, various forms of steganography
have been prevalent. Steganography is a data hiding technique in which a secret is embedded on medium, known as the ‘cover media’. If the contents of cover medium are
modified with secrets, resultant medium becomes ‘stego-medium’. Only authorized receivers are able to obtain secrets by recovering them from stego-medium. There are
also other cover media like text [1], DNA sequences [2] and physiological signals [3].
Lots numbers of data are able to be hidden on acoustics, and many published papers
described how to hide secret data in these signals [4-24]. Bender [4] concluded four
principle steganographic strategies in acoustics including LSB, spread spectrum, phase
coding and echo data hiding.
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The main meaning of LSB strategy is that the data will be hidden by replacing the
least significant bits of cover medium [5]. It is easy to deploy and manipulate. However,
it is also easy to be aware of the modified parts. Further, its applications are restricted
only on digital data.
Spreading data via different frequency spectrums are designed by segmenting secrets
in many pages and spreading secrets across as many frequency bands. The benefit is
ensuring signal integrity and reception, even though there are lots of existing interferences [6].
The main idea of phase coding is substituting phases of initial acoustic segments by
referencing phases which represent data. Phases of successive blocks being adjusted
are set to preserve relative phases of blocks. When phases’ relationship of frequencies
is changed dramatically, obvious phase dispersions occur. As this is effective by means
of signal-to-perceived noise ratio, it is hard to detect in host medium.
One strategy is psychoacoustic masking [7]. Secrets are embedded after replacing of
high and low frequencies of cover medium. The cover medium obtains some ratio frequencies out of the threshold on human ears, and the frequencies are available to embed
messages.
One strategy is called Echo data hiding which hides secrets into cover medium by
inserting echoes [8]. Human ears are not able to distinguish pure echoes and those carrying secrets. Echoes are either derived from cover medium or available on cover medium. Echoes derived from cover medium increase capacity of a host when embedding
secret messages while it is not easy to ensure artificial echoes not to be noticed.
The article is organized as follows. Section 2 describes the proposed protocol. Section 3 presents an experiment and simulation of the proposed scheme to demonstrate
the practicability. Section 4 compares robustness of some related work and gives theoretical analysis of capacity and security. Conclusions are addressed in Section 5.

2

The Scheme

The workflow of the proposed protocol: First, transform a bit stream with embedded
secrets to acoustic signals and lifts the signals into very high frequencies. Then, embed
the high frequency signals on a public cover acoustic. Also, reveal the corresponding
process of data recovery.
The overview of the proposed strategy runs as follows (the process of data hiding):
(1)Turn the secret S into a bit stream S'.
(2)Transform S' to a digital wave M.
(3)Adopt a frequency lifting onto M and M changes to a radio-frequency wave M'.
(4)Put the radio-frequency wave M', which cannot be heard, onto a public music
audio P, that is low-frequency and auditable to generate an audio P'. Process of
data recovery works in the following:
(5)Legal receivers download audio P' which is composed of a low-frequency audio
P and the radio-frequency secrets M'.
(6)Legal receivers lift radio-frequency audio M' down and recover M.
(7)Legal receivers turn M to a digital bit stream S'.
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(8)Legal receivers recover S and check the correctness of S by referencing P.
This scheme uses a special property of communications and brings the best effects
to make transmitted contents unnoticeable. A translated bit stream S' will be first turned
to be an audio wave n(t) by using the coming operations:
(a)Cut S' into blocks of equal size w until the size of the last block is not larger than
w. Thus, S' = S1'S2'...Si'Si+1', i is equal to |S|/w and | Si+1'|≤w.
(b)If | Si+1'|≤w, pad zeros after Si+1' until | Si+1'| = w.
(c)Assume that the number of padding zeros after Si+1' is x, produce a bit stream Si+2',
where | Si+2'|=w which denotes the value of x in binary, and appends it after Si+1'.
For instance, a bit stream S'=1001011001011010100010101010101001010. Based
on the procedure, suppose l = 8 and S' will be first divided as S1'S2'S3'S4'S5' where S1'
= 10010110, S2' = 01011010, S3' = 10001010, S4' = 10101010, S5' = 01010. The last
segment should be extended by adding 0 after it until its size is equal to l and it shall be
S5' = 01010000 in this case. There are three zeros added to S5' such that S6' = 00000011
should be created to point out the number of zeros added after S5'. l should be given to
legal receivers. S1', S2'...S6' are used to compose an acoustic wave n(t). Then, lift n(t) to
be a radio- frequency wave n’(t). The exploited frequency lifting will be discussed in
the following subsections. Finally, choose a public known music P(t) and append n’(t)
on P(t) to produce P’(t). P’(t) will be put in a public music database and downloaded
by authorized receivers. Notice that senders do not need to deliver the stego-audio P’(t)
while senders and authorized receivers negotiate for the cover medium under a secure
channel.
The procedure of data recovery works as follows: when authorized receivers receive
a public acoustic P’(t), the first process is to use a high-pass filter (HPF) to strain the
radio-frequency wave n’(t) and the public music P(t) out. It is sure that legal receivers
know all frequencies of the lifting in the process of hiding secret. Then, lift down the
radio-frequency wave n’(t); it is doubtless that authorized receivers can obtain n(t) via
the operations of communication. The detail procedure of the operations will also be
described later. After obtaining n(t), receivers then transform n(t) to a digital, meaningful data. It works like the following:
(d)An authorized receiver uses the information of block size l to derive the number
of blocks in sampled wave n(t), suppose it is i + 1, then it will obtain a group of binary
streams S1', S2',..., Si', Si+1'.
(e)According to the transformation, the value of Si+1' represents the number of zeros
padded after Si', suppose it is d.
(f)After deleting d zeros from the tail of Si', the collecting of bit stream S1', S2', ..., Si1' and the Si' could be concatenated one by one as a bit stream S'.
If an authorized receiver successfully turns n(t) to a bit stream, it means the transformed output is S'. Finally, turn the bit stream S' to rebuild a meaningful content S.
Receivers could identify the rebuilt data and judge that S is the correct one or not. The
identification procedure is to compare the public audio P(t) and others which contain
the same meanings. The exhaustion will not need to be considered because all procedures are done by mathematical simulations.
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2.1

Properties and Operations

The basic design of the scheme is on the characteristics of human-hearing system by
psychoacoustics that humans are not able to hear radio-frequency (over 16,000 Hertz)
signals [25]. If the frequency of a human voice can be lifted to a very-high-frequency
band, the generated signals will not be heard by humans. In communication systems, it
is necessary to lift up frequencies of signals because of long antennas corresponding to
low-frequency signals. Long antennas are not feasible for delivering signals. In the following section, a frequency lifting which lifts up frequencies effectively is introduced
[25]. We will describe how to use this technique steganography lately.
2.2

DSB-SC (Double-Sideband Suppressed Carrier)

Suppose there is a carrier sinusoidal wave f(t) defined as f(t) = Ac cos(2pfct), where t
represents time in second, Ac is a carrier wave and fc is a carrier frequency. Let n(t)
be the candidate signal (baseband signal). The DSB-SC wave r(t) (delivering signal) is
defined as r(t) = Acn(t)cos(2pfct). It is no doubt that the lifting process increases the
frequency of a baseband. Also, F.T. (Fourier transform) of a periodic wave a(t) =
cos 2pf0t according to frequency f 0 can be computed as
A(f) = F{cos(2pf0t)} = F{(1/ 2)(e2pf0t + e-2pf0t)} = (1/2)F(e2pf0t) + (1/2)F(e-2pf0t)
(1)
= (1/2)(d(f - f0) + d(f + f0)
According to the equation (1), the F.T. of c(t) is (Ac/2)[d(f-fc)+d(f+fc)].
Let the F.T. of a(t), b(t) and c(t) be denoted as A(t), B(t) and C(t), respectively. Let c(t)
= a(t)b(t). Then follow the rule:
→
𝑐(𝑡) = 𝑎(𝑡)𝑏(𝑡) 𝐶(𝑓) = 𝐴(𝑓) ∗ 𝐵(𝑓)
←
where → and ← denotes Fourier and inverse Fourier transforms and * represents con∞

volution denoted as 𝐴(𝑓) ∗ 𝐵(𝑓) = ∫!∞ 𝐴(𝑣)𝐵(𝑓 − 𝑣)𝑑𝑣. In this case, a(t) = n(t), it
indicates A(f)=N(f) and b(t)=cos(2πfct) is also obtained. According to equation (1), it is
known that B(f)=(1/2)[δ(f-fc)+δ(f+fc)] and B(f-v)=(1/2)[δ(f-v-fc)+δ(f-v+fc)]. Thus,
∞

𝐴" 𝐴(𝑓) ∗ 𝐵(𝑓) = (𝐴" /2) ∫!∞ 𝑁(𝑣)[𝛿(𝑓 − 𝑣 − 𝑓" ) + 𝛿(𝑓 − 𝑣 + 𝑓" )]𝑑𝑣 =
(𝐴" /2)[𝑁(𝑓 − 𝑓" ) + 𝑁(𝑓 + 𝑓" )]
(2)
Equation (2) indicates that a base-band signal-frequency spectrum N(t) is now lifted
up to N(f-fc) and N(f+fc). Assume the signal n(t) is band-limited to [W, W]. For instance,
the F.T. of N(f) is zero for |𝑓| > 𝑊. Bandwidth of the message wave is then defined as
W. For instance, a voice may have spectrum concentrated within 3k Hertz. Its bandwidth is therefore W=3 kHz. Components N(f-fc) and N(f+fc) are corresponding to
higher frequencies. The lifted signal then consists of a spectrum concentrated around
fc, i.e., from fc-W to fc+W. Bandwidth of the lifted signal is therefore 2W. Note that the
raising of frequencies of baseband signals to higher ones is the main purpose of the
proposed protocol.
The system will recover signal n(t) from DSB-SC signal and the lifting down works
as follows. A lock oscillator produces a local sinusoidal waveform cos(2pfct) with the

111

The 21st World Conference on Information Security Applications

5

same frequency and phase as those of the transmitted carrier. The signal r'(t) =
r(t)cos(2pfct) can be expressed as:
r'(t) = r(t)cos(2pfct) = Acn(t)cos2(2pfct) = ( Ac/2)n(t) + ( Ac/2)n(t)cos(2p (2 fc)t) (3)
First term of equation (3) is a low-frequency part of n(t). Second term of the equation
(3) is a high-frequency part that is equivalent to a DSB-SC wave with carrier 2fc. Signal
r'(t) will pass over a low-pass filter. A low-pass filter will only permit a low-frequency
part which is n(t) to pass and strain over a high-frequency part in the DSB-SC wave.
Therefore, the lifted down output of a low-pass filter obtains only (Ac/2)n(t). This indicates the n(t) is recovered.
2.3

Carrier Orthogonality and Steganography

According to the previous properties, the authors proposed a protocol to hide secrets
N(t) into an acoustic P(t) and then put in a voice/speech storage. Intruders who try to
crack needs to brute force trying numerous public music in the database while authorized receivers are able to recover N(t) according to the pre-shared information (cover
medium and the carriers). The proposed protocol consists of the coming 3 steps:
(1)Multiply N(t) and cos(2pfct) where fc is a very high frequency. It will lift all frequencies contained in N(t) to radio frequency bands, namely surrounding fc. Define the
lifted signal N '(t). Since fc is very high, no one can hear the lifted wave N '(t).
(2)Add P(t) and N '(t) to produce P’(t). Any interceptor can hear P(t) and would not be
suspicious to embedded secrets.
(3)Authorized receivers use a high pass filter to strain out N '(t) and then they will
recover N(t) after multiplying N '(t) and cos(2pfct).
2.4

Entire Schemes

In the process of the secret hiding, suppose the secrets are S1, S2, ..., Sn . The first action
is to turn the secrets to bit stream S'1, S'2, ..., S'n. However, the next operation is an
frequency lifting and it is necessary to transform S'1, S'2, ..., S'n to acoustic signals. The
transformed signals are n1(t), n2(t), ..., nn(t) and then transformed as high-frequency
signals of lifting by high frequencies. At the end, the acoustic P(t) is also embedded
secrets to produce P'(t). The sender provides the stego-acoustic P'(t) in a public multimedia storage and authorized receivers are permitted to download. In the process of
data recover, when authorized receivers download P'(t), they adopt the recovering process to strain out waves n’1(t), n’2(t), …, n’n(t) and turn them to bit streams. S'1, S'2, ...,
S'n. Authorized receivers finally turn S'1, S'2, ..., S'n to secret S1, S2, ..., Sn. Notice that
there is pre-shared information, such as the translation of meaningful data and bit
streams, the information of bit streams, acoustic waves and carrier frequencies, that
should be given to authorized receivers. The regular data hiding and recovery procedures are given below.
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Procedure of Embedding Secrets
Input: selected secrets S1, S2, ..., Sn, the translation rule translating secrets to binary
strings, transformation rule transforming bit stream to acoustic waves, the
cover acoustic P(t), and carrier frequencies f1, f2 ,..., fn.
Output:the stego-acoustic P'(t).
Step 1: use the translation rule to translate the secrets S1, S 2 , ..., S n to bit streams S'1,
S'2, ..., S'n.
Step 2: use the transformation rule to transform bit streams S'1, S' 2 , ..., S'n to acoustic
waves n1(t), n2(t), ..., nn(t).
Step 3: Calculate cos(2pf 1t), cos(2pf 2t), ..., cos(2pfnt).
Step 4: Multiply n1(t), n2(t), ..., nn(t) by cos(2pf 1t), cos(2pf 2t), ..., cos(2pfnt) individually and generate n'1(t), n'2(t), ..., n'n(t).
Step 5: Summarize n'1(t), n'2(t), ..., n'n(t), the result is sum(t).
Step 6: sum up sum(t) and P(t) to P'(t).
Procedure of Recovery Secrets
Input: received cover acoustic P'(t), carrier frequencies f1, f2 ,..., fn, HPF (high pass
filter), LPF (low pass filter), transformation rule transforming acoustic
waves to bit streams and the translation rule translating bit streams to secrets.
Output: secrets S1, S2, ..., Sn.
Step 1: calculate cos(2pf 1t), cos(2pf 2t), ..., cos(2pfnt).
Step 2: use HPF on P'(t), the resulting wave is sum’(t).
Step 3: multiply sum’(t) and individual of cos(2pf 1t), cos(2pf 2t), ..., and cos(2pfnt), it
obtains n11(t), n21(t), ..., nn1(t), respectively.
Step 4: use LPF on n11(t), n21(t), ..., nn1(t) to acquire the lifted down waves n12(t),
n22(t), ..., nn2(t), respectively.
Step 5: adopt transformation rule to transform n12(t), n22(t), ..., nn2(t) to bit streams
S'1, S' 2 , ..., S'n
Step 6: translate and recover secrets S1, S2, ..., Sn.

3

Implementation and Experiment

A practical experiment which includes HPF, LPF and carrier lifting are simulated by
using MATLAB 2010 in this section. Input secrets could be text or images. In this experiment, a text is the first secret and an image is the second secret. The data of the text
file is Revelation, the last chapter of the BIBBLE. It will be transformed to binary
value by ASCII. The image file is a 256x256 pixel PGM file, called Lena.pgm, which
represents a famous testing file in image processing. Fig. 1 is the description of
“Lena.pgm”. Fig. 2 is the time-domain spectrum of a public voice P(t).
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Fig. 1. Lena.pgm.

Fig. 2. The time domain of P(t).

Each binary value will be processed to be a sampled value in time domain. Here the
digital signal of the text and the image are denoted as n1(t) and n2(t), respectively. Fig.
3 (Fig. 4) is the frequency domain of n1(t) (n2(t)). Both of n1(t) and n2(t) are set up as
16 bits, 8000 Hertz signals.

Fig. 3. The frequency spectrum of n1(t).

Fig. 4. The frequency spectrum of n2(t).

Consult to the data hiding process, n1(t) and n2(t) should be lifted to higher frequency,
named n’1(t) and n’2(t). Fig. 5 and Fig. 6 demonstrate their frequency domains after
lifting to 18,000 Hz and 3,9000 Hz. The last step is to sum up n’1(t), n’2(t) and P(t) to
generate P’(t) as shown in Fig. 7.
In the recovery procedure, Fig. 8 demonstrates the frequency domain of the summation sum(t) according to secrets n’1(t) and n’2(t) after applying HPF to P’(t). Then multiply cos(2pf 1t) and cos(2pf 2t) which are carrier frequencies of n1(t) and n2(t), respectively. Fig. 9 and Fig. 10 show the lifted-down secrets and after using low pass filter,
respectively. It is clear that n1(t) and n2(t) have been successfully recovered.
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Fig. 5. Frequency spectrum of n’1(t).

Fig. 6. Frequency specturm of n’2(t).

Fig. 7. Time series of P’(t).

Fig. 8. Frequency spectrum of sum(t).

Fig. 9. Frequency spectrum of recovered
n1(t).

Fig. 10. Frequency spectrum of n2(t).

4

Analysis and Comparisons

Traditional data hiding schemes use images as the host file to hide secrets, while it will
certainly distort cover medium such that intruders can detect the distortion and attack
it. A security proof is proposed in Section 4.1, a capacity analysis is introduced in Section 4.3 and comparisons among related works and the proposed scheme are described
in Section 4.3.
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4.1

Security Proof

Today, people have their own databases referring to the availability of the Internet.
Unlike those in the past, databases of special purposes are always targets of intruders.
Popularity of sharing private data makes an intruder does not know where the stegomedium are. The proposed protocol is a primal steganographic scheme. It has different
versions based on requirements of users. For example, senders can make appointments
to receivers for downloading the modified audio in permitted timings. The selected
timing could be encrypted by hash functions or other principles, with no regularity to
appoint a rightful short-time period for receivers to download cover acoustics.
Besides, the secrets S1, S 2 , ..., S n could be designed as a dependent set of sequences:
S2 cannot be recovered without successful recovery of S1, S3 cannot be recovered without correct recovery of S2, …, and so on. A dependent set of sequences makes intruders
harder to crack all secrets. An intruder may successfully crack parts of secrets and try
to guess the entire contents, while a dependent sequence set makes intruders to recover
all of them. According to [2,3], the authors gave possibilities for successful guessing or
recovering of secrets, meaning Pr(Si) which corresponds to brute force analysis on the
composition of a sequence. In this paper, the above measurements are also provided
while they are different. The probability Pr(Si) is composed of three probabilities:
PrBT(Si), PrSM(Si) and PrCL(Si). PrBT(Si) defines the probabilities of cracking bit translation from secret Si to bit streams S’i. PrSM(Si) represents the probability of cracking S’i
to ni(t). PrCL(Si) is the probability of cracking the carrier frequencies which are used to
lift the secrets to high frequencies from ni(t) to n’i(t). Obviously, Pr(Si) = PrBT(Si) ⨯
PrSM(Si) ⨯ PrSM(Si), and the probability of breaking a dependent set of sequences is
∏$#%& 𝑃𝑟(𝑆′# ).
4.2

Capacity Analysis

Other considerations in the research field of steganography such as capacity, payload
and bpn should be issued. Consult to [2], the definition of capacity, represented by CA
is defined as the length of the increased-referencing sequence after the secret is embedded within it. The payload, denoted as PA, is defined as the rest length of a new sequence after straining out a referencing DNA sequence. The payload is used to understand how much additional information is needed to append in the process of data hiding. The bpn as the number of secret bits embedded per character is defined as |M| / CA,
where M is the number of secret bits.
The proposed protocol might contain many secrets such that the capacity 𝐶' =
|)(+)|
+ ∑$#%& 𝐶𝐴# . (each 𝐶𝐴# is a capacity generated after hiding a secret in 𝑃(𝑡)) if there
|)(+)|

are 𝑛 secret bits embedded in the cover audio 𝑃(𝑡). Note that
is the character size
of 𝑃(𝑡) because all 𝐶𝐴# ’s are in character form. The payload 𝑃𝐴' = ∑$#%& 𝑃𝐴# is the
summation of all 𝑃𝐴# ’s of secrets. The bpn is equal to

∑"
!#$ |'! |
/0%

, where |𝑀# | is the size of

a secret hidden in one of the secrets. It is obvious that the size of 𝑃(𝑡) does not restrict
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the capacity of the proposed protocol. It can be said that if the number of secrets is large
enough or |𝑃(𝑡)| is quite small, bpn will be nearly equal to
4.3

∑"
!#$ |'! |
∑"
!#$ /0!

.

Comparisons

This section compares related works [8, 10] and the proposed scheme. Audio steganography focuses on bit error ratio under signal-processing attack including filtering
(high/low pass), direct current (DC) padding, re-quantization (such 16 to 8bits or 8 to
16 bits), random noise padding and echo injection [10]. Bit error ratio denoted by BER
is defined as the percentage of correct numbers of secrets under attack. Echo, DC and
random noise intervention utilize noise with low frequency to distort the stego-acoustic.
HPF (High pass filter) will not affect the secrets of the proposed scheme because they
are all lifted to high frequencies. Re-quantization will not affect the proposed scheme
because the secrets are all used as eight-bits data. Table 1 points out the performance
when the proposed protocol is under each kind of attacks. The results confirm the presented scheme outperforms other methods.
Table 1. Comparisons of bit error ratio (BER) under some types of attacks.
Schemes

Attacks
Direct current

High
Re-quantization
pass filter (16 to 8 bits)
(8 kHz)

Noise
(25dB)

Echo

The proposed scheme

0.0%

0.0%

0.0%

0.3%

0.1%

[8]

4.5%

4.2%

11.9%

22.8%

7.2%

[10]

0.0%

0.0%

0.0%

1.0%

12.0%

∅: not proposed.

Table 2 demonstrates numbers of data which can be embedded by adopting LSB
(least significant bit), spread spectrum and the proposed scheme. A selected cover audio
with size equal to two hundred kilo-bits and secret with size of thirty kilo-bits are used.
The LSB strategy only has 1/8 space of selected cover signal, i.e., 25,000 bits, which is
replaced by the secret. Spread spectrum will be used to hide all data in a cover signal,
while available space might be less than the secret. The proposed protocol will not be
restricted by the size of the cover signal, that is, all secrets can be embedded via giving
enough carrier frequencies and making sure all given frequencies are orthogonal to each
other
Table 2. Available spaces of different strategies.
Variables

Strategy
Spread spectrum (bits)

LSB (bits)

Proposed scheme

𝑃(𝑡)

200,000

200,000

200,000

|𝑀|

<30,000

25,000

30,000
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5

Conclusions

In this paper, a steganography based carrier orthogonality is proposed. Secrets are first
transformed to acoustic waves and embedded in an acoustic via frequency lifting. The
strategy proposed here adds a hiding audio to make illegal intruders unaware of the
secrets and the transmission restriction is also neglected. Unlike previous studies, the
popularity of a cover audio will make intruders ignore suspicious files with secrets hidden inside, and numerous secrets are allowed to be delivered via once transmission.
Different multimedia could be embedded in cover acoustics and delivered by respectively lifting them to different radio frequencies and these radio signals do not mutually
interfere with others due to using accurate carrier frequencies to extract them out correctly. The property is so called carrier orthogonality. Also, it obtains high security even
if the intruders know that those secrets are presented in a stego-acoustic. It will be impossible for the stego-acoustic being successfully recovered by intruders. In the last
step, a widely-used personal database on Internet can be selected to store the stegoaudio which can then be downloaded by legal users actively. It will certainly decrease
risks on exposing the secrets via a transition. Furthermore, legal receivers will not be
induced by identifying the recovered host audio. In addition, high capacity will be still
practical if the sender uses a cover medium of small size. At the end, the proposed
protocol is easily changed to further reduce the cracking probability by adding the time
constraint.

References
1. H. J. Shiu, B. S. Lin, B. S. Lin, P. Y. Huang, C. H. Huang and C. L. Lei, “Data Hiding on
Social Media Communications Using Text Steganography,” International Conference on
Risks and Security of Internet and Systems, pp. 217-224, 2017.
2. H. Z. Hsu and R. C. T. Lee, “DNA Based Encryption Methods,” The 23rd workshop on
combinatorial mathematics and computation theory, pp. 545, 2006.
3. H. J. Shiu, B. S. Lin, C. H. Huang, P. Y. Chiang and C. L. Lei, “Preserving Privacy of Online
Digital Physiological Signals Using Blind and Reversible Steganography,” Computer methods and programs in biomedicine, vo. 151, pp. 159-170, 2017.
4. W. Bender, N. Morimoto and A. Lu, “Techniques for Data Hiding,” IBM Syst. J. 35 (3/4),
pp. 313-336, 1996.
5. M. D. Swanson, B. Zhu, A. H. Tewfik and L. Boney, “Robust Watermarking Using Perceptual Masking,” Signal Processing, vol. 66, no. 3, pp. 337-355, May, 1998.
6. I. J. Cox, J. Kilian, T. Leighton and T. Shamoon, “Secure Spread Spectrum Watermarking
for Multimedia,” IEEE Trans. On Image Processing, vol. 6, no. 12, pp. 1673-1687, Dec.
1997.
7. S. Wu, J. Huang, D. Huang and Y. Q. Shi, “Efficiently Self-Synchronized Audio Watermarking for Assured Audio Data Transmission,” IEEE Trans. on Broadcast., vol. 151, no.
1, pp. 69-76, Mar. 2005.
8. O. T.-C. Chen and W.-C. Wu, “Highly Robust, Secure, and Perceptual-Quality Echo Hiding
Scheme,” IEEE Trans. on Audio, Speech, Lang. Process., vol. 16, no. 3, pp. 629-638, Mar.
2008.

118

The 21st World Conference on Information Security Applications

12
9. H. J. Shiu, B. S. Lin, C. W. Cheng, C. H. Huang and C. L. Lei, “High-Capacity Data-Hiding
Scheme on Synthesized Pitches Using Amplitude Enhancement-A New Vision of NonBlind Audio Steganography,” Symmetry, vol. 9, no. 6, pp. 92, 2017.
10. M. A. Akhaee, M. J. Saberian, S. Feizi and F. Marvasti, “Robust Audio Data Hiding Using
Correlated Quantization with Histogram-Based Detector,” IEEE Trans. on Multimedia, vol.
11, no. 5, pp. 834-842, Aug. 2009.
11. H. Tian, H. Jiang, K. Zhou and D. Feng, “Transparency-Orientated Encoding Strategies for
Voice-over-IP Steganography,” The Computer Journal, vol. 55, no. 6, pp. 702-716, 2011.
12. H. Tian, J. Qin, S. Guo, Y. Huang, J. Liu, T. Wang, Y. Chen and Y. Cai, “Improved Adaptive
Partial-Matching Steganography for Voice over IP,” Computer Communications, vol. 70,
pp. 95-108, 2015.
13. H. Tian, J. Qin, Y. Huang, Y. Chen, T. Wang, J. Liu and Y. Cai, “Optimal Matrix Embedding
for Voice-over-IP Steganography,” Signal Processing, vol. 117, pp. 33-43, 2015.
14. A. Nishimura, “Reversible Audio Data Hiding Based on Variable Error-Expansion of Linear
Prediction for Segmental Audio and G.711 Speech,” IEICE Trans. INF. & SYST., vol. E99D, no. 1, pp. 83-91, 2016.
15. S. Xiang and Z. Li, “Reversible Audio Data Hiding Algorithm Using Noncausal Prediction
of Alterable Orders,” EURASIP Journal on Audio, Speech, and Music Processing, vol. 4,
2017.
16. M. Parthasarathi and T. Shreekala, “Secured Data Hiding in Audio Files Using Audio Steganography Algorithm,” International Journal of Pure and Applied Mathematics, vol. 116,
no. 21, pp. 619-628, 2017.
17. A. H. Ali, L. E. George, A. A. Zaidan and M. R. Modhtar, “High Capacity, Transparent and
Secure Audio Steganography Model Based on Fractal Coding and Chaotic Map in Temporal
Domain,” vol. 77, pp. 31487-31516, 2018.
18. X. Liu, H. Tian, Y. Huang and J. Lu, “A Novel Steganography Method for Algebraic-CodeExcited-Linear-Prediction Speech Streams Based on Fractional Pitch Delay Search,” vol.
78, pp. 8447-8461, 2019.
19. Y. Dai, W. Liu, G. Liu, X. Ji and J. Zhai, “An End-To-End Generative Network for Environmental Sound-Based Covert Communication,” vol. 78, pp. 8635-8653, 2019.
20. E. E. K. Said, O. K. Noha and H. E. S. Marwa, “Highly Secured Image Hiding Technique
in Stereo Audio Signal Based on Complete Complementary Codes,” vol. 78, pp. 3437334395, 2019.
21. C. Javad, M. Mohammad and R. H. Saeed, “A Novel Quantum Steganography-Steganalysis
System for Audio Signals,” Multimedia Tools and Applications, 2020.
22. Z. Su, W. Li, G. Zhang, D. Hu and X. Zhou, “A Steganographic Method Based on Gain
Quantization for iLBC Speech Streams,” Multimedia Systems, vol. 26, pp. 223-233, 2020.
23. J. Wu, B. Chen and W. L, “Audio Steganography Based on Iterative Adversarial Attacks
Against Convolutional Neural Networks,” IEEE Transactions on Information Forensics and
Security, vol. 15, pp. 2282-2294, 2020.
24. H. J. Shiu, B. S. Lin, B. S. Lin, W. C. Lai, C. H. Huang and C. L. Lei, “A Stereo Audio
Steganography by Inserting Low-Frequency and Octave Equivalent Pure Tones,” Proceedings of the Fourth Euro-China Conference on Intelligent Data Analysis and Applications.
ECC 2017. Advances in Intelligent Systems and Computing, vol. 682. Springer, Cham.
25. R. C. T. Lee, M. C. Chiu and J. S. Lin, “Communications Engineering: Essentials for Computer Scientists and Electrical Engineers,” John Wiley & Sons (Asia), 2007.

119

The 21st World Conference on Information Security Applications

Compact Implementation of CHAM
Block Cipher on Low-End Microcontrollers
Hyeokdong Kwon, Hyunji Kim, Seung Ju Choi, Kyoungbae Jang,
Jaehoon Park, Hyunjun Kim, and Hwajeong Seo?
IT Department, Hansung University, Seoul, South Korea,
{korlethean, bookingstore3, starj1023, p9595jh, khj930704,
hwajeong84}@gmail.com

Abstract. In this paper, we presented an optimized implementation of
CHAM block cipher on low-end microcontrollers. In order to accelerate
the performance of the CHAM block cipher, the architecture of CHAM
block cipher and the full specification of 8-bit AVR microcontrollers are
efficiently utilized. First, the counter mode of operation for CHAM block
cipher is optimized. A number of computations for round function are
replaced to look-up table accesses. Second, multiple blocks of CHAM
block cipher are computed in a parallel way for high throughput. With
the parallel computation, we also presented the adopted encryption. This
approach is efficient for long-length data handling. Third, the state-ofart engineering technique is fully utilized in terms of instruction level
and register level. The partially unrolled 8-round based implementation
is adopted, which avoids a number of word-wise rotation operations.
With above optimization techniques, proposed CHAM implementations
for counter mode of operation outperform the state-of-art implementations by 30.1%, 9.3%, and 10.0% for CHAM-64/128, CHAM-128/128,
and CHAM-128/256, respectively.
Keywords: CHAM Block Cipher · Microcontroller · Counter Mode of
Operation · Parallel Computation · Round based Encryption.

1

Introduction

Internet of Things (IoT) becomes feasible services as the technology of embedded
processors are developed. In order to provide user-friendly services, IoT applications need to analyze data which should be securely encrypted before packet
transmission. However, the encryption is expensive for resource-constrained IoT
devices with limited computation, energy, and storage. For this reason, block
cipher algorithms should be implemented in an efficient manner under certain
limitations.
In this paper, we introduce optimization techniques for CHAM block cipher on 8-bit AVR microcontrollers. Optimized counter mode of CHAM block
cipher and parallel computations are presented. To get compact results, we
?
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used platform-specific assembly-level optimizations for CHAM block ciphers (e.g.
word size, number of registers, and instruction set). Proposed implementation
techniques for CHAM block cipher can be used for other ARX based block ciphers, such as SPECK and SIMON, straightforwardly. Detailed contributions
are as follows:
1.1

Contribution

Optimized counter mode of operation for CHAM block cipher The
repeated input of counter mode of operation for CHAM block cipher can be
optimized with the pre-computation. In total, 5 left rotation by 1-bit, 10 XOR,
3 ADD, and 3 left rotation by word-wise operations are replaced to 5 word-wise
table accesses. The proposed method optimizes all CHAM parameters.
Parallel implementation of CHAM-64/128 The lightweight version of
CHAM block cipher (i.e. CHAM-64/128) is accelerated with the parallel computation. By utilizing all registers, multiple blocks of CHAM block cipher are
computed, simultaneously. We also presented an adopted encryption with the
parallel computation, which is efficient when the data length is long enough.
Highly optimized source code and 8-round based implementation The
state-of-art engineering technique is fully utilized with the available instruction
sets and register files to achieve the high performance. The partially unrolled
8-round based implementation is adopted, which optimizes the left rotation by
8-bit wise operations.
The remainder of this paper is organized as follows. In Section 2, the basic
specifications of CHAM block cipher and target AVR microcontrollers are described. In Section 3, the compact implementation of CHAM block cipher on
AVR microcontrollers are described. In Section 4, the performance of proposed
methods in terms of execution timing is evaluated. Finally, Section 5 concludes
the paper.

2
2.1

Related Works
CHAM Block Cipher

Lightweight cryptography is a fundamental technology to optimize the hardware
chip size and reduce the execution timing for low-end Internet of Things (IoT)
devices. Recently, a number of block cipher algorithms have been designed for
being lightweight features.
In ICISC’17, a family of lightweight block ciphers CHAM was announced by
the Attached Institute of ETRI [1]. The family consists of three ciphers, including
CHAM-64/128, CHAM-128/128, and CHAM-128/256. The CHAM block ciphers
are of the generalized 4-branch Feistel structure based on ARX operations.
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In ICISC’19, the revised version of CHAM block cipher was presented [2]. In
order to prevent new related-key differential characteristics and differentials of
CHAM using a SAT solver, the numbers of rounds of CHAM-64/128, CHAM128/128, and CHAM-128/256 are increased from 80 to 88, 80 to 112, and 96 to
120, respectively.
2.2

Previous Block Cipher Implementations on 8-bit AVR
Microcontrollers

Table 1. Instruction set summary for efficient CHAM implementations on 8-bit AVR
microcontrollers.

asm

Operands

Description

Operation

#Clock

ADD
ADC
EOR
LSL
ROL
MOV
MOVW
LDI
LD
LPM
ST
PUSH
POP

Rd, Rr
Rd, Rr
Rd, Rr
Rd
Rd
Rd, Rr
Rd, Rr
Rd, K
Rd, X
Rd, Z
Z, Rr
Rr
Rd

Add without Carry
Add with Carry
Exclusive OR
Logical Shift Left
Rotate Left Through Carry
Copy Register
Copy Register Word
Load Immediate
Load Indirect
Load Program Memory
Store Indirect
Push Register on Stack
Pop Register from Stack

Rd ← Rd+Rr
Rd ← Rd+Rr+C
Rd ← Rd⊕Rr
C|Rd ← Rd<<1
C|Rd ← Rd<<1||C
Rd ← Rr
Rd+1:Rd ← Rr+1:Rr
Rd ← K
Rd ← (X)
Rd ← (Z)
(Z) ← Rr
STACK ← Rr
Rd ← STACK

1
1
1
1
1
1
1
1
2
3
2
2
2

The low-end 8-bit AVR platform working at 8 MHz supports 8-bit instruction
set, 128 KB FLASH memory, and 4 KB RAM. The number of available registers is
32. Among them, 6 registers (i.e R26 ∼ R31) are reserved for address pointers and
the other registers are used for general purpose. The basic arithmetic instruction
takes one clock cycle, while the memory access takes two clock cycles per byte.
Detailed instruction set summary for efficient CHAM-CTR implementation is
given in Table 1.
A number of works devoted to improve the performance of lightweight cryptography implementations on low-end microcontrollers (e.g. 8-bit AVR). The
structure of block cipher is largely divided into two categories. First, Addition,
Rotation, and eXclusive-or (ARX) based block ciphers were efficiently implemented on low-end microcontrollers.
In WISA’13, LEA block cipher was by the attached institute of ETRI [3].
First implementation of LEA-128 on the 8-bit AVR microcontroller achieved 190
clock cycles per byte for the encryption [3]. In WISA’15, speed-optimized and
memory-efficient LEA implementations were presented [4]. In [5], the number of
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general purpose registers and the instruction set of the AVR microcontroller were
fully utilized to optimize the LEA block cipher implementation. In WISA’18,
general purpose registers are efficiently utilized to cache intermediate results of
delta variables during the key scheduling of LEA [6].
In CHES’06, HIGHT block cipher was introduced [7]. The basic implementation of HIGHT was firstly introduced in [8]. The execution timing for encryption
and decryption is 2,438 and 2,520 clock cycles per byte, respectively. In [5], efficient rotation operations were suggested and achieved high performance. In [9],
speed-optimized and memory-efficient HIGHT implementations were presented.
In ICISC’17, the original CHAM on 8-bit AVR microcontrollers achieved
172, 148, and 177 clock cycles per byte for CHAM-64/128, CHAM-128/128, and
CHAM-128/256, respectively [1]. In [10], 2-round based memory-efficient implementation was suggested. The work achieved 211, 187, and 223 clock cycles
per bytes for CHAM-64/128, CHAM-128/128, and CHAM-128/256, respectively,
with reasonably small memory footprint. In ICISC’19, revised CHAM was presented by modifying the round of CHAM [2]. AVR implementations achieved
188, 203, and 219 clock cycles per byte for CHAM-64/128, CHAM-128/128, and
CHAM-128/256, respectively.
Second, Substitution Permutation Network (SPN) based block ciphers were
also actively investigated. Among them, AES implementations received the high
attention since the block cipher is international standard.
In [11], S-box pointer was maintained in Z address pointer for the fast memory access. The mix-column computation was efficiently handled with the conditional branch skip. In ICISC’19, the compact implementation of AES-CTR
on microcontrollers (i.e. FACE-LIGHT) was presented [12]. With the newly designed cache table for low-end microcontrollers, implementations of AES-CTR
achieved 138, 168, and 199 clock cycles per byte for 128-bit, 192-bit, and 256-bit
security levels, respectively.

3

Proposed Method

3.1

Optimized CHAM-CTR mode encryption

We present the optimized CHAM-CTR mode encryption on 8-bit AVR microcontrollers. The counter mode utilizes nonce and counter as an input value. The
nonce is a fixed value, and the counter indicates the order of blocks. Generally,
the length of counter is set to a quarter of plaintext. CHAM-64/128, CHAM128/128, and CHAM-128/256 assigned 16-bit, 32-bit, and 32-bit counter values,
respectively. The remainder is set to nonce (i.e. 48-bit, 96-bit, and 96-bit for
CHAM-64/128, CHAM-128/128, and CHAM-128/256, respectively)1 . By utilizing the fixed nonce value, operations for several rounds are replaced to look-up
table. Unlike the nonce value, the counter value increases in each encryption,
1

32-bit counter can be used for CHAM-64/128. In this case, pre-computed part is
slightly reduced to half but still this leads to performance improvements over basic
implementation.
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which updates the intermediate result. For this reason, some intermediate results
cannot be cached. In Figure 1, the part affected by counter value is described.
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Fig. 1. Data and operation affected by counter value for CHAM round function.

Round 0 X0 [0] block is counter value and the result cannot be pre-computed,
while X0 [1] block is nonce value and rotation to left by 1-bit and XOR operations
can be pre-computed, which can be accessible through memory access. For better
performance, LDI instruction is utilized, which directly assigns the 8-bit value
in 1 clock cycles. This approaches reduces 2 clock cycles than memory access in
each 8-bit assignment.
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Round 1 Round 1 can be skipped because all inputs are fixed values, such
as nonce, round key, and round counter. The result of this round is obtained
through look-up table as X4 [1] block of Round 4.
Round 2 Similar to Round 1, Round 2 is also skipped. The result is loaded to
X5 [1] of Round 5.
Round 3 Round 3 performs the following equation:
((X3 [0] ⊕ i)  ((X3 [1] ≪ 8) ⊕ RoundKey[3]) ≪ 1)
The i value is round counter. X3 [0] block is from X0 [3], which is the nonce
value. The first part (X3 [0] ⊕ i) can be pre-calculated. This only requires word
assignment. In case of CHAM-128/128, this reduces 8 clock cycles. On the other
hand, X3 [1] is from X0 [0], which is counter value. The computation with X3 [1]
value cannot be pre-computed.
Round 4 CHAM requires one word shift in each round. After Round 3, all blocks
are located in the initial word position. Computations with X4 [1] (i.e. rotation
left by 1-bit and add-round key) are optimized, while computations with X4 [0]
(i.e. counter-addition, two-word-addition, and rotation right by 8-bit) should be
performed.
Round 5 Similar to Round 1 and Round 2, all operations can be skipped. Only
loading X5 [0] value for Round 8 is required. The operation takes 2 clock cycles.
Round 6 Round 6 performs the following equation:
((X6 [0] ⊕ i)  ((X6 [1] ≪ 1) ⊕ RoundKey[6]) ≪ 8)
X6 [1] is from the counter value, while X6 [0] is from the nonce value. The
round counter addition operation is only optimized.
Round 7 Since all operations are originated from counter value, all operations
should be implemented.
Round 8+ After Round 7, some operations are still pre-computed. In Round
8, X8 [1] is not affected by counter value, which is represented in Figure 1. XOR
operation between X8 [1] and round key part can be pre-computed. The optimization is only 0.6, 0.7, and 0.7 clock cycles per byte for CHAM64/128,
CHAM-128/128, and CHAM-128/256 respectively. For this reason, this case is
not considered in this paper. The optimized CHAM-CTR is given in Figure 2.
The green line indicates the pre-computed part. The proposed design shows that
only 5 memory accesses for cache tables in Round 0, 3, 4, 6, and 7 are required.
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Fig. 2. Optimized CHAM-CTR mode encryption for round function.

32-bit counter for CHAM-64/128 Originally, CTR mode of operation using
32-bit counter, but in this paper we implemented 16-bit counter CHAM-64/128,
since CHAM-64/128 defines the block size as 16-bit. For compatibility with existing mode of operation, it needs to implement 32-bit counter CHAM-64/128.
It can be implemented by storing counter value in two blocks. In Figure 3, the
counter value flow represented, the counter value is extended to X0 [1] block
as following figure. So we can see that some sections are no longer available
pre-computation. It will result in slightly less performance than 16-bit counter
CHAM-64/128.
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Fig. 3. The counter value flow of 32-bit counter CHAM-64/128.

Optimized memory access The round key is stored in SRAM and accessed
through LD instruction. This requires 2 clock cycles per byte. By aligning the
round key in 8-bit wise, the offset is only controlled with lower byte. In order to
access the pre-computed value, LDI instruction is utilized. This requires 1 clock
cycle per byte and does not require memory pointer setting.
Round counter and Pointer address optimization In the optimized version, the round counter is only used in Round 0, 4, and 7. The round key is
used in Round 3, 6, and 7. Thus round counter or pointer address value is assigned directly in each round. With this approach, 8 INC instructions for round
counter are replaced to 1 INC and 2 LDI instructions. Five ADIW instructions
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for pointer address value are reduced to 2 ADIW. The ADIW instruction adds for
pointer address in multiples of 2 and 4 for CHAM-64/128 and CHAM-128/128
or CHAM-128/256, respectively due to varied length of plaintext.
3.2

Parallel Implementations of CHAM block cipher

Parallel implementations generate multiple ciphertexts in one implementation.
Two types of parallel implementations have been investigated (i.e. 2-parallel and
3-parallel). Since the implementation requires intermediate result caching, the
register utilization should be optimized.
Target 8-bit AVR microcontrollers has 32 8-bit registers. For the CHAM64/128 block cipher, 8 registers are needed. For the case of 2-parallel implementation, it requires 16 registers to save two plaintexts. In addition, the operation requires control variables, including round counter, round key, and address
pointer for loading round keys and plaintexts storage. In Figure 4 (a), the register utilization for 2-parallel implementation is given. In this case, all values can
be maintained in registers.
On the other hand, 3-parallel implementation requires more registers than
2-parallel implementation. Twenty four registers are used for plaintexts. Since
there are not enough registers, STACK memory is utilized and some registers are
used for multiple purposes. Detailed optimization techniques are as follows:
– Total round variable: By using CPI instruction, total round value is not
maintained in the register.
– Plaintext block Only part of plaintext (i.e. Xi [0], and Xi [1]) is required to
perform the round. Other plaintext values are temporarily stored in STACK
memory.
– Address pointer: Round key and plaintext address pointers are required
in computations. However, the address pointer for plaintext is not used
throughout computations. The address pointer is stored in STACK.
– Round Key: Each round key access requires word-wise memory access. By
accessing byte by byte, only one register is utilized to access round key.
– Round counter Round counter is XORed with data in each round. After
the XOR operation, the round counter is stored in STACK.
– ZERO: R1 register is ZERO register. For 3-parallel implementation, R1 register is assigned for plaintext. Some registers are temporarily initialized to
act as ZERO register.
In Figure 4 (b), the register utilization for 3-parallel implementation is given.
The parallel computation of CHAM-64/128 is given in Algorithm 1. From
Step 3 to 7, rotation operations are performed depending on the counter. In Step
8, round key addition is performed. With these round keys, multiple blocks are
computed in parallel way. From Step 11 to 15, rotation operations are performed
depending on the counter. From Step 16 to 19, the intermediate result is relocated by word-wise.
There are limitations to implement the parallel version of CHAM-128/128
and CHAM-128/256. CHAM-128/128 and CHAM-128/256 have twice much
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Fig. 4. Register alignment for (a) 2-parallel and (b) 3-parallel of CHAM-64/128 implementations. Each block represents one register. Two color in one register is used for
various purposes.

longer plaintext then CHAM-64/128. For this reason, parallel implementations
for these algorithms are not considered.
3.3

Adaptive Encryption of CHAM block cipher

The parallel computation is effective for huge data handling. The parallel computation can be applied to adaptive encryption [13]. The adaptive encryption
performs parallel encryption operations when the length of data is long enough.
When only one block is remained, single block encryption is performed. Detailed
descriptions for 2-way adaptive encryption are given in Algorithm 2. The method
performs 2-parallel computations. From Step 3 to 5, parallel computation is performed. Afterward, from Step 6 to 8, sequential computation is performed for
remaining data.
3.4

Optimized implementations of primitive operations

The implementation is based on 8-round based implementation. In every 8 round,
the 8-bit rotation operation on data for CHAM-64/128 is optimized away. For
CHAM-128/128 and CHAM-128/256, still 16-bit wise rotation operation is required. This is performed in 16-bit wise move operation MOVW. The other optimized 16/32-bit word rotation operations are given in Table 2.

4

Evaluation

Proposed implementations of CHAM block cipher were evaluated on low-end
8-bit AVR microcontollers. The performance was measured in execution time
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Algorithm 1 Parallel implementation of CHAM-64/128.
Input: Plaintext blocks (X[0][0 ∼ 3], ..., X[#parallel − 1][0 ∼ 3]).
Output: Ciphertext blocks (X[0][0 ∼ 3], ..., X[#parallel − 1][0 ∼ 3]).
1: for i = 0 to #round do
2:
for j = 0 to #parallel do
3:
if i mod 2 == 0 then
4:
tmp[j][0] ← ROL1 (X[j][1])
5:
else
6:
tmp[j][0] ← ROL8 (X[j][1])
7:
end if
8:
9:
10:

tmp[j][1] ← tmp[j][0] ⊕ RK[i mod 16]
tmp[j][2] ← X[j][0] ⊕ i
tmp[j][3] ← tmp[j][1]tmp[j][2]

11:
12:
13:
14:
15:

if i mod 2 == 0 then
tmp[j][4] ← ROL8 (tmp[j][3])
else
tmp[j][4] ← ROL1 (tmp[j][3])
end if

//round key access optimization

16:
X[j][0] ← X[j][1]
17:
X[j][1] ← X[j][2]
18:
X[j][2] ← X[j][3]
19:
X[j][3] ← tmp[j][4]
20:
end for
21: end for
Table 2. Optimized 16/32-bit word rotation operations on 8-bit AVR microcontroller.

16-bit ROL1
LSL LOW
ROL HIGH
ADC LOW, ZERO

3 cycles

16-bit ROL8

32-bit ROL1

MOV TEMP, LOW
MOV LOW, HIGH
MOV HIGH, TEMP

LSL
ROL
ROL
ROL
ADC

3 cycles

R0
R1
R2
R3
R0, ZERO
5 cycles

32-bit ROL8
MOV
MOV
MOV
MOV
MOV

TEMP, R3
R3, R2
R2, R1
R1, R0
R0, TEMP
5 cycles

(clock cycles per byte). The software was implemented over Atmel Studio 7
and the code was complied in -O2 option. Comparison result of CHAM block cipher is given in Figure 5. Compared with previous works by [2], CHAM-64/128,
CHAM-128/128, and CHAM-128/256 are improved by 11.7%, 6.5%, and 7.4%.
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Algorithm 2 2-way adaptive encryption for CHAM64/128.
Input: Number of blocks N , Plaintext blocks P ∈ {P1 , P2 , ..., PN }.
Output: Ciphertext blocks
C ∈ {C1 , C2 , ..., CN }.
1: n ← N2
2: m ← N mod 2
3: for i = 0 to n do
4:
{C2·i+1 , C2·i } ← EN C({P2·i+1 , P2·i })
5: end for

//parallel computation

6: if m then
7:
C2·n+2 ← EN C(P2·i+2 )
8: end if
9: return C

//sequential computation
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Fig. 5. Comparison of execution time for CHAM implementations on 8-Bit AVR microcontrollers under the fixed-key scenario in terms of clock cycles per byte, 1c: counter
mode of operation (16-bit counter), 2c: counter mode of operation (32-bit counter), 2p:
2-parallel, 3p: 3-parallel.

The performance enhancement comes from the 8-round implementation and fast
memory for round key. For the case of counter mode of operation, the implementation improved the performance further by 4.2%, 3.0%, and 2.8% for CHAM64/128, CHAM-128/128, and CHAM-128/256, respectively. The implementation
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utilized the repeated data (i.e. nonce) to improve the performance. The parallel
implementation of CHAM-64/128 shows 137.2 and 149 clock cycles per byte for
2-parallel and 3-parallel versions, respectively. Due to limited number of registers, 2-parallel based implementation shows better performance than that of
3-parallel.
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Fig. 6. Comparison of execution time for CHAM with other block ciphers on 8-Bit
AVR microcontrollers in terms of clock cycles per byte, 1c: counter mode of operation
(16-bit counter), 2c: counter mode of operation (32-bit counter).

We also compared the result with other block ciphers in Figure 6. SPN based
AES implementation achieved the highest performance among them, because
AES is designed to fit into 8-bit word architecture. Among ARX implementations, SPECK shows the fastest performance. Second winner is proposed CHAM
block cipher.

5

Conclusion

In this paper, we presented optimization implementations of lightweight CHAM
block ciphers on low-end 8-bit AVR microcontrollers. Proposed techniques include pre-computed counter mode of operation, parallel implementation, and
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optimized primitive operations. We evaluated our implementations in terms of
execution time. The result shows that our implementations achieved fast execution timing for practical IoT applications.
Future work is applying proposed method to other ARX–based block ciphers,
such as SIMON and SPECK. Furthermore, other microcontrollers including 16bit MSP and 32-bit ARM will be investigated.
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Abstract. The critical success of online games has led the industry to
global success, as the market size is expected to reach 18,194 USD by
the year 2020. However, the success of the online game market has led
to the growth of illegal activities such as the use of BOTs. BOTs are
software applications that are capable of collecting game items, which
are oftentimes banned from online game service providers. The illegal
activities are not limited to tax evasion and money laundering. In order to help detect these BOTs, this study employs the dataset from an
MMORPG called Aion. By detecting the BOTs using the server-side
analysis, this paper analyzed user behavior and used features based on
the experience, skill, and gravy value that represents the cost-efficiency.
We experimented with machine learning algorithms such as MLP, SVM,
and Random Forest. As a result, the F-score for detecting the total sum
of the accounts that consists of the BOTs and real users reached 0.9638.
We believe our study may help online game service providers, future researchers, and governmental agencies to detect and classify the BOTs
used in the MMORPGs.
Keywords: BOT Detection · Online Game· MMORPG · Security · Machine Learning

1

Introduction

The consumption values of online games can be attributed to the success of online
games, as purchasing online game items and virtual items have been a huge part
of the culture. By the year 2020, the global market for online games is expected
to reach 18,194 USD [7]. In the realm of online games, ‘time’ is a resource and a
fair commodity for everyone. However, purchasing online games have become an
integral part of the gaming phenomena, as players aim to enhance the players’
?
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ability in a short amount of time. As the consumption rate for online games has
continuously increased during the past decades, the online game market has been
forecasted to grow. Yet, with the increase in the demand for online games, the
use of BOTs have been considered a problem for online game service providers.
Automated accounts have pose a threat as game BOTs are capable of repeating malicious tasks, while creating obtrusive and distractive actions that
are intolerable for a regular player [13, 5]. Past studies have aimed to detect and
prevent BOTs to diffuse the malicious behaviors. In addition, the items were
cashed in using game items collected through game BOTs and used for tax evasion or money laundering. These BOTs are capable of disrupting and annoying
users with relative deprivation. The complaint from the players has a correlation
to the profit of the game company. As the number of dissatisfied users increases,
the profit of the game will also simultaneously decrease. From the perspective of
the gaming company, BOTs are considered a threat to the overall business. Various laws have been enforced by the Korean government to detect and prohibit
the game BOT. Article 32 of the Game Industry Promotion Act was revised in
2018, which prevents game BOTs from operating in the game.
Past studies have focused on detecting the malicious activities of the game
BOTs. As depicted in Table 1., BOT detection researches have been divided into
three types: (i) client-side detection, (ii) server-side detection, and (iii) networkside detection [28].
Table 1. Three Types of Online Game BOT Detection: Definitions, Detection Methods.
Definition
Detection methods
Detecting BoT with User PC level
Human interaction
Client-side Detection
(e.g. XIGNCODE)
Detecting BoT based on Network information
Network traffic
Network-side Detection
(e.g. DNS, IP, and VPN)
In-game log
Detecting BoT based on User game log
Server-side Detection
which saved in server
Out-game log
Category

The client-side analysis focuses on analyzing the user’s PC that extracts the
information from the user’s PC. Yet, the drawback of the method is limited
usability and weak security measures. While the client-side detection method is
capable of detecting the BOTs patterns, the malicious actors are capable of easily
bypassing the security measures. Network-side analysis can bypass BOTs usage
by using only the low key values, and the usability of the client-side is poorly
designed. However, there are limitations that require constant key changes and
vulnerabilities due to simple encryption operation. Server-side based analysis is a
way to classify differences between BOTs and real game users. Using server-side
analysis, online game companies can block accounts using BOTs whenever they
want. It has the advantage of detecting BOTs that were not detected by the
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client-side and considered usability. This is due to the development of big data
analysis. Therefore, we used a method to detect BOTs in MMORPGs using the
server-side analysis.
Massively Multiplayer Online Role-Playing Game (MMORPG) focuses on
multi-users’ gameplay by taking on various characters’ roles. Often times in
MMORPG, game BOTs are capable of gaining experiences by performing redundant tasks. The BOTs in the games can also break the balance in the game
by acquiring items and credits in a short duration of time. In the case of online games in the MMORPG genre, each set of characters have different skills
and stats. In our study, we suggested the gravy value based on these skills and
the experience of the characters. Contrary to the previous research, this study
implemented a set of data that consisted of real accounts. We applied features
that were easy to applicable for MMORPGs, instead of focusing on features that
were optimized for a single game.
The contributions of this paper are as such:
– We used a machine learning model to classify BOTs against the users.
– We generated widely adaptable features in MMORPGs.
– The algorithms generated in the game provides features without requiring a
specific domain knowledge.
The composition of this paper is as follows. Section 2 examines the existing
studies related to this paper. We then, introduce the existing research related
to methods of detecting server-side BOTs in the MMORPG. In Section 3, we
introduced a methodology that detects BOTs through features made through
user behavior-based features and gravy value. Section 4, we experimented with
the methodology presented through the actual Aion dataset and analyzed the
results. In the penultimate section, we provide our results in the discussion.
Finally, we conclude the paper with the conclusion.

2

Related Works

Past researchers have conducted studies on BOT detection in three areas. The
three categories of the game BOTs are client-side detection, network-side detection, and server-side detection, as shown in Table 1. Our study focuses on
the server-side detection method. The server-side detection method has higher
usability than other methods because it does not interfere with the user’s game
activity. This method does not waste system resources on the client-side, as the
BOT detection process is performed by analyzing the logs in the server. As such,
we wanted to use a server-side detection method based on the game action log
of the Aion dataset. Table 2. depicts the research from the server-side BOT
detection.
Prior studies have mainly analyzed the user behavior logs generated in the
games. These studies mainly analyzed the differences in the game patterns between the BOTs and real users, which is called the user behavior analysis. User
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Table 2. Research on Server-side BOT Detection in MMORPGs.
Methods of Analysis
Game-play Styles

Description
References
Investigating user game style
[2] [6] [9]
Detecting the movement patterns
Movement
[3] [4] [12]
of users within the game
Window Event Sequences Evaluating the windows event sequence
[8] [14]
Social Networks
Comparing the users’ social network activity [11] [10] [21] [27]
Similarity
[15] [18] [25] [26]
Analyzing behavioral similarity
Trading Network
Measuring the user’s transaction pattern
[17] [24] [16]
Action Sequence
Testing the user’s action sequence
[19] [20] [23]

behavior analysis is an anomaly detection method that defines the patterns of
the BOT as abnormal. We summarized the papers related to our research in the
Table 2. In this study, we showed the server-side BOT detection as a data mining
method. We have classified server-side detection methods into seven categories:
game-play styles, movement, window event sequences, social networks, similarity, trading network, and action sequences. These methods analyzed patterns
of BOTs and real users through data mining and statistical analysis based on
game action logs. Lee et al. [17] and Song et al. [24] were analyzed based on the
credits of the characters. They used the credits from the game to measure the
fluctuations and one-way trading network analysis. Previous studies analyzed
user behavior [2, 6, 9] and user behavior sequence [19, 20, 23]. They also analyzed
differences in user movement patterns, such as in [3, 4, 12]. Prior studies were
analyzed for similarity [15, 18, 25, 26]. Past studies conducted studies on guild
activities and social activities such as chatting and creating parties [10, 11, 21,
27]. Gianvecchio et al. [8] and Kim et al. [14] used windows event sequences such
as mouse click and keyboard input.
Existing research should be preceded by domain knowledge about the game,
which may not be easy to analyze for analysts with limited domain expertise.
There has been a lack of study that focuses on the MMORPGs characteristic’s
and character’s skills. We conducted the server-side analysis to minimize the
detection technique exposure to gold farming groups (GFGs) and BOTs makers.
In particular, we created a cost-efficiency features for a user’s behavioral action
based on skill, which generates widely adaptable features in the MMORPGs. We
used features that were easy to apply in various MMORPGs, instead of using
features that were suitable for a single game.

3
3.1

Methodology
Datasets

We used the Game Bot Detection Challenge dataset, which was held on the 2019
Information Security R&D challenge [1]. The dataset contained the user activity
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logs from Aion for a total of 22 days. For the past decade, Aion is an MMORPG
game that has been ranked 30th in South Korea. The duration of the dataset
expands from 2010-04-16 to 2010-05-07. The dataset contained enough detailed
information about each user. Sensitive information such as character names and
personally identifiable information was removed from the original data log to
avoid privacy issues. As such, there were fields in the dataset that were converted
to other random values to avoid exposing the real account’s information.
The dataset provided a label that helped validate the BOTs from the real
accounts. We excluded all of the accounts that were active for less than 3 hours
during the log period. The banned list was provided by the game company to
serve as the ground truth, and each banned user has been vetted and verified by
human labor and active monitoring. We found 12,862 real users and 687 BOTs
in this dataset.
3.2

Experimental Environment

For our experiment, we used Windows 10 for the operating system and Python
3.6. We used scikit-learn [22] for our machine learning library. Our computational
environment is 128GB RAM with the Xeon CPU processor and over 20 TFLOPS
GPU provided by NIPA. Since we have log data that spans across 22 days, we
used 5-fold cross-validation for evaluating our model. When we used 10-fold
cross-validation, the model cannot be trained to classify BOTs from real users,
because of the highly imbalanced class in the dataset. So we used 5-fold crossvalidation with randomly shuffled data.
3.3

Data Preprocessing

As we mentioned above, we had to pre-process all the dataset prior to training
and classifying the BOTs from the real users. In this research, we tried to sort the
BOTs from the real users based on the character’s skill data and user experience.
The data were prevalent for MMORPGs, so this approach was quickly adopted in
other MMORPGs. Based on the log description, we extracted the user behavior
log related to the game skills and experience.
3.4

Feature Extraction

With the preprocessed dataset, we made some features to classify between the
BOTs and the real users. We used groupby to generate the user’s features from
a single day. Based on the groupby command, we can easily calculate the predefined features. We made features based on the statistic approach: mean, sum,
count, skewness, kurtosis, average, and standard deviation. The statistical approach is well known for extracting the distribution and attribution of the dataset
for a set of features in a timely manner. Hence, we attempted to use the statistical approach that does not require the domain knowledge of the MMORPG.
The following Table 3 represents the features and detailed descriptions. We wrap
up all of the features used for this research in Table 3.
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Table 3. Description of Feature sets and number of features used in the experiment.

Source

Feature

Statistic
Method
Count Value
Skill
Count Value
Gravy value Equation 1
Total
Experience

Num of
Feature
7
1
200
200
409

Description
Use Statistic method to extract time series data
e.g. mean, sum, count, standard deviation, kurtosis
Count each day log related with experience data
Use top 200 frequent skill and count values per user
Use top 200 frequent skill and adopt the Equation 1
-

Even if the account was identified as a BOT, the account could play for more
than a single day. Thus, we had to consider the situation that some users played
on a certain set of days, while other users may play on a particular set of days.
In this experiment, we composed an approach that is similar to max-pooling,
which is widely used for deep learning. After we generated features for the players
within a single day, we calculated a maximum value per each feature and user.
We extracted the dataset of each account. We selected a single day with the
highest activity for each account that would allow us to obtain a maximized
feature within a day in a dataset. We also used the gravy value for the feature to
classify BOTs and real users. The gravy value was the calculated value of how
many actions were performed at the time in order to level up. This formula was
based on the assumption that the BOT could cost-effectively improve a certain
set of skill levels. We defined as gravy value as follow:
Gravy value =

1
(index(skillk , levelm ) − index(skillk , levelm−1 )

k ∈ {T op 200 f requent skill}, m ∈ {1, 2}

(1)

(2)

The skillk represents the set of skills within the games that are given a numerical value. The set consists of 200 skills with the most frequently used skill
numbers. levelm indicates the number of user action values in the list function.
By finding the difference between the levelm and levelm−1 , and finding the number of actions, skillk , required to level up will help solve the gravy value, as shown
in Equation (1). Based on Equation (1) we were able to derive to Equation (1)
can obtain the value of the user action required for skillk to level up. In this
study, we experimented with a machine learning algorithm using the feature set
in Table 3.

4

Experiments

We used three machine learning algorithms in the classification problem, as mentioned in the aforementioned section. We used Multi-Layer Perceptron (ML),
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Support Vector Machine (SVM), Random Forest to classify the BOTs and real
account users. We used the default parameter from the scikit-learn python library. The cross-validation made the average evaluation of the model.
Table 4. Machine learning results by feature set algorithm.
Machine learning
Algorithm
MLP
Statistics
SVM
(Experience)
Random Forest
MLP
Skill Counts
SVM
Random Forest
MLP
Gravy value
SVM
Random Forest
MLP
All
SVM
Random Forest
Feature Set

Accuracy Recall F-score
96.03%
94.82%
96.34%
96.38%
96.56%
96.54%
98.58%
99.80%
99.80%
99.63%
96.84%
99.57%

54.00%
22.41%
60.40%
53.27%
38.71%
48.90%
72.05%
98.10%
98.10%
95.19%
43.08%
97.96%

0.5801
0.3052
0.6264
0.5990
0.5330
0.5894
0.9927
0.9810
0.9810
0.9638
0.5809
0.9586

We used feature sets to find out which feature set was the most useful. Table 4.
depicts the results from the experiments on the feature sets, which we made
through three machine learning algorithms. We found that most of the feature set
achieved over 96% accuracy when training and testing the Aion game datasets.
MLP algorithm showed the highest score amongst the algorithms. Using all the
features, we could get over 99.63% accuracy over 0.9638 of the F-score from the
experiment. With the experimental result, we concluded that our approach to
detect BOTs that ruins the MMORPG game environment was practical that was
better than related works, in the aforementioned section. In Table 4., we can see
that only using the gravy value method showed better performance than other
features, even using all of the features which also contain the gravy value feature.
We thought this result come from the model that had overfitted. Therefore, we
decided that we should not have to rely on the gravy value feature and considered
using other features to avoid overfitting. In this study, we adopted the results
using the MLP algorithm using all feature sets. We detected the BOT using
machine learning using feature sets, and we confirmed that the experimental
result was an F-score of 0.9638.

5

Discussion

In this study, we confirmed that the results of using the model we proposed are
useful in classifying BOTs and real users. Through the results of this study, we
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confirmed that the BOT and the real user had different behavioral characteristics. We posited that using the MLP algorithm would be the most effective. In
order to verify the hypotheses, we evaluated the feature importance. Moreover,
we evaluated the feature exploration to analyze the model fit. The MLP model
does not have interaction power. Hence, we used the random forest model to
find the model-agnostic interpretation. Even though we used MLP, we used the
RF model to evaluate the model-agnostic interpretation.
We previously assumed that BOTs were more cost-effective than real users.
We explored the skills and gravy value feature, which showed the most convincing
performance in this research. Before we set up the experiment, we posit that
BOTs are more efficient than human players. In order to test our hypothesis, we
measured the skills and levels of the various accounts. When we experimented
with the gravy value, we measured the efficiency of the BOTs against the real
accounts. As shown in Table 4., the F-score was 0.99. We found that the gravy
value was an accurate set of features to measure and detect the BOTs, which
proved our hypotheses.

Fig. 1. Experience based on the Feature Importance.

We assumed that BOTs gain experience with fewer actions than real users.
And we experimented to verify this. Fig. 1. was about experience log-based feature importance results generated by statistic method. We founded that the most
powerful feature as a means of experience day by day. Count feature followed
after the mean feature. In Fig. 1., the mean feature was mean feat, and the count
feature was count feat. Since the mean was count/sum, it was found that the
mean changed according to the count. The count was the number of actions, so
the number of actions was significant. We confirmed through the experiment results that mean and count were important to distinguish BOTs from real users.
The importance of features was an essential criterion for classifying BOTs and
real users. As a result, the BOT could get more experience with fewer actions
than the real user.
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Fig. 2. Skills based upon the Feature Importance. (a) Skill Count Feature Importance.
(b) Gravy Value Feature Importance.

We evaluated a set of features that could be helpful to game analysts. Through
the use of the well-trained model, we believe game analysts may evaluate the set
of features with little domain knowledge. Fig. 2. (a). showed the top 10 features
which have useful in the classification model when using the gravy value feature
set. This graph showed that skill number 1803 had most effective to discern BOT
and a real human. 551, 962, 555 follows after the first. Fig. 2. (b). showed the
top 10 features which have useful in the classification model when using the skill
count feature set. This graph showed that skill number 551 had most effective to
discern BOT and a real human. Showed both feature importance graphs, even if
there were quite different between calculating skill count and gravy value feature,
there were intersection areas. Based on the top 10 of each feature, we selected
six features intersection. We decided this skill 551, 962, 1803, 555, 564, 568 were
useful to classify BOTs and real users. This result will be useful information for
analysts with little domain knowledge.
We did a feature exploration to make sure the model worked, and we analyzed
feature distributions to check the hypothesis that BOTs and real users behave
differently. As we expected above, in Fig. 3. (a). showed different distribution
of skill usage. This model can be useful knowledge for game BOT analysts to
feature engineering further. Also, we checked the statistical feature especially,
the distribution of experiment values. We found in Fig. 3. (b). that the BOT
users got more mean of experiment values as we expected above. We thought
that even the game log analyst who did not have domain information about BOT
users to give useful information about through feature exploration that comes
from a well-trained model. Furthermore, we identified some data that were quite
different from classifying BOTs and real human users.

143

The 21st World Conference on Information Security Applications

10

Semi Park and Kyungho Lee

Fig. 3. Feature Exploration Results. (a) Different Distribution in Gravy Value Feature
(skillk : 1803). (b) Different Distribution in Sum of Experience Feature.

6

Conclusion

In this study, we analyzed the user behavior log by using the server-side method,
and our study employed the Aion dataset. The study analyzed the experience
and skills from the user behavior log to see if the characteristics of the BOTs
and the real user were indeed different. We proposed a gravy value, a costeffective feature. We experimented with three machine learning algorithms using
feature sets such as the experiment, skills, and gravy value. As a result, the MLP
algorithm classified BOTs and real users with an F-score of 0.9638. This paper
distinguished the BOTs from the real users with high performance. Since we
created the gravy value using a common set of features from the MMORPGs,
future researchers and game developers can analyze these sets of features by
applying it to various MMORPGs. This means that analysts who would want
to differentiate between the BOTs and real users do not need to have in-depth
domain knowledge in the MMORPGs realm. The methodology used in this study
can be used as a useful reference for game service providers and government
agencies. We have detected a BOT that interferes with the usual gameplay of the
real user, and we can prevent various issues caused by the BOTs. For our future
study, we would like to examine the user’s churn rate using the set of features
using in this study. Furthermore, one of the characteristics of the MMORPG
‘stat’, a value that gives a kind of specific ability value of a character, can be
further analyzed and verified through data sets of various games.
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Abstract. The inversion circuit based on the Itoh-Tsujii algorithm,
used for many cryptography functions, requires a number of multiplication and squaring operations in circuits. In the past, the optimized
inversion implementation has been actively studied in modern computers. However, there are very few works to optimize the inversion on the
quantum computer. In this paper, we present the optimized implementation of binary field inversion in quantum circuits. Reversible and nonreversible multiplication circuits are finely combined to reduce the number of CNOT gate. In particular, we optimized the reversible circuit for
A · B and A · C case in the inversion operation. Afterward, the multiplication and squaring routine efficiently initializes some of the qubits used
for the routine into zero value. Lastly, the-state-of-art multiplication and
squaring implementation techniques, such as Karatsuba algorithm and
shift-based squaring are utilized to obtain the optimal performance. In
order to show the effectiveness of the proposed implementation, the inversion is applied to the substitute layer of AES block cipher. Furthermore,
the proposed method can be applied to other cryptographic functions,
such as binary field inversion for public key cryptography (i.e. Elliptic
Curve Cryptography).
Keywords: Quantum Computers · Itoh-Tsujii Algorithm · Karatsuba
Algorithm · Binary Field Multiplication.

1

Introduction

The binary field is a finite field of characteristic 2, which is a binomial polynomial consisting of an irreducible polynomials of n degrees. The binary field
arithmetic is widely used in cryptographic applications. For the high performance of cryptography analysis, the optimized binary field arithmetic in the
quantum circuit is a fundamental building block. Among binary field arithmetic
operations, the most expensive operation is an inversion operation, which is a
multiplicative computation of finding a−1 of element a ∈ GF (2m ), such that
a · a−1 = 1. The inversion operation is mainly used in both symmetric and
?
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asymmetric cryptography, such as the substitute layer of AES and inversion of
Elliptic Curve Cryptography (ECC) [1]. A number of optimization methods have
been proposed for computing the multiplicative inverse [2–4]. One of the well
known algorithm is the Itoh-Tsujii multiplicative inverse algorithm [5], which is
a inverse algorithm based on Fermat’s Little Theorem (FLT).
When computing the binary field inversion, multiplication and squaring operations are required. The multiplication in binary field involves multiplying two
polynomial multiplication and a modular reduction with an irreducible polynomial. The reduction operation is a relatively simpler operation than the polynomial multiplication, because the reduction consists of only eXclusive-or operations [6]. For this reason, an optimized polynomial multiplication for binary
fields has been studied [7–9]. Among them, Karatsuba algorithm is widely used
in practice. Karatsuba algorithm replaces the one n-bit multiplication operation
into three n2 -bit multiplication operations. Although, Karatsuba multiplication
requires several extra addition operations (i.e. eXclusive-or), the method significantly reduces the complexity of multiplication. By applying the Karatsuba
algorithm to quantum computing, the computation complexity in quantum circuits is also optimized.
By using the Karatsuba multiplication for the Itoh-Tsujii inversion algorithm,
the multiplication part of the inversion is optimized [10]. During the calculation,
there is a multiplication routine that proceeds A · B and A · C in this pattern,
where A, B, and C are operands for each operation. The value of A should be
maintained during the computation since it gets reused in both A · B and A · C
multiplications. Due to the nature of Karatsuba multiplication, operand A gets
changed to other value after A · B. For this reason, the direct reuse of operand
A in following A · C is not available. Therefore, a reverse circuit must be added
to revert the A value to its original value after A · B operation.
In this paper, we present a state-of-art multiplication based on [11] and squaring method to implement the Itoh-Tsujii algorithm. [11] minimizes the number
of multiplications by recursively applying Karatsuba multiplication on quantum
computers. However, only A · B multiplication is considered. In order to apply
[11] in A · B and A · C multiplication, a additional reversible circuit is required
to calculate the A · B and A · C multiplication. We have successfully enhanced
the [11] multiplication. This can be applied to A · B and A · C multiplication
in Karatsuba approach. A · B and A · C structures are optimized by omitting
the reverse circuit. Furthermore, we proposed qubit re-use techniques for squaring and multiplication routine. By initializing qubits, the circuit is implemented
with minimal circuit gates. Finally, the proposed technique is applied to the substitute layer of AES in order to show practicality and efficiency. The algorithm
can be applied to other cryptographic functions, such as binary field inversion
of Elliptic Curve Cryptography (ECC).
1.1

Research Contributions

– Optimized implementation of binary field inversion The quantum circuit for multiplicative inversion based on Itoh-Tsujii algorithm is optimized
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by utilizing the A · B and A · C pattern. By changing the reversible structure
of the algorithm into non-reversible structure, the number of CNOT gate is
optimized. Furthermore, the qubit of B is initialized with optimal routine.
The initialized qubit gets used in the following operation, which reduces the
total number of qubits required for the inversion operation. The binary field
polynomial multiplication is optimized with the-state-of-art Karatsuba multiplication and shift-based squaring method, which reduced the total number
of Toffoli and CNOT gates.
– Optimized cryptographic primitives for AES and ECC The proposed
method can be applied to the substitute layer of AES and binary field inversion of ECC. We show the impact of proposed method by implementing
the substitute layer. The proposed circuit significantly reduces the required
resource in terms of CNOT gates and qubits.
1.2

Organization of the paper

The organization of this paper is as follows. Section 2 presents the background
of binary field inversion. In Section 3, the proposed inversion operation is presented. In Section 4, we evaluate the proposed inversion method for AES. Finally,
Section 5 concludes the paper.

2
2.1

Related Work
Itoh-Tsujii Multiplicative Inverse Algorithm

Itoh-Tsujii multiplicative inverse algorithm is an exponentiation based algorithm for the inversion in binary field [5]. In a normal basis representation, it
reduces the complexity of computing the inverse of a non-zero element in GF (2n )
with the binary exponentiation method.
2.2

Karatsuba Multiplication

Karatsuba algorithm reduces the complexity of multiplication by additional
addition operations. When multiplying the polynomial f and g of size n through
h = f · g, two input polynomials are divided into s = n/2 units as follows:
f = f1 xs + f0
g = g1 xs + g0

(1)

After splitting two input polynomials, Karatsuba multiplication can be performed as follows:
f0 · g0 + {(f0 + f1 ) · (g0 + g1 ) + f0 · g0 + f1 · g1 }xs + f1 · g1 x2s
2

(2)

With the Karatsuba multiplication, multiplication of O(n ) can be performed
in O(nlog2 3 ) with a few addition operations.
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2.3

Quantum Gates

Quantum computers have several gates that can represent the classical gates [12].
Two most representative gates are CNOT and Toffoli gates. The CNOT gate performs a NOT gate operation on the second qubit when the first input qubit of
the two input qubits is one. This gate performs the same role as the add operation on the binary field. The circuit configuration is shown in left side of Figure
1. The Toffoli gate receives three qubits. When the first and second qubits are
one, the gate performs a NOT gate operation on the last qubit. This serves as
an AND operation on the binary field, and the circuit configuration is shown in
right side of Figure 1.

𝑎

𝑎

𝑎

𝑎⊕𝑏

𝑏

𝑏

𝑏

𝑏

𝑐

𝑐 ⊕ (𝑎 · 𝑏)

Fig. 1. Circuit configuration of the (left) CNOT and (right) Toffoli gate.

3

Proposed Method

In this paper, the Itoh-Tsujii algorithm for binary field inversion was optimized on the quantum computer. First, the multiplication of Itoh-Tsujii algorithm was optimized by applying the Karatsuba multiplication technique. Second, the quantum circuit is optimized by changing the reversible circuit to a
non-reversible circuit when calculating A · B and A · C pattern in the Itoh-Tsujii
algorithm with Karatsuba algorithm. Lastly, some of qubits are reuse during
squaring and multiplication operations by using the initialization technique. Initialized qubits are used for following computations. With this technique, the
total number of qubits required for the operation is optimized.
3.1

Optimization of A · B, A · C structure in inversion

The proposed method optimized the A · B and A · C structure in inversion
algorithm by using non-reversible circuits rather than reversible circuits. ItohTsuji algorithm consists of squaring and multiplication operation. The squaring
operation is designed with few CNOT gates on a quantum circuit [13]. Unlike
the squaring operation, the multiplication operation is an expensive operation.
Therefore, it is necessary to apply an efficient multiplication technique to achieve
the optimal performance. There are a number of studies to implement the multiplication. Among them, one of the well known efficient multiplication method
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𝑇
𝑇†

𝑇

𝐻

𝑇†

𝑇

𝑇†

𝑇

𝐻

Fig. 2. Circuit configuration of the CNOT gate.

Algorithm 1 Itoh-Tsuji-based inversion for p = x8 + x4 + x3 + x + 1
Require: Integer z satisfying 1 ≤ z ≤ p − 1.
Ensure: Inverse t = z p−2 mod p = z −1 mod p.
1: z2 ← z 2 · z
2: z3 ← z22 · z
3
3: z6 ← z32 · z3
2
4: z7 ← z6 · z
5: t ← z72
6: return t

{ cost: 1S+1M}
{ cost: 1S+1M}
{ cost: 3S+1M}
{ cost: 1S+1M}
{ cost: 1S}

is the Karatsuba multiplication. When performing the two polynomial f · g multiplication on a quantum gate, the Karatsuba algorithm can reduce the usage
of Toffoli gates while increasing the number of CNOT gates. The Toffoli gate
consists of 6 CNOT gates and 9 single qubit gates as shown in Figure 2. For
this reason, it is important to design a circuit with a minimum number of Toffoli
gates to implement the quantum algorithm.
In order to show the impact of proposed method, the substitute layer of AES is
selected as an example, which uses x8 +x4 +x3 +x+1 as a target polynomial. The
substitute layer requires binary field inversion operation of x8 + x4 + x3 + x + 1.
The inversion operation of AES is given in Algorithm 1.
In Step 1, the squaring operation is performed. The squaring operation can
be obtained with 11 CNOT gates as shown in Figure 3. The squaring directly
reduces the result due to the nature of squaring on binary field [13]. After the
squaring operation, a multiplication operation is performed on the squared value
(i.e. z 2 ) and the input integer z. The integer z is reused in Step 2. This process
follows A · B, A · C structure (i.e z = A, z2 = B, z22 = C).
When the Karatsuba method is applied to the multiplication, the input value
(i.e. z) is updated due to the operand addition step of Karatsuba. Generally,
the operand is restored to the original z value for the following operation. The
condition is described with an example on 2-bit case in Figure 4. The circuit
describes the condition after the 2-bit multiplication.
When the 2-bit multiplication operations on operands A(a0 , a1 ) and B(b0 , b1 )
are performed, a1 and b1 are changed to a0 + a1 and b0 + b1 , respectively. If
only the result of the multiplication is needed, reversible gates are not required.
However, the value of A(a0 , a1 ) is used again in following calculations, (i.e. A·C).
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𝑟4
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𝑎4

𝑟1

𝑎5

𝑟3

𝑎6

𝑟5

𝑎7

𝑟7

Fig. 3. Circuit configuration of the squaring operation on x8 + x4 + x3 + x + 1.

For this reason, the reversible circuit should be performed for the operand A.
The reversible gate is described in Figure 5. In each n-bit multiplication, the
reversible gate requires (n − 1) CNOT gates for each operand.
In order to reduce this overhead, we present a non-reversible gate based A · B
and A · C structure of inversion. Detailed descriptions for 2-bit case are given in
Figure 6.
First, the a0 · c0 operation is calculated. When the operation of a0 · c0 is
completed, the a0 value is no longer used in following operations, because the
value will not affect the following calculation. The second qubit, a0 + a1 , then
performs a CNOT operation with a0 to change the value of the first qubit to
a1 . Afterward, a1 · c1 operation gets calculated using c1 with the a1 value. The
(c0 + c1 ) is simply made through CNOT operation between c0 and c1 . Finally,
the (a0 + a1 ) · (c0 + c1 ) gets calculated.
In conclusion, it is possible to make the same result of A · B and A · C, through
A · B and A0 · C structure, which excludes reversible circuits.
By using the proposed method, the inversion for x8 + x4 + x3 + x + 1 is
implemented. This implementation reduced the number of Toffoli gates used
compared to the basic multiplication method. Generic multiplication uses 64 (n2 )
Toffoli gates per multiplication, while Karatsuba only uses 27 Toffoli gates per
multiplication. However, the Karatsuba method for the inversion operation uses
108 additional CNOT gates than the generic multiplication method. However
the number of Toffoli gates should be considered than CNOT gates since the
Toffoli gate consists of 6 CNOT gates with 9 one-gates.
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|0|
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7

Fig. 4. Non-reversible multiplication of A · B with Karatsuba multiplication.

The Karachuba multiplication circuit of [11] is not designed to be reversible,
and all of the remaining operators A, B and input qubits get treated as garbage
qubits after multiplication, except for the qubits that contain the result of the
operation. This is because the calculation of A · C was not considered which
comes after A · B during multiplication of Itoh-Tsuji algorithm. Conventionally,
in order to perform Itoh-Tsuji multiplication with Karatsuba, a reversible circuit
is required to recover the original values of the operand. In the case of inversion
for x8 +x4 +x3 +x+1, 14 CNOT gates are required for the reverse circuit for the
Karatsuba algorithm. In the proposed method, the reverse process is omitted by
utilizing the A · B and A0 · C pattern, which optimizes 14 CNOT gates.
3.2

Reducing the number of qubits

In this section, we present the technique to reduce the total number of qubits
required for the operation during the multiplication and squaring operation of
Itoh-Tsujii’s algorithm.
In Steps 1 and 2 of Algorithm 1, the value of B is the square of the A value
(i.e. z on the algorithm) and the value C is created through the square of A · B.
Both B and C are originated from the value A.
The value of B is computed with the squaring operation as described in Figure
3. The squaring operation is performing the left-shifting and modular operations
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|0|

𝑟0

|0|

𝑟1

|0|

𝑟2

Fig. 5. Reversible multiplication of A · B with Karatsuba multiplication.

on the input qubit. In other words, the value B is the result of left-shifting the
qubit of A and the modular operation on it.
Using these features, some of the qubits are initialized to zero, which allows the
calculation to use less qubits than original multiplication computation. Detailed
descriptions of the method are presented in Figure 7.
The first Step represents the value B, the second Step represents the value A,
and the third Step represents the value C from A · B, A · C multiplication of
Itoh-Tsujii algorithm.
First, B value is formed from A value through the square operation. In Step 2,
A · B multiplication is performed. After the multiplication, the values of B and
A get changed into B 0 and A0 , respectively. The result of A · B calculation gets
stored in the third row. A gets changed into A0 , because the calculation does not
require the reverse circuit. In Step 3, A · B operation is calculated, and C value
is formed with the result. In Step 4, values A0 and C are multiplied. During
the multiplication process of Step 4, the value of A0 gets changed in order to
proceed with the Karatsuba operation (i.e A0 −→ A00 ). During this process, the
changed value of multiplication (A00 ) forms the same value with B 0 during the
multiplication process of A0 ·C. By performing the CNOT operation on the same
value between A00 and B 0 , some of the qubits of B 0 is initialized back to zero (See
Step 5). In Algorithm 1, the value B is not used again after the A · B operation.
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Fig. 6. Proposed non-reversible multiplication of A · C with Karatsuba multiplication.

For this reason, we can utilize these qubits for other purposes. Initialized qubits
of B are used as a extra qubit space during the following inversion operation.
Table 1 presents the values contained in the value B 0 after A · B multiplied by
B and a formed through the squaring of A on x8 + x4 + x3 + x + 1.
Table 1. Combination of A values of B 0 after A · B computation on GF (28 ).
k

Bk

k

Bk

0
1
2
3

a0 + a2 + a6 + a7
a4 + a5 + a7
a1 + a3
a4 + a5

4
5
6
7

a2 + a3 + a4 + a5 + a7
a5 + a7
a3 + a5 +a6 + a7
a6 + a7

As shown in Table 2, it can be seen that the value of B 0 after the operation
of A · B consists of the addition of the A values. These combinations of A values
are made through the Karatsuba operation. This combination is also observed
in A00 , which are values that get formed during A0 · C multiplication. Values are
shown in Table 2.
Using both Table 1 and Table 2, the combination can initialize the value of B
to zero. For example, in Table 1, the element of k0 is presented as a0 +a6 +a2 +a7 .
This value is initialized by using k6 and k14 value from Table 2 which are a0 + a2
in red and a6 + a7 in orange, respectively. By performing the CNOT operation
on B0 with k6 and k14 , B0 is initialized into zero.
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Fig. 7. Overview of proposed method for initializing some of the qubits during Karatsuba multiplication.

If the initialization is performed for multiplication with the conventional multiplication method, it would require 18 additional CNOT gates in order to form
elements of kn . However, the Karatsuba multiplication makes it possible to initialize the value of B to zero without having to take extra steps to form elements
of kn . During the multiplication process of Karatsuba, the elements of kn gets
created eventually in order to be used as a multiplication factor. By utilizing
this feature, we were able to initialize 8 qubits with 11 CNOT gates.
In the process of calculating the Step 3 of the Algorithm 1, the qubit can be
reduced in a similar way. Unlike Steps 1 and 2 of the algorithm 1, the Step 3
does not have a exact same structure of A · B and A · C. However there is still
a part that can initialize the qubit to zero. 8 additional qubits can be initialized
to zero. Finally, 16 qubits can be initialized to zero and be used for the following
calculation.

4

Evaluation

In order to evaluate quantum gates, we utilized the quantum computer emulator. We utilized the well-known IBM’s ProjectQ framework for evaluation of the
proposed method1 . The framework provides quantum computer compiler and
quantum resource estimator. This is useful for accurate evaluation. Proposed
quantum gates are written in Python and follow the ProjectQ grammar.
We compare the number of Toffoli gates, CNOT gates, and qubit of implementation method based on x8 + x4 + x3 + x + 1 inversion, which is used in the
substitute layer of AES. The inversion operation of x8 + x4 + x3 + x + 1 consists
of 4 multiplications and 7 squaring operations using the Itoh-Tsuji’s algorithm.
We present two methods including CNOT reduction version and qubit recycle
1

https://github.com/ProjectQ-Framework/ProjectQ
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Table 2. Combination of A values of A00 during A · C computation on GF (28 ).
k
0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

Ak
a0
a1
a0 + a1
a2
a3
a2 + a3
a0 + a2
a1 + a3
a0 + a1 + a2 + a3
a4
a5
a4 + a5
a6
a7
a6 + a7
a4 + a6
a5 + a7
a4 + a5 + a6 + a7
a0 + a4
a1 + a5
a0 + a1 + a4 + a5
a2 + a6
a3 + a7
a2 + a3 + a6 + a7
a0 + a2 + a4 + a6
a1 + a3 + a5 + a7

26

a0 + a1 + a2 + a3 + a4 + a5 + a6 + a7

Rk
a0 c 0
a1 c 1
(a0 + a1 )(c0 + c1 )
a2 c 2
a3 c 3
(a2 + a3 )(c2 + c3 )
(a0 + a2 )(c0 + c2 )
(a1 + a3 )(c1 + c3 )
(a0 + a1 + a2 + a3 )(c0 + c1 + c2 + c3 )
a4 c 4
a5 c 5
(a4 + a5 )(c4 + c5 )
a6 c 6
a7 c 7
(a6 + a7 )(c6 + c7 )
(a4 + a6 )(c4 + c6 )
(a5 + a7 )(c5 + c7 )
(a4 + a5 + a6 + a7 )(c4 + c5 + c6 + c7 )
(a0 + a4 )(c0 + c4 )
(a1 + a5 )(c1 + c5 )
(a0 + a1 + a4 + a5 )(c0 + c1 + c4 + c5 )
(a2 + a6 )(c2 + c6 )
(a3 + a7 )(c3 + c7 )
(a2 + a3 + a6 + a7 )(c2 + c3 + c6 + c7 )
(a0 + a2 + a4 + a6 )(c0 + c2 + c4 + c6 )
(a1 + a3 + a5 + a7 )(c1 + c3 + c5 + c7 )
(a0 + a1 + a2 + a3 + a4 + a5 + a6 + a7 )
(c0 + c1 + c2 + c3 + c4 + c5 + c6 + c7 )

version. The CNOT reduction version performs A · B and A · C pattern with
non-reversible multiplications. For the qubit recycle version, few CNOT gates
are used more than CNOT reduction version but some qubits are recycled. The
required quantum resources of proposed method is given in the Table 3. Compared with Karatsuba approach by [11], the number of Toffoli gates is identical.
For the CNOT gate, CNOT reduction and qubit recycle versions reduces 14 and
3 CNOT gates, respectively. In particular, the qubit recycle version reduces the
number of qubit by 8.

Table 3. Comparison of quantum resource for A · B and A · C computation on GF (28 ).
Method
Kepley et al. [11]
This work (CNOT reduction)
This work (qubit recycle)

Toffoli gate
54
54
54

CNOT gate
252
238
249

Qubit
70
70
62

The proposed method can be applied to the Itoh-Tsuji-based inversion of
binary field ECC. In Algorithm 2, the inversion algorithm for sect283k1 and
sect283r1 is given. In Step 1, 5, 7, and 10, A · B and A · C pattern is observed.
This case can be optimized by using the proposed method in terms of CNOT
gates and qubits.
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Algorithm 2 Itoh-Tsuji-based inversion for p = x283 + x12 + x7 + x5 + 1
Require: Integer z satisfying 1 ≤ z ≤ p − 1.
Ensure: Inverse t = z p−2 mod p = z −1 mod p.
1: z2 ← z 2 · z
2
2: z4 ← z22 · z2
4
3: z8 ← z42 · z4
8
4: z16 ← z82 · z8
2
5: z17 ← z16 · z
217
6: z34 ← z17
· z17
2
7: z35 ← z34
·z
235
8: z70 ← z35
· z35
270
9: z140 ← z70
· z70
2
10: z141 ← z140
·z
2141
· z141
11: z282 ← z141
2
12: t ← z282
13: return t

5

{ cost: 1S+1M}
{ cost: 2S+1M}
{ cost: 4S+1M}
{ cost: 8S+1M}
{ cost: 1S+1M}
{ cost: 17S+1M}
{ cost: 1S+1M}
{ cost: 35S+1M}
{ cost: 70S+1M}
{ cost: 1S+1M}
{ cost: 141S+1M}
{ cost: 1S}

Conclusion

In this paper, we presented the optimized implementation of binary field inversion in quantum circuits for A · B and A · C structure. First, non-reversible
circuits are used for A · B and A · C patterns. Second, qubit reuse technique
is suggested. Both techniques reduce the required number of CNOT gates and
qubits. The-state-of-art optimization techniques, such as Karatsuba algorithm
and modular squaring, are also utilized to reduce the number of Toffoli gates
and qubits. Finally, the quantum circuit for binary field inversion achieved the
optimal number of Toffoli gates, CNOT gates and qubits. The proposed method
is used to implement the substitute layer of AES. The result shows that proposed
method uses lesser CNOT and qubits than previous Karatsuba based approach.
Furthermore, the proposed method can be used for the binary field inversion of
ECC.
The future work is going to find another arithmetic structures to optimize
the quantum circuit for other cryptographic algorithms. In the inversion, the
consecutive multiplication and squaring structure is frequently used. We will
find the optimal computation routine for this structure.
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Abstract. Proxy re-encryption (PRE) securely enables the re-encryption
of ciphertexts from one key to another, without relying on trusted parties,
i.e., it offers delegation of decryption rights. PRE allows a semi-trusted
third party termed as a “proxy” to securely divert encrypted files of user
A (delegator) to user B (delegatee) without revealing any information
about the underlying files to the proxy. To eliminate the necessity of
having a costly certificate verification process, Green and Ateniese introduced an identity-based PRE (IB-PRE). The potential applicability
of IB-PRE leads to intensive research from its first instantiation. Unfortunately, till today, there is no unidirectional IB-PRE secure in the
standard model, which can withstand quantum attack. In this paper,
we provide, for the first time, a concrete construction of unidirectional
IB-PRE which is secure in standard model based on the hardness of
learning with error problem. Our technique is to use the novel trapdoor delegation technique of Micciancio and Peikert. The way we use
trapdoor delegation technique may prove useful for functionalities other
than proxy re-encryption as well.

1

Introduction

Blaze, Bleumer and Strauss [5] introduced the concept of Proxy Re-encryption
(PRE) towards an efficient solution that offers delegation of decryption rights
without compromising privacy. PRE allows a semi-trusted third party, called a
proxy, to securely divert encrypted files of one user (delegator) to another user
(delegatee). The proxy, however, cannot learn the underlying message m, and
thus both parties’ privacy can be maintained. This primitive (and its variants)
have various applications ranging from encrypted email forwarding [5], securing
distributed file systems [4], to digital rights management systems [25]. In addition
application-driven purposes, various works have shown connections between reencryption with other cryptographic primitives, such as program obfuscation
[14,9,8] and fully-homomorphic encryption [7]. Thus studies along this line are
both important and interesting for theory and practice.
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PRE systems are classified as unidirectional and bidirectional based on the
direction of delegation. It is worth mentioning that the unidirectional constructions are much desirable because bidirectional construction easily implementable
using a unidirectional one. Though the concept of PRE was initiated in [5],
the first unidirectional PRE proposed by Ateniese et al. in [4], where following desired properties of a PRE are listed: Non-interactivity (re-encryption key,
rkA→B , can be generated by A alone using B’s public key; no trusted authority is needed); Proxy transparency (neither the delegator nor the delegatees
are aware of the presence of a proxy); Key optimality (the size of B’s secret
key remains constant, regardless of how many delegations he accepts); Collusion resilience (it is computationally infeasible for the coalition of the proxy
and user B to compute A’s secret key); Non-transitivity (it should be hard for
the proxy to re-delegate the decryption right, namely to compute rkA→C from
rkA→B , rkB→C ). To achieve the aforementioned properties (partially) with improved security guarantee, there are elegant followup works which can be found
in [6,14,17,9,8]. For quantum-safe version of PRE, Gentry [11] mentioned the
feasibility of unidirectional PRE through fully homomorphic encryption scheme
(FHE). However, FHE costs huge computation. Xagawa proposed construction
of PRE in [26], but the construction lacks concrete security analysis. Further
development of lattice-based PRE can be found in [16,8,21,10].
Certificate management problem is a crucial issue in the PKI based schemes.
This crucial issue was addressed by Green et al. [13] in the area of PRE. For
lattice-based construction, Singh et al. [23] proposed a bidirectional identitybased PRE. However, it is required to use secret key of both delegator and
delegatee to generate re-encryption key, which lacks one of the fundamental
properties of PRE. Further, they proposed unidirectional identity-based PRE
[24], termed as IB-uPRE, secure in the random oracle model. However, the size of
re-encrypted ciphertext blows up than the original encrypted one. Moreover, the
schemes encrypt the message bit by bit. Later, there are some further attempts
to construct lattice-based identity-based PRE, which are flawed1 [15,27].
Our Contribution and Technique: It is an interesting open research problem to construct post-quantum secure IB-uPRE in the standard model. In this
paper, we resolve this daunting task by constructing a concrete scheme based
on the hardness of learning with error (LWE) problem. The proposed construction is capable of encrypting multi-bit message and enjoy the properties like
non-interactivity, proxy transparency, key optimality, non-transitivity along with
other properties follow generically from IB-PRE. To construct the IB-uPRE, we
start with the construction of the identity-based encryption scheme by Agrawal
et al. [1]. In non-interactive IB-uPRE, it is required to construct re-encryption
key by the delegator alone. One of the feasible ways to adopt the non-interactive
feature is to provide a trapdoor to the delegator as a secret key. But, this technique is not supported by the design of [1]. In [1], the trapdoor is the master
1

In [15], authors claimed to proof IND-ID-CPA, but provide the proof for IND-CPA.
In [27], authors assumed a universally known entity (G matrix; see section 2.1) as a
secret entity.

2
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secret key and the secret key of user is sampled by the master secret key. We
first trace the design of selective IBE, where the secret key of a user is also a
trapdoor, by using the trapdoor delegation technique of [18]. Then extend the
design to incorporate re-encryption feature based on the encryption scheme of
[18]. Here, the secret key of a user is a tuple of trapdoor, where one is used
for decryption and another one is used for re-encryption key (ReKey) generation. ReKey is generated as in [16,10] with a trick to resists proxy to get any
information regarding the underlying message of the corresponding re-encrypted
ciphertext. The underlying IBE of the proposed IB-uPRE may prove useful to
design expressive cryptographic primitives other than IB-PRE as well.

2

Preliminaries

We denote the real numbers and the integers by R, Z, respectively. We denote
column-vectors by lower-case bold letters (e.g. b), so row-vectors are represented
via transposition (e.g. bt ). Matrices are denoted by upper-case bold letters and
treat a matrix X interchangeably with its ordered set {x1 , x2 , . . .} of column
vectors. We use I for the identity matrix and 0 for the zero matrix, where the
dimension will be clear from context. We use [∗|∗] to denote the concatenation
of vectors or matrices. A negligible function, denoted generically by negl(n).
We say that a probability is overwhelming if it is 1 − negl(n). The statistical
distance
P between two distributions X and Y over a countable domain Ω defined
as 21 w∈Ω |Pr[X = w] − Pr[Y = w]|. We say that a distribution over Ω is -far
if its statistical distance
from the uniform distribution is at most . Throughout
√
thep
paper, r = ω( log n) represents a fixed function which will be approximated
by ln(2n/)/π.
2.1 Lattices
A lattice Λ is a discrete additive subgroup of Rm . Specially, a lattice Λ in Rm
with basis B = [b1 , ·P
· · , bn ] ∈ Rm×n , where each bi is written in column form,
n
is defined as Λ := { i=1 bi xi |xi ∈ Z ∀i = 1, . . . , n} ⊆ Rm . We call n the rank
of Λ and if n = m we say that Λ is a full rank lattice. The dual lattice Λ∗ is
the set of all vectors y ∈ Rm satisfying hx, yi ∈ Z for all vectors x ∈ Λ. If B is
a basis of an arbitrary lattice Λ, then B∗ = B(Bt B)−1 is a basis for Λ∗ . For a
full-rank lattice, B∗ = B−t .
In this paper, we mainly consider full rank lattices containing qZm , called qary lattices, defined as the following, for a given matrix A ∈ Zn×m
and u ∈ Znq :
q
⊥
m
t
m
Λ (A) := {z ∈ Z : Az = 0 mod q}; Λ(A ) = {z ∈ Z : ∃ s ∈ Znq s.t. z =
m
⊥
At s mod q}; Λ⊥
u (A) := {z ∈ Z : Az = u mod q} = Λ (A) + x f or x ∈
Λ⊥ (A). Note that, Λ⊥ (A) and Λ(At ) are dual lattices, up to a q scaling factor:
qΛ⊥ (A)∗ = Λ(At ), and vice-versa. Sometimes we consider the non-integral, 1ary lattice 1q Λ(At ) = Λ⊥ (A)∗ ⊇ Zm .
m
Gaussian on Lattices: Let Λ ⊆ Zm be a lattice. For
 a vector
 c ∈ R and
kx−ck2
a positive parameter s ∈ R, define: ρc,s (x) = exp π s2
and ρc,s (Λ) =
P
ρ
(x).
The
discrete
Gaussian
distribution
over
Λ
with
center
c and pax∈Λ c,s
ρc,s (y)
rameter σ is DΛ,c,s (y) = ρc,s (Λ) , ∀y ∈ Λ.

3
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Hard problems on Lattices: There are two lattice-based one-way functions
associated with matrix A ∈ Zn×m
for m = poly(n):
q
– gA (e, s) = st A + et mod q for s ∈ Znq and a Gaussian e ∈ Zm and fA (x) =
Ax mod q, for x ∈ Zm ;
– The Learning With Errors (LWE) problem was introduced in [22]. The problem to invert gA (e, s), where e ← DZm ,αq is known as search-LWEq,n,m,α
problem and is as hard as quantumly solving Shortest Independent Vector Problem (SIVP) on n-dimensional lattices. The decisional- LWEq,n,m,α
problem asks to distinguish the output of gA from uniform.
– The Small Integer Solution (SIS) problem was first suggested to be hard
on average by Ajtai [2] and then formalized by Micciancio and Regev [20].
Finding a non-zero short preimage x0 such that fA (x0 ) = 0, with kx0 k ≤ β,
is an instantiation of the SISq,n,m,β problem. It is known to be as hard as
certain worst-case problems (e.g. SIVP) in standard lattices [3,20,12,19].
Trapdoors for Lattices: Here, we briefly describe the main results of [18] and
it’s generalized version from [16]: the definition of G-trapdoor, the algorithms
InvertO , SampleO and DelTrapO .
A G-trapdoor is a transformation (represented by a matrix R) from a public
matrix A to a special matrix G which is called as gadget matrix. The formal
definitions as follows:
be matrices with m ≥ w ≥
and G ∈ Zn×w
Definition 1 ([18]). Let A ∈ Zn×m
q
q
 
R
n. A G-trapdoor for A is a matrix R ∈ Z(m−w)×w such that A
= HG, for
I
some invertible matrix H ∈ Zn×n
. We refer to H as the tag of the trapdoor.
q
Definition
:
 2 ([16]). The generalized version of a G-trapdoor
for k ≥ 2, and A0 ∈ Zqn×m̄ , A1 , . . . , Ak−1 ∈
Let A = A0 A1 · · · Ak−1 ∈ Zn×m
q
with m̄ ≥ w ≥ n and m = m̄ + (k − 1) · w (typically, w = ndlog qe). A GZn×w
q


m̄×(k−1)w
trapdoor for A is a sequence of matrices R = R1 R2 · · · Rk−1 ∈ Zq
such that :


R1 R2 · · · Rk−1




 I 0 ··· 0  
A0 A1 · · · Ak−1  . . .
 = H1 G H2 G · · · Hk−1 G ,
.
 .. .. . . .. 
0 0 ··· I
for invertible matrices Hi ∈ Zn×n
and a fixed G ∈ Zn×w
.
q
q
O
t
t
t
Invert
 (R, A, b, Hi ) [16]: On input a vector b =s A + e , a matrix
R + H1 G · · · −A0 Rk−1 + Hk−1 G and corresponding G- trapA = A0 −A

 0 1
door R = R1 R2 · · · Rk−1 with invertible tag Hi , the algorithm computes


R1 R2 · · · Rk−1
 I 0 ··· 0 
t


b0 = bt  . . .
. 
 .. .. . . .. 

0 ···

0
4
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and then run the inverting oracle O(b0 ) for G to get (s0 , e0 ). The algorithm
O
0
t
outputs s = H−1
produces correct
i s and e = b − A s. Note that, Invert
−t
⊥
output if e ∈ P1/2 (q · B ), where B is a basis of Λ (G); cf. [18, Theorem 5.4].
O
0
Sample
 0 (R,0A, H, u, s) [18]: On input (R, A , H, u, s), the algorithm construct
A = A −A R + HG , where R is the G-trapdoor for matrix A with invertible
tag H and u ∈ Znq .The algorithm outputs, using an oracle O for Gaussian
sampling over a desired coset Λ⊥
v (G), a vector drawn from a distribution within
negligible statistical distance of DΛ⊥
. To sample a Gaussian vector x ∈
u (A),s


n×m
A
·
·
·
A
A
∈
Z
with the generalized trapdoor R =
Zm
for
A
=
k−1
0
q
q
 1
R1 R2 · · · Rk−1 and k−1 invertible Hi ’s given a coset u ∈ Znq , use generalized
version of SampleO from [16].


DelTrapO (A0 = A A1 , R, H0 , s)[18]: On input an oracle O for discrete
Gaussian sampling over cosets of Λ = Λ⊥ (A) with parameter s, an extended
matrix A0 of A, an invertible matrix H0 , the algorithm will sample (using O)
each column of R0 independently from a discrete Gaussian with parameter s
over the appropriate coset of Λ⊥ (A), so that AR0 = H0 G − A1 . The algorithm
outputs a trapdoor R0 for A0 with tag H0 .

2.2

Identity-Based Unidirectional Proxy Re-Encryption

Definition 3 (Identity-Based Unidirectional Proxy ReEncryption (IBuPRE) [13]). A unidirectional Identity-Based Proxy Re-Encryption (IB-uPRE)
scheme is a tuple of algorithms (SetUp, Extract, ReKeyGen, Enc, ReEnc,
Dec) :
– (P P, msk) ←− SetUp(1n ) : On input the security parameter 1n , the setup
algorithm outputs P P, msk.
– skid ←− Extract(P P, msk, id) : On input an identity id, public parameter
PP, master secret key, output the secret key skid for id.
– rki→j ←− ReKeyGen(P P, skidi , idi , idj ) : On input a public parameter
P P , secret key skidi of a delegator i, and idi , idj , output a unidirectional
re-encryption key rki→j .
– ct ←− Enc(P P, id, m) : On input an identity id, public parameter P P and
a plaintext m ∈ M, output a ciphertext ct under the specified identity id.
– ct0 ←− ReEnc(P P, rki→j , ct) : On input a ciphertext ct under the identity i
and a re-encryption key rki→j , output a ciphertext ct0 under the identity j.
– m ←− Dec(P P, skidi , ct) : On input the ciphertext ct under the identity i
and secret key skidi of i, the algorithm outputs a plaintext m or the error
symbol ⊥.
An Identity-Based Proxy Re-Encryption scheme is called single-hop if a ciphertext can be re-encrypted only once. In a multi-hop setting proxy can apply
further re-encryptions to already re-encrypted ciphertext.
Definition 4 (Single-hop IB-uPRE Correctness). A single-hop IB-uPRE
scheme (SetUp, Extract, ReKeyGen, Enc, ReEnc, Dec) decrypts correctly for
the plaintext space M if :
5
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– For all skid , output by Extract under id and for all m ∈ M,
it holds that Dec(P P, skid , Enc(P P, id, m)) = m.
– For any re-encryption key rki→j , output by ReKeyGen(P P, skidi , idi , idj )
and any ct = Enc(P P, idi , m),
it holds that Dec(P P, skidj , ReEnc(P P, rki→j , ct)) = m.
Security Game of Unidirectional Selective Identity-Based Proxy ReEncryption Scheme against Chosen Plaintext Attack (IND-sID-CPA):
To describe the security model we first classify all of the users into honest (HU )
and corrupted (CU ). In the honest case an adversary does not know secret
key, whereas for a corrupted user the adversary has secret key. Let A be the
PPT adversary and Π = (SetUp, Extract, ReKeyGen, Enc, ReEnc, Dec)
be an IB-uPRE scheme with a plaintext space M and a ciphertext space C. Let
id∗ (∈ HU ) be the target user. Security game is defined according to the following
-sID-CPA (1n ) :
game ExpIND
A
1. SetUp: The challenger runs SetUp(1n ) to get (P P, msk) and give P P to
A.
2. Phase 1: The adversary A may make queries polynomially many times in
any order to the following oracles:
– OExtract : an oracle that on input id ∈ CU , output skid ; Otherwise,
output ⊥.
– OReKeyGen : an oracle that on input the identities of i-th and j-th users:
if idi ∈ HU \ {id∗ }, idj ∈ HU or idi , idj ∈ CU or idi ∈ CU, idj ∈ HU ,
output rki→j ; otherwise, output ⊥.
– OReEnc : an oracle that on input the identities of i, j-th users and ciphertext of i-th user: if idi , idj ∈ HU or idi , idj ∈ CU or idi ∈ CU, idj ∈
HU output re-encrypted ciphertext; otherwise, output ⊥.
3. Challenge: A outputs two messages m0 , m1 ∈ M and is given a challenge
ciphertext ctb ←− Enc(P P, id∗ , mb ) for either b = 0 or b = 1.
4. Phase 2: After receiving the challenge ciphertext, A continues to have access
to the OExtract , OReKeyGen and OReEnc oracle as in Phase 1.
5. ODecision : On input b0 from A, this oracle outputs 1 if b = b0 and 0 otherwise.
-sID-CPA (1n ) is
The advantage of an adversary in the above experiment ExpIND
A
1
0
defined as |Pr[b = b] − 2 |.
Definition 5. An IB-uPRE scheme is IND-sID-CPA secure if all PPT adver-sID-CPA (1n ).
saries A have at most a negligible advantage in experiment ExpIND
A
Remark 1. In [13], ReKeyGen query is allowed from id∗ to HU to make the
IB-uPRE collusion resilient (coalition of malicious proxy and delegetee to compute delegator’s secret key). Here, we have blocked ReKeyGen query from id∗
to HU and the proposed IB-uPRE scheme is not claimed to be collusion resilient.

3
3.1

Single-hop Identity-Based Unidirectional Proxy
Re-Encryption Scheme (IB-uPRE)
Construction of Single-hop IB-uPRE

In this section, we present our construction of single-hop IB-uPRE. We set the
parameters as the following.
6
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– G ∈ Zn×nk
is a gadget matrix for large enough prime power q = pe = poly(n)
q
and k = O(log q) = O(log n), so there are efficient algorithms to invert gG
and to sample for fG .
m̄×nk
– m̄ = O(nk) and the Gaussian D = DZ,r
, so that (Ā, ĀR) is negl(n)-far
from uniform for Ā.
– the LWE error rate α for IB-uPRE should satisfy 1/α = O(nk)3 · r3 .
To start out, we first recall encoding techniques from [18,1].
– Message Encoding: In the proposed construction, message space is M =
{0, 1}nk . M map bijectively to the cosets of Λ/2Λ for Λ = Λ(Gt ) by some
function encode that is efficient to evaluate and invert. In particular, letting
E ∈ Znk×nk be any basis of Λ, we can map m ∈ {0, 1}nk to encode(m)=
Em ∈ Znk [18].
– Encoding of Identity: In the following construction, we use full-rank dif; id 7→ Hid . We assume
ference map (FRD) as in [1]. FRD: Znq → Zn×n
q
identities are non-zero elements in Znq . The set of identities can be expanded
to {0, 1}∗ by hashing identities into Znq using a collision resistant hash. FRD
satisfies the following properties: 1. ∀ distinct id1 , id2 ∈ Znq , the matrix
Hid1 − Hid2 ∈ Zn×n
is full rank; 2. ∀ id ∈ Znq \ {0}, the matrix Hid ∈ Zn×n
q
q
is full rank; 3. FRD is computable in polynomial time (in n log q).
The proposed IB-uPRE consists of the following algorithms:
SetUp(1n ) : On input a security parameter n, do:
1.
2.
3.
4.

Choose Ā ← Zqn×m̄ , R ← D, and set Ā0 = −ĀR ∈ Zn×nk
.
q
Choose four invertible matrices H1 , H2 , H3 , H4 uniformly random from Zn×n
.
q
Choose two random matrices A1 , A2 from Zn×nk
.
q
Output P P = (Ā, Ā0 , A1 , A2 , H1 , H2 , H3 , H4 , G) and the master secret key
is msk = R.

Extract(P P, msk, id) : On input a public parameter P P , master secret key
msk and the identity of i-th user idi , do:


 
, where m =
1. Construct Ãi = Ā Ā0 +Hidi G = Ā −ĀR+Hidi G ∈ Zn×m
q
m̄ + nk. So, R is a trapdoor of Ãi with tag Hidi .


2. – Construct Ai1 = A1 + H3 Hidi G ∈ Zn×nk
and set A0i1 = Ãi Ai1 ∈
q
n×(m+nk)

3.

Zq
.
– Call the algorithm DelTrapO (A0i1 , R, H1 , s) to get a trapdoor Ri1 ∈
Zm×nk for A0i1 with tag H1 ∈ Zn×n
, where s ≥ η (Λ⊥ (Ãi )), so that
q
Ãi Ri1 = H1 G − Ai1 .


– Construct Ai2 = A2 + H4 Hidi G ∈ Zn×nk
and set A0i2 = Ãi Ai2 ∈
q
n×(m+nk)

Zq
.
– Call the algorithm DelTrapO (A0i2 , R, H2 , s) to get a trapdoor Ri2 ∈
Zm×nk for A0i2 with tag H2 ∈ Zn×n
, so that Ãi Ri2 = H2 G − Ai2 .
q
7
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Output the secret key as skidi = Ri1 Ri2 ∈ Zm×2nk . Notice that,


 Ri1 Ri2



Ãi Ai1 Ai2  I 0  = H1 G H2 G .
0 I
Enc(P P, idi , m ∈ {0, 1}nk ) : On input a public parameter P P , the identity of
i-th user idi and message m ∈ {0, 1}nk , do:


.
1. Construct Ãi = Ā −ĀR+Hidi G ∈ Zn×m
q
2. Construct Ai1
,
A
for
id
same
as
in
Extract
algorithm and set Ai =
i2
i

Ãi Ai1 Ai2 .
3. Choose a uniformly random s ← Znq .
m̄
nk
02
4. Sample error vectors e¯0 ← DZ,αq
and e00 , e1 , e2 ← DZ,s
=
0 , where s
2
2 2
m̄+nk
nk
nk
(kē0 k +m̄(αq) )r . Let the error vector e = (e0 , e1 , e2 ) ∈ Z
×Z ×Z ,
where e0 = (ē0 , e00 ) ∈ Zm̄ × Znk .
5. Compute bt = (b0 , b1 , b2 ) = 2(st Ai mod q) + et + (0, 0, encode(m)t )
mod 2q, where the first zero vector has dimension m̄ + nk, the second has
dimension nk and b0 = (b̄0 , b00 ).
6. Output the ciphertext ct = b ∈ Zm̄+3nk
.
2q
Dec(P P, skidi , ct) : On input a public parameter P P , the secret key of i-th user
skidi and ciphertext ct, do:
1. If ct has invalid form or Hidi = 0, output
 ⊥. Otherwise,
.
– Construct Ãi = Ā −ĀR+Hidi G ∈ Zn×m
q
– Construct
A
,
A
for
id
same
as
in
Extract
algorithm and set Ai =
i1
i2
i


Ãi Ai1 Ai2 .

2. Call InvertO ( Ri1 Ri2 , Ai , b, H2 ) to get z ∈ Znq and e = (e0 , e1 , e2 ) ∈
Zm̄+nk ×Znk ×Znk , where e0 = (ē0 , e00 ) ∈ Zm̄ ×Znk for which bt = zt Ai +et
mod q. If the√call to Invert fails
√ for any reason, output
√ ⊥.
3. If kē0 k ≥ αq m̄ or ke00 k ≥ αq 2m̄nk · r or kej k ≥ αq 2m̄nk · r for j = 1, 2,
output ⊥.
nk
4. Let V = b − e mod 2q, parsed as V = (V0 , V1 , V2 ) ∈ Zm̄+nk
× Znk
2q × Z2q ,
2q
/ 2Λ(Āt ), output ⊥.
where V0 = (V0 , V00 ) ∈ Zm̄
× Znk
. If V0 ∈
 2q
2q
Ri1 Ri2
5. Output encode−1 (Vt  I 0  mod 2q) ∈ {0, 1}nk if it exists, otherwise
0 I
output ⊥.
ReKeyGen(P P, skidi , idi , idj ) : On input a public parameter P P , the secret
key of i-th user skidi and identity of j-th user idj , do:




1. Construct Ai = Ãi Ai1 Ai2 , where Ãi = Ā Ā0 +Hidi G and Ai1 , Ai2
are same as in Extract
algorithm
.




2. Construct Aj = Ãj Aj1 Aj2 , where Ãj = Ā Ā0 +Hidj G and Aj1 , Aj2
are same as in Extract algorithm .
8
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3. Using SampleO with trapdoor Ri1 (from the secret key of ith user ), with
tag H1 , we sample from the cosets which are formed with the column of
the matrix Ā0 +Hidj G. After sampling nk times we get an (m̄ + 2nk) ×
nk matrix and parse it as three matrices X00 ∈ Zm̄×nk , X10 ∈ Znk×nk
and X20 ∈ Znk×nk matrices


 with Gaussian entries of parameter
 s. So,
X
X
00
00




Ãi −Ãi Ri1 + H1 G  X10  = Ā0 +Hidj G, i.e. Ãi Ai1  X10  = Ā0 +
X20
X20
Hidj G.
4. Continue sampling for the cosets obtained from the columns of the matrix Aj1 from Aj . This time, we increase the Gaussian parameter
 ofthe
p

 X01
resulting sampled matrix up to s m̄/2: Ãi −Ãi Ri1 + H1 G  X11  =
X21


X
01


Aj1 , i.e. Ãi Ai1  X11  = Aj1 .
X21
For the last sampling, to get a correct re-encryption, we will use the cosets
which are formed with the column of the matrix Aj2 + Ãi Ri2 − H2 G :



 X02
Ãi −Ãi Ri1 + H1 G  X12  = Aj2 + Ãi Ri2 − H2 G , where X01 , X02 ∈
X22
Zm̄×nk , X11 , X12 √
, X21 , X22 ∈ Znk×nk with entries distributed as Gaussian
with parameter s m̄.


I X00 X01 X02
 0 X10 X11 X12 
(m+2nk)×(m+2nk)

5. Output re-encryption key rki→j = 
,
 0 X20 X21 X22  ∈ Z
0 0 0 I
which satisfies: Ai · rki→j = Aj .
ReEnc(rki→j , ct) : On input rki→j and i-th user’s ciphertext ct, Compute:


t
b0 = bt · rki→j = 2st Ãj Aj1 Aj2 + ẽt + (0, 0, encode(m)t ), where ẽ =
˜0 , ẽ00 ) and ē
˜0 = ē0 , ẽ00 = ē0 X00 + e00 X10 + e1 X20 , ẽ1 =
(ẽ0 , ẽ1 , ẽ2 ), ẽ0 = (ē
0
ē0 X01 + e0 X11 + e1 X21 , ẽ2 = ē0 X02 + e00 X12 + e1 X22 + e2 .
Then output ct0 = b0 .
3.2

Correctness and Security

In this section, we analyze the correctness and security of the proposed scheme.
Theorem 1 (Correctness). The IB-uPRE scheme with parameters proposed in
Section 3.1 is correct.
Proof. To show that the decryption algorithm outputs a correct plaintext, it is
required to consider both original and re-encrypted ciphertext. The arguments
for the original ciphertext follows from the Lemma 6.2 of [18]. For re-encrypted
ciphertext, the main point is to consider the growth of error due to re-encryption.
9
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Argument for the controlled growth of error of re-encrypted ciphertext follows,
with some modifications, from Lemma 15 of [16]. Details proof is omitted due
to space constrained.
Theorem 2 (Security). The above scheme is IND-sID-CPA
secure assuming
√
the hardness of decision-LWEq,α0 for α0 = α/3 ≥ 2 n/q.
Proof. First, using the same technique in [18], we transform the samples from
LWE distribution to what we will need below. Given access to an LWE distribution As,α0 over Znq × T, (whereT = R/Z) for any s ∈ Znq , we can transform
its samples (a, b = hs, ai/q + e mod 1) to have the form (a, 2(hs, ai mod q) + e0
mod 2q) for e0 ← DZ,αq , by mapping b 7→ 2qb + DZ−2qb,s mod 2q, where
s2 = (αq)2 − (2α0 q)2 ≥ 4n ≥ η (Z)2 , η is smoothing parameter [20,18]. This
transformation maps the uniform distribution over Znq × T to the uniform distribution Znq × Z2q . Once the LWE samples are of the desired form, we construct
column-wise matrix A∗ from these samples a and a vector b∗ from the corresponding b. Let idi∗ be the target user. The proof follows by sequence of games.
Game 0: This is the original IND-sID-CPA game from definition between an
attacker A against scheme and an IND-sID-CPA challenger.
Game 1: In Game1, we change the way that the challenger generates Ā, Ā0 , A1 ,
A2 in the public parameters. In SetUp phase, do as follows:
– Set the public parameter Ā = A∗ , where A∗ is from LWE instance (A∗ , b∗ )
and set Ā0 = −A∗ R − Hidi∗ G, where R is chosen according to Game 0.
– Choose four invertible matrices H1 , H2 , H3 , H4 uniformly random from Zn×n
.
q

 ∗
m×nk
∗
0
– Choose Ri∗ 1 , Ri∗ 2 ← D = DZ,r ; Set A1 = − A −A R · Ri∗ 1 and


A02 = − A∗ −A∗ R · Ri∗ 2 ; Construct A1 = A01 − H3 Hidi∗ G and A2 =
A02 − H4 Hidi∗ G.
– Set P P = (Ā, Ā0 , A1 , A2 , H1 , H2 , H3 , H4 , G) and send it to A.
To
secret key query against
Ãi =
 ∗answer

idi ∈ CU , challenger will construct

A −A∗ R − Hidi∗ G + Hidi G = A∗ −A∗ R + (Hidi − Hidi∗ )G . So, R is
a trapdoor of Ãi with invertible tag (Hidi − H
 idi∗ ). Then
 using Extract algorithm, challenger gets the secret key skidi = Ri1 Ri2 for idi , sends skidi to
A. Challenger will send ⊥, against
the secret
key query for idi ∈ HU .


Note that for idi∗ , Ãi∗ = A∗ −A∗ R , so A01 = −Ãi∗ Ri∗ 1 , A02 = −Ãi∗ Ri∗ 2
 


and Ai∗ = Ãi∗ Ai∗ 1 Ai∗ 2 = Ãi∗ A1 + H3 Hidi∗ G A2 + H4 Hidi∗ G
 


= Ãi∗ A01 A02 = Ãi∗ −Ãi∗ Ri∗ 1 −Ãi∗ Ri∗ 2 .
For the re-encryption key query and re-encryption query, challenger maintain the restrictions as in definition 5 and computes rki→j , ReEnc(rki→j , ct)
according to the ReKeyGen and ReEnc algorithms to reply
 ∗ the∗adversary.

∗
∗
A −A R · Ri∗ 1 ,
Due
to
left-over
hash
lemma
[1,
Lemma
14],
(A
,
−A
R,
−
 ∗

− A −A∗ R ·Ri∗ 2 ) is statistically
indistinguishable
with uniform distribution.



Hence, (A∗ , −A∗ R−Hidi∗ G, − A∗ −A∗ R ·Ri∗ 1 −H3 Hidi∗ G, − A∗ −A∗ R ·
Ri∗ 2 − H4 Hidi∗ G) is statistically indistinguishable with uniform distribution.
Since Ā, Ā0 , A1 , A2 and responses to key queries are statistically close to those
in Game 0, Game 0 and Game 1 are statistically indistinguishable.
10
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Game 2: In Game2 we change the way that the challenger generates challenge
ciphertext. Here Challenger will produce the challenge ciphertext b on a message
m̄
m ∈ {0, 1}nk for idi∗ as follows: Choose s ← Znq and ē0 ← DZ,αq
as usual, but do
t
0
t
t ∗
t
not choose e0 , e1 , e2 . Let b̄0 = 2(s A mod q) + ē0 mod 2q and b00 = −b̄t0 R +
nk
0
êt0 mod 2q, where ê0 ← DZ,s
0 . So, b0 = (b̄0 , b0 ). The last 2nk coordinates can
t
t
t
t
t
be set as b1 = −b0 Ri∗ 1 + ê1 mod 2q; b2 = −b0 Ri∗ 2 + êt2 +encode(m) mod 2q,
nk
∗
where ê1 , ê2 ← DZ,s
in all the above expression,
0 . Finally, replace b̄0 with b
t
t
∗
∗
¯
where (A , b ) is the LWE instance. Therefore, b0 = b∗ t ; b00 = −b∗t R + êt0
t
t
mod 2q; bt1 = −b∗0 Ri∗ 1 +êt1 mod 2q; bt2 = −b∗0 Ri∗ 2 +êt2 +encode(m) mod 2q.
Set b∗0 t = (b∗ t , −b∗t R + êt0 mod 2q). Then the challenger output the challenge
ciphertext ct = b = (b∗0 , b1 , b2 ).
We now show that the distribution of b is within negl(n) statistical distance of that in Game 1 from the adversary’s view. Clearly, b∗ have essentially the same distribution as in Game 0 by construction. By substitution we
t
have: b00 = 2(st (−A∗ R) mod q) + ēt0 R + êt0 mod 2q; bt1 = 2(st (−Ãi∗ Ri∗ 1 )
mod q) + (ēt0 , ēt0 R + êt0 )Ri∗ 1 + êt1 mod 2q; bt2 = 2(st (−Ãi∗ Ri∗ 2 ) mod q) +
(ēt0 , ēt0 R + êt0 )Ri∗ 2 + êt2 + encode(m) mod 2q.
By Corollary 3.10 in [22], the noise term ēt0 R + êt0 of b00 is within negl(n)
nk
statistical distance from discrete Gaussian distribution DZ,s
0 . The same argument, also, applies for the noise term of b1 , b2 . Hence, Game 1 and Game 2
are statistically indistinguishable.
Game 3: Here, we only change how the b∗ component of the challenge ciphertext
is created, letting it be uniformly random in Zm̄
2q . Challenger construct the public
parameters, answer the secret key queries, re-encryption queries and construct
the last 3nk coordinates of challenge ciphertext exactly as in Game 2. It follows
from the hardness of the decisional LWEq,α0 that Game 2 and Game 3 are
computationally indistinguishable.
Now, by the left-over hash lemma [1, Lemma 14], (A∗ , b∗ , −A∗ R, b∗t R,
−Ãi∗ Ri∗ 1 , b∗0 t Ri∗ 1 , −Ãi∗ Ri∗ 2 , b∗0 t Ri∗ 2 ) is negl(n)-uniform when R, Ri∗ 1 , Ri∗ 2
are chosen as in Game 2. Therefore, the challenge ciphertext has the same distribution (up to negl(n) statistical distance) for any encrypted message. So, the
advantage of the adversary against the proposed scheme is same as the advantage
of the attacker against decisional LWEq,α0 .
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Abstract. Isogeny-based cryptography, such as commutative supersingular isogeny Diffie-Hellman (CSIDH), has been shown to be promising
candidates for post-quantum cryptography. However, their speeds have
remained unremarkable. For example, computing odd-degree isogenies
between Montgomery curves is a dominant computation in CSIDH. To
increase the speed of this isogeny computation, this study proposes a new
technique called the “2-ADD-Skip method,” which reduces the required
number of points to be computed. This technique is then used to develop
a novel algorithm for isogeny computation. It is found that the proposed
algorithm requires fewer field arithmetic operations for the degrees of
` ≥ 19 compared with the algorithm of Meyer et al., which utilizes
twisted Edwards curves. Further, a prototype CSIDH-512 implementation shows that the proposed algorithm can give a 6.7% speedup over the
implementation by Meyer et al. Finally, individual experiments for each
degree of isogeny show that the proposed algorithm requires the lowest
number of clock cycles among existing algorithms for 19 ≤ ` ≤ 373.
Keywords: Isogeny, Montgomery curves, Post-quantum cryptography

1
1.1

Introduction
Overview

Post-quantum cryptography has been studied intensively in response to threats
brought about by the rapid development of quantum computing. Isogeny-based
cryptography, such as supersingular isogeny Diffie-Hellman (SIDH) [9] and commutative SIDH (CSIDH) [4], has been considered as promising candidates for
post-quantum cryptography. In particular, supersingular isogeny key encapsulation (SIKE) [11], an SIDH-based key encapsulation algorithm, has recently
entered as an alternative algorithm the third round of the post-quantum cryptography standardization process promoted by the National Institute of Standards
and Technology (NIST). Among all candidates in the competition, SIKE has the
smallest public key size [1]. In 2018, CSIDH was proposed as a non-interactive
key exchange protocol with an even smaller public key size than that of SIDH.
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However, its speed performance is not as impressive and leaves a lot of room for
improvement.
There have been a series of research efforts attempting to tailor the CSIDH algorithm and its parameters to increase its speed [13, 12, 10, 16]. Researchers have
also focused on its two main subroutines, namely: scalar multiplication and odddegree isogeny computation on Montgomery curves. For example, CervantesVázquez et al. sped up the addition chain for scalar multiplication [5], while
Meyer-Reith reduced the cost of isogeny computation by using twisted Edwards curves [13]. Specifically, for an elliptic curve E with a finite subgroup
Φ, there exists an elliptic curve E 0 and an isogeny φ : E −→ E 0 satisfying
ker(φ) = Φ. Isogeny computation consists of computing points in the kernel Φ,
E 0 , and φ(P ) ∈ E 0 for P ∈ E. Meyer and Reith have found that E 0 can be
computed more efficiently by using the isomorphic curve in the twisted form
of the Edwards curves. Additionally, Bernstein et al. have proposed a different
sequence to compute points in Φ [3]. It is noted that their approach still requires
to compute the same number of points in Φ.
The present work investigates the reduction of the cost of isogeny computation to realize compact and efficient post-quantum cryptography. While conventional algorithms precisely compute the points in Φ, this study focuses on
reducing the number of points to be computed 3 . It may be noted that researches
have also been exploring constant-time algorithms and their optimizations for
protection against side-channel attacks [12, 17, 5]. The approach proposed herein
is also applicable to these constant-time algorithms.

1.2

Contributions

This study focuses on the isogeny computation with odd degrees ` on Montgomery curves. The “2-ADD-Skip method” is proposed to reduce the number of
points to be computed during isogeny computation. Specifically, a novel efficient
algorithm to utilize the technique is presented, and its computational cost is
analyzed in terms of the required amount of field multiplication, squaring, and
addition. The proposed algorithm is compared with the combined algorithm by
Costello et al. [6] and Castryck et al. [4] The algorithm can reduce the computational cost and and lower the required number of field arithmetic operations
when ` ≥ 13. Similarly, for the algorithm with twisted Edwards curves as shown
in [13], the proposed technique can be also applied. It is seen that the proposed
algorithm can reduce the computational cost and lower the required number of
field arithmetic operations when ` ≥ 19. Experiments are conducted on an Intel
Core i7-8569U Coffee Lake processor by comparing a CSIDH-512 implementation whose isogeny computation is performed by the proposed algorithm with
that in [13]. The proposed algorithm is found to be faster by approximately
6.7%. Furthermore, they also show that the proposed algorithm requires lower
number of clock cycles than any other algorithms for 19 ≤ ` ≤ 373.
3

A new paper by Bernstein et al. [2] is discussed in Section 5.2.
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1.3

Organization

The reminder of this paper is organized as follows. Section 2 presents a brief review of elliptic curves, isogenies, and CSIDH. Section 3 summarizes algorithms
for isogeny computation on Montgomery curves. Section 4 describes the proposed 2-ADD-Skip method as well as algorithms to utilize it. An analysis of the
computational cost of the proposed method is then discussed in terms of the
required number of field arithmetic operations. Section 5 reports the preliminary experimental results of increasing the speed of CSIDH using the proposed
approach. Finally, Section 6 concludes this paper.

2
2.1

Preliminaries
Montgomery curves

Let K be a field with char(K) 6= 2. A Montgomery curve [14] over K with
coefficients a, b ∈ K, b(a2 − 4) 6= 0 is given by
Ma,b : by 2 = x3 + ax2 + x.

(1)

The scalar multiplication is denoted by k as [k]P := P + · · · + P .
{z
}
|
k

Alternatively, following the work of Costello, Longa, and Naehrig [7], Montgomery curves can alternatively be written as
MA,B,C : BY 2 Z = CX 3 + AX 2 Z + CXZ 2 ,
where (A, B, C), (X, Y, Z) ∈ P2 (K), C 6= 0, Z 6= 0, a = A/C, b = B/C, x = X/Z
and y = Y /Z. Let
ϕx : P2 (K) −→ P1 (K), (X : Y : Z) 7−→ (X : Z).
For the points (X : Z) ∈ P1 (K), Montgomery himself introduced efficient addition formulae as follows [14]. Let P, Q ∈ Ma,b (K), (XP : ZP ) = ϕx (P ), and
(XQ : ZQ ) = ϕx (Q).
– When P 6= Q,

XP +Q = ZP −Q (XP XQ − ZP ZQ )2





= ZP −Q [(XP − ZP )(XQ + ZQ ) + (XP + ZP )(XQ − ZQ )]2 ,

ZP +Q = XP −Q (XP ZQ − ZP XQ )2




= XP −Q [(XP − ZP )(XQ + ZQ ) − (XP + ZP )(XQ − ZQ )]2 .
– When P = Q,

2
2

 X[2]P = 4C(XP + ZP ) (XP − ZP ) ,
Z[2]P = (4XP ZP )(4C(XP − ZP )2 + (A + 2C)(4XP ZP )),


4XP ZP = (XP + ZP )2 − (XP − ZP )2 .
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From these formulae in XZ-only coordinates, two functions are defined:
ADD : (ϕx (P ), ϕx (Q), ϕx (P − Q)) 7−→ ϕx (P + Q),
DBL : (ϕx (P ), (A : C)) 7−→ ϕx ([2]P ).
Let M, S, and a denote the computational costs of multiplication, squaring, and
addition, respectively, in a field K. Then ADD requires 4M + 2S + 6a operations,
and DBL requires 4M + 2S + 8a operations as in [13].
2.2

Isogenies

Let E and E 0 be elliptic curves. An isogeny from E to E 0 is a morphism φ : E −→
E 0 satisfying φ(OE ) = OE 0 . If φ is separable, then # ker(φ) = deg φ, where φ
denotes an `-isogeny for ` = deg φ. Let Φ be a finite subgroup of E. Then, There
exist a unique elliptic curve E 0 up to an isomorphism and a separable isogeny
φ : E −→ E 0 satisfying ker(φ) = Φ. For a given E and Φ, the Vélu’s formula
provides explicit equations for E 0 and φ [21]. Isogeny computation consists of
computing points in the kernel Φ, computing the coefficients of the new curve
E 0 by referring to curve computation, and computing φ(P ) ∈ E 0 for P ∈ E by
referring to image computation.
2.3

CSIDH

CSIDH is a non-interactive key exchange protocol proposed by Castryck, Lange,
Martindale, Panny, and Renes in 2018 [4]. Let p be a prime number, and E``p (Z[
√
−p]) be a set of Fp -isomorphic classes of supersingular Montgomery curves de√
fined over Fp whose endomorphism ring is isomorphic to Z[ −p]. The ideal
√
√
class group Cl(Z[ −p]) acts freely and transitively on the set E``p (Z[ −p]).
Then, Castryck et al. construct a Diffie-Hellman-style key exchange protocol
based on the Couveignes–Rostovtsev–Stolbunov scheme [8, 19, 20]. Let E0 ∈
√
√
E``p (Z[ −p]). Alice chooses a secret a ∈ Cl(Z[ −p]) and generates her public key Ea = a · E0 by computing the action given by a. Bob also computes his
public key Eb with his secret b. Now Alice and Bob can compute a shared secret
√
a · b · E0 = a · Eb = b · Ea by the commutativity of Cl(Z[ −p]).
√
The action given by a class group element a ∈ Cl(Z[ −p]) is defined by an
isogeny φ : E −→
Qn E/E[a], where E[a] = ∩α∈a ker(α). In CSIDH, a prime of
the form p = 4 i=1 `i − 1 is used, where `i ’s are odd primes. The principal
√
ideal (`i ) splits into li = (`i , π − 1) and li = (`i , π + 1) over Z[ −p], where π is
the Frobenius endomorphism. Hence, the action given by li corresponds to the
`i -isogeny whose kernel is generated by a point over Fp . Similarly, the action
given by li corresponds to the `i -isogeny whose kernel is generated by a point
√
−1
over Fp2 \ Fp . We have li =
Qliei in Cl(Z[ −p]). Then, an element in the class
group is sampled by a =
li for small integers ei ’s. Hence, a secret key is
represented by a vector e = (e1 , . . . , en ). Therefore, given a secret vector e, the
main computation in CSIDH is the evaluation of the class group actions. This
requires |ei | operations to compute each `i -isogenies for all odd prime factors `i
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of p + 1. Furthermore, public keys and shared secrets are elements in Fp because
√
curves in E``p (Z[ −p]) can be represented by supersingular Montgomery curves
of the form Ea : y 2 = x3 + ax2 + x for a ∈ Fp .
The high-level concept of the class group action evaluation is given in Algorithm 1. It can be seen that the scalar multiplications in lines 6 and 8 and the odd-

Algorithm 1 Evaluation of the class group action
Input: a ∈ Fp , e = (e1 , . . . , en )
Q
Output: a0 ∈ Fp s.t. Ea0 = a · Ea where a = lei i
1: while ∃ei 6= 0 do
2:
Sample a random x ∈ Fp .
3:
s ← +1 if x3 + ax2 + x is square in Fp , else s ← −1
4:
S ← {i | ei 6= 0, sign(ei ) = s}
5:
if S 6= ∅Qthen
6:
k ← i∈S `i , Q ← [(p + 1)/k](x : 1)
7:
for i ∈ S do
8:
R ← [k/`i ]Q
9:
if R 6= O then
10:
`i -isogeny computation φ : Ea → Ea0 , ker(φ) = hRi
0
a ← a , Q ← φ(Q), k ← k/`i , ei ← ei − s
11:
end if
12:
end for
13:
end if
14: end while
15: return a

degree isogeny computations in line 10 are the primary subroutines in this algorithm. Furthermore, the computational cost of evaluation of class group actions
depends on the secret vector e, which can be a target in side-channel attacks. To
protect against the attacks, Meyer, Campos, and Reith proposed a constant-time
algorithm by constructing a dummy computation of `i -isogenies [12].
In a parameter set CSIDH-512, all ei ’s are chosen from the interval [−5, . . . , 5].
Further, p + 1 has 74 odd prime factors: `1 = 3, `2 = 5, . . . , `73 = 373, and
`74 = 587. It is noted that `i happens to be the i-th smallest odd prime in all
cases except the last `74 . This parameter set is estimated to provide a security
level of NIST-1.

3

Isogeny computation on Montgomery curves

This section summarizes algorithms for the isogeny computation on Montgomery
curves with odd degree ` = 2d + 1, where an isogeny is given by φ : MA,B,C −→
MA0 ,B 0 ,C 0 . These algorithms are constructed based on an explicit formula derived
by Costello and Hisil. It is noted that given a generator (X1 : Z1 ), where (Xi :
Zi ) := ϕx ([i]P ) for ker(φ) = hP i, all points (X2 : Z2 ), . . . , (Xd : Zd ) are precisely
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computed using addition formulae. Moreover, a technique is described to speed
up the curve computation by using twisted Edwards curves.
Hereinafter, (Xi : Zi ) is denoted as a point in the ker(φ), as given above.
Further, (X : Z) ∈ MA,B,C and (X 0 : Z 0 ) := φ((X : Z)) ∈ MA0 ,B 0 ,C 0 are defined
for image computation, and we denote (A0 : C 0 ) and (A : C) are denoted as
curve coefficients in curve computation.
3.1

Costello-Hisil formula

Costello and Hisil derived an explicit formula for computing odd-degree isogenies
between Montgomery curves [6]. Given a field K with char(K) 6= 2, let P be a
point of order ` = 2d + 1 on the Montgomery curve Ma,b : by 2 = x3 + ax + x. We
Pd
Pd
Qd
write σ = i=1 x[i]P , σ̃ = i=1 1/x[i]P and π = i=1 x[i]P , where x[i]P denotes
the x-coordinate of [i]P . The Montgomery curve Ma0 ,b0 : b0 y 2 = x3 + a0 x + x
with
a0 = (6σ̃ − 6σ + a)π 2 and b0 = bπ 2
(4)
is the codomain of `-isogeny φ : Ma,b −→ Ma0 ,b0 with ker(φ) = hP i, which is
defined by the coordinate map
φ : (x, y) 7−→ (f (x), yf 0 (x)),
where

d 
Y
x · x[i]P − 1 2
,
f (x) = x ·
x − x[i]P
i=1

(5)

and f 0 (x) is its derivative. It is noted that Renes gave a different proof and
generalized the formula for any separable isogeny whose kernel does not contain
(0, 0) [18].
In a projective space P1 (K), Equation (5) leads to Equation (6) for point
computation:
2
2
(X 0 : Z 0 ) = (X · (SX ) : Z · (SZ ) ),
(6)
where
SX =

d
Y

(XXi − Zi Z) and SZ =

i=1

d
Y

(XZi − Xi Z).

(7)

i=1

Similarly, Equation (4) leads to Equation (8) for curve computation:
(A0 : C 0 ) = (τ (A − 3σ) : C)

(8)


2
= AT0 T`−1 − 3C(T0 T`−2 − T1 T`−1 ) : CT`−1
,
where
τ=

`−1
Y
i=1

T0 =

Y
i

`−1 

X
Y
Xi , T1 =
(Zi
Xj ), T`−2
i


Xi
Xi
−
,
Zi
Zi
X
Y
Y
=
(Xi
Zj ), and T`−1 =
Zi .

X
Xi
, σ=
Zi
i=1

i

j6=i

j6=i

i

(9)
Castryck et al. defined Ti as

P`−1

i
i=0 Ti w =
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Q`−1

i=1 (Zi w + Xi ) [4].
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3.2

Conventional algorithm for isogeny computation on
Montgomery curves

In a conventional algorithm for odd-degree isogeny computation on Montgomery
curves, intermediate variables such as SX , SZ , T0 , T1 , T`−2 , and T`−1 are computed first. As shown in Equations (7) and (9), all these variables are polynomial
in (Xi : Zi ) for i = 1, . . . , d; hence, they are computed by iteration. To begin
with, all intermediate variables are initialized with (X1 : Z1 ) as follows: SX =
(X −Z)(X1 +Z1 )+(X +Z)(X1 −Z1 ), SZ = (X −Z)(X1 +Z1 )−(X +Z)(X1 −Z1 ),
T0 = X1 , T1 = Z1 , T`−2 = Z1 , and T`−1 = X1 . Then, for all i = 2, . . . , d, a point
(Xi : Zi ) is computed using the addition formula, and intermediate variables are
successively updated by following the formulae (10) and (11).
(
SX ← SX · ((X − Z) · (Xi + Zi ) + (X + Z) · (Xi − Zi )) ,
(10)
SZ ← SZ · ((X − Z) · (Xi + Zi ) − (X + Z) · (Xi − Zi )) ;

T1 ← T1 · Xi + T0 · Zi ,



 T ←T ·X ,
0
0
i
T`−2 ← T`−2 · Zi + T`−1 · Xi ,



T`−1 ← T`−1 · Zi .

(11)

Here, the update formulae (10) and (11) require 4M+4a and 6M+2a operations,
respectively; this is because X + Z and X − Z can be reused over several updates
if they are computed once at the beginning of the algorithm. Finally, (X 0 : Z 0 )
and (A0 : C 0 ) are computed by Equations (6) and (8).
Algorithm 2 summarizes the algorithm for (` = 2d + 1)-isogeny computation
on Montgomery curves. It requires a total of (14d − 5)M + (2d + 1)S + (12d − 1)a
operations.
It is noted that d points can be computed in the kernel with more doubling
(DBL) operations owing to Montgomery ladder-like iterations as mentioned by
Bernstein et al. [3] This technique reduces computational costs particularly
when Z1 = 1 or C = 1 because DBL requires fewer multiplication operations in
these cases. However, Z1 6= 1 and C 6= 1 are generally observed in CSIDH, unless
inversion is computed with a certain amount of field multiplications. The effect
of normalization will not be considered as it is beyond the scope of this paper.
3.3

Curve computation through twisted Edwards curves

Meyer and Reith proposed a faster approach to curve computation by using
twisted Edwards curves [13].
As per their approach, when b = 1, it is possible to convert a curve between
its Montgomery form and twisted Edwards form at the cost of a only few field
additions:
a0 = A + 2C, d0 = A − 2C,
(A : C) = (2(a0 + d0 ) : a0 − d0 ) .
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Algorithm 2 Isogeny computation on Montgomery curves
Input: d, (X : Z), (X1 : Z1 ), and (A : C)
Output: (X 0 : Z 0 ) and (A0 : C 0 )
1: t+ ← X + Z, t− ← X − Z
// 2a
2: t0 ← t− · (X1 + Z1 ), t1 ← t+ · (X1 − Z1 )
// 2M + 2a
3: (SX : SZ ) ← (t0 + t1 , t0 − t1 )
// 2a
4: (T0 , T1 , T`−2 , T`−1 ) ← (X1 , Z1 , Z1 , X1 )
5: for i = 2 to d do
6:
if i == 2 then
7:
(Xi : Zi ) ← DBL((X1 : Z1 ), (A : C))
// 4M + 2S + 8a
8:
else
9:
(Xi : Zi ) ← ADD((Xi−1 : Zi−1 ), (X1 : Z1 ), (Xi−2 : Zi−2 ))
// 4M + 2S + 6a
10:
end if
11:
Update (SX : SZ ) by (10) with (Xi : Zi )
// 4M + 4a
12:
Update (T0 , T1 , T`−2 , T`−1 ) by (11) with (Xi : Zi )
// 6M + 2a
13: end for

// 2M + 2S
14: (X 0 : Z 0 ) ← X · (SX )2 : Z · (SZ )2

2
15: (A0 : C 0 ) ← A · T0 · T`−1 − 3C(T0 · T`−2 − T1 · T`−1 ) : C · T`−1
// 5M + S + 4a
16: return (X 0 : Z 0 ) and (A0 : C 0 )

In the context of isogeny computation, the efficient conversion is always available
due to an isomorphism
between by 2 = x3 + ax2 + x and ỹ 2 = x̃3 + ax̃2 + x̃
√
given by y = ỹ/ b. Furthermore, Moody and Shumow presented an explicit
formula for isogeny computation on twisted Edwards curves [15]. Specifically,
curve computation in Y Z-only coordinates is given by Equation (12):
8
a0tE = a`tE · πZ
, d0tE = d`tE · πY8 ,

(12)

where
πZ =

d
Y

ZitE and πY =

d
Y

YitE .

(13)

i=1

i=1

A point (X : Z) on the Montgomery curve over P1 (K) can be transformed to a
point (Y tE : Z tE ) on the corresponding twisted Edwards curve as follows:
(X : Z) 7−→ (Y tE : Z tE ) = (X − Z : X + Z).

(14)

Thus, the update formula (11) for intermediate variables in curve computation
on Montgomery curves can be replaced by the following formula (15):
(
πY ← πY · (Xi − Zi ),
(15)
πZ ← πZ · (Xi + Zi ).
Therefore, the computational cost per update for curve computation is reduced
from 6M + 2a to 2M because Xi − Zi and Xi + Zi have already been computed
in the point computation formula (10) for point computation. The bit length
˜ and (`/2)M
˜
˜ is assumed to be required to compute
of ` is denoted as `,
+ `S
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the `-th power. Isogeny computation on Montgomery curves can be sped up to
(10d + `˜ − 4)M + (2d + 2`˜ + 6)S + (10d + 3)a field arithmetic operations. This
requires (4d − `˜ − 5)M + (−2`˜ − 5)S + (2d − 2)a operations fewer than those in
the Algorithm 2.

4

Proposed approach

In this section, a novel technique called the “2-ADD-Skip method” is proposed,
and its application to to isogeny computation is discussed. Let us explain rough
sketch of our strategy.
In Algorithm 2, given a point (X1 : Z1 ), the points in the kernel (Xi : Zi )
for i = 2, . . . , d are precisely computed by the addition formulae, and used for
the corresponding update formulae. However, the coordinates of all d points are
not necessarily required as long as the image (X 0 : Z 0 ) and the new coefficient
(A0 : C 0 ) can be computed. Hence, the 2-ADD-Skip method is proposed, in
which new formulae for computing updates are shown in terms of two points,
namely: (Xm+n : Zm+n ) and (Xm−n : Zm−n ); this is achieved by using only
(Xm : Zm ) and (Xn : Zn ) for m 6= n. By this method, two additions that are
required to compute (Xm : Zm ) and (Xn : Zn ) are skipped. To apply the 2ADD-Skip method to isogeny computation, the notion of the complete chain is
introduced, describing the update process. In conventional methods, the chain
may be expressed as 1 → 2 → · · · → d. Here, a chain fill-in using the 2-ADD-Step
methods is proposed.
4.1

2-ADD-Skip method

Equations for image computation (7) and curve computation (9) show that all
intermediate variables such as SX are symmetrical in terms of index i. For example, on expressing T1 (X1 , Z1 , . . . , Xn , Zn ) as a polynomial in X1 , Z1 , . . . , Xn , Zn ,
the relation T1 (X1 , Z1 , . . . , Xn , Zn ) = T1 (Xσ (1), Zσ (1), . . . , Xσ (n), Zσ (n)) holds
true for any σ ∈ Sn where Sn is the symmetric group of degree n. Additionally,
the respective update formulae, (10) and (11), are expressed as linear combinations of Xi and Zi . Therefore, if Xi Xj , Zi Zj , and Xi Zj + Xj Zi exist for some
indices i and j, updates can be performed in terms of (Xi : Zi ) and (Xj : Zj )
according to the new update formulae (16) and (17), respectively:
(
SX ← SX · ((X 2 ) · Xi Xj − (XZ) · (Xi Zj + Xj Zi ) + (Z 2 ) · Zi Zj ),
(16)
SZ ← SZ · ((X 2 ) · Zi Zj − (XZ) · (Xi Zj + Xj Zi ) + (Z 2 ) · Xi Xj );

T1



 T
0
T`−2



T`−1

← T1 · Xi Xj + T0 · (Xi Zj + Xj Zi ),
← T0 · Xi Xj ,
← T`−2 · Zi Zj + T`−1 · (Xi Zj + Xj Zi ),
← T`−1 · Zi Zj .
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The new formulae (16) and (17) require 7M + 4a and 6M + 2a respectively, as
X 2 , XZ and Z 2 can be reused if they are computed once at the beginning of the
algorithm.
Furthermore, for any indices m and n with m 6= n, Xm+n Xm−n , Zm+n Zm−n
and Xm+n Zm−n + Xm−n Zm+n can be computed from (Xm : Zm ) and (Xn : Zn )
as follows. As in [14], let (x3 , y3 ) = (x1 , y1 ) + (x2 , y2 ) and (x4 , y4 ) = (x1 , y1 ) −
(x2 , y2 ), where (x1 , y1 ) 6= (x2 , y2 ) ∈ Ma,b (K). By the addition law, x3 x4 and
x3 + x4 can be expressed without using y-coordinates:
x3 x4 =

2(x1 + x2 )(x1 x2 + 1) + 4ax1 x2
(1 − x1 x2 )2
, x3 + x4 =
.
(x2 − x1 )2
(x2 − x1 )2

Considering them over P1 (K), we have:

Xm+n Xm−n = C(Xn Xm − Zn Zm )2 ,



Z
2
m+n Zm−n = C(Xn Zm − Xm Zn ) ,

Xm+n Zm−n + Xm−n Zm+n = 2C(Xn Zm + Xm Zn )(Xn Xm + Zn Zm )



+ 4AXn Xm Zn Zm .

(18)

Equation (18) can be computed by 9M + 3S + 7a field arithmetic operations
using the following transformation:

4AXn Xm Zn Zm = A (Xn Xm + Zn Zm )2 − (Xn Xm − Zn Zm )2 .
In summary, if we have (Xm : Zm ) and (Xn : Zn ) for some m 6= n, then
updates for curve and image computation in terms of (Xm+n : Zm+n ) and
(Xm−n : Zm−n ) can be computed without using those points themselves. This
technique is called the “2-ADD-Skip method” because two executions of ADD for
(Xm+n : Zm+n ) and (Xm−n : Zm−n ) can be skipped.
Table 1 shows the computational cost of computing updates in terms of
two points, (Xi : Zi ) and (Xj : Zj ), with and without the 2-ADD-Skip method.
Each time the proposed method is used for isogeny computation on Montgomery
Table 1. Computational cost of updates in terms of two points (Xi : Zi ) and (Xj : Zj )
with and without the 2-ADD-Skip method.
(i) Conventional approach (ii) 2-ADD-Skip method
Computing
(Xi : Zi ) and (Xj : Zj )
or Xi Xj , Zi Zj
and Xi Zj + Xj Zi
Updates for
image computation
Updates for
Mon
curve computation with tE
Mon
Total
with tE

Diff (ii)−(i)

8M + 4S + 12a

9M + 3S + 7a

−1M + 1S + 5a

8M + 8a

7M + 4a

1M + 4a

12M + 4a
4M
28M + 4S + 24a
20M + 4S + 20a

6M + 2a
2M + 3a
22M + 3S + 13a
18M + 3S + 14a

6M + 2a
2M − 3a
6M + 1S + 11a
2M + 1S + 6a

curves, 6M + 1S + 11a operations can be saved. Therefore, increasing the usage
of this method leads to a faster algorithm for isogeny computation.
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4.2

An efficient algorithm with 2-ADD-Skip method

To apply the 2-ADD-Skip method to correct isogeny computations, the following
conditions should be satisfied:
– (Xi : Zi ), (Xj : Zj ), and (Xi−j : Zi−j ) should be available before computing
the point (Xi+j : Zi+j );
– (Xm : Zm ) and (Xn : Zn ) should be available before computing updates in
terms of (Xm+n : Zm+n ) and (Xm−n : Zm−n ) with 2-ADD-Skip method;
and
– the result is equivalent to that when each update is executed exactly once in
terms of (Xi : Zi ) for i = 2, . . . , d without duplication nor omission.
Importantly, it is observed that for a point (Xmi : Zmi ) and n points
(X1 : Z1 ), . . . , (Xn : Zn ), updates in terms of 2n + 1 points can be computed
by using a single update in terms of (Xmi : Zmi ) and n 2-ADD-Skip methods as {(Xmi −1 : Zmi −1 ), (Xmi +1 : Zmi +1 )}, . . . , {(Xmi −n : Zmi −n ), (Xmi +n :
Zmi +n )}, as shown in Figure 1. In this context, the pivot (Xmi : Zmi ) is called
strategic point
2

...

mk =
d−n

...

mi

2-ADD-skip methods
...
mi − n . . . mi − 1

...

...

mi + 1 . . . mi + n . . .

d − 2n . . . mk − 1

...
mk + 1

...

d

2n leaf nodes

Fig. 1. Complete chain with n-time 2-ADD-Skip methods

the i-th strategic point. Notably, the point addition that is required to compute
points corresponding to leaf nodes can be skipped. If the (i + 1)-th strategic
point is set as mi + 2n + 1, updates can be computed in terms of the next 2n + 1
points, which correspond to mi + n + 1, . . . , mi + 3n + 1, without duplications
nor omissions.
Consider a chain with nodes {2, . . . , d}. When a chain ends with an nth 2ADD-Skip method and covers all d−1 nodes without duplications nor omissions,
as shown in Figure 1, it is defined as a complete chain. Essentially, in a complete
chain, for the last strategic point mk , mk + n = d is satisfied.
As an example, n = 1 is determined in advance, and a complete chain is
constructed as follows. Firstly, 2n + 1 = 3 points (X1 : Z1 ), (X2 : Z2 ), and
(X3 : Z3 ) are prepared via DBL and ADD operations. Given a degree of isogeny
` = 2d + 1, d = 3k + r + 1 can be expressed uniquely, with k ≥ 1 and 0 ≤ r < 3.
Starting from the first strategic point (Xm1 : Zm1 ) with m1 = 3 + r, then
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mi = 3i + r holds for all strategic points. It is easy to verify that an update
can be reached for (Xd : Zd ) when the 2-ADD-Skip method is executed with
(X1 : Z1 ) and (Xmk : Zmk ). Hence, k 2-ADD-Skip methods can be expected to
be utilized during a complete chain of updates for 2, . . . , d. Algorithm 3 provides
an explicit sequence for the case of n = 1. Here, d ≥ 4 is assumed because the
2-ADD-Skip method is not executed when d ≤ 3 = 2n + 1.
As 6M + 1S + 11a operations are saved each time the 2-ADD-Skip method is
utilized, approximately 6kM + kS + 11ka operations can be saved as compared
to Algorithm 2. As shown in line 5, M + 2S operations are additionally required
at the beginning. Moreover, some overheads are involved when r = 1 and r = 0,
where r satisfies d = 3k + r + 1. When r = 1, the first strategic point m1 =
4, as shown in line 12. Hence, an update with (X3 , Z3 ) is computed by the
first 2-ADD-Skip method in lines 29–31, although we have (X3 , Z3 ) in line 6.
Therefore, (6k − 5)M + (k − 4)S + (11k − 6)a operations can be saved because
4M + 2S + 6a operations cannot be saved, which is the cost of ADD to compute
(X3 , Z3 ). Similarly, when r = 0, an update with (X2 , Z2 ) is computed by the
first 2-ADD-Skip method, although it can be found in line 5. Furthermore, DBL
is required instead of ADD, as in line 23, which requires an additional 2a except
in the case d = 4. Hence, (6k − 5)M + (k − 4)S + (11k − 8)a operations can be
saved for k ≥ 2.
Thus, the proposed algorithm can reduce at least (6k − 5)M + (k − 4)S +
(11k −8)a field arithmetic operations for k = b(`−2)/6c. Therefore, it is superior
to the combined algorithm in [6] and [4] when d ≥ 6, ` ≥ 13.
4.3

Renewed isogeny computation with twisted Edwards curves

The 2-ADD-Skip method can be applied to curve computation on twisted Edwards curves as follows.
(
πY ← πY (Xi Xj + Zi Zj − (Xi Zj + Xj Zi )) ,
(19)
πZ ← πZ (Xi Xj + Zi Zj + (Xi Zj + Xj Zi )) .
It is noted that 3a additional operations are required here in contrast to the
conventional iterative algorithm, in which Xi ± Zi is obtained at no additional
cost by reusing the point computation results. As mentioned earlier, Table 1
shows that 2M + 1S + 6a operations can be saved each time the 2-ADD-Skip
method is utilized. Because the same overheads are involved as in Section 4.2,
this algorithm can avoid at least (2k −5)M+(k −4)S+(6k −8)a field arithmetic
operations for k = b(` − 2)/6c as compared to with the algorithm in [13]. Hence,
the proposed algorithm is fast even with the curve computation with twisted
Edwards curves, when d ≥ 9, ` ≥ 19.
4.4

Constructing dummy isogenies for constant-time CSIDH

As mentioned in Section 2.3, CSIDH implementations can be protected against
side-channel attacks by always computing a constant number of `-isogenies while
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choosing appropriately between a dummy and a real isogeny computations. Because `-isogeny inherently removes a factor of ` from the order of the image
point φ(P ), the dummy isogeny computation must perform scalar multiplication [`]P . Using the proposed approach, a dummy isogeny computation can also
be performed with two extra ADD operations, resulting in similar overheads as
in [12]. Specifically, for any d, (Xd−3n+1 : Zd−3n+1 ) and (Xd−n : Zd−n ) are
obtained as the last two strategic points. We can obtain (Xd+n+1 : Zd+n+1 )
by ADD((Xd−3n+1 : Zd−3n+1 ), (Xd−n : Zd−n ), (X2n+1 : Z2n+1 )). Then, (X2d+1 :
Z2d+1 ) can be computed by ADD((Xd+n+1 : Zd+n+1 ), (Xd−n : Zd−n ), (X2n+1 :
Z2n+1 )). Thus, the proposed approach can also increase the speed of constanttime CSIDH implementations.

5
5.1

Experimental results
Resutls for CSIDH-512

To demonstrate the efficiency of the proposed method, it was applied to CSIDH512, which involves `i -isogenies for (`1 , . . . , `74 ) = (3, . . . , 587), the first 73 smallest odd primes and 587. The proposed algorithm is implemented in C by replacing the xISOG function in the reference implementation https://zenon.cs.hs-r
m.de/pqcrypto/faster-csidh [13]. It is noted that twisted Edwards curves
were used for the curve computation in both cases. The experiments were performed using bench.c from the same repository, by taking an average of over
10000 runs on an Intel Core i7-8569U Coffee Lake processor running Ubuntu
16.04LTS for both case. Table 5.1 shows a comparison between the proposed
algorithm and that in [13] with regard to the computational cost in clock cycles
and wall-clock time for the evaluation of the class group action in CSIDH. As
Table 2. Comparison of evaluation of class group action in CSIDH-512.

Clock Cycles ×106
Wall-clock time (ms)

Previous work Proposed method Ratio
96.16
89.69
0.9327
48.20
44.97
0.9329

seen in the table, the implementation of the proposed algorithm can increase the
speed of CSIDH-512 by approximately 6.7% as compared to that in [13].
5.2

Comparison with Bernstein et al.’s algorithm

Toward the end of March in
√ 2020, Bernstein et al. proposed a new algorithm
to compute `-isogeny by Õ( `) [2]. Isogeny computation was treated as a polynomial evaluation and performed in a systematic manner using the resultant
computation. As a result, they successfully reduced the number of points to be
computed in the kernel. Particularly, their biquadratic relation in [3, Example
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4.4] is essentially identical to that described in Section 4.1, although both works
are conducted individually.
Figures 2 and 3 compares the proposed algorithm, Bernstein et al.’s algorithm, and the previous algorithm [13] for isogeny computation with each degree in terms of required number of field multiplications and clock cycles, respectively. These experiments were performed by referring implementation in
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Fig. 2. Required numbers of field multiplications during `-isogeny divided by ` + 2
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Fig. 3. Required numbers of clock cycles during `-isogeny divided by ` + 2

https://velusqrt.isogeny.org [2]. Numbers of field multiplications and clock
cycles were obtained by a median across 15 experiments on an Intel Core i78569U Coffee Lake processor running Debian 10.4 with Turbo Boost disabled.
In these figures, green, red, and blue dots represent the proposed algorithm,
Bernstein et al.’s algorithm, and the previous algorithm, respectively, and displayed on a logarithmic scale. As in [2], each dots were normalized by dividing
` + 2, where ` is degree of isogeny. It is shown that the proposed algorithm has
the lowest number of field multiplications and clock cycles for 19 ≤ ` ≤ 157
and 19 ≤ ` ≤ 373, respectively. It is noted that the proposed algorithm is not
asymptotically faster than the Bernstein et al.’s algorithm.

6

Conclusion

In this study, efficient algorithms for isogeny computation were investigated
to accelerate isogeny-based cryptography. A technique we call “2-ADD-Skip
method” was proposed for isogeny computation on Montgomery curves. This
method can reduce the amount of computation for points in the kernel (Xi : Zi ).
Furthermore, the method was used to construct explicit algorithms for isogeny
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computation with odd degree `. This study also shows that 2-ADD-Skip method
can also increase the speed of constant-time CSIDH implementations.
Moreover, the computational costs of the proposed algorithms were analyzed
in terms of number of field multiplication M, squaring S, and addition a. The
results show that, compared with the combined algorithm by Costello et al. [6]
and Castryck et al. [4], the proposed algorithm can save at least (6k −5)M+(k −
4)S+(11k−7)a field arithmetic operations for isogeny computation for k = b(`−
2)/6c. Hence, the proposed approach can enable a lower number of operations
when ` ≥ 13. Even when the curve computation is performed with twisted
Edwards curves, the proposed algorithm can save at least (2k − 5)M + (k − 4)S +
(6k − 7)a field arithmetic operations compared with the algorithm by Meyer et
al. [13] In this case, it can enable a lower number of operations when ` ≥ 19.
It was found that a CSIDH-512 implementation with the proposed algorithm
for isogeny computation is approximately 6.7% faster than that obtained by
Meyer et al. Although the proposed algorithm is not asymptotically faster than
the Bernstein et al.’s algorithm [2], experiments showed that it requires still
lower number of clock cycles for 19 ≤ ` ≤ 373. It is noted that the number of
leaf nodes is fixed to n = 1 in the proposed algorithms, and exploring n will give
more efficient algorithms.
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Algorithm 3 Isogeny computation on Montgomery curves with 2-ADD-Skip
method
Input: d ≥ 4, (X : Z), (X1 : Z1 ), and (A : C)
Output: (X 0 : Z 0 ) and (A0 : C 0 )
1: t+ ← X + Z, t− ← X − Z
// 2a
2: t0 ← t− · (X1 + Z1 ), t1 ← t+ · (X1 − Z1 )
// 2M + 2a
3: (SX : SZ ) ← (t0 + t1 , t0 − t1 )
// 2a
4: (T0 , T1 , T`−2 , T`−1 ) ← (X1 , Z1 , Z1 , X1 )
5: XX ← X 2 , XZ ← X · Z, ZZ ← Z 2
// M + 2S
6: (X2 : Z2 ) ← DBL((X1 : Z1 ), (A : C))
// 4M + 2S + 8a
7: (X3 : Z3 ) ← ADD((X2 : Z2 ), (X1 : Z1 ), (X1 : Z1 ))
// 4M + 2S + 6a
8: (r, k) ← ((d − 1) mod 3, b(d − 1)/3c)
9: for i = 1 to k do
10:
m←3∗i+r
11:
if i == 1 then
12:
if r ≡ 1 (mod 3) then
13:
(X4 : Z4 ) ← ADD((X3 : Z3 ), (X1 : Z1 ), (X2 : Z2 ))
// 4M + 2S + 6a
14:
Update (SX : SZ ) by (10) with (X2 : Z2 )
// 4M + 4a
15:
Update (T0 , T1 , T`−2 , T`−1 ) by (11) with (X2 : Z2 )
// 6M + 2a
16:
else if r ≡ 2 (mod 3) then
17:
(X5 : Z5 ) ← ADD((X3 : Z3 ), (X2 : Z2 ), (X1 : Z1 ))
// 4M + 2S + 6a
18:
Update (SX : SZ ) by (10) with (X2 : Z2 )
// 4M + 4a
19:
Update (T0 , T1 , T`−2 , T`−1 ) by (11) with (X2 : Z2 )
// 6M + 2a
20:
Update (SX : SZ ) by (10) with (X3 : Z3 )
// 4M + 4a
21:
Update (T0 , T1 , T`−2 , T`−1 ) by (11) with (X3 : Z3 )
// 6M + 2a
22:
end if
23:
else if m == 6 then
24:
(X6 : Z6 ) ← DBL((X3 : Z3 ), (A : C))
// 4M + 2S + 8a
25:
else
26:
(Xm : Zm ) ← ADD((Xm−3 : Zm−3 ), (X3 : Z3 ), (Xm−6 : Zm−6 ))
//
4M + 2S + 6a
27:
end if
28:
Update (SX : SZ ) by (10) with (Xm : Zm )
// 4M + 4a
29:
Update (T0 , T1 , T`−2 , T`−1 ) by (11) with (Xm : Zm )
// 6M + 2a
30:
Compute t = (Xm+1 Xm−1 , Xm+1 Zm−1 + Xm−1 Zm+1 , Zm+1 Zm−1 )
by (18) with (Xm : Zm ) and (X1 : Z1 )
// 9M + 3S + 7a
31:
Update (SX : SZ ) by (16) with t, XX, XZ and ZZ
// 7M + 4a
32:
Update (T0 , T1 , T`−2 , T`−1 ) by (17) with t, XX, XZ and ZZ
// 6M + 2a
33: end for

34: (X 0 : Z 0 ) ← X · (SX )2 : Z · (SZ )2
// 2M + 2S

2
35: (A0 : C 0 ) ← A · T0 · T`−1 − 3C(T0 · T`−2 − T1 · T`−1 ) : C · T`−1
// 5M + S + 4a
36: return (X 0 : Z 0 ) and (A0 : C 0 )
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AVR-based Sensor Nodes ?
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Abstract. Recently, FACE-LIGHT was proposed on 8-bit AVR MCUs
for fast AES encryption. FACE-LIGHT is an extended version of Fast
AES-CTR mode Encryption (FACE) method which was firstly proposed
for high-end processors and it is tailored for performance on 8-bit AVR
MCUs. Even though it has achieved high performance, it has to suffer
from the overhead caused by table generation. Thus, when the number
of blocks is less than a certain number, the table generation overhead is
greater than the gains from using the generated table in the process of
encryption. In other words, FACE-LIGHT needs to generate new tables
whenever the Initial Vector (IV) is changed. Thus, frequent table regeneration results in a significant performance degradation. In this paper, we
present an efficient implementation of AES block cipher on 8-bit AVR Microcontrollers (MCUs). Our method combines ShiftRows, SubBytes, and
MixColumns operations into one with column-wise fashion and makes full
use of registers of AVR MCUs for high performance. With handcrafted
assembly codes, our implementation has achieved 2,251, 2,706, and 3,160
clock cycles for 128-bit, 192-bit, and 256-bit security, respectively. Our
implementation outperforms FACE-LIGHT with respect to overall performance including table generation and block encryptions until around
1,850 blocks (resp. 15,000 blocks) for 128-bit (resp. 192-bit) security.
With respect to 256-bit security, our implementation always outperforms
FACE-LIGHT without considering the table generation time. Our implementation operates in constant time and can be used for not only CTR
mode, but also CBC mode differently from FACE-LIGHT.
Keywords: AES · Optimization · 8-bit AVR · Atmega · Embedded ·
WSN · sensor node · Counter mode · CTR mode

1

Introduction

With development of Internet of Things (IoT) technology, Wireless Sensor Networks (WSNs) have been widely used for various applications such as smart
factory, smart farm, military surveillance systems, and home automation systems. In WSNs, sensor nodes collect information at where they are deployed
?

This work was supported by the National Research Foundation of Korea (NRF)
grant funded by the Korea government (MSIT) (No. 2019R1F1A1058494)
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and transmit it to the server with wireless communication. Thus, the data needs
to be encrypted in order to provide confidentiality of the sensitive data. However, applying encryption to transmitted data is challenging on WSNs because
the sensor nodes are very resource-constrained. For example, MICAz mote is a
popular sensor node in WSNs and it is equipped with 8-bit AVR Atmega128 microcontroller clocked at 7.3728 MHz and it has only 4 KB SRAM. Atmega328p,
our target MCU, is also widely used for various types of sensor nodes.

AES cipher is widely used in several communication standards for data confidentiality in WSNs. Until now, many researchers have presented efficient implementations of AES on 8-bit AVR MCUs. Among them, recently FACE-LIGHT
was proposed for fast AES CTR encryption on 8-bit AVR MCUs [12]. FACELIGHT is an extended version of FACE(Fast AES-CTR mode Encryption) [3],
originally proposed for high-end processors. Its main idea is to build Lookup
tables of 4 KB containing all possible values until Round 2, and to utilize them
for fast computation of the first two rounds. Actually, it can encrypt a 128bit data block in 2,218 clock cycles (cc) with 128-bit security. Although it has
achieved high performance, it has to suffer from the overhead caused by Lookup
table generation. Actually, FACE-LIGHT needs to rebuild the Lookup tables
whenever the nonce value in the IV(initialization vector) changes (In our estimation, it requires around 61,440 cc for generating Lookup tables). Therefore,
FACE-LIGHT is not suitable for environments where the communication session
is frequently refreshed. In WSNs, the communication session can be frequently
refreshed because the sensor nodes are usually deployed on harsh environments.

In this paper, we present an efficient implementation of AES on 8-bit AVR
MCUs for data confidentiality in WSNs. Our method integrates ShiftRows, SubBytes, and MixColumns operations into one for fast round computation and
makes full use of registers in the target MCU. Differently from FACE-LIGHT
using 4 KB Lookup tables affected by IV value, our implementation utilizes constant Lookup tables of just 512 Bytes which is affordable in SRAM of 8-bit AVR
MCUs. Furthermore, the table Lookup operations are optimized for high performance in our implementation. Therefore, with handcrafted assembly codes,
our implementation can encrypt a 128-bit data block in 2,251 (resp. 2,706 and
3,160) cc with 128-bit (resp. 192-bit and 256-bit) security. Our implementation
outperforms all existing AES implementations including FACE-LIGHT on 8bit AVR with respect to overall performance including Lookup table generation
and block encryption. In detail, our implementation provides improved performance compared with FACE-LIGHT until encrypting 1,850 blocks (resp. 15,000
blocks) for 128-bit (resp. 192-bit) security. Notably, our implementation always
outperforms FACE-LIGHT without considering Lookup table generation time
for 256-bit security. Our implementation executes in constant time, which provides the resistance against timing attack and it can be efficient executed with
not only CTR mode, but also CBC mode differently from FACE-LIGHT.
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Table 1: Notations

Symbol

Meaning
Internal State composed of 16 bytes (typically 4 by 4
state
matrix)
Applying a non-linear byte substitution table (SBOXSubbytes()
Table)
Applying cyclically Shifting the last three rows of the
ShiftRows()
state by different offsets
Taking all of the columns of the state and mixing their
MixColumns()
data to produce new columns
AddRoundKey() Adding RoundKey to the state with XOR operation

2
2.1

Overview of AES Block Cipher and 8-bit AVR MCUs
Overview of AES Block Cipher

AES is the most widely used 128-bit block cipher providing 128, 192, and 256bit security. Table 1 defines notations used in this paper. Each round of AES
encryption except for the last round is composed of Subbytes(), ShiftRows(),
MixColumns(), and AddRoundKey() functions. MixColumns() function
is not executed in the last round. The number of rounds in the AES depends
on the length of the key initially entered [1]. AddRoundKey updates the state
by XORing the state with round key. Subbytes provides Confusion effect, and
ShiftRows and MixColumns cause Diffusion effect during AES operation. SubBytes is a single substitution operation for bytes. ShiftRows rotates the last
three rows of the state. Equation 1 is MixColumns process mixing bytes in each
columns. In the equation 1, each byte in a column is updated with equation 2.
 0  


S0,c
02 03 01 01 S0,c
 0  


S1,c  01 02 03 01
S1,c 
 0 =


01 01 02 03 S2,c 
S2,c 
0
03 01 01 02 S3,c
S3,c

(1)

0

S0,c = (02 · S0,c ) ⊕ (03 · S1,c ) ⊕ S2,c ⊕ S3,c
0

S1,c = S0,c ⊕ (02 · S1,c ) ⊕ (03 · S2,c ) ⊕ S3,c
0

S2,c = S0,c ⊕ S1,c ⊕ (02 · S2,c ) ⊕ (03 · S3,c )

(2)

0

S3,c = (03 · S0,c ) ⊕ S1,c ) ⊕ S2,c ⊕ (02 · S3,c )
In the above equation, (02 · Si,c ) can be computed as a multiplication in
GF (28 ) with an irreducible polynomial x8 + x4 + x3 + x + 1. (03 · Si,c ) can be executed with a multiplication in GF (28 ) and additional addition in GF (28 ). Since
all bytes in the state need to be updated with following equation 2, MixColumns
causes the most computational load in AES.
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Table 2: AVR Assembly Instructions
Instruction Operands
Operation
Clocks
MOV
Rd, Rr Copy register from Rr to Rd , Rd ← Rr
1
LD
Rd, X
Load memory data from X to Rd ,Rd ← (X)
2
LPM
Rd, Z
Load program memory from Z to Rd ,Rd ← (Z)
3
ST
Rr, X
Store memory from Rr to X ,(X) ← Rr
2
EOR
Rd, Rr Exclusive-OR two register, Rd ← Rd ⊕ Rr
1
LSL
Rd
Logical shift left, Rd(n) ← Rd(n), Rd(0) ← 0
1
Branch if Carry cleared, if (C = 0) then P C ←
BRCC
k
1/2
PC + k + 1

2.2

Overview of 8-bit AVR MCUs

8-bit AVR is the most widely used embedded MCU for low-priced embedded
devices including sensor nodes in WSNs. The AVR’s commands consist of operation codes and operand, which have more than 130 commands. operand can use
registers, memory, and constant values as targets for the command, and sometimes, according to the command, it is included in the command code without an
operation[5]. All AVR commands require less than 4 clock cycles to execute[7].
Table 2 shows operand and clock cycles of commands used in this paper[6]. Currently, there are various types of AVR microcontrollers, and they have various
peripherals and memory sizes. AVR is divided into Flash memory, SRAM and
EEPROM with a Harvard architecture. the AVR-MCU has 32 general-purpose
resisters with an 8-bit size, which are used for various roles, including basic private operation and bit operation. In particular, the R26 - R31 registers can be
combined into two each and used as three 16-bit registers, X, Y, and Z registers.
They are used as pointers to indirectly specify a 16-bit address for data memory.
There is also a SREG(Status Register) that show the status and result after
ALU calculation.

3
3.1

Analysis of Existing Implementations on 8-bit AVR
Analysis of Otte et al.’s Implementation

In Otte et al.’s implementation, state are stored in general-purpose registers of
AVR to minimize memory access time. SBOX-Table is stored in Flash Memory
and its value is loaded with LPM instruction. It requires 3 clock cycles (cc) to load
a value in SBOX-Table located at Flash memory. Otte et al.’s implementation
requires branch instruction and label depending on the value of carry flag C in
SREG to compute a multiplication in GF (28 ). In other words, if the result of LSL
instruction makes the carry flag set, the result needs to be XORed with 0x1b.
However, BRCC instruction requires a 2 cc when the carry Flag is zero, and vice
versa, 1 cc occurs, which results in non-constant timing execution. Therefore,
Otte et al.’s implementation provides additional information to the attackers in
view of timing side channel analysis.
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3.2

Analysis of FACE-LIGHT

FACE-LIGHT is an optimized AES-CTR implementation on 8-bit AVR MCUs
by constructing Lookup tables related to IV and recycling them for performance
improvement [4]. Actually, FACE-LIGHT is an extended version of FACE [3]
which was proposed for general purpose CPU environments. Although FACE
is fast, however, it has the disadvantage of updating the Lookup tables every
256 encryption times. Furthermore, it requires 5KB memory for storing Lookup
tables. FACE-LIGHT reduces the size of Lookup tables into 4KB and does not
require to renew the Lookup tables during encryption process.

Initialization Vector (128bits Counter Value: 32 Counter + 96 Nonce)
Counter
S[0] S[1] S[2] S[3] S[4] S[5] S[6] S[7] S[8] S[9] S[10] S[10] S[11] S[12] S[13] S[14] S[15]

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[1] S[5] S[9] S[13]

S[1] S[5] S[9] S[13]

S[5] S[9] S[13] S[1]

S[5] S[9] S[13] S[1]

S[9] S[13] S[1] S[5]

S[2] S[6] S[10] S[14]

S[2] S[6] S[10] S[14]

S[10] S[14] S[2] S[6]

S[10] S[14] S[2] S[6]

S[2] S[6] S[10] S[14]

S[3] S[7] S[11] S[15]

S[3] S[7] S[11] S[15]

S[15] S[3] S[7] S[11]

S[15] S[3] S[7] S[11]

S[11] S[15] S[3] S[7]

SubBytes
: identical Part
: Different Part
:Completely Different Part

ShiftRows

AddRoundKey

SubBytes

ShiftRows

AddRoundKey

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[0] S[4] S[8] S[12]

S[5] S[9] S[13] S[1]

S[5] S[9] S[13] S[1]

S[9] S[13] S[1] S[5]

S[9] S[13] S[1] S[5]

S[10] S[14] S[2] S[6]

S[10] S[14] S[2] S[6]

S[2] S[6] S[10] S[14]

S[2] S[6] S[10] S[14]

S[15] S[3] S[7] S[11]

S[15] S[3] S[7] S[11]

S[11] S[15] S[3] S[7]

S[11] S[15] S[3] S[7]

MixCoulmns

MixCoulmns

Fig. 1: Overview of FACE-LIGHT [4]

Figure 1 describes the process of FACE-LIGHT. It utilizes IV where first 4
bytes are used for counter value differently from the original CTR mode using
last 4 bytes as the counter value. In Round 0, only operation is AddRoundKey.
the plaintext and roundkey is XORed. Thus, as the counter value in IV increases,
only 4 bytes of state changes. Round 1 performs SubBytes, ShiftRows, and MixColumns operations in the same way as a typical AES implementation. Through
SubBytes operation, only 4 bytes differs from the previous block. Namely, the
nonce parts in IV does not change (only counter parts change). This is the same
as ShiftRows operation. However, in MixColumns operation, 8-bit data is mixed
with 32-bit columns. Therefore, the counter value of IV is spread to the each
column through MixColumns operation in Round 1. For example, S[0] affects
S[5], S[10] and S[15]. The same applies to other counters S[1], S[2] and S[3]. In
addition, there are only 256 cases for each counter. As the counter value of IV
changes, the difference from the previous block in the Round 0 is at most 4 bytes,
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and the difference in the Round 1 is at most 16 bytes from the previous block.
However, even though the change of counter values updates each column, this
result can be saved as a Lookup table. SubBytes and ShiftRows operations in
Round 2 can be also optimized because the diffusion process does not take place
unlike Mixcolumns operation. The Lookup table used in FACE-LIGHT includes
the results up to the SubBytes in Round 2, and ShiftRows can be omitted by
assigning the results directly to the register.

Algorithm 1 Generation of Lookup table for S[3] of IV in FACE-LIGHT
Require: byte Counter[4], byte key[4]
Ensure: byte Lookuptable[4][256]
1: byte state[4]
2: for i = 0 to 255 do
3:
state = Counter
4:
MixColumns(state)
5:
AddRoundKey(Counter,key)
6:
Subbyte(state)
7:
Lookuptable[4][i] = state
8:
Counter = Counter + 1
9:
i=i+1
10: end for

Among the IV’s of FACE-LIGHT, S[0], S[1], S[2], and S[3] are counters and
can have 256 values each. Algorithm 1 shows the creation of 256 byte tables
for S[3] in FACE-LIGHT. During initial 256 encryptions, only S[3] changes,
and during AddRoundKey and Subbytes of Round 0, the difference from the
previous block is only 1 byte. The ShifRows of 1 Round is implemented by direct
means of bringing results, the actual necessary computations are MixColumns
and AddRoundKey operation transformations, and the Subbytes of Round 2.
The FACE implementation requires updating some parts of Lookup tables
after encryption 256 times. Furthermore, whole Lookup tables needs to be reconstructed whenever the IV is refreshed. In [3], the time for generating Lookup
tables is almost same as time for encrypting 47 blocks on general purpose CPU
environments. However, in view of cryptographic protocol, timing for generating Lookup tables needs to be included in the timing cost of whole encryption
process. FACE-LIGHT basically follows the concept of FACE for optimizing
the performance of AES-CTR on 8-bit AVR MCUs. Thus, it also requires huge
timing for constructing Lookup tables of 4KB. In other words, FACE-LIGHT
needs to generate new Lookup tables whenever the IV is changed. Frequent regeneration of Lookup tables results in the significant performance degradation.
Furthermore, 4KB of Lookup tables needs to be located at the flash memory
because it is larger than the size of SRAM in Arduino UNO which is the target
of FACE-LIGHT [4]. Even though the source codes of FACE-LIGHT is open
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through github, the codes for generating Lookup tables are omitted [12]. Thus,
we need to estimate the timing for Lookup table generation. In order to estimate
the minimum timing of table generation, we have utilized the description of the
table generation presented in FACE-LIGHT. In addition, from the open source
codes of FACE-LIGHT, we have found out that FACT-LIGHT made use of Otte
et al.’s implementation from Round 2 to the last Round. Therefore, the number
of clock cycles for generating Lookup table is estimated based on the paper [4]
and the implementation of Otte et al [2]. Since our estimation is conservative
(actually, we have excluded the timing for extra operations), it is likely that
more clock cycles will be required if it is implemented in practice. Algorithm 1
shows the implementation of Look up table for S[3] of IV.
It takes 3 clocks cycles to perform LD and EOR commands for AddRoundKey
operation of Round 0, and 4 clocks to perform MOV and LPM in the Subbytes
operation of Round 1. In Otte et al.’s implementation, it takes 25 cc to calculate the each Columns [2]. The AddRoundKey in the Round 1 and Subbytes in
the Round 2 require 28 clocks cycles, because all 4 bytes must be calculated.
Therefore, a total of 15, 360 cc ((3 + 4 + 25 + 28) ∗ 256 = 15, 360) are required to
make the Lookup table[4][256] corresponding to S[3]. In an AVR environment,
FACE-LIGHT has the advantage of having a table of 4KB and not renewing,
which is done by creating a table for each counter. In other words, a total of
61, 440(15360 ∗ 4 = 61, 440) is required to make a table for S[0], S[1], S[2], and
S[3]. The 4KB Lookup table should be stored in the 32KB Flash memory in Atmega328P which is the target MCU of FACE-LIGHT. Since the Look up table
is stored during the encryption process, the boot-loader system must be used to
generate the Lookup table of FACE-LIGHT. Therefore, it is necessary to read
the pages in Flash memory, then change the data, and rewrite the entire page
area. Therefore, This incurs additional costs. Considering that both the Otte et
al. based on AES-128 bit implementation and the FACE-LIGHT implementation
require 2, 600 cc or less, the table generation time for FACE-LIGHT requires a
very large clock cycle. This is the same as the clock cycles that take about 24
encryption times.
Our estimation seems to be reasonable because the timing for Lookup table
generation is almost same as encrypting 24 blocks on 8-bit AVR MCUs, which is
less that that of FACE on conventional CPUs environments. Actually, 8-bit AVR
MCUs have much less computing capabilities than conventional CPUs. Thus, it
is more likely that Lookup table generation on 8-bit AVR MCUs requires more
clock cycles than on conventional CPUs. However, since we have conservatively
estimated the timing for Lookup table generation by omitting extra operations,
our result of our estimation is less than that presented in FACE [3], which
supports the rationale of our estimation.
In the next Section, we will present an efficient AES implementation techniques optimized on 8-bit AVR MCUs. Our implementation not only executes in
constant time and but also provide fast encryption timing with only 512 bytes
of constant Lookup table.
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Fig. 2: Register scheduling for proposed implementation in the target AVR MCUs

4
4.1

Proposed AES Implementation on 8-bit AVR MCUs
Main Idea

Differently from implementation of Otte et al. and FACE-LIGHT, our implementation optimizes the process of encryption in a constant time manner. In
addition, we propose a more generic AES implementation techniques which can
be used for various mode of operations. Our main idea is to combine the transformations of SubBytes, ShiftRows, and Mixcolumns operations into one by
column-wise fashion differently from row-wise implementations from the works
of Otte et al. and FACE-LIGHT.
In the row-wise implementation of Mixcolumns, it is effective to use branch
instruction aforementioned in Section 3. However, this results in non-constant
time execution. In addition, both works from Otte et al. and FACE-LIGHT locate SBOX-Table in Flash memory (Since the Lookup table in FACE-LIGHT is
4KB it needs to be stored in Flash memory). However, in our implementation,
we store SBOX-Table and MIX-Table in SRAM. We make use of MIX-Table containing the values of (02·Si,c , (i ∈ [0, 3]) in equation 2) rather than computing it.
Thus, our implementation requires only 512 bytes of Lookup tables having constant values. The 512 bytes of SBOX-Table and MIX-Table is constant and does
not change for each encryption session. Furthermore, we minimize the number
of Lookup tables accesses in the MixColumns operation, which will be described
in detail with Section 4.2. With this approach, we can optimize the performance
of the MixColumns operation with a constant time manner.
For efficiency, we maintain the state of the encryption process in 16 generalpurpose registers in AVR MCUs. Figure 2 shows the register scheduling of our
implementation. Through this scheduling, we can use assembly instruction such
as MOVW that can be only applicable on even-numbered registers, which can reduce
by 1 clock cycle from 2 calls of MOV instructions. R0-R15 are used to maintain
the values of the state in the encryption process. Thus, all states are updated
in the register without memory accesses. Eight registers (R16-R23, aliased as
M 0, M 1, M 2, M 3, T 0, T 1, T 2, and T 3) are used as temporary registers to
recycle the intermediate values in MixColumns. (R26:R27) keeps the address
value of the generated round keys required for the AddRoundKey operation,
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(R28:R29) keeps the address of MIX-Table, and (R30:R31) keeps the address of
SBOX-Table.
4.2

Proposed Register Scheduling and Implementation

S̄i,c = SBOX(Si,ci ) and S̃i,c = M IX(Si,ci ), f or i ∈ [0, 3]
 0  
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In our implementation, for efficiency, we combine SubBytes, ShiftRows, and
MixColumns on a column-wise operation as shown in equation 3.
The c-th column of state is updated with equation 3. In other words, for
computing four bytes of the c-th column, the results of A, B, C, and D parts
in 3 need to be XORed. We maintain the intermediate result of each part in
M 0, M 1, M 2, and M 3 registers. Namely, the value of the first row in each
part is maintained at M 0. Likewise, the second, the third, and the fourth bytes
of each part are maintained in M 1, M 2, and M 3 registers, respectively. For
optimizing the usage of limited registers in AVR MCUs, we accumulate the
results of each part in equation 3 in four registers M 0, M 1, M 2, and M 3. In
other words, at first, the four bytes result from the computation of the part
A are stored in M 0, M 1, M 2, and M 3. Then, when computing the part B,
C, and D, each byte result is directly accumulated into one of M 0, M 1, M 2,
and M 3. Finally, the accumulated bytes in M 0, M 1, M 2, and M 3 are stored
in ST registers holding state bytes. Our implementation processes SubBytes
operation with Table Lookup by accessing SBOX-Table in RAM. In other words,
a S̄i,c corresponding to S0,c is retrieved from SBOX-Table. Similarly, (02 · S0,c ) is
efficiently computed with simple Table Lookup by accessing MIX-Table in RAM.
(03·S0,c ) can be computed by XORing the result of SBOX-Table and the result of
MIX-Table. For the efficiency of ShiftRows operation, we store the intermediate
result of each part in equation 3 at the shifted position in the scheduled registers
rather than actual shifting registers.
Algorithm 2 shows codes for computing the proposed equation 3 when c = 0
which is the combined operation for the first column of the state. The same
logic can be used to compute columns of index c ∈ 1, 3. Note that the addresses
for SBOX-Table and MIX-Table should be loaded Z and Y registers with LDI
instruction.
At the beginning of Algorithm 2, state registers ST 0c, ST 1c, ST 2c, and ST 3c
contain the value of S0,c , S1,c , S2,c , and S3,c where c ∈ 0, 3. Lines 1-7 compute
the part A of equation 3. Lines 1-2 load ST 00’s corresponding SBox value (S̄0,0 )
from SBOX-Table and store it in M 1 register. Likewise, lines 5-6 load ST 00’s
corresponding value (S̃0,0 ) from MIX-Table and store it in M 0 register. With
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Algorithm 2 Codes for proposed combined Subbytes, ShiftRows and MixColumns
operations with equation 3 when c = 0

1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:

Part A Computation
MOV r30, ST 00
LD M 1, Z
MOV M 2, M 1 // M 2 ← S̄0,0
MOV M 3, M 2
MOV r28, ST 00
LD M 0, Y
// M 0 ← S̃0,0
EOR M 3, M 0 // M 3 ← S̃0,0 ⊕ S̄0,0
Part B Computation
MOV r30, ST 11
LD T 0, Z
EOR M 0, T 0
EOR M 2, T 0 // M 2 ← M 2 ⊕ S̄1,0
EOR M 3, T 0 // M 3 ← M 3 ⊕ S̄1,0
MOV r28, ST 11
LD T 0, Y
EOR M 1, T 0 // M 1 ← M 1 ⊕ S̃1,0
EOR M 0, T 0 // M 0 ← M 0⊕S̃1,0 ⊕S̄1,0

17:
18:
19:
20:
21:
22:
23:
24:
25:

Part C Computation
MOV r30, ST 22
LD T 0, Z
EOR M 0, T 0 // M 0 ← M 0 ⊕ S̄2,0
EOR M 1, T 0
EOR M 3, T 0 // M 3 ← M 3 ⊕ S̄2,0
MOV r28, ST 22
LD T 0, Y
EOR M 2, T 0 // M 2 ← M 2 ⊕ S̃2,0
EOR M 1, T 0 // M 1 ← M 1⊕ S̃2,0 ⊕ S̄2,0

26:
27:
28:
29:
30:
31:
32:
33:
34:

Part D Computation
MOV r30, ST 33
LD T 0, Z
EOR M 0, T 0 // M 0 ← M 0 ⊕ S̄3,0
EOR M 1, T 0 // M 1 ← M 1 ⊕ S̄3,0
EOR M 2, T 0
MOV r28, ST 33
LD T 0, Y
EOR M 3, T 0 // M 3 ← M 3 ⊕ S̃3,0
EOR M 2, T 0 // M 2 ← M 2⊕ S̃3,0 ⊕ S̄3,0

line 7, the result of XOR operation with M 3 and M 0 is stored in M 3. Through
lines 1-7, M 0, M 1, M 2, and M 3 maintain the result of S̃0,0 , S̄0,0 , S̄0,0 , and
S̃0,0 ⊕ S̄0,0 which are the result of the part A in equation 3, respectively. Lines 816 accumulate the result of the part B to M 0, M 1, M 2, and M 3 registers. Note
that we load ST 11 rather than actually computing ShiftRows. The operation
sequences of lines 8-16 (for computing the part B), lines 17-25 (for computing
the part C), and lines 26-34 (for computing the part D) are identical except
for the related registers. After finishing Algorithm 2, M 0, M 1, M 2, and M 3
0
0
0
0
registers contain S0,0 , S1,0 , S2,0 , and S3,0 , respectively.
The implementations in row-wise fashion, as shown in equation 2, calculate
0
(Si,c
, (i ∈ [0, 3])) for each row, there are memory accesses for Si,c , (i ∈ [0, 3])
for each calculation of rows. Also, non-constant time execution occurs by calculating in both (02 · Si,c ) and (03 · Si,c ) directly with branch instruction. The
proposed column-wise implementation focuses on optimizing memory accesses
for each (Si,c , (i ∈ [1, 3])) by reducing the duplicate memory accesses. Since our
method requires only 512 bytes of Lookup Tables they can reside in SRAM,
which enables fast access compared with accessing data in flash memory. In addition, the proposed combined round transformations execute in constant-time,
which makes the proposed implementation secure against timing attacks.
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4.3

CTR Optimization

Our implementation is not limited to a specific mode of operation differently
from FACE-LIGHT. In addition, it’s performance can be improved by using the
characteristics of CTR mode like FACE and FACE-LIGHT. Similar to FACELIGHT, our implementation makes use of four bytes of the counter. Among 16
bytes of the state, 12 bytes are the same in the result of Round 0 (namely, AddRoundKey) of each block processing. Thus, we can store these 12 bytes as a
Lookup table like [3]. When receiving a new nonce value, our implementation
creates a Lookup table. The creation time for this Lookup table is negligible compared to generation time for Lookup table in FACE-LIGHT, and it contributes
saving of clock cycles during Round 0.
Currently, 8-bit AVR MCUs are used for a variety of applications in WSNs
(Wireless Sensor Networks) [9]. In WSN environments, since session-based cryptographic protocols require too much overhead for resource-constrained sensor
nodes, broadcast-based communication protocols are mainly used. Therefore, using a long sequence of counter values is not easy for these protocols. In other
words, encrypting many blocks sharing the same nonce value is not suitable for
WSNs using 8-bit AVR MCUs [11]. In section 3.2, we have shown that FACELIGHT requires a large number of clock cycles for creating a Lookup table.
In environments where the nonce value is changed frequently, the overhead for
creating a Lookup table surpasses the benefit of using the generated Lookup
table.

5

Performance Analysis

In this section, we compare our implementation with other existing implementations including FACE-LIGHT [4] on 8-bit AVR MCUs. Atmega328p is the target
MCU and it is the most popular AVR MCU for Arduino UNO and various sensor
nodes in WSNs. It equips Flash memory of 32KB, EEPROM of 1KB and internal SRAM of 2KB. The measurement environment is Atmel Studio 7 and the
source codes were compiled with -OS option. Table 3 represents a comparison of
AES’s clock cycles for each implementation. The implementation of both Otte
et al. [2] and Dinu et al. [10] are AES-ECB, and the FACE-LIGHT implementation is AES-CTR. In this paper, we present an efficient AES implementation
that can be used in various operating mode and AES-CTR with optimization
of FACE in Round 0. Creation time of Lookup Table is not included in Table
3. Our implementation improves performance over implementation of both Dinu
et al. and Otte et al. and the performance of our implementation increases more
in the AES-CTR. In particular, in AES implementation for 256-bit security,
our implementation has better performance than both Otte et al. and FACELIGHT. Our AES-CTR implementation is more efficient as the key bit length
increases, because FACE-LIGHT optimizes only Round 0 and Round 1. However,
in this work, we optimize AES with combining the three operations(SubBytes,
ShiftRows, MixColumns) and apply to all Rounds except the Round 0 and 10
Round(resp. 12 and 14 Round) for 128-bit (resp. 192-bit and 256-bit) security.
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Table 3: Comparison of AES implementations on AVR in terms of clock cycles
Security Dinu et al.[10] Otte et al.[2] FACE-Light[4] this work this work(CTR)
AES-128
2,835
2,507
2,218
2,289
2,251
AES-192
N/A
2,991
2,702
2,746
2,706
AES-256
N/A
3,473
3,184
3,209
3,160
Table 4: Running time comparison of AES implementations using 128-bit key (Timings
are measured by clock cycles. N B means the number of blocks.)
NB
1
50
100
200
800
2,507
125,350
250,700 501,400 2,005,600
Otte et al.[2]
(-)
(-)
(-)
(-)
(-)
63,658
172,340
283,240 505,040 1,835,840
FACE-Light.[4]
(-2,439%) (-37.49%) (-12.98%) (-0.73%) (+8.46%)
This Work
2,251
112,550
225,100 450,200 1,800,800
(CTR)
(+10.2%) (+10.2%) (+10.2%) (+10.2%) (+10.2%)

1,850
4,665,527
(-)
4,189,138
(+10.2%)
4,189,111
(+10.2%)

Thus, our implementation is effective rather than FACE-LIGHT as the number
of encryption rounds increases.
Tables 4 is a performance table of AES-CTR according to the number of
encryption blocks. The value of the non-sets changes in all sessions. In the cryptographic protocol, the nonce value should change for each session. The table
creation time must be considered in order to use FACE-LIGHT. In Github, the
FACE-LIGHT code for the AVR environment exists [12], however no code for
Lookup table generation exists, thus we estimate it based on the FACE-LIGHT
implementation in Section 3. The estimated cost of generating the Lookup table is 61,440 clock cycles. The creation time of the Lookup table of proposed
implementation in this paper is omitted because it is much smaller than the
memory access time omitted during the estimation of generating the Lookup
table of FACE-LIGHT. Table 4 shows that our implementation requires a lower
clock cycles than the FACE-LIGHT up to 1,850 blocks for 128-bit security. The
performance of our implementation and FACE-LIGHT are compared with the
performance of Otte et al.’s implementation. Thus, our implementation always
provides around 10.2% improvement performance compared with Otte et al.’s
implementation. However, the entire performance of FACE-LIGHT is lower than
Otte et al.’s implementation until encryption 200 blocks. Based on Tables 3, our
implementation outperforms FACE-LIGHT until encrypting 15,000 blocks for
AES-192. Regarding AES-256, our implementation is always faster than FACELIGHT without including table generation time based on table 3.

6

Concluding Remarks

Due to the development of IoT technology, research to develop optimized performance in a limited environment is required. This is true not only for the basic
performance of IoT, but also for encryption that needs to be additionally per-
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formed to protect personal information. Previously, a implementation such as
FACE-LIGHT that optimizes AES in an 8-bit AVR MCUs has been proposed.
In this paper, we present an AES implementation in an 8-bit AVR MCUs that
is more efficient than FACE-LIGHT. We integrated major operations in AES
and implemented them to make the most of the registers on the target MCU.
Unlike FACE-LIGHT, the memory size used for the Lookup tables is reduced
and optimized for use in SRAM. In addition, by using assembly instructions, we
have completed an efficient implementation that eliminates unnecessary operations. Through the proposed optimization implementation, we obtained 2,251,
2,706, and 3,160 clock cycles for the key lengths of AES, 128-bit, 192-bit, and
256-bit, respectively. These results show up to 10.2% performance improvement
over Otte et al. In this paper, only the optimization implementation for AES in
the 8-bit AVR MCU is presented, but we will study various lightweight block
encryption algorithms in various MCU in the future. This study can be used in
a MCU in a constrained environment used in IoT devices.
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Abstract. Virtualization is used in various environments such as cloud
and network, but it was difficult to utilize it in mobile devices due to computing resource problems. Technology such as containers that are faster
and lighter than traditional hypervisor-based virtualization is being developed. In this paper, we implemented three virtualization technologies
in the Android framework: hypervisor-based virtual machine, lightweight
hypervisor-based virtual machine, and container. In the process of implementation, we created and applied the SEAndroid policy for each
virtualization technology. In addition, we measured performance by considering the boot time for the implemented virtual instance. As a result
of empirical experiments, the container showed the best performance, but
it showed a problem with the compatibility of security function SEAndroid. The lightweight hypervisor technology shows faster performance
than the legacy one and also provides safety by an additional kernel.
Keywords: Android · Virtualization · SEAndroid

1

Introduction

In the mobile market, the Android operating system is being used by various
vendors by taking advantage of open source. According to statistics, Android has
more than 70% share of the mobile device operating system market. As mobile
devices are closely related to the lives of users, personal financial information
and privacy are being used in Android, and the demand for security techniques
or additional functions to protect them is increasing. Various studies have been
conducted to safely store the data of the app or to isolate the environment of
a specific process. one of the methods is to utilize the advantage of the virtual
?
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2019-0-00477, Development of android security framework technology using virtualized trusted execution environment)

202

The 21st World Conference on Information Security Applications

2

J. Yoon, et al.

environment by using a hypervisor in Android. Virtualization technology can
minimize the impact on the entire operating system by running untrusted applications such as malware in isolated spaces. However, when applying a method
using a traditional hypervisor-based virtual machine to a mobile device, a computing resource problem of the device was presented. Advancements in hardware
and lightweight virtualization technologies, however, can solve these problems,
and mobile devices now have enough computing power to realize a virtual environment.
The Android environment provides a closed environment compared to other
operating systems such as Linux. Since Android applications are isolated from
other applications and systems by Dalvik VM, it must perform the privileged
tasks provided by system services through the Android API. Therefore, all virtualization technologies must be implemented at the software level because normal
applications can’t directly access the system or hardware. In order to solve these
problems, some users are using a technique such as rooting to obtain the authority of the administrator, but this can cause a risk in terms of security[17].
In order to solve these problems, this paper proposed a method for implementing virtualization without affecting the Android security framework such as
SEAndroid, and evaluated the performance of the implemented virtual environments simply. The following section describes virtualization technologies used in
other environments, and Section 3 describes studies using virtual environments
in Android. Section 4 describes methods for implementing a virtual environment
on Android, and its evaluation is in Section 5. Section 6 considers the scope and
limitations of existing security functions when applying a virtual environment,
and finally concludes in section 7.

2
2.1

Background
Virtualization methods

Hypervisor-based virtual machine The most common way to implement
a virtual environment is to use a hypervisor. The hypervisor emulates virtual
hardware and loads the kernel and operating system to create a new virtual
environment. There are two types of hypervisors: bare metal and hosted. In the
case of a bare metal hypervisor, it runs directly on the hardware and can run
the guest operating system directly without a host operating system. The hosted
hypervisor runs on the host operating system and the administrator can manage
guest operating systems through the executed hypervisor. It may cause a lot of
overhead because all hardware is emulated and operated. KVM can be used
together to utilize some kernel functions of the host operating system[6][8].
Container Container technology, unlike hypervisors, implements a virtual environment that shares the host’s kernel. Although it is actually a process, it uses
the namespace and Cgroups provided by the Linux kernel to isolate the process
from the host operating system[4]. Container implements the guest operating
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Fig. 1. Comparison of the virtual architectures

system in the form of a process without a hypervisor and a guest kernel. It has
the advantage of low overhead. However, since the kernel is shared, some file
systems (/proc, /dev, etc.) can be shared. And some kernel vulnerability may
affect the isolation between the host OS and the guest OS [11][15]. Figure 1
shows the difference between a virtual machine and a container.
Lightweight hypervisor-based virtual machine In order to solve the overhead of the hypervisor-based virtual machine and the security problem of the
container, the concept of a lightweight hypervisor-based security container has
appeared[18]. The representative tool, kata container, implements an isolated
runtime environment using a lightweight hypervisor and enables container images such as dockers to be executed in the environment. The lightweight hypervisor virtualized only the essential hardware and shortened the boot time
to reduce the overhead caused by hardware virtualization and implemented an
isolated environment from the host operating system.
2.2

Differences between Android framework and Linux

Android was developed based on the Linux kernel, but it has a very different
framework from normal Linux. Common Linux processes can easily communicate with other processes using Unix sockets, but Android applications require
services to perform interprocess communication because they are isolated by
Dalvik VM[3]. Android applications that are not system processes are executed
by zygote, and each application is isolated from each other and does not affect the outside. Applications are designed to perform communication through
a binder device using service APIs inherited through zygote[14].
For this reason, normal Android applications cannot perform any privileged
tasks. In order to perform a privileged operation such as network or storage
access, a request must be made to a service having the privilege and wait for the
service to deliver the result of processing the task[5].
Another difference between Android and traditional Linux is the configuration of the file system. The Linux system has a file system configuration to
support multi-users. Compared to Linux, Android may have executable files or
configuration files stored in different directories. This difference should be corrected when applying programs provided as packages in Linux to Android.
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Table 1. Differences between Android and Linux
Component
IPC
Isolation
Parent process
for Apps
Permission
for Apps
User

Linux App
Socket
None
Init or
other process
Linux DAC
SELinux context
Multi-user

Android App
Binder
Dalvik VM
Zygote
Android
permission
Single user

Finally, one of the differences between Android and Linux is SELinux’s policy. In the case of Linux, in order to provide an appropriate security policy
for a multi-user operating system, files and processes are provided with labels
in ”user/role/type” order[16]. SEAndroid uses the same LSM mechanism as
SELinux, but users and roles are unified with u and r, respectively, and only
rules are managed by type. This difference makes it difficult to provide SELinux
rules like existing Linux when running containers in the future.
2.3

SELinux and SEAndroid

One of the differences between Android and Linux is SELinux’s policy. SELinux
is one of the Linux Security Modules (LSM) provided by the Linux kernel. This
SELinux consists of policies including context, domain, etc., and uses this to
control access to specific objects by specific subjects. SELinux assigns context
to each user, process, and file and performs access control using the policy related
to the context. The SELinux context consists of user, role, and type[16]. User
and role can be set to distinguish multiple users or groups, and type represents
the authority of each object.
SEAndroid is a module modified to apply SELinux to the Android framework.
It is based on the existing SELinux system, but due to the characteristics of the
mobile phone, many parts have been omitted to be lightweight. SEAndroid does
not need user and role roles for multiple users, so it is unified with u and r[21].
Most of the rules of policy are organized based on type. This difference makes
it difficult to provide SELinux rules like existing Linux when running containers
in the future.

3

Related works

There have been many studies using virtualization technology on Android. Kevin
et al, proposed a method of creating an isolated environment using a bare metal
hypervisor and running the application for safe application execution on mobile
devices[10]. This study uses a bare metal hypervisor instead of implementing
a reliable operating system as part of the TCB in a mobile environment. This
virtual environment consists of fewer lines of code than a typical OS, making it
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Fig. 2. HYP mode in ARM Exception Modes

more suitable for TCB. This method provides a safe environment based on bare
metal and can provide a TCB, but requires a firmware level modification.
Guillaume et al, classified the application’s authority into four types of system, OS, Framework, and Application using a bare metal hypervisor, and developed a policy and system to manage it[1]. These methods use a bare-metal
hypervisor and operate on the hardware directly in the form of TCB, thus cause
the device dependency. Also, There wasn’t an evaluation of performance.
Julian et al, proposed a method for encrypting RAM memory at the hypervisor level for small ARM devices[12]. Zhichao et al, proposed a method to
virtualize the function of TrustZone, a hardware-based trust execution environment, and apply it to mobile devices[13]. These methods utilized a method of
inheriting reliability from a hardware-based trust execution environment to modify the hypervisor and provide the reliability of the virtual environment in which
the security function operates.
Dong et al, proposed a method to more safely isolate the guest operating
system by utilizing Hyp mode, which can be used in ARM[20]. The newly developed H-binder hooks the Binder transaction to ensure the integrity and safety
of data transmission.
The ARM architecture provides hardware-based functions for virtualization
security. The HYP mode of ARM is a CPU mode that has higher privileges than
the existing user interrupt, and is also called Eception level 2. Figure 2 shows the
Exception mode in ARM architecture. When using this mode in a bare metal
hypervisor, hypervisor codes that can control each guest OS are executed in
HYP mode, so that they can have more authority. However, in the case of a
host-based hypervisor, the host operating system runs on EL1, and KVM also
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Fig. 3. KVM for ARM HYP mode by Dell et al.

belongs to EL1. To solve this problem, Dall et al modified the existing KVM for
the virtualization support mode provided by the ARM architecture[7]. Among
the existing KVM codes, the codes to be executed in HYP mode are made into a
lowvisor and divided into highvisor and lowvisor. Figure 3 shows Highvisor and
Lowvisor in ARM Exception mode. This HYP mode can be applied to make
secure the VM of our idea. But we didn’t mention it, because enabling the hyp
mode is in firmware. And our goal is to find the best way to trigger the virtual
environment from the application by checking the compatibility.

4
4.1

Implementation
Environment Setup

As mentioned in Section 2-2, it is necessary to solve the dependency problem on
libraries and configuration files in order to run a virtual environment program
such as hypervisor on Android. To this end, all compilation work was performed
with the static option that does not require an external library. We hard-coded
the configuration values by modifying the parts that access and utilize the configuration file.
The hypervisor was based on QEMU, and the lightweight hypervisor utilized lkvm. In both cases, it was implemented using source code[2]. Container
is implemented based on LXC container. All compiled files are located in the
/system/bin directory, and the permissions are set so that test-app can access
them.
As shown in the figure 4, the Android application sends a request for the
virtualization to an authorized service(Virtual Environment Service) through
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the binder(a). The requested service executes QEMU, lkvm, or LXC according
to the request. If there is an execution request for QEMU or lkvm, the KVM
module of the host kernel can be utilized by trigger(b,c). When a request for LXC
creation is received, the Virtual Environment Service can execute the container
immediately(d).
Android App The Android app needs the help of the VE service to run the
virtual environment. There is no API related to the virtual environment in the
API provided by the general Android SDK. The Android app uses the VE Service
SDK developed to communicate with the VE service.
Virtual Environment Service The virtual environment service can execute
the virtual environment according to the request received from the application.
This service operates as a system service. It runs QEMU, lkvm, lxc at the request
of the application.
Virtual Environment Trigger The virtual environment trigger consists of
three executable binary files. QEMU, lkvm, lxc. Each executable binary file is
located in the system directory. Applications can’t directly access the executable
file.
Virtual Environment The run virtual environment was created for testing.
We used a busybox-based image to remove various processes that could run
inside and to evaluate the performance until each virtual environment runs.
4.2

Kernel Reconfiguration

The kernel used in Android was developed based on the Linux kernel, but over
time, it includes additional new features, and features that have been used in
Linux but are not used well in Android are not set[19]. In the case of QEMU, it is
possible to operate without a KVM kernel module. In order to reduce overhead,
a KVM module is essential when used in the form of QEMU-kvm[9]. lkvm, which
will be used as a lightweight hypervisor, is also a program that can implement a
simple virtual environment based on KVM. It is also implemented by adding the
KVM function to the Android kernel. In addition, by enabling VitualIO-related
modules to be used in communication between the virtual environment and the
host, a virtual environment can be implemented. The kernel features needed to
implement a container are typically namespaces and cgroups, and the features
were applied through pre-compilation configuration.
4.3

SEAndroid Support for Virtualization

SELinux’s policy is created using the Type Enforcement(TE) file to define the
rule. In the case of SEAndroid, all relevant TE files for creating rules are included
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Fig. 4. Operation flow to create the virtual environment

in the Android source code[21]. However, there are no rules for programs like
QEMU or lkvm. As mentioned above, the rules used for QEMU and lkvm in
SELinux do not work properly in the Android environment, so a new TE file
must be created.
In order to create a new TE file for the virtualization, the kernel parameter
was changed to modify SEAndroid to permissive mode. In the permissive mode,
there is no access control according to the policy, and only an audit can log.
This allowed us to collect behaviors of virtualization technologies that are not
allowed in existing SEAndroid policies. Since all the operations of the virtualization technique may not be performed, we have used the existing Linux rules
to fill in additional necessary parts.We created new rules for virtualization using
the generated audit log and existing Linux rules. The newly created rules are
integrated into the Android source code to implement SEAndroid policies that
can be virtualization function properly.

5

Evaluation

For evaluation in the same environment, QEMU, lkvm, and lxc were installed
on one device. For compatibility with the Android operating system, the device
utilizes Hikey960. The Android version used 10, and the device performance is
shown in the following table 2.
In order to compare the performance of the implemented virtual environments, the timestamp when the shell was obtained from the virtual environment
creation time was obtained and the difference was compared. The experiment
was repeated 30 times, and after each experiment, the device rebooted and had
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Table 2. Testbed hardware spec
Component
Model
SoC
CPU
RAM
GPU
Storage

Spec
Hikey 960
Kirin 960
4 Cortex A73 + 4 Cortex A53 Big.Little CPU architecture
3GB LPDDR4 SDRAM
ARM Mali G71 MP8
32GB UFS Flash Storage

Fig. 5. Comparison of the boot time

sufficient idle time. Figure 5 shows the average time required. In the case of
a container environment, it was confirmed that ”init” immediately launched a
shell, and the environment was configured in a very short time. In the case of
QEMU and lkvm, we can see that it takes relatively more time to configure the
environment and apply the kernel.

6

Compatibility with SEAndroid

SEAndroid is a representative security module that can be used in Android.
The technologies to be used in Android need to provide proper security in conjunction with SEAndroid. In the previous experiment, we experimented with
porting virtualization techniques to Android. We created appropriate rules for
virtualization techniques using permissive mode and Linux’s SEAndroid rules.
Hypervisor-based virtualization techniques were not directly affected by SEAndroid using an additional kernel. However, these techniques also require rules
to communicate with some hardware of Android, so a new context is given to
hardware files or additional rules are created.
However, as shown in Figure 6, the container running on Android caused a
functional crash. The container shares the kernel with the host operating system,
and SEAndroid is one of the LSMs, which is a security module that provides functions in the kernel. The shared kernel is directly accessible inside Android and
the container. All system calls executed in the container are executed through
the same kernel. For this reason, all actions executed inside the container are
controlled by the SEAndroid policy provided by Android.
In order to solve this problem, unlike hypervisor-based virtualization, all
operations of specific processes running inside the container had to be specified
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Fig. 6. Access control by SEAndroid for container

in advance and rules had to be created. However, it is very difficult to predefine
all the actions executed inside the container. Unlike SELinux, which is used
in Linux, SEAndroid is compiled with the Android framework, and subsequent
modifications are very difficult. In a recent version, a technique called Treble was
introduced. Treble allows device vendors to compile additional rules at device
boot time to create a single SEAndroid policy. However, this method is also very
difficult because Android’s vendor image must be created with SEAndroid rules.
Container technology may be limited by security functions in that it shares
the host and kernel. In the case of the Integrity Measurement Architecture(IMA)
namespace, the LSM function between the container and the host can be separated[22].
However, it is still in the research level, so it is difficult to use it in most kernels.
In addition, this study was developed in conjunction with Apparmor, and technology integrated with SELinux has not been developed yet, making it difficult
to apply to the Android environment.

7

Conclusion

In this paper, we proposed how to apply a virtual environment without hardware dependency in the Android framework, and compared the boot time by
implementing a hypervisor-based and lightweight hypervisor-based virtual machine and container environment. Also, when using a virtual environment, we
described the compatibility of security mechanisms that can be used in existing Android. The hypervisor-based virtual machine showed a lot of overhead
as expected. The container environment will need additional development due
to the conflict with the existing Android security mechanism. The lightweight
hypervisor was tested without optimization of the kernel. It is expected that if
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optimized work is done, it will provide less overhead and better security environments. As the computing power of the Android mobile device increases, various
virtual environment-based security functions may be additionally utilized. future research can be about the application using the lightweight hypervisor at
the Android framework level.

References
1. Averlant, G.: Multi-level isolation for android applications. In: 2017 IEEE International Symposium on Software Reliability Engineering Workshops (ISSREW). pp.
128–131. IEEE (2017)
2. Bellard, F.: Qemu, a fast and portable dynamic translator. In: USENIX Annual
Technical Conference, FREENIX Track. vol. 41, p. 46 (2005)
3. Bornstein, D.: Dalvik vm internals. In: Google I/O developer conference. vol. 23,
pp. 17–30 (2008)
4. Chau, N.T., Jung, S.: Dynamic analysis with android container: Challenges and
opportunities. Digital Investigation 27, 38–46 (2018)
5. CHEN, L., ZHANG, C.: Design and implement of binder extension model based
on android inter-process communication [j]. Journal of Xi’an University of Posts
and Telecommunications 3 (2013)
6. Dall, C., Nieh, J.: Kvm/arm: the design and implementation of the linux arm
hypervisor. Acm Sigplan Notices 49(4), 333–348 (2014)
7. Dall, C., Nieh, J.: Kvm/arm: the design and implementation of the linux arm
hypervisor. Acm Sigplan Notices 49(4), 333–348 (2014)
8. Felter, W., Ferreira, A., Rajamony, R., Rubio, J.: An updated performance comparison of virtual machines and linux containers. In: 2015 IEEE international symposium on performance analysis of systems and software (ISPASS). pp. 171–172.
IEEE (2015)
9. Goto, Y.: Kernel-based virtual machine technology. Fujitsu Scientific and Technical
Journal 47(3), 362–368 (2011)
10. Gudeth, K., Pirretti, M., Hoeper, K., Buskey, R.: Delivering secure applications
on commercial mobile devices: the case for bare metal hypervisors. In: Proceedings
of the 1st ACM workshop on Security and privacy in smartphones and mobile
devices. pp. 33–38 (2011)
11. Hertz, J.: Abusing privileged and unprivileged linux containers. Whitepaper, NCC
Group 48 (2016)
12. Horsch, J., Huber, M., Wessel, S.: Transcrypt: Transparent main memory encryption using a minimal arm hypervisor. In: 2017 IEEE Trustcom/BigDataSE/ICESS.
pp. 152–161. IEEE (2017)
13. Hua, Z., Gu, J., Xia, Y., Chen, H., Zang, B., Guan, H.: vtz: Virtualizing {ARM}
trustzone. In: 26th {USENIX} Security Symposium ({USENIX} Security 17). pp.
541–556 (2017)
14. Huang, J.: Android ipc mechanism. Southern Taiwan University of Technology
(2012)
15. Lin, X., Lei, L., Wang, Y., Jing, J., Sun, K., Zhou, Q.: A measurement study on
linux container security: Attacks and countermeasures. In: Proceedings of the 34th
Annual Computer Security Applications Conference. pp. 418–429 (2018)
16. Loscocco, P., Smalley, S.: Integrating flexible support for security policies into
the linux operating system. In: USENIX Annual Technical Conference, FREENIX
Track. pp. 29–42 (2001)

212

11

The 21st World Conference on Information Security Applications

12

J. Yoon, et al.

17. Nguyen-Vu, L., Chau, N.T., Kang, S., Jung, S.: Android rooting: An arms race between evasion and detection. Security and Communication Networks 2017 (2017)
18. Randazzo, A., Tinnirello, I.: Kata containers: An emerging architecture for enabling
mec services in fast and secure way. In: 2019 Sixth International Conference on
Internet of Things: Systems, Management and Security (IOTSMS). pp. 209–214.
IEEE (2019)
19. Shanker, A., Lai, S.: Android porting concepts. In: 2011 3rd International Conference on Electronics Computer Technology. vol. 5, pp. 129–133. IEEE (2011)
20. Shen, D., Li, Z., Su, X., Ma, J., Deng, R.: Tinyvisor: An extensible secure framework on android platforms. Computers & Security 72, 145–162 (2018)
21. Smalley, S., Craig, R.: Security enhanced (se) android: Bringing flexible mac to
android. In: Ndss. vol. 310, pp. 20–38 (2013)
22. Sun, Y., Safford, D., Zohar, M., Pendarakis, D., Gu, Z., Jaeger, T.: Security namespace: making linux security frameworks available to containers. In: 27th {USENIX}
Security Symposium ({USENIX} Security 18). pp. 1423–1439 (2018)

213

The 21st World Conference on Information Security Applications

Toward a Fine-Grained Evaluation of The
Pwnable CTF: Extracting Common Assessment
Points?
Sung-Kyung Kim1[0000−0003−2782−271X] , Eun-Tae Jang1[0000−0002−7368−551X] ,
and Ki-Woong Park1[0000−0002−3377−223X]
Department of Information Security, Sejong University, Seoul, South Korea
{jotun9935,euntaejang}@gmail.com, woongbak@sejong.ac.kr

Abstract. Capture the Flag(CTF) is recognized for its high educational
value as it allows students to actively practice techniques for bypassing
security systems. Accordingly, some research has attempted to increase
the learning efficiency of participants and ease the burden of educators
in the operation of CTF. However, in the pwnable field, which is one of
the representative fields of CTF, high entry barriers exist for participants
because it requires a comprehensive understanding of program analysis,
attack and defense techniques, and systems. Therefore, educators require
to introduce an education method to lower the pwnable entry barrier for
learners. However, when educators introduce CTF-style pwnable education in the classroom, the more students and the more questions that
require complex knowledge, the more the educator must pay for analysis
of the learner’s failure factors. Therefore, new methods are needed to
reduce these costs. To address this necessity, this paper is a preliminary
study of the CTF platform to enable automated analysis of the causes
of learners’ failures by instituting detailed evaluation points for common
pwnable problems.
Keywords: Capture the Flag
Exploit

1

·

CTF

·

Pwnable

·

Memory Corruption

Introduction

Recently, because the effectiveness of learning via practice has been confirmed
experimentally [3, 14, 16], education using Capture the Flag (CTF) in information security education is emerging as a new paradigm. In accordance with this
paradigm, research and education platforms for information security educators
to improve accessibility for beginners are being developed[4, 7, 5, 15, 2, 16]. However, the implementation of CTF is a burden on time and finances for educators.
In recent years, new techniques, such as automated problem creation, have been
applied to reduce the burden of CTF application[1, 8, 17]. However, it is important to analyze the failure factors of learners through precise scoring and
?
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Fig. 1. Comparison of existing CTF and fine-grained CTF.

evaluation, as well as creating effective problems in the operation of CTF. This
is because educators can improve the student’s learning efficiency by showing
the student’s weaknesses in the problem-solving process through provision of
clear feedback and active support to improve themselves[14]. However, as shown
in Fig. 1, the evaluation method used in many existing CTFs is that when the
solver submits a flag to the scoring server, which is obtained when the problem
is completely solved, the solver is evaluated in a pass and/or non-pass manner.
In this scoring method, it is difficult to identify the learner’s point of failure.
Hence, educators must invest additional time and economic costs to analyze the
cause of the learner’s failure. For a CTF, pwnables, which require a comprehensive understanding of binary and system knowledge and exploitation techniques,
have particularly high costs. Pwnable problems generally necessitate knowledge
of development, systems, attack defense technique, program analysis technology,
etc. For example, memory corruption exploitation, a type that is commonly presented in the pwnable field, consists of a process that triggers vulnerabilities in
the program by entering invalid input and then hijacking the program’s control
flow by bypassing the present in the system. Thus, learners need a comprehensive understanding goals of all processes to solve problems in the pwnable field
(see Table 1). That is, if a learner fails at any point, it results in a total failure.
Therefore, this paper is the first attempt at designing a pwnable platform that
enables precise feedback automation on learner failure factors and aims to derive
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evaluation points for general-purpose pwnable problems.
The rest of this paper is organized as follows. Chapter 2 describes the general knowledge required to solve pwnable problems. Chapter 3 draws detailed
evaluation points for the overall composition of a pwnable problem. Chapter 4
describe the design and implementation of fine-grained pwnable CTF. Finally,
Chapter 4 presents the conclusions of this study.

2

Pwnable CTF Problem-Solving Workflow

In this study, we divide the required knowledge of the general pwnable problem
into four stages based on the overall stage for exploitation: program analysis, vulnerability identification, control flow hijacking, and mitigation bypassing. This
chapter describes the typical required knowledge for each step of solving pwnable
problems (see Table 1).
2.1

program analysis

In general, pwnable systems are configured to acquire a flag by hijacking system
permissions using a security vulnerability in a program running on a remote
server. Accordingly, the attacker analyzes the program to identify the vulnerabilities of the program. Therefore, the knowledge required to solve the problem
varies depending on the architecture of the server on which the vulnerable program is running. The process of analyzing the program is provided in competition
problems. This process requires skills such as reverse engineering depending on
whether the source code is provided and whether symbols and obfuscation are
present[11, 6, 9, 12].
2.2

vulnerability identification

Once the solver has successfully analyzed the program, the single and/or multiple
vulnerabilities that exist within the given program are then identified to create
the appropriate program inputs to trigger it. Therefore, at this stage, the solver
must understand the various security vulnerabilities and sufficient programming
knowledge to trigger the vulnerability[13].
2.3

control flow hijacking

Most pwnable problems aim to hijack the control flow of the program as a final
goal. To achieve this goal, attackers usually use the skill of manipulating areas
where arbitrary manipulation is possible because write permission remains in the
memory of application. For example, the return address of the function, function
pointer, vtable, Global Offset Table (GOT) area, etc. can be a target. Therefore,
the learner should understand the memory space and various techniques for
handling control flow.
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Required Skills

Program Analysis

Example

Static Analysis

Ep1

Dynamic Analysis

Vulnerability
Identification
&
Vulnerability
trigger

Stack Overflow

Integer Overflow

Use After Free
(UAF)

EP2

Control-Flow
Hijacking

Indirect Call
Overwrite
Shellcoding

EP3

Mitigation
Bypassing

Return to
Library

Return Oriented
Programming

Description
It is a technology that analyzes a program without actually
executing the program. When the CTF competition provides
solvers with source code for vulnerable programs, solvers
need to understand the programming language of the
programs provided to analyze them. Also, if the competition
only provides binaries instead of source code, the solver
needs knowledge of reverse engineering skills and system
architecture to analyze the program.
This is a method to dynamically analyze a program by
executing the program in a real or virtual environment.
Participants in CTF competitions use a debugger to analyze
the program during the execution process, and may also use
Fuzzing and Symbolic Execution techniques to identify
vulnerabilities in the program.
Stack overflow is a vulnerability that can inject data across
the boundaries of variables allocated to the process’ stack
memory area. In the stack memory area, information
including the return address of the function is stored,
which can result in manipulating arbitrary indirect calls.
In certain languages, including C/C++, when the expression
range of an integer data type is exceeds, undefined
behavior such as a change in the sign of the data may occur.
If the variable is used in conditional expressions or memory
allocation size, it may cause fatal results.
Most operating systems use their own memory management
policy to reduce fragmentation of heap area. The UAF
vulnerability can lead to information leaks, code execution,
etc., depending on conditions when reusing freed memory.
A skill that handles the program’s control flow by
manipulating data associated with the program’s indirect
call. The return address, function pointer, global offset
table, etc. are subject to tampering.
The skill of creating a small-sized program that executes
specific instructions in the system, usually in machine code.
A method that bypasses protection by modulating the
execution flow into a library code area that has execution
authority. It is mainly used in situations where there is no
write permission for the stack or heap area due to the
protection techniques such as NX.
This method is used to bypass protection techniques such
as NX, DEP, and ASLR. This skill uses a gadget in the
program code area to control the call stack.

Table 1. Example of required knowledge for pwnable learning according to Evaluation
Points(EP)

2.4

mitigation bypassing

The final step for the exploit is to take control of the program on the remote
server. However, owing to mitigation policies developed over a long period of
time, many CTF competitions require participants to understand the methods
for bypassing these protection techniques. Accordingly, after control flow hijacking, it is necessary to understand the protection techniques applied to systems
and binaries and various skills to bypass them.
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Fig. 2. Design concept comparison of existing CTF and fine-grained CTF.

3

Evaluation Point Derivation

The main idea of this study is as follows. If it is possible to automate and measure
the main steps for solving typical pwnable problems, the cause of failure can
be analyzed also through the learner’s failure point. Therefore, in this study,
four evaluation points were derived based on the general process of a control
flow hijacking attack, which uses the memory corruption exploit to derive clear
points of failure for learners: crash, control flow handling, mitigation bypassing,
and full exploit.
3.1

Evaluation Point 1 – Crash Check

In the pwnable CTF competition, a program containing a vulnerable is generally
provided to the solver by default, and in some cases, the source code of the
corresponding program is also provided. Therefore, the student first goes through
the static and dynamic analysis process in the problem solving process to identify
the vulnerability of the program. Evaluation Point 1 evaluates students’ ability
to analyze programs and identify vulnerabilities. To cause a crash associated with
a vulnerability in a running program for the solver, they must analyze the given
program, find the vulnerability in that program, and craft an appropriate input
payload that can trigger the vulnerability through programming. Accordingly,
in this study, a student who can cause a crash related to a vulnerability in a
running program is considered capable of analyzing basic problems. That is, if a
student successfully passes Evaluation Point 1, the educator can judge that the
student has the ability to analyze the program that contains the vulnerability,
identify the program’s vulnerability, and craft the input value that can trigger
it through programming. At this stage, the student can identify bugs in the
program by performing a source code auditing or reversing process to precisely
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analyze the program. In addition, bugs in the program can be identified by using
dynamic testing techniques such as fuzzing and symbloic execution. Meanwhile,
students who do not pass Evaluation Point 1 can be judged to have insufficient
knowledge. Thus, educators can provide appropriate feedback to users to help
students overcome this learning hurdle.
3.2

Evaluation Point 2 – Control Flow Handling Check

The pwnable problem usually requires the solver the ability to craft an exploit
by exploiting single or multiple vulnerabilities in the program. To measure this,
evaluation point 2 checks students’ ability to exploit the program’s vulnerability
to manipulate the program’s control flow. In other words, the evaluation point
is a step of measuring the user’s exploit capability in an environment where
mitigation techniques are not applied. At this point, the student that successfully handles the instruction pointer of the program as an arbitrary value has
successfully passed Evaluation Point 2. Such a student is judged to not only has
knowledge of the preceding steps (program analysis), but also skills that can trigger potential vulnerabilities related to the instrument pointer by combining the
vulnerabilities that exist within the program. Meanwhile, a student who passed
Stage 1 but failed to pass the Evaluation Point 2 has the knowledge required in
the previous stage, but he or she has insufficient knowledge for manipulating the
instruction pointer as needed.
3.3

Evaluation Point 3 – Mitigation Bypassing Check

In the control flow hijacking scenario, a difference is observed between modulating the instruction pointer and seizing the complete control flow. This difference
depends on whether the program and system are mitigated, so passing this stage
requires the ability to bypass various mitigation techniques. For example, if a
stack canary protection technique is applied to a program, the solver may need
to utilize an information disclosure vulnerability such as leaking canary data
inserted in the program stack to avoid the exploit code failure. In addition,
when the program is executed in a system environment to which ASLR mitigation is applied, the solver can utilize an attack technique that can craft an
exploit by using a code gadget with a fixed address such as ROP. To check this,
evaluation point 3 reconstructs a given problem by partially applying various
mitigation techniques applied to the problem. To sum up, evaluation point 3
measures whether a user has the ability to bypass exploit mitigation configured
in various ways. Therefore, educators can judge that students who do not pass
Evaluation Point 3 have insufficient understanding of protection techniques and
the techniques to bypass them. Also, as with the previous evaluation point 2, if
the student successfully passes the level, the student is considered to have the
knowledge required for the previous evaluation point. Students who pass the
evaluation point 2 but do not pass evaluation point 3 may be considered to have
the necessary knowledge in previous steps, but not enough knowledge to bypass
certain mitigation techniques.
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Fig. 3. Design of the fine-grained CTF.

3.4

Evaluation Point 4 – Full Exploit Check

Evaluation Point 4 verifies whether the student has succeeded in obtaining a
flag of the remote system through a control flow hijacking exploit. This step
is the same as the scoring method in the general CTF platform. Students who
have completely passed the final evaluation point can be judged to have all the
knowledge required for the problem.

4

Design and Implementation of the fine-grained CTF

In this section, we describe the design for implementing fine-grained pwnable
CTF. Figure 3 shows the overall design overview of our fine-grained CTF architecture. The fine-grained CTF aims to automatically transform the evaluation
of the pass/non-pass manner of the existing jeopardy-style pwnable CTF into a
more fine-grained evaluation method. To achieve this, we used a method to build
a separate evaluation container environment for each evaluation point derived in
section 3. For example, we configure a separate evaluation container environment
that measures whether control flow has been tampered with in order to evaluate
the user’s control flow handling capabilities. We also constructed each evaluation
container environment for all subsets of the mitigation technique applied to the
pwnable problem, to verify the user’s ability to bypass the various protection
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Fig. 4. Change of code address offset according to the application of the code instrumentation protection technique.

techniques used in the problem. Our evaluation system is largely composed of a
preparation phase in which educators distribute problems and an exercise phase
in which students solve problems. The rest of this section describes the process
of deploying the pwnable problem by the educator in the preparation phase, and
the process by which the user’s exploit code is evaluated in our fine-grained CTF
during the exercise phase.
4.1

Preparation Phase

In the preparation phase, the educator first submits the source code of the pwnable problem, the build script which builds the source code, and the mitigation
type to be applied to the problem through the web interface. Next, the Deploy
Engine checks the available port information of the system and constructs an
evaluation container corresponding to each port number. The container created
in the process consists of a power set for mitigation specified by the user. For
example, when the mitigation set for a specific container is {∅} (least mitigated),
the container corresponds to Evaluation Point 2, which evaluates a user’s control flow handling capability. In addition, when the mitigation is the same as
the mitigation set specified by the user (most mitigated), the container refers to
Evaluation Point 4. It means evaluating whether the user can bypass all mitigation techniques applied to the problem.

In each fine-grained evaluation container configuration, we reconstruct the
binary file so that the built binary file always has the same code address offset
and memory layout. A lot of memory corruption exploit techniques use code
address offset and memory layout information of binary files in exploit code construction. The ROP is a representative exploit technique that uses a code gadget
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which is in the binary file. However, the binary file applied with mitigation technique through binary instrumentation such as stack canary has a difference in
code address offset in the program as shown in (a) and (b) of Figure 4. Also, in
many exploit techniques such as buffer overflow and UAF, the memory layout
of the program has an important effect on exploit reliability. For this reason,
in a fine-grained evaluation system, it is necessary to reconstruct the problem
binary files executed in each evaluation container to have the same code offset
and memory layout. To achieve this, we implemented the dummy StackProtector
Pass by modifying the code that generates the canary check instruction of the
StackProtector Pass in the LLVM project[10]. As shown in Figure 4, LLVM’s
StackProtector pass inserts an arbitrary stack canary during the source code
build process, and inserts code that checks it during execution. Based on this,
we used the method to modify the instruction that the StackProtector pass
checks in the function epilogue for the stack canary inserted in the function prologue. The assembly code of the binary file generated through this is as shown
in Figure 4 (b) and (c).
The host ip address, port number and evaluation type used in the process of
deploying the evaluation container are stored in the database. This data will be
used in the execution and judgment process of the exploit code submitted by
the user in the future exercise phase.
Also, during the deployment of our fine-grained CTF evaluation container, a
randomly generated flag is stored in each container. If the same flag is used in
each evaluation container, the user may maliciously bypass the high stage problem by simply printing the flag obtained through solving the low stage problem.
For example, consider the case where a malicious user submits exploit code that
causes a program crash to the judgment server. Then the user successfully passes
the evaluation point 1. Subsequently, a malicious scenario in which a malicious
user simply prints the flag data string of evaluation point 1 obtained through
the exploit code targeting evaluation point 1 to evaluation points other than
evaluation point 1 may exist. Because of the existence of this malicious scenario,
the flags existing in the containers constituting each evaluation point should not
only be difficult for the user to infer, but also must use different flag values for
each container. The flag strings of each evaluation container are also stored into
the database for the user’s exploit code judgment at a future exercise phase.
4.2

Exercise Phase

In the exercise phase, students submit exploit code through a web interface in
the form of an online judge system. Unlike the usual jeopardy-style CTF method,
which transmits an exploit payload over the network to remote servers where
the vulnerable binaries are operating, our proposed fine-grained CTF gets an
exploit code from users. This is because our fine-grained CTF is a system designed with educators as the main target. Our fine-grained CTF system allows
educators to provide detailed feedback by investigating the exploit code written
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ALGORITHM 1: Evaluation process of the judgment container.
Input : N – problem number
E – exploit code submitted by the student
D – database
C – crash identifier (”SIGABRT”, ”SIGSEGV”)
Output: S – exploit status
1
2
3
4
5
6
7
8
9
10
11
12

P ← getPortNums (D, N)
/* get the port numbers of evaluation containers.
H ← getHost (D, N)
/* get the host IP of evaluation containers.
for p ← P do
F← getFlags (p)
/* read the flag stored in the evaluation container.
s ← tryExploit (E, H, p)
/* try exploit and save output stream
if isContain (s, F) then
S← updateExploitState (S, D, p)
/* Update Exploit status.
end
if isContain (s, C) then
S← updateExploitState (S, D, p) /* Update Exploit status(Crashed).
end
end

*/
*/
*/
*/
*/

*/

by the student, as well as the point of failure of the student derived through a
series of evaluation processes.
Next, the exploit code submitted by the user is executed in an isolated container environment. This is to restrict malicious behavior that can occur when
the user’s code is executed directly in the host environment of the system where
the fine-grained CTF is hosted. For example, if the exploit code uploaded by
the user is not isolated and operates directly in the host environment, the user
can directly perform various malicious actions such as reading flag information
stored in the database directly on the host computer. Because of the high risk
of executing code directly in the host computing environment, our fine-grained
CTF design forces user-submitted code to run only in an isolated environment.
The exploit code submitted by the user in the judgment container is executed
with the host ip address and port number stored in the database as arguments.
Therefore, the exploit code submitted by the student must be crafted with the
host ip address and port number as system arguments in our fine-grained CTF
system.
The process in which the exploit code submitted by the student in the judgment container is evaluated in detail in a fine-grained manner is described in
detail in Algorithm 1. At this stage, our fine-grained system was built in the
ubuntu environment, so the characters “SIGABRT” and “SIGSEGV” are used
as identifier strings to identify crash in the linux system. Also, deploying a separate container for crash check, which is the purpose of evaluation point 1, can
cause unnecessary system overhead, so we have inserted a string matching pro-
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cess for crash check into the evaluation process without constructing a separate
container.

5

Conclusions

Recently, CTF, which was mainly used for hackers to exchange technical expertise and engage in competition, has now been widely implemented as an
educational platform in the field of information security. Accordingly, various
research approaches have been applied to improve learning efficiency for beginners. In addition, research has been conducted to reduce the costs and educators’
burdens for operation of a CTF. This study subdivides the pwnable CTF, which
requires a comprehensive understanding of the entire system, into distinct evaluation points to improve the ability of educators to identify the failure factors of
learners. However, for this approach to successfully relieve the educators’ burden,
it is necessary not only to propose evaluation points but also to automate the detection of these points. Therefore, we design a CTF platform that can automate
the detection of learner failure points based on these evaluation points.
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Abstract. With the inception of online betting, various professional
gambling groups have exploited the betting regulations for the past few
years. This phenomenon occurs mainly in Asia because the regulations
on gambling in these countries are complex and strong. Our study focuses on horse racing in Korea, which is operated under the government
fund. Our study proposes a fraud detection system that can help detect
abnormal activities and prevent these activities. Currently, the Korea
Racing Authority has been recognized to be ill-equipped to detect abnormal activities with the Walkerhill Incident. Our study presents a new
anomaly detection model that uses a flexible window. The system we
propose aims to detect abnormal betting transactions.
Keywords: Anomaly Detection · Fraud Detection System · Big Data
Cyber Security · Transaction Data · Time Series Data · Horse Racing.

1

·

Introduction

Betting on horse racing can be divided into ‘Bookmaking’ (fixed-odds) and ‘Parimutuel’ (not fixed-odds). Fixed odds have a fixed for the game. Pari-mutuel
odds are a competition method among bettors who participate in the game,
and it is not fixed. During a pari-mutuel game, normally, a computerized system
calculates the real-time odds so that the gamblers can observe the updates on the
odds and participate in the game. Normally, a pari-mutuel game has a predefined,
fixed maximal total dividend rates (which is 73% in Korea, and 75.1% in Hong
Kong). In the pari-mutuel game, the total dividend rates of each bettor must
not exceed the predefined maximum total dividend rates. Even if the commission
is between 20% and 30%, bettors will continue to bet, because they have the
possibility of choosing ”wins” and ”winners” (or two or three places). For this
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reason, the entity operating the pari-mutuel game systems will be able to gain
profits by collecting the commissions. To attract the gamblers to join the game,
the expected dividend rates for a gambler should be at least more than 70%.
If the expected dividend rates are too low, the gamblers will have no reason
to join the pari-mutuel game. South Korea has exceptionally heavy regulations
on horse racing compared to other countries. There is a limit on the amount of
bet per race, and there is also a fixed place to bet online. So these regulations
cause unfair problems. This can be approached from a security perspective. The
first is the arbitrary modification of the betting transaction. The second is not
modifying the transaction itself but using it differently from the intention.
This paper studied the types of problems that can occur in a Korean horse
racing environment, which is more regulated than in other countries. Horse racing
transaction data were analyzed to make this possibility stand out. And we have
set a standard for judging unfair horse racing based on the number of bets. Lastly,
the statistical method was applied to identify actual cases and reflect them in
the system for periodic monitoring. In a real horse racing environment, it can
take a lot of time or impossible to develop an optimal system by implementing a
complex algorithm. Therefore, we applied the anomaly detection system newly
using a statistical idea, which can be applied in a special environment called
transaction data with repeatability (periodic) to the actual work. Also, we would
like to propose an idea to ”flexible window” the periodic data. Finally, this paper
designed the basis for unfair horse racing that could occur systemically.

2
2.1

Background
Walkerhill Incident

The Korea Racing Authority is the only organization that can legitimately hold
horse racing games in Korea. It operates three stadiums and 30 branches. In
2020, one of the 30 operating branches, Walker Hill, reported operating problems
through the media [9]. The Walker Hill branch is a specially operated only foreigner that is prohibited from entering a domestic citizen. The governor pointed
out that the dividend rates are excessively high compared to other branches. The
dividend rates set by country law is 73%, excluding tax and profit. The winners
have to pay an additional 22% tax(other income tax and local income tax) when
the dividends are over 2 million KRW (1,680 USD) or the odds for winning are
exceeded 100 times.
Six international betting teams (27 people) from professional gambling groups
bet 21 billion KRW (17.6 million USD) from June 2016 in South Korea. The
number of foreigner’s dividends received during the above period was 218.9 billion KRW (183.8 million USD), while the amount of 21.9 billion KRW (18.4
million USD) in profits was recorded at 197.9 billion KRW (166 million USD),
excluding taxes. Foreign professional gambling group’s dividend rates averaged
110%, far exceeding the overall average dividend rates of 70.3%, as presented in
Fig. 1 [9].
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Fig. 1. The average dividend rate of branch offices .

The dividend rates are the percentage of the amount of money won by the
winner in the game. Excluding the Walker Hill branch, the remaining 29 branches
accounted for only 69.5%. The foreign gambling company used automatic betting programs and printers. They made money by concentrating on dozens to
hundreds of high odds while avoiding taxes by making small and double bets.
For Koreans can bet to 100,000 KRW (84 USD) per 1 race. However, foreigners
do not have a bet limit. Foreigners bet the same amount on a minimum basis,
such as 100 KRW (0.08 USD).
Foreigners in Walker Hill abused the exemption of income tax law, which
is not subject to taxation if the dividends are under 100,000 KRW (84 USD)
and bet a few hundred times 100 KRW (0.08 USD) to avoid taxes. In a game
where the odds for winning does not exceed 100 times, the tax was avoided by
distributing a small amount so that the dividends would not exceed 2 million
KRW (1,680 USD).
2.2

Applying Fraud Detection System (FDS) to Horse Racing

In places like banks that exchange cash, there is an issue about fraud [7]. In the
financial sector, various studies have been conducted to detect these frauds. In
particular, research on credit card fraud has been actively carried out [8]. It has
also been conducting research on detecting card fraud using artificial intelligence
techniques for several years [6].
However, credit cards do not use multiple times per minute in the same place.
It is also not common for banks to send money to the same person dozens of
times a minute. In this regard, there is a difference between financial and horse
racing transactions. Horse racing can take place dozens to hundreds of times a
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day, such as dividends, bets, deposits, and withdrawals. Some people bet more
the same number, and some people suddenly bet different numbers within a
minute. Or they bet a large amount at the last minute. Thus, the form of FDS
used in the existing financial sector is not suitable for the horse racing industry.
Horse racing is likely to be linked to organized crime because turnover is over
the 1 trillion KRW (839 million USD) [11]. For example, a typical organized
crime may be money laundering [1]. Organized criminals also engage with horse
race insiders to cause match-fixing [3]. Therefore, horse racing operators in each
country need Fraud Detection System (FDS).

3
3.1

Methodology
Fraud Detection System (FDS)

FDS can be largely divided into Misuse Detection and Anomaly Detection methods [10]. The misuse detection method is the way to identify cheating that
matches the pattern in the past [4]. The anomaly detection is a method of
detecting when a radically different form of activity occurs compared to a conventional transaction [5]. Horse racing is likely to be a special private environment. Therefore, the Anomaly Detection method is more advantageous than the
Misuse Detection method.
Cybercriminals heavily target Internet banking services. The transfer can be
anomalous and existing researches find abnormal by statistical methods. FraudBuster is effectively detected fraud scam called salami-slicing fraud [2]. This
detecting system is consists of 2 parts as shown in Fig. 2. Firstly, the system
finds a user’s spending patterns to get time windows. The authors from this paper used Discrete Fourier Transformation and Bartlett Filter to find patterns in
the time-series data. When the system finds a time window, features will be calculated in each time window such as the number of transitions, the total amount
of transactions, and so on. Feature values from previous time windows will be
calculated in one feature as average and deviation. This paper used a z-score to
get the distance between the new window and the model from previous windows.
If the distance is large, it means that the new window’s abnormal score is high
in Fig. 2.
However, this approach is not a real-time detection. The system can detect
abnormal when the new window time is filled. And horse racing has a clear
pattern. The racing happens on Friday, Saturday, and Sunday only. The time
window for our data is 1 week. We did not use this approach for the comparing
experiment because the detecting can be done when the system gets 1-week data
fully.
For the horse racing transmission data, repeated shapes appear over time.
Therefore, we would like to propose a simpler approach, not a machine learning
algorithm that requires a complex learning process.
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Fig. 2. Steps for calculating the abnormal score for new window

3.2

Elastic Machine Learning Anomaly Detection Feature

The ‘elastic’ is an open-source solution provider and solution name for big data
processing. Anomaly detection is provided as a paid feature of elastic. There is a
real-time detection method in the Application Performance Monitoring (APM)
domain. The Bayesian formulation is used for previous research [12]. That research proposes a statistical model which is based on Bayesian methods to analyze performance data gathered for a real internet banking system. This model
acts effectively for very high dimensionality, high overall data rates, and seasonality data.
The definition of outliers in the past is an observation that is far from the
others, and the observation is treated as an outlier because it could be generated
by a different situation than others. However, in the real-world outliers are not
just a data point which is far from others. For example, some logs can be accruing
all day long, but the arrival rate could differ for each time range. It means that
each observation will not have any distance between each other because the
type of log is the same. However, when the logging mechanism has changed, the
logging frequency or behavior will be changed, and we can call it an abnormal
behavior. In this case, the traditional anomaly detection approach will not work
well. That research suggests a new definition of the outlier base of the p-value
concept. To identify an outlier, a hypothesis of the data generation mechanism
needs to be defined first. After that, each mechanism can be labeled as normal
or abnormal.
That research defines the generalized p-value, or q-value, of an observation
x ∈ X as:
q(x) = P (y : f (y) ≤ f (x))

(1)

q(x) is a probability of x within a certain interval and it can be trained by xs.
x can be ‘total number of logs within a period’, ‘average of CPU usage within
a period’ and so on. If the probability of a new observation is low within the
distribution which is based on previous data, the observation can be detected as
abnormal.

230

The 21st World Conference on Information Security Applications

6

3.3

Moohong Min et al.

Limitation of the Anomaly Detection Method

The anomaly detection of elastic is a method of dividing periods into a constant
division and creating an observation within those periods. In reality, however, it
is rare for data to represent the same behavior within a specified period. Some
events can occur quickly or slowly within the same period. In horse racing, for
example, race time rarely starts on time due to weather, indoor conditions, etc.
The start time is different for each race. Because there are occasional delays, most
races have different start times and intervals. The anomaly detection of elastic
does not reflect the meaning of period, and the data is divided into periods with
an interval of a particular value. Then, after creating an observation, learn the
probability, and make it a model. Therefore, it is difficult for this model to learn
about normal data.

4
4.1

Fraud Detection System (FDS) for the Horse Racing
Proposed Method

We proposed FDS, which is applicable in real-time in a very simple way in horse
racing. Banking and horse racing have similar but slightly different types of
business. Therefore, the considerations or data for designing FDS may differ from
bank data. The betting transaction of horse racing data has the characteristic of
an instant rush of traffic at a particular time of race end. Before anything else,
the betting pattern data of horse racing is used to implement FDS dedicated to
horse racing. The betting pattern of horse racing is the history of the bettor’s
bet. Every race betting pattern is almost the same.
Pattern Analysis and Data Set The fig. 3 shows the real-time number of
bet each race. An average of 13 to 17 races is held per day.
First of all, if it interprets the graph, bets begin even before the race starts.
Its bet amounts are almost zero until 10 minutes ago, but bet surge as it enters
the end of 10 minutes. With the peak taken a minute ago, it becomes zero at
the same time as the bet ends. The reason for the rush a minute ago is that
the current real-time odds almost matches the final odds for winners. The bet
has considered many factors. There are many environmental factors, such as
horse/rider grades, horse/rider conditions, weather, and competitors. The most
important thing among them is the odds. The pari-mutuel game is not fixed but
continues to change with people’s bets amount.
The win is a betting type that picks one thing. The win dividend rate formula
is as follows.
P oolT
(2)
P oolN
P oolT means win total turnover after takeout deduction. And P oolN means
a turnover of winning numbers. That’s why the odds can be almost fixed, raising
the betting money just before the release deadline.
W inOdds =
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Fig. 3. A one-day Horse Racing betting data flow

Therefore, the real-time odds are most similar to the final odds just before
the deadline. If the bettor expects the horse to come in first with a 99 percent or
higher probability, the odds will be lowered. If so, it will take the form of raising
the betting money even if the odds low to receive large dividends.
The number of bets does not affect odds. Therefore, in situations where the
betting amount is the same, increasing the number of bets does not change the
flow of odds. Nevertheless, the reason we focus on the number of bets is to
find bettor making split bets for various reasons, including tax benefits. If it
is assumed that someone can operate a large silicate systemically, this can also
affect the dividend rate. If it is approached in the form of splitting it and bet a
lot, it can cause well-meaning victims due to tax avoidance and changes in odds.
Pretest to Detect the Interval We used pari-mutuel betting transaction data
within 2017–2018. We conducted a simple experiment with the data. Because it
is difficult to define the time associated with the race, We collected the data at
intervals of 15 minutes, 30 minutes, and 60 minutes to draw a graph.
Just before the end of the release time (just before the start of the race), the
number of bets or the amount of money goes up quickly, and this pattern takes
the same form on any day. Therefore, betting transaction data have the same
pattern over a specific time period. The problem is that the specific time is not
the same. The time of the race is not every hour, 15 minutes, or 30 minutes, but
it changes little by little every time. If the data is grouped into one hour, and
the time of the race is 10 minutes or 5 minutes are extended, there is a problem
that cannot be determined.
As a result of the experiment, there was a possibility of problems if fixed
intervals were used for anomaly detection. This is because every race does not
end in 15/30/60 minutes. For example, if fixed at 60 minutes, it splits into 1-
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to-2 hours and 2-to-3 hours. If there is a race at 1:15 and two races at 1:45,
it is difficult to find the exact buying pattern as two races will exist within an
hour. Conversely, even if it is divided into 15 minutes, the unit will be difficult
to analyze because the betting transaction data of a race is divided into several
pieces. The Fig. 4 is a 30-minute interval of Fig. 3. The race at the back is
similar, but the four races at the front do not match.

Fig. 4. A one-day Horse Racing betting data flow in a 30-min interval

Proposing the Flexible Window We propose a new unit of time for anomaly
detection called a flexible window. Due to the nature of the race, the races have
the following betting patterns depending on the schedule. The Fig. 3 shows the
transaction data flow for a day (1 day) race.
As we can see in the picture above, the betting transaction has a similar
pattern in every race. Transactions are the most frequent just before the end of
the race and drop rapidly when the release is closed and the race begins. Based
on the analysis from this data, the start, and the end of the point where the
betting climb changes rapidly are calculated as a window.
In this paper, a Flexible Window (FW) is proposed to determine the optimum
collection interval. xN is the sum of transactions at N-minute (1-minute interval).
The formula for checking the rate of change per minute is as follows:
xN +1 − xN
(3)
2
While if bets are increased, the y-value will be positive. And y-values will be
negative just before the start of the race. The moment this y-value is positive
again, the next race begins.
This is an approach of finding inflection points through changes in the amount
of change, or differential values. Through this process, it is possible to pinpoint
y=
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repeated sections. The Flexible Window (FW) is the basic unit of the collection
interval. This is to use a cycle of horse racing (from betting transaction data to
termination) as a technique to find only through transaction analysis.
Propose the Safe Zone Defining fraud in horse racing betting transactions
is a difficult problem. The betting transaction data can increase or decrease
momentarily, depending on the form or type of race. Therefore, it is necessary
to make predictions and a safe zone using historical statistical data through
additional information.
This safe zone measures fraud, whether the actual value exceeds the safe zone.
The safe zone generation algorithm 1 is an important area for FDS systems.

Algorithm 1 Safe Zone Generation algorithm
1: procedure Safezone(s, r) . s is a set training data period and r is minutes that
calculated FW size
2:
while s 6= 0 do
3:
Overlapping training data cut into FW size in one place
4:
Sort collected data to endpoint (right alignment)
5:
end while
6:
while r 6= 0 do
. a and b is 0
7:
Check the max and min values every minute.
8:
a ← M axdata
9:
b ← M indata
10:
Create SafeZone(a,b)
11:
Drop the data beyond the margin of error
12:
end while
13:
return
14: end procedure

The period for training must be set first. If necessary, the data can be set as
required betting transaction period such as one week, one month, three months,
six months, one year, and so on. Then calculate Flexible Window (FW) and
overlap it into one place. At this point, the starting point is unknown, so sort
by the endpoint. The transaction data for each race is aggregated into one area
based on the period set as Fig. 5(a). The max and min values are identified every
minute, such as Fig. 5(b), which is used to create a safe zone. At this time, data
beyond the margin of error is removed.
4.2

Results

The horse racing data of January 2018 in a normal one branch were used to
check if it was out of the safe zone. The Fig. 6(a) is a safety zone made from
one-year data in 2017, and the Fig. 6(b) uses one week data.
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Fig. 5. (a) Overlapped 1 Year’s transaction data (b) Overlapped 1 Year’s transaction
data and create a Safe Zone with maximum and minimum values

Fig. 6. (a) The Safe Zone using 12 months (b) The Safe Zone using 1 week

Based on the safe zone produced in five types, the experiment was conducted
by reflecting the data in 2016-2017. In this experiment, it is regarded as Anomaly
that the safe zone is out of range, as shown in Table 1.
Table 1. The number of Anomalies detected (Normal branch)

Sep 2017
Total : 6141
Sep-Oct 2017
Total : 10055
Sep-Nov 2017
Total : 15375
Sep-Dec 2017
Total : 22165

1 week
483
(482/1)
800
(792/8)
1183
(1173/10)
1962
(1937/25)

1 month
56
(56/0)
88
(88/0)
148
(148/0)
311
(310/1)

3 months
52
(52/0)
83
(83/0)
146
(146/0)
296
(296/0)

6 months
40
(40/0)
61
(61/0)
114
(114/0)
239
(239/0)

12 months
4
(4/0)
4
(4/0)
4
(4/0)
36
(36/0)

The five safe zones are the last criterion. Inside the table is the total anomaly
number. In parentheses, the left is the upward anomaly, and the right is the downward anomaly. As a result of the experiment, the least anomaly was identified
when data were put into the Safe Zone made from the last 12 months of data in
September 2017. On the other hand, if the safe zone is set to the previous week,
the safe zone’s size is small, indicating the most signs of abnormalities. As seen
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in the Fig. and table, the shorter the period, the narrower the min-max height,
which is likely to be seen as an anomaly.
The next experiment was conducted on the Walkerhill branch that caused
the problem, as shown in Table 2. Only the branch transaction data was changed
to proceed in the same way as above.
Table 2. The number of Anomalies detected (Walkerhill branch)

Sep 2017
Total : 4773
Sep-Oct 2017
Total : 5913
Sep-Nov 2017
Total : 7676
Sep-Dec 2017
Total : 10177

1 week
963
(159/804)
1314
(187/1127)
1904
(201/1703)
2544
(255/2289)

1 month
234
(80/154)
257
(82/175)
297
(82/215)
325
(85/240)

3 months
162
(79/83)
183
(80/103)
219
(81/138)
261
(83/178)

6 months
125
(50/75)
134
(50/84)
141
(50/91)
151
(52/99)

12 months
113
(38/75)
122
(38/84)
129
(38/91)
139
(40/99)

Compared to a normal branch, the Walkerhill branch was noticeably more
anomaly. In the future, by reflecting each branch’s data, it is possible to check
in real-time how far the current transaction of the branch is out of the safe zone.
The interval of the safe zone was not modified arbitrarily, and the experiment
was conducted only with historical data.

5

Future Work and Conclusion

In this paper, experiments and detection techniques for introducing FDS were
conducted. In this study, horse racing is similar to the financial sector, but a
flexible window is proposed to find the gap through inflection points for data
that is repeated periodically with the same type of trend. It also proposed a basis
for designing a safe zone and reflecting it in a system that finds singularities in
FDS.
In the future, we plan to evaluate the safety zone and conduct research to expand it flexibly. For example, applying a Time-Series Prediction-based ML algorithm with statistical techniques. This method will make the safe zone stronger.
The study approached from a security perspective the study of possible unfair
trends in horse racing business. We proposed the base of the system for detecting
anomalies in the cyclical repeatable horse racing betting transaction. And it has
contributed to laying the foundation for the study of time-series data areas
where a trend similar to this study could occur in the future. The FDS system
restricted in this paper is specialized in horse racing transactions but is flexible
in the case of repetitive transactions. It is also applicable to financial FDS as an
additional factor in viewing the number of transactions. In addition to financial
transactions, it is applicable to all areas where periodic transactions occur. Areas
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where data are collected repeatedly, such as IoT (Internet of Things) systems,
can be a good example. It contributed to the detection of a similar form of an
anomaly in the future by proposing an algorithm to create a safe zone.
The FDS proposed in this paper has the advantage of being able to systematize immediately. Through this, the anomaly can be detected in real-time. In
the future, more advanced statistical techniques will be used to create safe zones,
and various forms of implementation will be conducted.
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Abstract. The minrank problem is often considered in the cryptanalysis of multivariate cryptography and code-based cryptography. There
have been many multivariate cryptosystems proven insecure due to their
weakness against the minrank attack, which is an attack that transforms
breaking a cryptosystem into solving a minrank problem instance.
In this paper, we review two existing methods, the Kipnis-Shamir method
(KS), and minors modeling for solving a minrank instance, and then propose a mixed method that merges these two methods. Our method uses
a bilinear subsystem from the KS method and a subsystem from minors modeling. It is at least as eﬀective as the KS method, and does
not require as many minors as minors modeling. Moreover, we consider
applying the hybrid approach on multivariate polynomials solved in our
mixed method to further improve our method. We then revisit the minrank attack on Rainbow and conclude the previous complexity analysis
of the minrank attack on Rainbow is overestimated, and provide the correct complexity of the minrank attack on NIST PQC 2nd round Rainbow
parameters.
Keywords: Minrank Problem · Multivariate Cryptography · Gröbner
basis.

1

Introduction

With currently widely used cryptosystems, RSA [31] and ECC [26], being threatened by the development of quantum computers because of Shor’s quantum
algorithm [32], research on the post-quantum cryptography has become more
urgent. NIST [1, 11] anticipated a realization of quantum computers that are
capable enough of breaking 2048-bit RSA by the year of 2030, and they have
taken actions on standardizing post-quantum cryptosystems.
Among all candidates of post-quantum cryptosystems, multivariate public
key cryptosystems often face some challenges from a so-called minrank attack,
that is an attack that transforms breaking a cryptosystem into solving a minrank problem instance. The rank metric decoding problem, which is the main
problem considered in code-based cryptography, can be reduced to the minrank
problem as well. The minrank problem (MR(q, n, m, r)) asks one to find a linear combination of given m + 1 matrices M0 , M1 , . . . , Mm over a finite field of
order q that has rank between 1 and r. This problem is proven to be an NPcomplete problem [8], and in the field of multivariate cryptography, by far there
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are three diﬀerent methods proposed for solving it, that are the Kipnis-Shamir
(KS) method [25], minors modeling [5] and linear algebra search method [24].
In multivariate cryptography, many attempts on building secure cryptosystems failed due to their weakness against the minrank attack, for example,
HFE [25], SRP [29], ZHFE [9], and TTM [24]. Techniques such as enlarging
parameters or applying modifiers are applied to some multivariate cryptosystems such as Rainbow [17] and HFEv- [28, 30] because of the minrank attack.
Unlike fairly well-understood minors modeling and linear algebra search
method, there were not many results published on the complexity analysis of
the KS method until Verbel et al. [34] gave their analysis. They gave a method
of constructing non-trivial syzygies (see definition in §2.1) for super-determined
minrank instances, and hence understanding the first fall degree (see definition
in §2.1) of the polynomial system obtained from the KS method, which indicates
a tighter complexity bound. This result is used on cryptanalysis on rank metric
code-based cryptosystems [2]. As its advantage, the KS method gives low first
fall degrees for super-determined minrank instances. As its drawback, it introduces many new variables and its analysis on using subsystems are not thorough.
On the other hand, various analyses on the complexity of minors modeling are
given [10, 19, 22]. This method does not introduce new variables but requires a
heavy computation of many minors.
Contribution The first contribution of this paper is to propose a new method
of solving the minrank problem called the mixed method. It uses a bilinear
subsystem (say Sµ ) from the KS method and a subsystem (say Tµ ) from minors
modeling. When Sµ is an under-determined subsystem, adding Tµ to Sµ means
adding more equations to Sµ without introducing any new variables, and it can
possibly decrease the overall degree of regularity. Conversely, adding Sµ to Tµ
significantly reduces the number of spurious solutions of Tµ . Therefore, when
Sb is under-determined, the proposed mixed method possibly improves the KS
method. When Sµ is an over-determined subsystem, Tµ is not needed, which
means our mixed method reduces to the KS method.
Another contribution of this paper is to consider applying the hybrid approach [4] on multivariate polynomials solved in the mixed method. The hybrid
approach is a combination of exhaustive search and Gröbner basis computation
for solving a set of multivariate polynomials. The values of a few variables of a
polynomial system are specified randomly before solving this system, the process
terminates once the correct values are used. A bilinear subsystem is used in the
mixed method, which means there are two sets of variables. The more significant
set of variables being specified expects to bring more degree drops in the first fall
degree of a polynomial system. For the mixed method, specifying every variable
from the set that has fewer variables, according to our experiments, expects to
decrease its first fall degree by 1. We also revisit the minrank attack on NIST
PQC 2nd Rainbow proposal by considering the KS, minors modeling and the
mixed method all together. We find that the previous complexity analysis of
the minrank attack on Rainbow Ia, IIIc and Vc parameters [13] are overestimated, that are 2156.1 , 2578.0 and 2771.7 . We update the new complexity to be
2138.1 , 2308.1 , 2405.4 , and our investigation shows that the proposed parameters
for Rainbow are secure from the minrank attack.
The paper is organized as follows. Section 2 explains about multivariate
quadratic problem and bilinear systems. In section 3, we review the minrank
problem, the KS method and minors modeling. In section 4, we propose a mixed
method for solving the minrank problem and discuss the behavior of the mixed
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method coupling with the hybrid approach. In section 5, we present experimental results on scaled-down Rainbow and application of our method on Rainbow.
Finally, section 6 gives a conclusion.

2
2.1

Multivariate Quadratic Problem and Bilinear Systems
Multivariate Quadratic Problem

Let F be a finite field of order q, m, n ∈ N, and R := F[x1 , . . . , xn ] be the
polynomial ring in variables x1 , . . . , xn over F.
Problem 1 (Multivariate Qudratic Problem) Given a set of quadratic polynomials f1 , . . . , fm ∈ R and a vector y = (y1 , . . . , ym ) ∈ Fm , find z ∈ Fn such
that f1 (z) = y1 , . . . , fm (z) = ym .
An eﬀective method for solving this problem is through Gröbner basis computation [7]. Eﬃcient algorithms for computing a Gröbner basis include XL [12],
F4 [20] and F5 [21]. A good indicator of the complexity of computing a Gröbner
basis is the degree of regularity (dreg ) [3], which is the maximal polynomial degree appeared during a process of computing a Gröbner basis. This complexity
mainly comes from a computation of the row echelon form of a Macaulay matrix
of degree dreg . Suppose such a Macaulay matrix has size Rdreg × Cdreg , then the
complexity of the fast algorithm proposed in [33] for computing its row echelon
form is given by O(Rdreg Cdω−1
), where 2 ≤ ω ≤ 3 is the linear algebra constant.
reg
The degree of regularity dreg for random systems can be precisely evaluated, but
hard to estimate for specific families of polynomial systems. Therefore, in cryptographical studies, dreg is often approximated by the first fall degree (df f ). To
define the first fall degree, we need to be familiar with a notion called non-trivial
syzygies.
Definition 1 (Syzygy). Let {h1 , . . . , hm } ∈ R be a set of polynomials.
A
∑m
syzygy of (h1 , . . . , hm ) is an m-tuple (s1 , . . . , sm ) ∈ Rm such that i=1 si hi = 0.
The degree of a syzygy s = (s1 , . . . , sm ) is defined as deg(s) = max deg(si hi ).
1≤i≤m

The linear combinations of m-tuples (s1 , . . . , sm ) ∈ Rm with si = hj , sj =
−hi for some i, j (i ̸= j) and st = 0 for t ̸= i, j are called trivial syzygies.
The syzygies that are not linear combinations of the trivial syzygies are called
non-trivial syzygies. Non-trivial syzygies of the homogeneous components of the
highest degree of h1 , . . . , hm account for the non-trivial degree falls during a
Gröbner basis computation.
Definition 2 (First fall degree df f ). Let {f1 , . . . , fm } ⊂ R be a set of polyh
nomials and {f1h , . . . , fm
} ⊂ R be their homogeneous component of the highest
degree. Its first fall degree is the smallest degree df f such that there exist nonh
trivial syzygies∑
(s1 , . . . , sm ) ∈ Rm of∑
(f1h , . . . , fm
) with maxi (deg(si fih )) = df f ,
m
m
satisfying deg( i=1 si fi ) < df f but i=1 si fi ̸= 0.
Many results on multivariate cryptosystems are based on analyzing df f [15, 14,
18, 16], although it is not always true that df f and dreg are very close, experimental and theoretical evidences in these results have shown it seems to be true
for some cryptographic schemes.
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Bilinear System

A bilinear polynomial is defined as follows.
Definition 3 (Bilinear polynomial). Let x = (x1 , . . . , xn1 ), y = (y1 , . . . , yn2 )
be variables, F[x, y] be the polynomial ring in x and y over a field F. A bilinear polynomial f ∈ F[x, y] is a quadratic polynomial, and linear in each set of
variables, i.e. degx (f ) = degy (f ) = 1.
Regarding a set of bilinear polynomials, there are some special properties,
and we will use Jacobian matrices to explain these properties. The Jacobian
matrix of a set of bilinear polynomials is defined as follows.
Definition 4 (Jacobian matrix). Given a set of bilinear polynomials F =
(f1 , . . . , fm ) ∈ F[x, y]m , then the Jacobian matrices of F with respect to variables
x and y are given by
[
Jacx (F ) =

∂fi
∂xj

[

]
,
1≤i≤m,1≤j≤n1

Jacy (F ) =

∂fi
∂yk

]
.
1≤i≤m,1≤k≤n2

And we have the following proposition for a set of bilinear polynomials:
Proposition 1. (See proof in appendix) Let F = (f1 , . . . , fm ) ∈ F[x, y]m be a
set of bilinear polynomials. For G = (g1 , . . . , gm ) ∈ F[y]m , it is a syzygy of F if
G · Jacx (F ) = 0. Moreover, if G is non-zero, then G is a non-trivial syzygy of
F. Similar statement holds for Jacy (F ).
From the above proposition, we can construct some non-trivial syzygies of
a set of homogeneous bilinear polynomials F = (f1 , . . . , fm ) ∈ F[x, y]m using
its Jacobian matrices, which have linear polynomials as its entries, and we need
to compute their left kernels. By Cramer’s rule, see [23], we know the kernel of
such matrices have elements in the span of its maximal minors (also see example
1 and 2 in appendix). Here, maximal minor refers to determinants of square
submatrices with the maximal size of a matrix.

3

The Minrank Problem

In this section, we introduce the minrank problem and two existing methods for
solving the minrank problem, the KS method and minors modeling.

3.1

The Minrank Problem

The minrank problem is defined as follows.
Problem 2 (Minrank Problem) Given a field F of order q, a positive integer
r ∈ N and n × ∑
n matrices M0 , M1 , . . . , Mm ∈ Fn×n , find x1 , . . . , xm ∈ F such
m
that ∆ = M0 + i=1 xi Mi , 0 < Rank (∆) ≤ r. A minrank instance is denoted by
MR(q, n, m, r).
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Minors Modeling

Minors modeling
∑m [5] is based on the fact that all (r + 1) × (r + 1) minors of
∆ = M0 + i=1 xi Mi vanish at (x1 , . . . , xm ) when ∆ has rank no larger than
( n )2
r. This method gives a system of r+1
equations in m variables. The property
of this polynomial system is related to the so-called determinantal ideal. In [10,
19, 22], intensive analyses on the property of the ideal generated by polynomials
from minors modeling are given. Minors modeling, as its advantage, does not
introduce any other variables except x1 , . . . , xm . But it requires a computation
( n )2
of as many as r+1
minors of a matrix with linear polynomial entries. If we
(
)
consider the XL algorithm, there are m+r+1
monomials up to degree r + 1,
r+1
(m+r+1)
and we need
independent
equations
to
terminate the XL algorithm,
r+1
( n )2
which means the complete r+1 equations are unnecessary to achieve dreg
( n )2 (m+r+1)
being r + 1 when r+1
> r+1 . Every minor is a degree r + 1 polynomial
(
)
in variables x1 , . . . , xm , which has m+r+1
terms at most. Suppose obtaining
r+1
( n )2 (m+r+1)
every coeﬃcient takes complexity O(1), computing min{ r+1
, r+1 } minors
(
( n )2 (m+r+1) (m+r+1))
requires a complexity of O min{ r+1 , r+1 } · r+1
. Note that when
partial minors are used, dreg turns to be higher and spurious solutions appear.
Moreover, solving the
obtained from making those minors vanish
(( polynomials
) )
m+r+1 ω
takes complexity O
, where 2 ≤ ω ≤ 3 is a linear algebra constant.
r+1
3.3

The Kipnis-Shamir Method

The KS method [25] was first used to break the HFE cryptosystem [27]. This
method
is based on the fact that the dimension of the right kernel of M0 +
∑m
x
M
i=1 i i should be no smaller than n − r, since it has rank no larger than
r. There exists a canonical echelonized basis for this right kernel, we put these
basis vectors
into
[
] a matrix as column vectors, then this matrix should be in the
In−r
form of
, where In−r is the identity matrix of size n − r and K is an
K
[
]
In−r
r × (n − r) matrix. We denote the column vectors of
by k̂1 , k̂2 , . . . , k̂n−r .
K
Then we have
[
]
[
]
In−r
∆
= ∆ k̂1 , k̂2 , . . . , k̂n−r = 0.
(1)
K
If we regard the entries of K as new variables:


k1 kr+1 · · · kr(n−r−1)+1
k2 kr+2 · · · kr(n−r−1)+2 


K=. . .
,
..
..

 .. ..
.
kr k2r · · ·

kr(n−r)

then we obtain a system of n(n−r) bilinear equations in variables x = (x1 , . . . , xn )
and k = (k1 , k2 , . . . , kr(n−r) ) from (1). Moreover, n − r subsystems can also be
obtained from (1), which are denoted by S1 , S2 , . . . , Sn−r as follows:
[
[
]
]
∆ · k̂1 = 0, ∆ · k̂1 k̂2 = 0, · · · , ∆ · k̂1 k̂2 · · · k̂n−r = 0.
} |
| {z
{z
}
|
{z
}
S1

S2

Sn−r
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Solving a subsystem may take less time than solving the full system. However, the df f of a subsystem is no smaller than the df f of the full system, i.e.
df f (Si ) ≥ df f (Sn−r ) for i = 1, . . . , n − r − 1. In [34], this is pointed out and they
suggest using subsystems that are determined or over-determined since underdetermined subsystems tend to have higher df f and give spurious solutions.
In [34], Verbel et al. gave a tight bound on the df f of Sn−r , and they experimentally showed the dreg is close to their bound as well. As its advantages,
the KS method can construct a polynomial system more easily compared to
minors modeling, optionally determined or over-determined subsystems can be
used, and for super-determined minrank instances, over-determined subsystems
from the KS method have low df f . However, this method introduces more variables than minors modeling, i.e. variables k1 , k2 , . . . , kr(n−r) . Moreover, precise
bounds on the df f of the subsystems S1 , . . . , Sn−r−1 are not yet clear. According to [34], when Sn−r is used, by only multiplying
monomials
in variables from
((
) )
µr+df f ω
can be achieved, where
k in the XL algorithm, a complexity of O
df f
{
}
(r )
( r )
df f = min
d d n > d+1 m +2. And with high probability, df f remains
1≤d≤r−1

m
, df f − 1} ≤ µ ≤ n − r.
the same when Sµ is used, where max{ n−r

4

Our Proposed Method

In this section, we propose a new method that combines the KS method and
minors modeling.
4.1

The Mixed Method

Let b1 , . . . , bn be the row vectors of ∆, i.e.
[
]⊤
∆ = b1 ⊤ b2 ⊤ · · · bn−r ⊤ bn−r+1 ⊤ bn−r+2 ⊤ · · · bn ⊤ .
Since the rank of a matrix is the maximal number of linearly independent column
vectors, we assume the last r rows bn−r+1 , . . . , bn are linearly independent. Then
{bi , bn−r+1 , . . . bn } for each i = 1, . . . , n − r is linearly dependent, which gives
us in total n − r linear relations. We can ∑
translate the linear dependence of
r
{bi , bn−r+1 , . . . , bn } into either “find kj for j=1 kj bn−r+j = bi ” or “(r + 1) ×
[ ⊤ ⊤
]⊤
(r + 1) minors of the matrix bi bn−r+1 · · · b⊤
vanish.” The approach where
n
new variables ki are introduced corresponds to a subsystem in the KS method.
Let 1 ≤ µ ≤ n − r be an integer, in the mixed method, we first realize the
linear dependence of {bi , bn−r+1 , . . . , bn } for i = 1, . . . , µ by introducing new
variables, the resulting polynomial system is the same with Sµ in the KS method.
[
]
⊤
⊤ ⊤
Then we compute (r + 1) × (r + 1) minors of the matrices b⊤
i bn−r+1 · · · bn
for i = µ + 1, . . . , n − r, we denote this system as Tµ . Finally we solve the Sµ
and Tµ combined polynomial system.
As shown in [34], the more kernel vectors k̂1 , k̂2 , . . . , k̂n−r are used in the
KS method, the smaller its df f and dreg will become, and when a subsystem
Sµ is over-determined, its df f is smaller than r + 2. In the mixed method,
the Sµ and Tµ combined polynomial system is used, and polynomials in Tµ
have degree r + 1, which means adding Tµ to an over-determined Sµ does not
reduce the overall df f . Hence we only use an under-determined Sµ in our mixed
m
⌋. The motivation of our method is, on one hand,
method, i.e. µ = 1, . . . , ⌊ n−r
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adding Tµ to an under-determined Sµ to make all subsystems in the KS method
usable and substantially reduces spurious solutions of those under-determined
subsystems. On the other hand, mixing two methods to achieve the lowest df f
possible without introducing many additional variables and computing many
minors.
4.2

Complexity Analysis

In this subsection, we investigate the complexity of the mixed method.
I. Case µ = 1
Since F1 = S1 ∪ T1 , where S1 is a bilinear polynomial system and T1 has
polynomials of degree r + 1. We first analyze the first fall degree of S1 , and we
have the following proposition.
Proposition 2. Let S1h be the homogeneous components of the highest degree of
S1 . S1h has non-trivial syzygies in variables k of degree m + 2 and non-trivial
syzygies in variables x of degree r + 2.
Proof. Let S1h be the degree two homogeneous components of S1 , then the lowest
degree of its non-trivial syzygies coincide with the df f of S1 . The left kernel of
Jack (S1h ) gives non-trivial syzygies of S1h in variables x. Since Jack (S1h ) is an
n × r matrix, and has maximal minors of degree r, we know it gives us nontrivial syzygies of degree r + 2. On the other hand, the left kernel of Jacx (S1h )
gives non-trivial syzygies of S1h in variables k. Since Jacx (S1h ) is an n×m matrix,
and it has maximal minors of degree min{m, n}, and gives non-trivial syzygies
of degree min{m + 2, n + 2}.
⊓
⊔
From Proposition 2, we have the first fall degree df f of S1 is no larger than
min{r + 2, m + 2}. Furthermore, we know the left kernel of Jack (S1h ) (resp.
Jacx (S1h )) are n-tuples with polynomial entries, which can be computed from
the maximal minors of Jack (S1h ) (resp. Jacx (S1h )), if there exist common divisors
among those polynomial entries, we would have non-trivial syzygies with lower
degrees. These common divisors are diﬃcult to compute mathematically, but
can be confirmed using experiments. We found that when n ≥ m + r holds, such
common divisors appear, which means when n ≥ m + r, there exists non-trivial
syzygies of degree ≤ min{r + 1, m + 1}. Related experimental results are shown
in Table 1, it verifies the correctness of using Jacx (S1h ) and Jack (S1h ) to analyze
the df f of S1 , and also confirms the existence of the aforementioned common
divisors when n ≥ m + r.
Therefore, we conclude with the following upper bounds for the df f of S1 :
n < m + r,
n = m + r,
n > m + r,

df f (S1 ) ≤ min{r + 2, m + 2},
df f (S1 ) ≤ min{r + 1, m + 1},
df f (S1 ) < min{r + 1, m + 1}.

(2)

Regarding the first fall degree of F1 and its relation to the first fall degree of
S1 , we have the following proposition.
Proposition 3. (See proof in appendix) Let df f (S1 ) be the first fall degree of
S1 , which depends on either the non-trivial syzygies in variables k of degree no
larger than m + 2 or non-trivial syzygies in variables x of degree no larger than
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Table 1. Experiments on the df f and dreg of S1 , and degrees of the non-trivial
syzygies of S1h from the left kernel of Jacx (S1h ) and Jack (S1h ). ker(Jacx (S1h )) (resp.
ker(Jack (S1h ))) are computed on Magma using the function “Kernel”, where the F 4
algorithm is used. Note that when n ≥ m + r satisfies, we have df f = dreg
(q, n, m, r)
(7,6,5,3)
(7,7,5,3)
(7,8,5,3)
(7,9,5,3)
(7,10,5,3)
(7,11,5,3)

kerleft (Jacx (S1h ))
7
7
5
4
3 or 4
3

kerleft (Jack (S1h ))
5
5
4
3 or 4
3
3

df f (S1 )
5
5
4
3 or 4
3
3

dreg (S1 )
7
7
4
4
3
3

r + 2. From these non-trivial syzygies of S1 , non-trivial syzygies of F1 can be
constructed, and the first fall degree of F1 is no larger than df f (S1 ).
According to this proposition, we have Equation (2) holds also for F1 .
m
⌋
II. Case µ = 2, . . . , ⌊ n−r

When 1 < µ ≤ n − r, our method solves a polynomial system Fµ = Sµ ∪ Tµ ,
where Sµ is an under-determined bilinear system and Tµ consists of polynomials
of degree r + 1. Similarly, an upper bound for the df f of Fµ can be obtained
by analyzing the first fall degree df f of Sµ and Tµ . Let Sµh be the degree two
homogeneous components of Sµ , then we have
Jack (Sµh ) = Iµ ⊗ Jack (S1h ),


k1
k2
· · · kr

 kr+1

kr+2 · · · k2r 

 µ

·L ,
Jacx (Sµh ) = In ⊗ 

..
..
.
. . . 


. . 
.
.
k(µ−1)r+1 k(µ−1)r+2 · · · kµr


(3)

where Lµ ∈ Fnr×m is a matrix derived from the matrices M1 , . . . , Mm .
By (3), the non-trivial syzygies from the left kernel of Jack (Sµh ) and Jack (S1h )
should have same degree, so Jack (Sµh ) gives non-trivial syzygies of degree r + 2
when n < m + r and less than or equal to r when n ≥ m + r. Similarly, the
left kernel of Jacx (Sµ ) also gives non-trivial syzygies of Sµ . But analyzing their
precise degree is diﬃcult as aforementioned common divisors have to be analyzed.
Nevertheless, we know the df f and dreg of Sµ should be decreasing with µ
m
increasing from 1 to ⌊ n−r
⌋ since Sµ becomes less under-determined. Therefore,
m
⌋ is upper bounded by the first
the df f of the mixed method of µ = 2, . . . , ⌊ n−r
fall degree of the mixed method of µ = 1 given in (2).
4.3

Further Improvement

In this section, we consider applying the hybrid approach [4] on the mixed
method. That is to exhaustively guess a few variables before applying Gröbner
basis computation algorithms on the polynomial system obtained by the mixed
method. The question here is to guess which variables. In both the KS method
and the mixed method, we have bilinear systems, which means there are two
sets of diﬀerent variables. We want to find the set of variables to guess that
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minimizes the total complexity. Table 2 presents results about applying the hybrid approach on S1 under (q, n, m, r) = (7, 13, 8, 5), which should have df f ≤ 6
because of the non-trivial syzygies from Jack (S1h ). Note that specifying variables
from x does not change the degree of polynomials in T1 , therefore its first fall
degree will always be no smaller than r + 1.
Table 2. Results of hybrid approach on S1 under (q, n, m, r) = (7, 13, 8, 5), and
ker(Jacx (S1h )) (resp. ker(Jack (S1h ))) are computed on Magma using the function “Kernel”, where the F 4 algorithm is used. ⌊x⌉ means the nearest integer to x.
# variables specified in x
deg of syzygies from kerleft (Jacx (S1h ))
deg of syzygies from kerleft (Jack (S1h ))
df f

0
8
6
6

# variables specified in k
deg of syzygies from kerleft (Jacx (S1h ))
deg of syzygies from kerleft (Jack (S1h ))
df f

1
6
5
5
0
8
6
6

2
5
5
5
1
6
5
5

3
4
4
4
2
5
4
4

4
3
3
3
3
3
3
3

5
3
3
3
4
2
2
2

6
2
2
2
5
1

7
2
2
2

8
1

0≤i≤m
≈ 8 − ⌊ m·i
⌉
m
≈ 6 − ⌊ r·i
⌉
m
≈ 6 − ⌊ r·i
⌉
m

0≤j≤r
⌉
≈ 8 − ⌊ m·j
r
≈ 6 − ⌊ r·j
⌉
r
≈ 6 − ⌊ r·j
⌉
r

The table tells us specifying every variable from k (resp. x) brings −1 to the
degree of syzygies from the left kernel of Jack (S1h ) (resp. Jacx (S1h )), and this can
be rationalized as this specification changes the size of Jack (S1h ) (resp. Jack (S1h ))
to n × (r − 1) (resp. n × (m − 1)), which gives non-trivial syzygies of 1 less degree.
Moreover, specifying every variable from k (resp. x) decreases approximately the
degrees of the non-trivial syzygies from Jacx (S1h ) (resp. Jack (S1h )) by ⌊ m
r ⌉ (resp.
r
⌊m
⌋). Note that this technique can be applied to the mixed method and the KS
method.
Practically, Fµ = Sµ ∪ Tµ is used in the mixed method, Tµ is for decreasing
the overall df f and reducing spurious solutions. When either variables in x or k
are specified, Sµ may turn into a less under-determined or an over-determined
system. In this case, less polynomials or no polynomials from Tµ are needed.
Moreover, specifying either m variables from x or r variables from k leads to a
complete solve of a minrank instance.
Summarizing the discussion, we assume using XL algorithm and only multiplying by monomials from variables k or x, let dx (resp. dk ) be the lowest degree
of the non-trivial syzygies from Jacx (Sµh ) (resp. Jack (Sµh )), then the complexity
of our mixed method is bounded by
(

m≥r
m<r

{

(

{(

)ω (
)ω }
)})
rµ − k + dx − ⌊ km
⌉
m + dk − k
r
O min q · min
,
+ knm
1≤k<r
dk − k
dx − ⌊ km
⌉
r
(
{
(
{(
)ω (
)ω }
)})
⌉
m − k + dk − ⌊ rk
rµ + dx − k
k
2
4
m
O min q · min
,
+ kn
1≤k<r
dx − k
dk − ⌊ rk
⌉
m
k

where 2 ≤ ω ≤ 3 is the linear algebra constant. Note that the complexity given
above are for polynomial solving only. For computing
suppose Sµ after
( nminors,
)
specifying k variables is under-determined, (n−r−µ) r+1
minors will be used in
(
( n )(m−k+r+1))
the mixed method, which requires a complexity of O (n − r − µ) r+1
r+1
4

Note that the computation involving kn2 and kmn can be done in parallel.
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(
( n )(m+r+1))
when k variables from x are specified, and O (n − r − µ) r+1
when k
r+1
variables from k are specified. This computation of minors can be done in parallel
and its complexity is neglectable compared to that of polynomial solving.

5

Experiments and Application

5.1

Experiments

The parameters we choose to run experiments on proportionally coincide with
Rainbow [17], which is (q, v, o1 , o2 ) = (16, 5, 5, 5). Note that the first layer of
Rainbow central map polynomials have rank v+o1 , and second layer polynomials
have full rank. Its public key has o1 + o2 polynomials. Therefore, we can recover
some first layer Rainbow central map polynomials by solving some minrank
instances MR(q, v + o1 + o2 , o1 + o2 , v + o1 ). However, the span of the low rank
polynomials hidden in Rainbow, say Sc (dimension o1 ), is a subspace of the span
of the public key, say Sp (dimension o1 + o2 ). The intersection of Sc with any
dimension o2 + 1 subspace of Sp is a subspace of dimension no smaller than 1.
Therefore, using o2 +1 polynomials p1 , . . . , po2 +1 from the public key of Rainbow,
we are able to recover partial Rainbow secret key by solving MR(q, v+o1 +o2 , o2 +
1, v + o1 ). Moreover, if we fix the variable x1 from x1 , . . . , xm in the minrank
problem to be 1, with probability q−1
q , we can still obtain a solution. Therefore,
breaking Rainbow is almost equivalent to solving MR(q, v + o1 + o2 , o2 , v + o1 ).
R
R
⃝
⃝
All of our experiments are executed on a 2.10 GHz Intel Xeon Gold 6130
Processor with Magma V2.24-8 [6], where F4 algorithm [20] is implemented. We
run 5 experiments for each set of parameter.
Table 3. Experimental results on MR(16, 15, 5, 10), which is equivalent to breaking
Rainbow(q, v, o1 , o2 ) = (16, 5, 5, 5). The best complexity is 223.4 , which is when we
use S1 with hybrid approach of specifying 3 variables out of x1 , . . . , xm . dx (resp. dk )
denotes the lowest degree of the non-trival syzygies derived from the Jacobian matrix
of S1 w.r.t variables x (resp. k), and t denotes the total time for computing minors
and solving the obtained polynomials with F 4 algorithm
method
minors
S2
KS
S3

New
S1

MR(16, 15, 5, 10)
t [s]
*5
615.57
30.49
67.20
(

df f
11
5
4
6

dreg
11
5
4
6

dk
−
−
−
10 = r

dx
−
−
−
6

fix x1

5

5

8

5

10.80

fix x1 , x2

4

4

6

4

5.12

fix x1 , ..., x3

3

3

4

3

4.73

fix x1 , ..., x4

2

2

2

2

4.34

fix x1 , ..., x5

−

−

−

−

−

Complexity
(ω )= 2.8)
(m+r+1
)ω (5+11
ω
= 11
≈ 233.9
r+1)
(2·r+5
(
)
ω
2·10+5 ω
44.0
=
≈
5 )ω
5
(3·r+4
(3·10+4
)ω 243.4
=
≈
2
4(
4 )
)ω (r+6
ω
min{ m+10
, 6
} ≈ 232.3)
10
(m−1+10−2
)ω (r+6−1
)ω
q · min{
,
} + n2 ≈ 229.1
10−2
6−1
)
(
(
)
(
)
ω
ω
q 2 · min{ m−2+10−4
, r+6−2
} + 2n2 ≈ 225.9
10−4
6−2
(
)
(
)ω (r+6−3)ω
q 3 · min{ m−3+10−6
, 6−3
} + 3n2 ≈ 223.4
10−6
(
)
(
)
(
)
ω
ω
q 4 · min{ m−4+10−8
, r+6−5
} + 4n2 ≈ 225.8
10−8
6−5
q m · (5n2 +

n3
)
6

≈ 230.7

Table 3 shows results on breaking Rainbow(16, 5, 5, 5) by solving a minrank
instance MR(q, n, m, r) = MR(16, 15, 5, 10). Since m + r = n satisfies, S1 in KS
and the mixed method is determined, no extra minors are needed. Hence, in the
mixed method, we only consider using S1 coupling with the hybrid approach.
Namely, we randomly specify variables from x1 , . . . , xm in S1 , and try to solve
S1 . Note for this scaled down Rainbow parameter with m ≤ r and n = m + r,
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when only S1 is used, the degree of the non-trivial syzygies from the Jacobian
matrix of S1 w.r.t variables x is r = 10, and the degree of the non-trivial syzygies
from the Jacobian matrix of S1 w.r.t variables k is m + 1 = 6. Comparing to
the KS method and minors modeling, specifying 3 variables in S1 gives the best
complexity, 223.4 .
To testify that our mixed method is indeed eﬃcient, we also conduct experiments on MR(16, 9, 6, 6) and MR(16, 11, 6, 8). The results are shown in Table 4.
For minors modeling and the mixed method, computing minors are necessary,
and they are computed on Magma in our experiments, the timings are recorded
under the label tminors in Table 4. tF 4 means timings for polynomial solving
using F 4 algorithm with graded reverse lexicographical monomial order. This
table shows that minors modeling requires a long time on computing all the
minors needed, but takes shorter time on polynomial solving compared to the
KS and mixed method. As for the KS method, computations of minors are not
required, but it can take a considerably long time on polynomial solving for some
minrank instances, such as parameters presented in Table 4. As for the mixed
method, not as many minors as minors modeling are needed, and it is faster
in polynomial solving than the KS method for certain parameters such as ones
shown in Table 4.
Table 4. Experimental results on solving minrank instances with minors modeling (see
§3.2), the KS method (see §3.3) and the mixed method (see §4.1)

5.2

(q, n, m, r)
(16, 9, 6, 6)

method
minors
S2
KS
S3
µ=1
mixed
µ=2

df f
7
5
4
8
5

dreg
7
6
5
8
6

tminors [s]
39.01
0
0
2.17
1.08

tF4 [s]
1.56
234.42
114.29
8.54
247.88

tminors + tF4 [s]
40.57
234.42
114.29
10.71
248.96

(q, n, m, r)
(16, 11, 6, 8)

method
minors
S2
KS
S3
µ=1
mixed
µ=2

df f
9
6
5
8
6

dreg
9
6
5
10
6

tminors [s]
1183.59
0
0
43.04
21.52

tF4 [s]
14.40
13375.86
3296.61
395.57
16823.13

tminors + TF4 [s]
1197.99
13375.86
3296.61
438.61
16844.65

Application on Multivariate Cryptography

Rainbow A public key from Rainbow(q, v, o1 , o2 ) gives an MR(q, n, m, r) =
MR(q, v+o1 +o2 , o2 , v+o1 ). For example, Rainbow(16, 32, 32, 32), which achieves
NIST type I security, gives us MR(q, n, m, r) = MR(16, 96, 32, 64). If we use
minors modeling, df f is estimated to be 65, assuming ω = 2.8 gives us a
(
)ω
complexity m+r+1
= 2238.5 . Note that computing minors has a complexr+1
(m+r+1)2 ( n )2 (m+r+1)
ity of min{ r+1
, r+1
} = min{2170.39 , 2337.59 } = 2170.39 . If we
r+1
use KS method considering [34] with n − r = 32 kernel vectors, df f is estimated to be 18 and we assume using df f − 1 = 17 out of 32 kernel vectors
and multiply only by monomials from kernel variables in the XL algorithm still
5

Due to the limited computation resources, we were not able to obtain this timing.
The computation of minors did not finish in 2 days, which is the maximal time limit
for our platform.
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(
)ω
ff
has df f = 18, then we have a complexity 17r+d
= 2362.0 . Using exhausdf f
tive search (
on variables) x1 , . . . , xm and verifying the solution cost a complex3
m
ity of q · mn2 + n6 ≈ 2146.8 , here mn2 accounts for the computation of
∑m
n3
i , which can be done in parallel and 6 accounts for verifying the rank
i=1 xi M
∑
m
of M0 + i=1 xi Mi using Gaussian elimination. Since for the given minrank
instance, m + r = n satisfies, we only need to use S1 in the mixed method.
Similar to the results in Table 3, by specifying k = 30 variables from x1 , . . . , xm ,
non-trivial syzygies from Jack (S1 ) will have degree
we
(( 64 − 30 )· ω2 = 4, namely
)
m−k+r−2k
k
2
138.1
have dk = 4, which gives us a complexity of q ·
+ kn ≈ 2
.
r−2k
It is much lower than the claimed value 2156.1 presented in NIST PQC Rainbow
proposal [13] (see Table 5).
For parameter IIIc, Rainbow(256, 68, 36, 36), there is a minrank instance
MR(q, n, m, r) = MR(256, 140, 36, 104). Exhaustive search on variables
( x1 , . . . ,3x)m
m
and verifying the correctness of the solution require a complexity q · mn2 + n6 =
(
)ω
≈ 2313.2 . When n − r = 36
2308.1 . Minors modeling has a complexity m+r+1
r+1
kernel vectors are used in the KS method, its df f is expected to be 23. Assuming using df f − 1 = 22 kernel vectors also has df f = 23 gives a complexity of
(22r+23)ω
≈ 2510.7 . When the mixed method is used, since m+r = n satisfies, we
23
only need to use S1 . The non-trivial syzygies from Jacx (S1 ) have degree m + 1
and ones from Jack (S1 ) have degree r considering experiment results in Table 3.
Moreover, since the cardinality of the field is 256, applying the hybrid approach
will not
any benefit.
Therefore, the mixed method has a complexity of
( bring
)ω (r+m+1
)ω
312.0
min{ m+r
,
}
≈
2
, which is also much lower than the claimed
r
m+1
complexity 2578.0 given in [13].
Similarly, for parameter Vc, Rainbow(256, 92, 48, 48), its complexities of minrank attack using exhaustive search on variables x1 , . . . , xm and verifying the
correctness of the solution, minors modeling, the KS method and the mixed
method are 2405.4 , 2421.7 , 2705.8 and 2420.5 , respectively.
Table 5. Complexity of the minrank attack on NIST PQC standardization 2nd round
Rainbow proposal with diﬀerent methods, minrank exhaustive represents the attack
that exhaustively searches the values of x1 , . . . , xm , and verify whether the solution
gives a matrix of the target rank
security
Ia
IIIc
Vc

(q, v, o1 , o2 )
(16, 32, 32, 32)
(256,68,36,36)
(256,92,48,48)

MR(q, n, m, r)
(16, 96, 32, 64)
(16,140,36,104)
(256,188,48,140)

complexity
in [13]
2156.1
2578.0
2771.7

minrank
exhaustive
2146.8
2308.1
2405.4

minors
238.5

2
2313.2
2421.7

KS

mixed

362.0

2138.1
2312.0
2420.5

2
2510.7
2705.8

From the above-mentioned discussions, we know the previous complexity
analysis on the minrank attack presented in the NIST PQC standardization 2nd
round Rainbow proposal is overestimated, but the minrank attack is not enough
to break Rainbow.

6

Conclusion

In this paper, methods for solving the minrank problem were considered. We
reviewed two of the existing methods, the KS method and minors modeling, and
some results on their complexities. We proposed a mixed method that combined
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the KS method and minors modeling. The new system used an under-determined
bilinear subsystem from the KS and a subsystem from the minors modeling.
When the bilinear subsystem is under-determined, the mixed method possibly
outperforms the KS method and minors modeling. When the bilinear subsystem is over-determined, the mixed method has the same complexity as the KS
method.
We also considered applying the hybrid approach on multivariate polynomials solved in our mixed method. A bilinear subsystem is used in the mixed
method, so we considered specifying the set of variables that could minimize
the complexity, which is the set that had fewer variables, and every variable
specified at least reduced the first fall degree by 1. Finally we revisit the minrank attack on NIST PQC 2nd round Rainbow proposal, and found that originally estimated complexities of the minrank attack on Rainbow Ia, IIIc and
Vc, which are 2156.1 , 2578.0 , 2771.7 , are overestimated. We updated them to be
2138.1 , 2308.1 , 2405.4 , and concluded Rainbow is secure from the minrank attack.
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1. Proof of Proposition 1
Proof. By the definition of the Jacobian matrix, we have Jacx (F )x = F ⊤ . Given
m
∑
G · Jacx (F ) = 0, we easily obtain
gi fi = G · Jacx (F )x = 0. Therefore, G is a
i=1

syzygy, and it also lies in the left kernel of Jacx (F ).
Since the trivial syzygies of F contains variables x and y, and G can only
contain variables x, we know if G is non-zero, it is a non-trivial syzygy.
Similar proof can be applied to Jacy (F ) case.
⊓
⊔

2. Examples
[

]
a1 a2 a3
Example 1. Let Q be the field of rational numbers. We consider solving
·
b1 b2 b3
 
x1
x2  = 0 for x1 , x2 , x3 over the field Q(a1 , a2 , a3 , b1 , b2 , b3 ).
x3
 
] x1
[
a1
a2
a3
· x2  = 0. Let
We convert it to the echelon form :
1 a2 b3 a1 −b1 a3
0 b2 a1a−b
a1
1
x3
(
)
(
)
b3 a1 −b1 a3
b2 a3 −b3 a2
x3 = t for any t ∈ Q then x2 = −t b2 a1 −b1 a2 , x1 = t b2 a1 −b1 a2 . If we
reparametrize x3 = t

a1 a2
, we finally obtain x1 = −x2 = x3 = t.
b1 b2
a3 a2
a1 a3
a1 a2
b3 b2
b1 b3
b1 b2

 
x1
[
]
a1 a2 a3 a4 
x 
Example 2. Consider solving
·  2  = 0 for x1 , . . . , x4 over the
b1 b2 b3 b4 x3 
x4
field Q(a1 , a2 , a3 , a4 , b1 , b2 , b3 , b4 ).
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] x1
x2 
a2
a3
a4
 
b2 a1 −b1 a2 b3 a1 −b1 a3 b4 a1 −b1 a4 ·  =
x3
a1
a1
a1
x4
a2 a4
0. Let x3 = t, x4 = s for any t, s ∈ Q. Then we have x1 = −
s−
b2 b4
a2 a3
a a
a a
a a
a a
t, x2 = 1 4 s + 1 3 t, x3 = − 1 2 t, x4 = − 1 2 s.
b2 b3
b1 b4
b1 b3
b1 b2
b1 b2
[
a1
We convert it to the echelon form :
0

3. Proof of Proposition 3
Proof. Suppose (s1 , . . . , sn ) is a non-trivial syzygy of degree d. Then we can
construct a syzygy of degree d for F1h , which is (s1 , . . . , sn , 0, . . . , 0), where F1h
consists of the homogeneous components of the highest degree of F1 .
If (s1 , . . . , sn ) is a non-trivial syzygy in variables k, si (1 ≤ i ≤ n) are polynomials of degree no larger than m, then (s1 , . . . , sn , 0, . . . , 0) is a non-trivial
syzygy of F1h by Proposition 1. On the other hand, if (s1 , . . . , sn ) is in variables
x, si (1 ≤ i ≤ n) will have degree no larger than r. Since T1 consists of polynomials of degree r + 1, we know (s1 , . . . , sn , 0, . . . , 0) can only be a non-trivial
syzygy of F1h by Proposition 1. According to the definition of df f , we know the
df f of F1 is at most d since there may exist other non-trivial syzygies of F1h that
have a smaller degree than d. Therefore, the statement is proved.
⊓
⊔
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Abstract. A solution is proposed in this paper to implement paid and
anonymous use of cloud software. It addresses a popular cloud computing service, cloud software, and considers the requirement of some users
to protect their privacy. It enables a software user to access a paid cloud
software anonymously such that his input to the software and the output
of the software to him cannot be linked to his identity. Firstly, a software
user buys an anonymous token from a software provider. The anonymous
token proves the user’s access privilege to the software and does not reveal his identity. Then the user communicates with the software provider
anonymously through a two-way onion routing network, submitting his
input and anonymous token and obtaining the output from the software.
The two-way onion routing network employs symmetric encryption and
decryption and an efficient key exchange mechanism and so does not
compromise efficiency of the new scheme.

1

Introduction

In the era of cloud computing, it is very popular for software users to rent the
softwares they need and use them on-line instead of buying them and installing
them locally. After paying the renting cost to a software provider, a user can
use the rented cloud software on-line in two steps. Firstly, he sends the software
provider his input to the software. Then, the software provider runs the software
with the input and returns the user the output. Software renting in the cloud has
some obvious advantages as the user does not need to care about the software
(e.g. its secure execution environment) except knowing that it runs somewhere
securely in the cloud. Firstly, renting a software is cheaper than buying it. Secondly, the users do not need to provide local hardware (computing power) to run
the software. Thirdly, the users do not need to worry about system maintains
and software update. Fourthly, the software provider does not need to worry
for copyright violation. However, this new trend raises some security concerns.
One of them is privacy of the users as both their inputs to the software and
the software’ outputs to them are transmitted on-line between the users and the
software providers. Many users do not want to reveal their inputs to the software
and the returned outputs to other parties as they may be sensitive information.
For example, users of financial management software will not reveal their financial data and users of market analysis software will not reveal the analysis result.
Privacy of users of cloud rent software has the following two requirements.
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– Their inputs to the software and the software’s outputs to them are confidential when being transmitted on the Internet.
– Their inputs to the software and the software’s outputs to them are confidential to the software providers. At least the software providers cannot link
the identities of the users to their inputs and outputs. Even if a software
provider receives an input and process it in plaintext to obtain an output,
he has no idea which user they belong to.
The first requirement is not hard to satisfy: encrypting the inputs and outputs
when they are transmitted on the Internet is enough. Of course, key exchange
between the software users and software providers is needed. The second requirement is harder to satisfy. A software provider has to inject an input into
the software and extract an output from it. The only way to hide the input and
the output from the software provider is to design a software able to process
encrypted input and returns an encrypted output. Although in theory secure
computation techniques [7, 14, 15, 1, 9, 2, 8, 22, 23] can process inputs in ciphertext and calculate their functions, in practice there are some difficulties in applying them to private usage of cloud software. Practical software usually carries
out complex computations and implementing them through secure computation
is complex and costly, especially when fully homomorphic encryption [24, 18, 20,
19, 17, 21] must be employed. So, to the best of our knowledge, no cloud software
provider employ the inefficient whole-course-encrypted computation to process
users’ inputs in practical software services.
A practical solution to private usage of cloud software is anonymising the
users. Namely, although a software provider receives an input from a user, runs
it on the software and returns an output to the user, he cannot link the input and
the output to the user as the user is anonymous. More precisely, although the
software provider knows the input and the output in plaintext, he cannot link
them to their owners, who accesses the software service anonymously. Privacy
protection of personal data through anonymisation is an effective method and
even strict legislation like GDPR [11] recognises that it is not necessary to limit
processing and transfer of anonymised data. However, anonymity of the software
users raises another question: how to authenticate the anonymous users and
guarantee that only qualified users can access the software. An obvious solution
for anonymous authentication is pseudonym. In private usage of cloud software,
pseudonym technique must cooperate with a billing system as very often paid
usage to a cloud software is not permanent. A legal user usually buys a certain
times of usage of a software such that his access to the software is permitted until
his credits run out. Therefore, anonymous authentication for a limited number
of times must be supported.
After anonymous authentication for a limited number of times is implemented, there is another practical consideration: the software users’ network
connection to the software providers must be anonymous and not traceable.
Otherwise, even if a user uses a pseudonym to access a software, he can still be
traced through his network connection (e.g. his IP address). So an anonymous
communication network is needed. The most common anonymous communica-
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tion network is onion routing [12, 13, 3], whose most popular real-world instance
is Tor [10]. However, application of onion routing to private usage of cloud software faces a challenge: onion routing is usually present as a one-way channel
and only deals with a transmit from a sender to a receiver where the receiver
does not respond to the sender. More precisely, although a software user can
submits his pseudonym and input to a software provider through onion routing,
the software provider still need additional support to return the output of the
software to the software user as the user is anonymous and his whereabout is
unknown. Therefore, a two-way anonymous communication network is needed.
In this paper two new techniques are designed to support anonymous usage of
cloud software. Firstly, an anonymous token technique is proposed to enable the
software users to buy tokens from the software providers and use them anonymously. A token from a software provider permits a software user to use the
software of the software provider once. A special mechanism prevents the users
to tamper with their tokens or reuse them. Secondly and more importantly,
a two-way onion routing technique is implemented to support two-way anonymous communication between the software providers and the software users. As
efficiency of onion routing deteriorates after being extended to two-way, a new
key exchange technique is proposed as an efficiency improvement mechanism to
prevent efficiency of onion routing from being compromised.

2

Preliminaries

Background knowledge and symbol denotions to be used in this paper are introduced and recalled in this section.
2.1

Onion Routing

Anonymous communication network is a very useful tool in e-commerce, efinance, e-government and other cryptographic applications, which often require
anonymity and privacy. In an anonymous communication network, the messages
are untraceable, so can be transmitted anonymously. A common method to implement anonymous networks is onion routing [12, 13, 3], which employs multiple
nodes to route a message. A node in an onion routing communication network
can send a message to any node in the network. The sender can flexibly choose
any route from all the connection paths between him and the receiver. Each
message is contained in a packet called an onion. In the packet, a message is
encrypted layer by layer using the encryption keys of all the routers on its route
and the receiver. Each layer of encryption is just like a layer of onion bulb. In
onion routing, given a message packet, each router unwraps a layer of encryption
by decrypting the message packet using its decryption key, finds out the identity
of the next router and forwards the partially unwrapped message packet to the
next router. Unless gaining collusion of all the routers on the routing path of his
received message, the receiver cannot trace the message back to the sender, who
then obtains anonymity. When a packet is routed together with a large number
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of other packets, onion routing prevents it from being traced, even if the traffic
in the whole onion routing network is monitored.
Tor [10] is the second generation of onion routing. It proposes a few optimisations for onion routing. A suggested optimisation in Tor is to replace asymmetric
cipher with much more efficient symmetric cipher to improve efficiency of onion
routing. It is a common sense that symmetric cipher is much more efficient than
asymmetric cipher in encryption and decryption. The key point in using symmetric cipher is how to distribute the session keys using public key operations,
while a simple solution to the key-exchange problem in application of symmetric
ciphers is the Diffie-Hellman key exchange protocol recalled in Section 2.3. So
it is suggested in Tor [10] to employ “Diffie-Hellman handshake” to implement
key changes and generate session keys for the routers and the receiver. Although
more efficient symmetric cipher is employed in TOR, it does not provide an efficient implementation of key distribution, which is necessary to make full use
of the advantage of symmetric cipher. It is only simply mentioned in [10] that
the secret key for every router is generated by the sender and the router using
a separate Diffie-Hellman handshake and the communication between them is
routed by the routers between them on the route of the transfered message. This
key distribution mechanism greatly increases communicational cost.
2.2

Parameter Setting and Symbols

The following symbols are used in this paper.
– p and q are large primes and q is a factor of p − 1. G is the cyclic subgroup
with order q in Zp∗ . g is a generator of G.
– Encryption of m using key k is denoted as Ek (m) where a block cipher (e.g.
AES) is employed.
– Encryption chain of m using block cipher and key k1 , k2 , . . . , ki is denoted as
Ek1 ,k2 ,...,ki (m). The encryptions are performed layer by layer. k1 is the the
key used in the most outer layer; k2 is the the key used in the second most
outer layer; . . . ; ki is the the key used in the most inner layer.
– In onion routing, the routers and receiver are denoted as P1 , P2 , . . . ,.
– The private key of Pi is xi , which is randomly chosen from Zq . The corresponding public key is yi = g xi mod p.
2.3

Diffie-Hellman Key Exchange

Symmetric ciphers like block cipher are very efficient in encryption and decryption. However, unlike asymmetric cipher they depend on key exchange protocols
to distribute keys. The most common key exchange protocol is Diffie-Hellman
key exchange protocol. Two parties A and B can cooperate to generate a session
key as follows.
1. A randomly chooses α from Zq and sends his key base µ = g α mod p to B.
2. B randomly chooses β from Zq and sends his key base ν = g β mod p to A.
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3. A can calculate the session key k = ν α mod p, while B can calculate the
session key k = µβ mod p.
Security of this key exchange protocol depends on hardness of the famous
Diffie-Hellman problem as recalled in the following.
Definition 1 (Diffie-Hellman problem defined in Page 28 of Chapter 3 of [16])
Given µ and ν, it is difficult to calculate k if the discrete logarithm problem is
hard.

3

How to Obtain Anonymous Usage Permit of a Cloud
Software: Anonymous Token

The main idea in [5] about blind signature is adopted to generate the anonymous
token permitting the clients to anonymously buy and use the cloud software.
Suppose a software provider wants to sell online usage permit of a cloud software,
he can act as follows.
– He publishes detailed information about the software like its functionality
and performance. He publishes the price of online usage permit of the software as well.
– He choose an RSA composite N = pq where p and q are large primes. He
chooses his RSA private key d and publishes his public key e = d−1 mod N .
A user wanting to buy the usage permit of the cloud software can buy an
anonymous token as his access privilege to the software as follows.
1. He employs a one-way and collision-resistent hash function H() from Zl to
ZN where l is a security parameter.
2. He randomly chooses an integer t from Zl and calculates t0 = H(t).
3. He randomly chooses another integer r from ZN and calculates T = t0 re mod
N.
4. He pays the price for the software to the software provider and asks the
software provider to sign T .
5. The provider receives the money and returns the user T 0 = T d mod N .
The user can extract an anonymous token from T 0 and employ it to use the
cloud software anonymously as follows.
1. He calculate κ = T 0 /r mod N .
2. When he wants to use the cloud software, he submits (t, κ) as his anonymous
token to the software provider together with his input to the software.
3. The software provider verifies validity of the token as follows.
(a) He firstly checks his database, which stores the used tokens. The received
token cannot exist in the database.
(b) He verifies κ = H(t)d mod N , which must be satisfied.
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If and only if both verifications are passed, the user has the access privilege
to the software. When the verifications are passed, the software provider
runs the software with the user’s input and sends the output of the software
to the user. Otherwise, the user’s request is rejected.
4. The software provider inserts the used token into his database and it cannot
be used any longer.
Hardness to factorize N and thus find d given e and onewayness and collisionresistence of the employed hash function guarantees that anonymous token cannot be forged or malleated. This security assumption is similar to the popular
security assumption for the hash-and-sign technology in digital signature (Chapter 11 of [16]), which assume that when a digital signature is the hash function
of the message to sign raised to the power of an RSA private key it cannot be
forged if RSA assumption is solid and the employed hash function is one way
and collision-resistent. So under the security assumption no polynomial adversary can forge an anonymous token or malleated a used token into a new token.
Moreover, as a random integer r is involved in generation of T and its influence
is removed when the anonymous token, (t, κ), is extracted, the software provider
cannot link the anonymous token (t, κ) to the corresponding T he signs earlier.
So anonymity of the software user is achieved.
Any user can buy multiple tokens for multiple-time usage of a cloud software. A software provider can sell a permanent token to users frequently using
a software. When buying a permanent token, the software user and the software
provider use a special public/private key pair different from (e, d). When a permanent token is used, the software user and the software provider employ the
special special public/private key pair to generate and verify the token and there
is no database to record the used tokens.
So far we have not discussed how the software users and the software
providers communicate to each other when purchasing and consuming anonymous tokens. When a software user buys an anonymous token, he can visit the
software provider in person and make the payment in the normal way. Alternatively, the software user can buy the token online using credit card or e-cash [6,
4]. Choice of the employed communication network for the purchase communication depends on whether the software user wants to hide his identity completely.
If a software user wants to buy a token using his real identity and use it anonymously later, he can buy it through normal network connections. If a software
user does not want to reveal his identity when buying a token, he needs to employ
the anonymous communication network proposed in Section 4 to communicate
with the software provider and pay by anonymous e-cash [6, 4]. Communication
network for the software accessing communication must be anonymous in this
paper and so must employ the anonymous communication network proposed in
Section 4.
A main difference of our anonymous token from anonymous e-coin (e-cash)
is that the receiver of any anonymous token is unique, its issuer, while an ecoin is issued by a finance institute (e.g. bank) and may be received by any
vender. So the database of used e-coins is maintained by their issuing bank and
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needed to be checked by any vender. Therefore, to detect invalid e-coin in real
time a vender needs to have a real time network connection to the bank. In
our design of anonymous token every software provider can maintain his own
database and does not need any help from any third party. Another difference is
that our anonymous token is simpler than e-coin as it does not need to contain
information like issuing party and value etc.

4

How to Communicate with a Cloud Software
Anonymously: Efficient Two-Way Onion Routing

As mentioned before, even if a software user has an anonymous token to access a
cloud software he still needs an anonymous communication network to communicate with the software provider. As the most popular anonymous communication
network, onion routing network, usually only supports one-way anonymous communication, it is extended to a two-way communication pattern in this section.
The new design adopts two ideas. Firstly, two-way onion routing is implemented
such that the initial sender of an onion packet can fetch some information from a
receiver of the onion. More precisely, an onion packet is routed back to its initial
sender after obtaining some information from the router in the end of its route.
Secondly, like in Tor symmetric cipher is employed in encryption and decryption of the onion layers, while every router’s secret session key is distributed by
the sender using Diffie-Hellman handshakes. The new protocol describes a more
detailed implementation of symmetric cipher operations and the supporting key
distribution mechanism in onion routing as key distribution for symmetric cipher
is not implemented in detail in the description of TOR in [10].
To avoid efficiency compromise in two-way communication, its efficiency is
optimised by employing a more efficient key exchange mechanism than that in
Tor. We notice that direct application of Diffie-Hellman key exchange in multiple separate instances to onion routing like in Tor cannot achieve satisfactory
advantage in efficiency. To reduce the additional communication cost and additional encryption and decryption operations in the key exchange mechanism in
Tor, a novel technique, compact Diffie-Hellman handshakes, is designed. It seals
the Diffie-Hellman key bases for all the routers and the software provider in a
single integer. For each router, to generate his session key, he needs his private
key and a key base initially sealed by the software user and then recovered by
cooperation of all the previous routers in the course of routing. As only one
single integer is needed in each onion packet to commit to all the Diffie-Hellman
key bases, a very small amount of additional communication is employed and
very few additional encryption (decryption) operations are needed.
In the efficient two-way onion routing, an onion packet consists of three parts:
message, route list and key base, where Route list contains the identities of all
the nodes on the route. Key base is the base to generate the session keys distributed to the routers. The message part in the efficient two-way onion routing
is similar to that in most onion routing schemes. The message is encrypted in
a encryption chain using the sessions keys of all the routers. An efficient block
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cipher is employed in the encryption chain. In the efficient two-way onion routing, the route list is similar to that in other onion routing schemes. It consists
of all the routers’ identities. One block cipher encryption chain is used to seal
each router’s identity using the session keys of the all the routers before it.
The most important novel technique is generation and update of the key base,
which enables key exchanges for all the routers’ session keys. Each router builds
his session key on the base of the key base using his private key and updates the
key base for the next router. The key generation function employs the principle
of Diffie-Hellman assumption, but it does not employ separate Diffie-Hellman
handshakes to distribute the session keys to the routers. Instead the key base
updating mechanism actually generates a key base chain and so all the session
keys and their generation functions are linked in a compact chain structure. So
the key exchange technique is called compact Diffie-Hellman key exchange. After
obtaining his session key, each router extracts the identity of the next router
from the route list using his session key, removes one layer of encryption from
the message and the route list using his session key and then forwards the onion
packet to the next router. Compact Diffie-Hellman key exchange only needs the
bandwidth of one integer, and thus is much more efficient than separate key
exchanges in communication.
For simplicity of description, in description of the efficient two-way onion
routing protocol simple denotations are employed. Suppose an inquiry package
m (which contains at least the input to a cloud software and an anonymous token
enabling him to use the software) is sent by a software user S through n routers
P1 , P2 , . . . , Pn to a software provider Pn+1 . Encryption of the inquiry package
may actually contain multiple symmetric ciphertext blocks as the inquiry package may be long and is divided into multiple blocks when being encrypted. For
convenience of description encryption of the inquiry package is still denoted as
a single variable and the readers should be aware that it is the encryption of
the whole inquiry package and may contain multiple blocks. Although a different number of routers can be chosen to route the inquiry result (output of the
software) back to the software user, for simplicity of description, we suppose
that it is sent by the software provider back to the software user through n
routers Pn+2 , Pn+3 , . . . , P2n+1 . In practice it is very probable that the number
of routers to transfer the inquiry result is different from the number of routers
to transfer the inquiry package. The two sets of routers are not necessary to be
completely different and some routers may be employed in both transfers. The
efficient two-way onion routing protocol is as follows.
1. Firstly, the software user generates the session keys k1 , k2 , . . . , k2n+1 respectively for P1 , P2 , . . . , P2n+1 as follows.
(a) The software user randomly chooses an integer s1 from Zq .
(b) The software user calculates P1 ’s session key k1 = y1s1 mod p.
(c) The software user calculates s2 = s1 + k1 mod q.
(d) The software user calculates P2 ’s session key k2 = y2s2 mod p.
......
......
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(e) The software user calculates s2n+1 = s2n + k2n mod q.
s2n+1
(f) The software user calculates P2n+1 ’s session key k2n+1 = y2n+1
mod p.
Generally speaking, for i = 1, 2, . . . , 2n + 1, the software user
(a) if i > 1 then calculates si = si−1 + ki−1 mod q as his secret seed to
generate ki ;
(b) calculates ki = yisi mod p
where s1 is randomly chosen from Zq . In summary, the software user uses
the sum of the previous router’s session key and his secret seed in generating
the previous router’s session key as his secret seed to generate a router’s
session key. The other secret seed to generate the router’s session key is the
router’s own private key.
2. The software user generates an onion packet containing an inquiry package,
a key base and a route list. The inquiry package m contains at least the
input to a cloud software and an anonymous token enabling him to use the
software and is encrypted into e = Ek1 ,k2 ,...,kn+1 (Pn+1 , m). The key base is
g s1 . The route list consists of p1 , p2 , . . . , p2n+2 where pi = Ek1 ,k2 ,...,ki (Pi+1 )
for i = 1, 2, . . . , 2n + 1 and Pn+2 = S. The initial onion
O1 = (a1 , b1 , c1,1 , c1,2 , . . . , c1,2n+1 ) = (e, g s1 , p1 , p2 , . . . , p2n+1 )
is sent to P1 .
3. P1 receives O1 from the software user and then operates as follows.
(a) P1 generates his session key k1 = bx1 1 mod p.
(b) P1 uses k1 to decrypt c1,1 and obtains P2 = Dk1 (c1,1 ).
(c) P1 calculates the new key base b2 = b1 g k1 mod p.
Finally, P1 sends
O2 = (a2 , b2 , c2,1 , c2,2 , . . . , c2,2n+1 )
to P2 where a2 = Dk1 (a1 ) and c2,i = Dk1 (c1,i+1 ) for i = 1, 2, . . . , 2n and
c2,2n+1 is a random ciphertext in the ciphertext space of the employed block
encryption algorithm.
4. More generally, for i = 2, 3, . . . , n each Pi receives Oi
=
(ai , bi , ci,1 , ci,2 , . . . , ci,2n+1 ) and operates as follows.
(a) Pi generates his session key ki = bxi i mod p.
(b) Pi uses ki to decrypt ci,1 and obtains Pi+1 = Dki (ci,1 ).
(c) Pi calculates the new key base bi+1 = bi g ki mod p.
Finally, Pi sends
Oi+1 = (ai+1 , bi+1 , ci+1,1 , ci+1,2 , . . . , ci+1,2n+1 )
to Pi+1 where ai+1 = Dki (ai ) and ci+1,j = Dki (ci,j+1 ) for j = 1, 2, . . . , 2n
and ci+1,2n+1 is a random ciphertext in the ciphertext space of the employed
symmetric encryption algorithm.
5. After the routing by P1 , P2 , . . . , Pn , the software provider Pn+1 receives
On+1 = (an+1 , bn+1 , cn+1,1 , cn+1,2 , . . . , cn+1,2n+1 )
and operates as follows.
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x

n+1
mod p.
(a) Pn+1 generates his session key kn+1 = bn+1
(b) Pn+1 uses kn+1 to decrypt cn+1,1 and obtains Pn+2 .
(c) Pn+1 uses kn+1 to decrypt an+1 and obtains the inquiry package m and
his own identity Pn+1 . He knows that he himself is the software provider
as Pn+1 is its own identity. So he verifies validity of the anonymous
token, runs the software using the input in m, obtains an output R
and generates an+2 = (Em (R), H(m)) where Em () denotes symmetric
encryption using key m and H() is a one-way and collision-free hash
function.
(d) Pn+1 sends

On+2 = (an+2 , bn+2 , cn+2,1 , cn+2,2 , . . . , cn+2,2n+1 )
to Pn+2 where bn+2 = bn+1 g kn+1 mod p and cn+2,j = Dkn+1 (cn+1,j+1 )
for j = 1, 2, . . . , 2n and cn+2,2n+1 is a random ciphertext in the ciphertext
space of the employed symmetric encryption algorithm.
6. For i = n+2, n+3, . . . , 2n+1 each router Pi routes the onion packet as follows
where the onion he receives is in the form Oi = (ai , bi , ci,1 , ci,2 , . . . , ci,2n+1 ).
(a) Pi generates his session key ki = bxi i mod p.
(b) Pi uses ki to decrypt ci,1 and obtains Pi+1 = Dki (ci,1 ).
(c) Pi calculates the new key base bi+1 = bi g ki mod p.
Finally, Pi sends
Oi+1 = (ai+1 , bi+1 , ci+1,1 , ci+1,2 , . . . , ci+1,2n+1 )
to Pi+1 where ai+1 = Dki (ai ) and ci+1,j = Dki (ci,j+1 ) for j = 1, 2, . . . , 2n
and ci+1,2n+1 is a random ciphertext in the ciphertext space of the employed
symmetric encryption algorithm.
7. After the routing by Pn+2 , Pn+3 , . . . , P2n+1 , the software user S receives
O2n+2 = (a2n+2 , b2n+2 , c2n+2,1 , c2n+2,2 , . . . , c2n+2,2n+1 )
and operates as follows.
(a) S calculates k = bx2n+2 mod p where x is his own private key.
(b) S tries to use k to decrypt c2n+2,1 but does not obtain a legal identity. He
knows that he is not a router or software provider of the onion packet.
The only possibility is that his own onion packet is returned by the
software provider.
(c) S calculates (ρ, τ ) = Ekn+2 ,kn+3 ,...,k2n+1 (a2n+2 ). If τ = H(m), he is ensured that the software provider Pn+1 returns him an encrypted inquiry
result. He can extract the inquiry result as R = Dm (ρ) where Dm ()
denotes symmetric decryption using key m.
Note that although the encryption chain for the next router’s identity is
completely decrypted and discarded by each router, the length of the encrypted
route list is kept unchanged in the routing protocol for the sake of untraceability. If an onion packet becomes shorter after each router’s routing, its change in
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length can be observed and exploited to trace it. So we keep the length of the
encrypted route list constant to maintain the size of an onion packet. This is
implemented in the routing protocol by inserting a random tag into the onion
packet after an encryption chain is discarded. The new key exchange mechanism
improves efficiency of the two-way onion routing technique. As most of its operations depend on symmetric encryptions and decryptions and employ small
(in comparison with the large integers in asymmetric cipher operations) integers
and the number of asymmetric cipher operations is minimized, efficiency of onion
routing is not compromised after it is extended to support two-way anonymous
communication.

5

Security Analysis

Security of the efficient two-way onion routing scheme depends on hardness of
Diffie-Hellman problem as its key exchange mechanism is an extension of DiffieHellman key exchange. Its main trick is combining key exchanges into a compact
chain such that every router can obtain his session key with the help the previous
routers. As security of Diffie-Hellman key exchange has been formally proved
and hardness of Diffie-Hellman problem is widely accepted, no further proof of
security is needed except for Theorem 1, which shows that the session keys can
be correctly exchanged.
Theorem 1. For i = 1, 2, . . . , 2n + 1, the same session key ki is generated,
respectively by the software user as ki = yisi mod p and by Pi as ki = bxi i mod p.
To prove Theorem 1, a lemma has to be proved first.
Lemma 1. For i = 1, 2, . . . , 2n + 1, bi = g si mod p.
Proof: Mathematical induction is used.
1. When i = 1, b1 = g s1 mod p.
2. Suppose when i = j and j ≥ 1 it is still satisfied that bi = g si mod p. Then
a deduction can be made in next step.
3. When i = j + 1, bj+1 = bj g kj = g sj g kj mod p as it is supposed in last step
that bi = g si when i = j. So
bj+1 = g sj g kj = g sj +kj = g sj+1 mod p
Therefore, bi = g si mod p for j = 1, 2, . . . , 2n + 1 as a result of mathematical
induction.
2
Proof of Theorem 1:
According to Lemma 1,
yisi = g xi si = bxi i mod p
2

for i = 1, 2, . . . , 2n + 1.
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6

Conclusion

The new solution proposed in this paper allows users caring about their privacy
to use paid cloud software online anonymously. The users buy anonymous tokens
to access the software they need and employ an efficient two-way onion routing
network to communicate with the software providers.
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Optimization of PBKDF2-HMAC-SHA256 and
PBKDF2-HMAC-LSH256 in CPU Environments?
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Abstract. PBKDF2 is a password-based key-Derivation function and is
frequently used to derive secure keys from a password in real life such as
file encryption and implementation of authentication systems. However,
due to the limited entropy of the password, the security of the generated keys is lower than that of normally generated keys. To address this,
it is possible to increase the number of iterative operations during the
process of PBKDF2. However, the higher the number of iterative operations, the more time it takes to generate the key. This paper presents
several techniques for optimizing the performance of PBKDF2. The main
idea of our proposed methods is to reduce redundant block operations
and to optimize the PRF itself by combining operations and making full
use of fixed values within PBKDF2. As the underlying hash function
in PRF, we make use of two algorithms: HMAC-SHA256 and HMACLSH256 (SHA256 is the most widely used hash function and LSH256 was
recently developed hash function in South Korea). With the proposed
techniques, the proposed implementation of PBKDF2-HMAC-SHA256
provides a performance improvement of about 135.27% over the reference
implementation provided by KISA and about 80.21% over OpenSSL.
With respect to PBKDF2-HMAC-LSH256, the proposed implementation provides a huge performance improvement of about 330.48% over
the reference implementation provided by KISA. With the proposed implementation, the more iteration operations can be possible for higher
security. Furthermore, the proposed techniques can be used for optimizing the performance of PBKDF2 on embedded MCUs such as ARM,
AVR, and MSP430.
Keywords: PBKDF2 · HMAC · SHA256 · LSH256 · Optimization

1

Introduction

Although the development of IoT and Cloud computing technologies enable users
to utilize various convenient services, users’ personal data has become more
easily exposed. In order to protect users’ data, many secure applications or
services rely on the knowledge of one or more secrets. Passwords are the common
?

This work was supported by the National Research Foundation of Korea (NRF)
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example of these secrets. Even if short and predictable passwords can be easier
to remember, they can be more effectively attacked by exhaustive search and
dictionary attacks. In order to avoid the use of user-chosen passwords as a secret
key to cryptographic systems, several approaches have been developed. Among
them, PBKDF2(Password-Based Key Derivation Function 2) [2] is widely used
for generating secret keys from a user-chosen password and it is widely used for
several applications including file encryption software, authentication systems,
and Android data backup systems. As an example, when we backup the data in
Android file system, the system requires a user’s password. The entered password
is used to generate secret keys for encrypting the data in the Android system.
Typically, the entropy of password entered to PBKDF2 is much lower than
typical random secret. Thus, PBDKF2 utilizes a random salt and iteration counts
to prevent the construction of dictionary table. The iteration count needs to be
at least 1,000 and it needs to be scaled to 10,000,000 for applications requiring
higher security. In other words, more iterations needs to be executed for higher
security. However, increasing the iteration counts causes performance degradation. Therefore, it is required to optimize the performance of PBKDF2 in order
to apply the increased number of iteration counts for higher security.
Unlike other crypto algorithms such as symmetric key and public key algorithms, the importance of PBKDF2 optimization has recently been recognized. Until now, some works have been done for improving the performance of
PBKDF2 [4,5]. The works from [4,5] presented several techniques for PBKDF2
using HMAC-SHA160 as the underlying PRF(Pseudo Random Function). However, in 2017 Marc Stevens et al. published their paper about finding collision
pairs of SHA-1 [6]. Furthermore, PBKDF2 algorithm in the approved algorithm
list of KCMVP(Korean Cryptographic Module Validation Program) limits the
use of HMAC-SHA2 family and HMAC-LSH (LSH is Lightweight Secure Hash
function developed in South Korea in 2014) as its PRF [14].
This paper presents several optimization techniques for improving the performance of PBKDF2-HMAC-SHA256 and PBKDF2-HAMC-LSH256 on general
purpose CPU. The main idea of our proposed optimization techniques is to reduce the redundant operations and to omit the unnecessary operations in the
process of PBKDF2 operation. In case of PBKDF2-HMAC-SHA256, we present
a total of four optimization techniques: two for HMAC and two for SHA256. By
applying the proposed optimization techniques, our optimized PBKDF2-HMACSHA256 outperforms 135.27% (resp. 80.21%) of improvement compared with
the reference implementation provided by Korea Internet & Security Agency
(KISA) (resp. OpenSSL 1.1.1d). In case of PBKDF2-HAMC-LSH256, we propose a total of five optimization techniques. By applying the proposed methods,
our optimized PBKDF2-HMAC-LSH256 implementation provides 330.48% of
performance improvement compared with the naive implementation.
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2

3

Overview of PBKDF2 and Existing Results

In this section, we firstly define notations used throughout this paper and introduce what PBKDF2 and its operational process. The existing implementations
of PBKDF2 will be also described in this section.
2.1

Introduction to PBKDF2

Table 1: PBKDF2 Parameters
Parameter
Meaning
P RF
Pseudo Random Function to be used in PBKDF2
p, s, c
Input password, salt, and iteration count
dklen
the length of derived Key
hlen
the length of P RF Output
DK
Derived key of length dklen

The high entropy of cryptographic keys is essential in cryptographic applications. For some applications requiring data encryption, passwords may be the
only input that users can access data. However, typically the entropy of users’
passwords much lower than that of the secret keys generated from the cryptographic random bit generator. Thus, the passwords need not directly to be used
as cryptographic keys for security. PBKDF is widely used to solve this problem.
PBKDF is a kind of key derivation function that generates a series of secure keys using PRF from input parameters such as a user password, random
salt, and iteration count. There are mainly two versions of PBKDF: PBKDF1
(PBKDF version 1) and PBKDF2 (PBKDF version 2) [2]. PBKDF1 uses SHA-1
or MD5 as its PRF. However, recently, many researchers have questioned the
security of MD5, and SHA-1 itself and their applications. Actually, PBKDF1
is deprecated and is only recommended for compatibility with legacy systems.
Therefore, currently PBKDF2 is recommended for generating keys from a use
password for secure applications [2,3].
Table 1 defines parameters used in PBKDF2. Based on Table 1, PBKDF2 can
be expressed as DK = P BKDF 2(P RF, p, s, c, dklen). Since PBKDF2 generated
a series of internal Ti blocks and the block length of Ti is the same as hLen, DK
can be expressed as DK = T1 ||T2 ||T3 ||...||Tddklen/hlene . PBKDF2 makes use of
HMAC with any one of approved hash functions as it PRF. In PBKDF2, HMAC
function is executed c×len and the number of iteration count c needs to be large
enough to provide security of the generated keys (c needs to be at least 1,000
and for higher security it needs to be 10,000,000)[2,3].
2.2

Existing Results of PBKDF2 Implementation on CPU Side

In 2018, A. Visconti and F. Gorla presented some techniques for optimizing the
performance of PBKDF2-HMAC-SHA-1 on CPU environment [4]. They sug-
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gested how to reduce unnecessary XOR operations in SHA-1 and how to reduce
redundant operations in the structure of HMAC-SHA-1. In 2019, A. Francesco
and A. Visconti presented the extended idea from [4] in their recent work [5].
They explained a total of six optimization methods (two for HMAC optimization, three for SHA-1 optimization, one for optimization in certification process)
in the context of the CPU/GPU. They compared their implementation with
OpenSSL 1.1.0e version on AMD FX-8320 8 cores running 4GHz as parameters
of c = 1, 000 and dklen = 32 bytes and their implementation achieved 2.1 times
improvement compared with OpenSSL.
NIST deprecated the use of SHA-1 in 2011, and disallowed its use for digital
signatures at the end of 2013 [9]. Thus, governmental institutions and companies have been using stronger hash algorithms, SHA-2 and SHA-3 rather than
SHA-1. In 2017, M. Stevens et al. presented how to generate a collision of SHA-1
hash values [6]. As a result of this, Google, Microsoft and Mozilla published the
termination of SHA-1 support on their browsers. This requires the use of hash
function providing higher security level such as SHA-2 and SHA-3. Furthermore,
KCMVP (Korean Cryptographic Module Validation Program) in South Korea
allows only HMAC-SHA2 family and HMAC-LSH family as PBKDF’s P RF .
Therefore, we have chosen SHA-2 and LSH, hash functions providing higher
hash security level than SHA-1 as hash function in P RF , and presented optimized PBKDF2-HMAC-SHA256 and PBKDF2-HMAC-LSH.

3

Proposed Techniques for PBKDF2-HMAC-SHA256

In this section, we propose four optimization techniques for PBKDF2-HMACSHA256. The four optimization techniques that we’ve proposed: Block-Reduction
technique, a technique using Known-Input-size in HMAC, a technique of Zerobased optimization and Block-reduction in SHA256. In case of HMAC optimization, we extend the concept of optimization techniques from [4,5] and we newly
propose two optimization techniques for SHA-256.
3.1

Proposed HMAC Optimization Techniques

This section proposes two techniques (BR: a technique of Block-Reduction, IS :
a technique using known Input Size) that can reduce redundant and unnecessary operations during the process of HMAC in PBKDF2-HMAC-SHA256. In
the HMAC optimization techniques, U1 = HMAC(p, s || i) is excluded.
Block-Reduction in HMAC(BR) DK consists of Ti with || operation. To
create a single Ti , a total of c iterations must be executed for generating intermediate U1 . . . Uc values. According to [8], c needs to be at least 1,000 times and
c to 10,000,000 for systems requiring storing security. The computation speed of
PBKDF2-HMAC-SHA256 is closely related to the speed of computing Ui where
1 ≤ i ≤ c. Therefore, it is necessary to optimize the performance of computing Ui
value in order to enhance the overall performance of PBKDF2-HMAC-SHA256.
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Fig. 1: Ui value computation process in PBKDF2-HMAC-SHA256
(IP AD = 0x36. OP AD = 0x5c. L: Message length info.)

The BR technique uses the fact that the input password p does not change
during the operation of PBKDF2-HMAC-SHA256. Fig.1 shows the process of
generating a single Ui value. In the process of PRF function generating Ui value,
SHA256 hash function are executed twice. In each hash function, two 512-bit
blocks needs to be processed. The first block and the second block in the first
hash function contains p ⊕ IP AD and the concatenation of Ui−1 and padded
length information (L), respectively. Similarly, the first block and the second
block in the second hash function contains p ⊕ OP AD and the concatenation of
hash0 and padded length information (L), respectively. Since the (p ⊕ IP AD)
and (p ⊕ OP AD) do not change in the process of PBKDF2, the intermediate
hash values for them also do not change. Thus, we can compute the intermediate
hash values of (p ⊕ IP AD) and (p ⊕ OP AD) when computing U1 and reuse
them for computing U2 , . . . , Uc . In other words, in Fig.1, the blocks represented
in gray rectangles do not need to be computed by recycling the values computed
from the process of U1 .
With the proposed BR technique, the number of processed blocks decreases
from (4 × c) to (2 × c + 2) where c is the number of iteration counts. In other
words, in our implementation, U1 requires computing 4 blocks (each of two hash
function processes two 512-bit blocks) and the total of (2c − 2) (each of two hash
function reuses the precomputed value and processes only one 512-bit block) are
required for computing U2 , . . . , Uc .
Using Known Input Size(IS ) The IS technique uses the fact that the second
block of each hash function Fig.1 are a 256-bit data (namely either Hash0 or
Ui−1 ) during the computation of Ui value. With BR technique, since the first
block of each hash function in Ui computation except for U1 can be processed
by reusing the precomputed value from the process of U1 , We need to manage only the second block of each hash function for efficiency. The size of the
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second block in each hash function is always 256-bit (either named Hash0 or
Ui−1 ), We have not divided the message for the block operation. In addition, the
length of padding in each hash function is fixed (Orange rectangles of Fig.1) and
the value of 64-bit input length information L is also fixed as 768-bit. Therefore, this optimization provides us the possibility to avoid length checks and the
chunk splitting operations during the computation of U2 , . . . , Uc , thus reducing
the overhead necessary to compute an HMAC implementation and the fixed
padding part can be extended with SHA256 optimization method[10].
3.2

Proposed SHA256 Optimization Technique

This section presents two optimization methods (ZB : Zero-Based optimization
technique and BO: a technique with Reduction of Block Round) for SHA256
function used in PBKDF2-HMAC-SHA256.
Zero-based Optimization in SHA256 (ZB) ZB is an optimization technique
using the fact that a specific part becomes zero during the PBKDF2-HMACSHA256 operation. Algorithm 1 is the process of SHA256 Word Expansion.
Algorithm 1 SHA256 Word Expansion Process [7]
Require: Message M = (M [0], M [1], ......, M [15])
Ensure: Expansion Data W = (W [0], W [1], ......, W [63])
1: Define Ch(x, y, z) = (x ∧ y) ⊕ (¬x ∧ z)
2: Define M
(y ∧ z)
Paj(x, y, z) = (x ∧2 y) ⊕ (x ∧ z) ⊕
13
22
3: Define P 256
0 (x) = ROT R (x) ⊕ROT R (x) ⊕ ROT R (x)
256
6
11
25
4: Define
1 (x) = ROT R (x) ⊕ROT R (x) ⊕ ROT R (x)
7
18
5: Define σ 256
(x)
=
ROT
R
(x)
⊕ROT
R
(x)
⊕
(x

3)
0
17
19
6: Define σ 256
1 (x) = ROT R (x) ⊕ROT R (x) ⊕ (x  10)
7: for i=0 to 15 do
8:
W [i] = M [i];
9: end for
10: for i=16 to 63 do
256
11:
W[i] = σ 256
1 (W [i − 2])  W [i − 7]  σ 0 (W [i − 15])  W [i − 16]
12: end for
13: return W

According to Algorithm 1, if W [i] is zero, it does not affect the computation
of the other W [t]. In Fig.1, rectangles in orange color are represented with six
32-bit words of expansion data (from W [9] to W [14]) and the values are always fixed as zero. Thus, these can be excluded from actual computation during
SHA256 Word Expansion. With the proposed ZB technique, when 16 ≤ t ≤ 30,
19 of 45  operations can be reduced and 6 of 30 σ0256 operations and 1 of 30
σ1256 operations can be also reduced in SHA256 Word Expansion Process.
Reduction of Block Operation in SHA256 (BO) BO is an optimization
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method that combines multiple rounds in the process of hash block computation into one in order to reduce redundant operations for efficiency. Algorithm
256
2 describesPblock computation process in SHA256. In Alg. 2, σ 256
1 (x), σ 0 (x),
P
256
256
256
0 (x),
1 (x), Ch(x, y, z) and M aj(x, y, z) are defined in Alg. 1 and Kt
is round constant presented in [7]. Alg. 2 updates hash state consisting of eight
working variables (a, b, c, d, e, f, g, and h) through 64 rounds.

Algorithm 2 SHA256 Block operation process [7]
Require: Expansion Data W = (W [0], ..., W [63])
Require: Working variables (a, b, c, d, e, f, g, h) in hash state
Ensure: Updated working variables (a, b, c, d, e, f, g, h) in hash state
1: for t =0 to 63 do
256
2:
T1 = h + σ 256
 W [t]
1 (e)  Ch(e, f, g)  Kt
256
3:
T2 = σ 0 (a)  M aj(a, b, c)
4:
h = g, g = f , f = e, e = d  T1 ,
5:
d = c, c = b, b = a, a = T1  T2
6: end for
7: return Hash value (a, b, c, d, e, f, g, h)

Table 2: Changes of intermediate values in eight working Variables in block operation
process of Algorithm 2 (T (m, n) is the Tm value
Variables
0R
1R
a
T (0, 1) + T (0, 2) T (1, 1) + T (1, 2)
b
a
T (0, 1) + T (0, 2)
c
b
a
d
c
b
e
d + T (0, 1)
c + T (1, 1)
f
e
d + T (0, 1)
g
f
e
h
g
f

of n-th round in Algorithm 2.)
2R
3R
T (2, 1) + T (2, 2) T (3, 1) + T (3, 2)
T (1, 1) + T (1, 2) T (2, 1) + T (2, 2)
T (0, 1) + T (0, 2) T (1, 1) + T (1, 2)
a
T (0, 1) + T (0, 2)
b + T (2, 1)
a + T (3, 1)
c + T (1, 1)
b + T (2, 1)
d + T (0, 1)
c + T (1, 1)
e
d + T (0, 1)

Table 2 shows that the change of intermediate values in eight working variables a ∼ h during the first four iterations (0R ∼ 3R) of the block computation
process. Since the computation of these four round iterations are repeated 16
times in Algorithm 2, we can combine four round iterations into one. Therefore,
the proposed BO technique directly computes the fourth round computation (3R
in Table 2) with omitting the first three rounds computation (0R ∼ 2R in Table
2), which results in saving of redundant operations and memory accesses. With
the proposed BO technique, the number of block round can be reduced from 64
Rounds to 16 Rounds and the redundant operations can be also reduced.
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Proposed Techniques for PBKDF2-HMAC-LSH256

We propose six optimization techniques for PBKDF2-HMAC-LSH256. We have
utilized the concept of Block-Reduction technique in HMAC-LSH256 presented
in section 3 and newly proposed four techniques for LSH256 itself.
4.1

Proposed HMAC-LSH256 Optimization Technique

𝐿𝑆𝐻256 𝑝 ⊕ 𝐼𝑃𝐴𝐷 ‖𝑈𝑖−1 = 𝐻𝑎𝑠ℎ′
0

1024 bits

𝑝 ⊕ (0𝑥36‖0𝑥36‖ … … ‖0𝑥36)
𝑈𝑖−1
0

1

000 … 0
1024 bits

256257

𝐿𝑆𝐻256((𝑝 ⊕ 𝑂𝑃𝐴𝐷)‖𝐻𝑎𝑠ℎ′)
0

1024 bits

𝑝 ⊕ (0𝑥5𝑐‖0𝑥5𝑐‖ … … ‖0𝑥5𝑐)
𝐻𝑎𝑠ℎ′
0

1

000 … 0
1024 bits

256257

𝑼𝒊 = 𝑯𝑴𝑨𝑪 − 𝑳𝑺𝑯𝟐𝟓𝟔(𝒑, 𝑼𝒊−𝟏 )

Fig. 2: Ui value computation process in PBKDF2-HMAC-LSH256

Fig.2 shows the process for computing Ui value in PBKDF2-HMAC-LSH256.
There are two differences between HMAC-LSH256 and HMAC-SHA256. The
first difference is that the block size of hash function changed from 64 bytes
to 128 bytes, and the second difference is that LSH256 does not require the
information of message length (L in Fig.1).
The optimization techniques are the same as the HMAC-SHA256 optimization techniques (BR, IS ). In other words, when computing U1 value, we precalculate the first block of each hash function (gray rectangles of Fig.2) and reuse
the values in all the subsequent HMAC invocations. Then, whenever an Ui operation (2 ≤ i ≤ c) is required, the precalculated values are set to the initial
hash value of the second block of each hash function(BR technique). Since the
second block of each hash function always inputs 256-bit data, the length of
padded data in the second block is fixed (Orange rectangles of Fig.2)(IS technique). In addition, LSH256 does not require message length information. Thus,
the number of padded zero values increases in LSH256 optimization compared
to SHA256 optimization.
4.2

Proposed LSH256 Optimization Techniques

There are a total of four methods to optimize LSH256(ZB : Zero-Based Optimization in LSH256 and three optimization method of LSH256 itself). The
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Compression function in LSH256 consists of three stages: M essage Expansion,
M ix, and W ordP erm.
Zero-Based Optimization in LSH256 (ZB) In Fig.2, the second block of hash
function is allocated 767 bits of 1024 bits as a fixed value of zero (Orange rectangles). That is, 23 words of 32-bit are allocated as zero, and these are stored
in W [10] to W [31]. Zero words can exclude operations from LSH M essage
Expansion. The LSH256’s M essage Expansion is executed as follows:

M0i ← (M (i) [0], M (i) [1], M (i) [2], · · ·, M (i) [15])
M1i ← (M (i) [16], M (i) [17], M (i) [18], · · ·, M (i) [31])
[I]

(i)

(i)

Mj = (Mj−1 [I]  Mj−2 [τ [I]]) where (0 ≤ I ≤ 15,

2 ≤ j ≤ 15)

(1)

W [i] containing zero value can be excluded from the operation. The proposed
technique reduces  operations by 32 times and τ by 22 times.
Reduction of Compression Process in LSH256 In this section, we propose
three optimization techniques in LSH256 Compression Function. In detail, we
propose optimization techniques in M ix and W ordP erm operations. Fig.3 shows
M ix Function Process.

𝑆𝐶𝑗 [𝐼]
𝑋

𝑌

𝑅𝑂𝑇𝐿𝛼𝑖

𝑋

𝑅𝑂𝑇𝐿𝛽𝑖

𝑅𝑂𝑇𝐿𝛾𝑖

𝑌

Fig. 3: LSH256 M ix Function Process[1]

The first technique is to precalculate SC values because SC values are constant values calculated by ⊕ in the M ix Function.The SC value expansion formula are as followings [1]:
SCj [I] ← SCj−1 [l]  SCj−1 [l]≪8 , f or (0 ≤ l ≤ 7, 1 ≤ j ≤ Ns − 1)

(2)

Subsequent SC values in each round can be precomputed with the initial
SC values and the above formula. The precomputed SC values are stored in a
Lookup table, and at each round, the SC values are loaded from the table and
used in the M ix function. When the proposed technique, the operational cost
for computing SC values in M ix function can be removed.
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The second technique is to divide the entire rounds into odd and even rounds.
The values of αj and βj are different depending on whether the round is even
or odd. In Fig.3, α and β are assigned as follows [1]:

αj =

29 if j is even
β =
5 if j is odd j



1 if j is even
17 if j is odd

Except for the actual values of α and β, the structure of even and odd rounds
in M ix function are identical. Using this, the M ix function is implemented by
separating even and odd rounds. With the proposed technique, it is no need to
check whether the current round is odd or even in Compression function.

Table 3: LSH256 W ordP erm Process[1]
I 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
σ[I] 6 4 5 7 12 15 14 13 2 1 0 3 8 11 10 9

The third technique is to combine M ix function and W ordP erm function
during the LSH256 operation process. W ordP erm function is the last process of
the Compression function of LSH256. W ordP erm is a function that permutes
the output of M ix function. Table 3 shows the process of W ordP erm among
Compression functions. Subsequent M ix and W ordP erm functions can be combined by directly storing the output of M ix function at the permuted output
location. The final computation of M ix function represented in blue rectangle
in Fig.3 can be defined as follows:
output[I] = X[σ[I]]  Y [σ[I]] (0 ≤ I ≤ 3 or 8 ≤ I ≤ 11)
output[I] = ROT Lγi (Y [σ[I] − 8]) (4 ≤ I ≤ 7 or 12 ≤ I ≤ 15)
With this approach, M ix and W ordP erm processes can be combined.

5

Performance Analysis

In this section, we measure the performance of the proposed implementation and
compare it with other implementations. We used Intel(R) Core(TM) i7-8750H
2.20GHz, 2.21GHz CPU for measurement environment, and Release x64 mode.
The measurement unit is Clocks cycles(average of 1,000 executions).
Performance of LSH256 and SHA256 In [1], the performance of LSH is
more than twice compared with the performance of SHA-256 in SIMD (Single
Instruction Multiple Data) environments [1]. In other words, the structure of
LSH is suitable for parallel processing with SIMD instructions. However, the
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Table 4: Performance of LSH256 and SHA256
Hash
Message byte Length
Function
1,600
576
64
8
KISA-SHA256 13,819 7,177 1,615 864
KISA-LSH256 26,866 17,221 3,328 2,609

Table 5: Parameters used for measuring the performance of PBKDF2-HMAC-SHA256
parameter Byte Length
case1 case2 case3
case4
case5
case6
p(byte)
32
64
128
32
64
128
s(byte)
32
64
128
32
64
128
c
1
1,024 2,048 1,000,000 1,000,000 10,000,000
dkLen(byte) 32
64
128
32
64
128

Table 6: Running time of PBKDF2-HMAC-SHA256 (figures in bracket are the performance improvement compared with N aive)
case Naive
OpenSSL
case 1 2,888(-)
12,074(-76.08%)
case 2 4,956,071(-)
3,781,868(+31.04%)
case 3 19,755,982(-)
15,132,401(+30.55%)
case 4 24,468,430(-)
18,707,809(+30.79%)
case 5 47,931,052(-)
37,638,738(+27.34%)
case 6 95,190,746,667(-) 75,665,227,762(+25.80%)

All version
2,408(+19.93%)
2,245,814(+120.68 %)
8,397,092(+135.27%)
11,287,813(+116.76%)
22,196,116(+115.94%)
43,869,999,588(+116.98%)

performance of LSH is lower than that of SHA256 on general CPU without using
SIMD instructions. Table 4 shows the running time of LSH256 and SHA256 on
our target CPU. In Table 4 KISA-SHA256 and KISA-LSH256 used the SHA256
and LSH256 Open Source Code provided by KISA[11,12]. Based on open codes
from KISA, SHA256’s performance is more than twice that of LSH256 on the
target CPU without using SIMD instructions.

Performance of PBKDF2-HMAC-SHA256 We used three versions for
PBKDF2-HMAC-SHA256 performance measurement. Naive is KISA HMACSHA256 Open Code [11], OpenSSL is OpenSSL version 1.1.1d version [13], All
Version is Proposed implementation with all proposed techniques. For measurement, different input parameters are used as Table 5. Table 6 shows the running
time of each implementation. It shows that the performance of OpenSSL is much
slower than other implementations when c is 1. Except case 1, for each case, if c
is small, All version programs about 68.39% (resp. 120.68%) and 80.21% (resp.
135.27%) performance measures combined with OpenSSL(resp. Naive). If c is increased to a practical size, All version programs about 65.73% (resp. 116.76%),
69.57% (resp. 115.94%) and 72.47% (resp. 116.98%) performance measures combined with OpenSSL(resp. Naive).

277

The 21st World Conference on Information Security Applications

12

Hojin Choi and Seog Chung Seo

Table 7: Parameters used for measuring the performance of PBKDF2-HMAC-LSH256
parameter Length
case1 case2 case3
case4
case5
case6
p(byte)
32
64
128
32
256
256
s(byte)
32
64
128
32
256
256
c
1
1,024 2,048 1,000,000 1,000,000 10,000,000
dkLen(byte) 32
64
128
32
128
128

Table 8: Performance of PBKDF2-HMAC-LSH256 (figures in bracket are the performance improvement compared with Naive-LSH256 )
Case Naive-LSH256
LSH-OP
case 1 14,496(-)
5,202(+178.66%)
case 2 19,209,253(-)
9,023,197(+112.88%)
case 3 77,250,239(-)
36,232,054(+113.20%)
case 4 9,944,714,429(-)
4,510,556,803(+120.47%)
case 5 38,185,287,325(-) 18,166,313,812(+110.19%)
case 6 383,772,203,768(-) 182,129,663,126(+110.71%)

LSH-ALL-version
4,512(+221.27%)
4,588,082(+318.67%)
18,823,101(+310.40%)
2,310,098,377(+330.48%)
9,194,434,665(+315.30%)
92,000,036,153(+317.14%)

Performance of PBKDF2-HMAC-LSH256 We used three versions for
PBKDF2-HMAC-LSH256 performance measurement. Naive-LSH256 is KISAHMAC-LSH256 Open Code [12], LSH-OP is Proposed implementation with
LSH256 optimization and LSH-All-version is Proposed implementation with
HMAC optimization and LSH256 optimization. Table 7 shows the parameters
used for measuring the performance of PBKDF2-HMAC-LSH256. From Table
7, LSH-All-verion provides about 318.67% and 310.40% performance improvements compared with Naive-LSH256 for case 2 and case 3, respectively. [2,3]
proposes 10,000,000 or more c sizes in a higher security system. For each case
in which c is applied a practical size, LSH-All-verion provides about 330.48%,
315.30% and 317.14% performance improvements compared with Naive-LSH256
for case 4, case 5 and case 6, respectively.

6

Concluding Remarks

In this paper, we have presented several optimization techniques for PBKDF2HMAC-SHA256 and PBKDF2-HMAC-LSH256. The proposed PBKDF2-HMACSHA256 outperforms OpenSSL over 80% which is a significant improvement and
the proposed PBKDF2-HMAC-LSH256 provides more than 320% of performance
improvement compared with naive implementation. With the proposed PBKDF2
implementations, the iteration counter can be increased for higher security. The
proposed techniques can be applied for embedded devices MCUs including 8-bit
AVR, 16-bit MSP430, and ARM. In the future, we will extend our optimization
techniques in embedded deivces and SIMD environments.
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Abstract. Attribute-based group signature (ABGS) is a new variant of
group signature, and it allows any group member with certain specific
attributes to sign a message on behalf of the whole group anonymously,
without revealing the member’s identity or attributes information; once
a dispute arises, an opening authority (OA) can effectively reveal the
anonymity and track the real identity and attributes of the signer. In
order to support for membership revocation and resist against quantum
computers, Perera et al. (NSS 2019, WISA 2019) recently proposed two
(traceable or not) fully anonymous ABGS schemes with verifier-local revocation (VLR) from lattices. Unfortunately, in this paper we show that
their two constructions do not satisfy the full-anonymity and present an
improved scheme which obtains the strongest security, full-anonymity, in
a relatively simple manner.
Keywords: Attribute-based group signature · Lattices · Verifier-local
revocation · Full-anonymity · Random oracle model.

1

Introduction

Group signature. Group signature (GS), first introduced by Chaum and van
Heyst [8], is accepted as a central cryptographic primitive, which enjoys two
key privacy-preserving properties: anonymity and traceability. For the former,
it means that any member can sign a message on behalf of the whole group,
meanwhile, without divulging the signer’s identity information; for the latter, it
means that there exists an opening authority (OA) who owns certain secret-key
to reveal the anonymity and track the signer’s real identity efficiently. With these
two appealing properties, GS has found several applications in real-life, such as in
the trusted computing, anonymous online communications, e-commerce systems,
and much more.

280

The 21st World Conference on Information Security Applications

Attribute-based group signature. Attribute-based group signature (ABGS),
first put forward by Khader [10] in 2007, is a subgroup of GS. In this new cryptosystem, each member possesses a secret signing key depending on his identity
and attributes information, and the member is only allowed to sign a message
on behalf of the whole group if and only if his attributes set satisfies the signing policy (frequently expressed as predicates). Of course, unlike the traditional
GS schemes, in ABGS, the members do not enjoy the same signing privileges,
instead, the group member can sign a message only if he possesses the sufficient
attributes required by the signing predicates. Compared with traditional GS [8],
ring signatures (RS) [17] and attribute-based signatures (ABS) [14], the signer in
ABGS needs to anonymously prove to verifiers that he is indeed a valid member,
meanwhile owning certain attributes or signing privileges, and the generated
signature can also obtain traceability. Therefore, ABGS is more suitable for the
environment that needs to provide anonymous authentication and fine-grained
access control simultaneously.
At a theoretical level, to design such an efficient ABGS scheme, three relatively independent cryptographic ingredients are required and within some sophisticated combinations, these key building blocks include: a digital signature (DS)
scheme, a public-key encryption (PKE) scheme and an efficient non-interactive
zero-knowledge proof (NIZKP) protocol. Since it was first introduced by Khader
[10], much progress have been made for the design of ABGS over the nearly fifteen
years, and some creative constructions based on different mathematical hardness
assumptions and with different levels of operating efficiency are proposed (e.g.,
[2,3,4,11,20,19,18]).
Lattice-based ABGS. As the conventional number-theoretic problems (such as
big integer factoring problem or discrete logarithm problem) and ABGS schemes
based on these hardness assumptions are vulnerable to quantum computers, it is
urgent to construct a secure and efficient ABGS in post-quantum cryptography
(PQC) era. Believed to be one of the promising candidates for PQC, lattice-based
cryptography enjoys some competive advantages over number-theoretic cryptography: security reduction in the worst-case hardness assumptions, simpler arithmetic operations, provision of rich cryptographic functionality and services. The
first lattice-based ABGS scheme was introduced by Kuchta et al. [11] in 2017,
however their construction can only handle the candidate members enrollment,
and the members cannot be revoked once they join the group.
As a flexible revocation approach for group-type cryptographic constructions, the verifier-local revocation (VLR) mechanism [6] is quite practical because
it only requires verifiers to download the up-to-date revocation information for
signature verification, and no signer is required. So Zhang et al. [20] creatively adopted this technique to ABGS construction, and they proposed the first
lattice-based ABGS scheme with VLR in 2018, and thus, the first lattice-based
ABGS scheme supporting for membership revocation, an orthogonal problem of
members enrollment. However one main flaw in [20] is that it only achieves the
selfless-anonymity, a weaker anonymity as in all lattice-based VLR group-type
schemes.
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Motivations and contributions. Recently, Perera et al. [19,18] proposed two
(traceable or not) fully anonymous lattice-based ABGS schemes with VLR, which
aimed at achieving the following goals simultaneously: achieving full-anonymity
and supporting explicit-traceability (only for their traceable construction [18]).
They claimed that their two new designs are proven secure under two well-known
hardness assumptions of lattice problems: learning with errors (LWE) and short
integer solution (SIS). But in this paper we show that their both lattice-based
ABGS schemes are not fully anonymous, only achieving the selfless-anonymity
as in [20], the reason is that one of their core building blocks, the group member
revocation token (RT) is not secure, that is to say, in the full-anonymity proof,
once the members signing secret-keys are compromised, the adversary can easily
calculate the members RTs to trace the real identity and attributes information
for the signature. Furthermore we propose an improved design for the members
RTs and an improved Stern-type ZKP protocol for our new construction.
Organization. Our paper is organized as follows, we first recall the background
knowledge on lattice-based cryptography in Section 2. Section 3 turns to review
the definition and full-anonymity for Perera et al.’s lattice-based ABGS schemes
with VLR. In Section 4, we review Perera et al.’s members RTs design. In Section
5, we give our detailed attacks to show that their members RTs and Stern-type
ZKP protocols are not secure and cannot fulfill the full-anonymity they claimed.
Our improvement is constructed and analyzed in Section 6.

2

Preliminaries

Notations. Let Sk denote the set of all permutations of k elements, k · k and
k · k∞ denote Euclidean norm and infinity norm respectively. log e denotes the
logarithm of e with base 2, and PPT stands for “probabilistic polynomial-time”.
, the m-dimensional
For integers n, m, q ≥ 2, a random matrix A ∈ Zn×m
q
m
⊥
(A)
=
{e
∈
Z
|
A
·
e
= 0 mod q}.
(A)
is
defined
as:
Λ
q-ary lattice Λ⊥
q
q
Lemma 1 ([1,5,15]). Let n ≥ 1, q ≥ 2, m = 2ndlog qe, there is a PPT algorithm TrapGen(q, n, m) outputting A ∈ Zn×m
and RA , such that A is statistically
q
⊥
and
R
close to a uniform matrix in Zn×m
A is a trapdoor for lattice Λq (A).
q
Lemma 2 ([9,15]). Let n ≥ 1, q ≥ 2, m = 2ndlog qe, given A ∈ Zn×m
, a
q
√
(A),
a
Gaussian
parameter
s
=
ω(
n
log
q
log
n)
and
u
∈
trapdoor RA of Λ⊥
q
Znq , there is a PPT algorithm SamplePre(A, RA , u, s) returning a short vector
e ∈ Λu
, where
q (A) sampled from a distribution statistically close to DΛu
q (A),s
u
m
⊥
Λq (A) = {e ∈ Z | A · e = u mod q} is a coset of Λq (A).
Definition 1. The SIS∞
n,m,q,β problem is defined as follows: given a uniformly
random A ∈ Zn×m
and
a real β > 0, to get a vector e ∈ Zm such that A · e =
q
0 mod q and 0 < kek∞ ≤ β.
The ISIS problem is an variant of SIS, additionally given a random syndrome
m
u ∈ Znq , the ISIS∞
n,m,q,β problem is asked to get a vector e ∈ Z such that A · e =
u mod q and kek∞ ≤ β. For both problems, they are as hard as certain worstcase lattice problems, such as shortest independent vectors problem (SIVP).
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e √n), the average-case SIS∞
Lemma 3 ([9]). For m, β = poly(n), q ≥ β · O(
n,m,q,β
and ISIS∞
problem in the
e
n,m,q,β problems are at least as hard as the SIVPβ·O(n)
worst-case.
$

Definition 2. The LWEn,q,χ problem is defined as follows: given a random s ←−
Znq , a probability distribution χ over Z, let As,χ be a distribution obtained by
$

$

sampling A ←− Zn×m
, e ←− χm , output (A, A> s + e), and make distinguish
q
$

between As,χ and uniform distribution U ←− Zn×m
× Zm
q
q .
√
Let β ≥ n·ω(log n), and for a prime power q, given a β-bounded distribution
χ, the LWEn,q,χ problem is at least as hard as SIVPO(nq/β)
.
e

3

Definition and Security Model

We review the definition and full-anonymity model for Perera et al.’s two ABGS
schemes with VLR mechanism introduced into GS by Boneh and Shacham [6].
3.1

Definition

Perera et al.’s traceable lattice-based ABGS scheme [18] consists of the following
six polynomial-time algorithms: Setup, KeyGen, Sign, Verify, Open and Revoke.
For their untraceable design [19], the fifth algorithm, Open, as in [20], is replaced
by an implicit tracing algorithm as in any group-type signatures, thus no tracing
secret-key Gmsk is generated in KeyGen.
Setup(1λ ): A PPT algorithm takes as input security parameter λ, and it outputs
the system’s public parameters pp which contains universe of attributes Att.
KeyGen(pp, N ): A PPT algorithm takes as input pp and group size N , and it
outputs the group public-key Gpk, the tracing secret-key Gmsk, a set of group
members secret-keys Gsk= (gsk0 , gsk1 , · · · , gskN −1 ) and members revocation
tokens Grt= (grt0 , grt1 , · · · , grtN −1 ).
Sign(pp, T , Gpk, id, gski , grti , Si , m): A PPT algorithm takes as input pp, Gpk, a
predicate T , a signing secret-key gski and a revocation token grti of a member
id with an index i ∈ {0, 1, · · · , N −1} and an attributes set Si ⊆ Att satisfying
T , a message m ∈ {0, 1}∗ , and it outputs a signature σ.
Verify(pp, T , Gpk, RL, σ, m): A deterministic algorithm takes as input pp, Gpk, a
list of revocation tokens RL ⊆ Grt, a predicate T , a signature σ on a message
m ∈ {0, 1}∗ , and it outputs either 0 or 1. The output 1 indicates that σ is a
valid signature on m, the signer and its corresponding attributes set have not
been revoked.
Open(pp, Gpk, Gmsk, σ, m): A PPT algorithm takes as input pp, Gpk, Gmsk and a
message-signature pair (m, σ), and it outputs an index i ∈ {0, 1, · · · , N − 1},
a list of attributes or ⊥. The output ⊥ indicates that the tracing is failure.
Revoke(pp, Gpk, RL, j, Sr ⊆ Att): A deterministic algorithm takes as input pp,
Gpk, RL, a revoking member j ∈ {0, 1, · · · , N − 1} and a revocation attributes
set Sr ⊆ Att, and it outputs an updated RL.
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3.2

Security Model

Perera et al. claimed that their two lattice-based ABGS schemes with VLR [19,18]
are fully anonymous following the experiment given below (For the definition of
selfless-anonymity, the readers can refer to [20]).
In this experiment, an adversary A’s goal is to determine which of the two
adaptively chosen members id0 with an index i0 and an attributes set Si0 ⊆ Att,
id1 with an index i1 and an attributes set Si1 ⊆ Att, both of which satisfying T ∗ ,
generated the signature σ ∗ on m∗ ∈ {0, 1}∗ . A is given all the members secretkeys, A can make opening queries for any message-signature pair (m, σ) except
for the challenge one (m∗ , σ ∗ ) 6= (m, σ) and the revoking queries for member
revocation token of any member id except for the challenge ones id0 and id1 .
a. Initialization: The challenger C runs the Setup and KeyGen algorithms to obtain
(pp, Gpk, Gmsk, Gsk, Grt), in Perera et al.’s untraceable construction [19] no
Gmsk is generated, and only provides (pp, Gpk, Gsk) to A.
b. Query phase: A adaptively makes a polynomially bounded number of queries
as follows:
−Opening: Request for an identity and an attributes set of a message-signature
pair (m, σ), the opening oracle returns Open(pp, Gpk, Gmsk, m, σ) or uses
the implicit-tracing algorithm to A.
−Revoking: Request for a revocation token of member id with an index i and
an attributes set Si ⊆ Att, C returns grti to A.
c. Challenge: A outputs a message m∗ ∈ {0, 1}∗ , a predicate T ∗ , two members
id0 with index i0 and attributes set Si0 , id1 with index i1 and attributes set
$

Si1 , both of whose attributes set satisfying T ∗ . C chooses a bit b ←− {0, 1},
computes σ ∗ ← Sign(pp, T ∗ , Gpk, gskib , grtib , Sib , m∗ ) as a signature on m∗ by
idb and returns it to A.
d. Restricted query: Once obtain a challenge signature σ ∗ , A can still make queries
as before, but with the restrictions that it is not allowed to make revoking
query for id0 or id1 , and opening query for (m∗ , σ ∗ ).
e. Guessing: A outputs a bit b0 ∈ {0, 1}, and it wins if b0 = b.
The advantage of A wining the fully anonymous experiment described above
is defined as
Advfull-anon
= |Pr[b0 = b] − 1/2|
A
Thus, a ABGS with VLR satisfies the full-anonymity if Advfull-anon
is negligible.
A

4

Review of Perera et al.’s Revocation Token

Perera et al.’s (traceable or not) fully anonymous lattice-based ABGS schemes
supporting for membership revocation are with VLR mechanism [6], and consist
of 6 algorithms: Setup, KeyGen, Sign, Verify, Open (for untraceable construction
[19], this algorithm is not needed) and Revoke. Here we only focus on KeyGen, in
Perera et al.’s two schemes this algorithm is same, for it is the core of not being
fully anonymous. Concretely it is the following KeyGen algorithm:

284

The 21st World Conference on Information Security Applications

KeyGen(pp, N ): Take as input the public parameters pp = (param, Att, list, H, G)
and group size N = 2` = poly(λ), here λ is the security parameter, param
defines these parameters: n = poly(λ), modulus q = O(`n2 ), dimension
m=
√
e `n), num2ndlog qe, Gaussian parameter s = ω(log m), norm bound β = O(
ber of universal attributes u = poly(λ); attributes set Att = {u1 , u2 , · · · , uu },
where ui ∈ Znq is a random vector, each attribute atti is associated to ui via an
attribute list list = {(atti , ui )}i∈{1,2,··· ,u} , two hash functions, H : {0, 1}∗ →
{1, 2, 3}κ=ω(log n) , G : {0, 1}∗ → Zn×m
, to be modeled as random oracles, and
q
this PPT algorithm works as follows:
1. Generate ` + 2 matrices A, A0 , · · · , A` ∈ Zn×m
as the verification key and
q
a trapdoor RA as a signing key for the modified Boyen’s signature scheme
proposed in [15].
2. For a member id = d1 d2 · · · d` ∈ {0, 1}` , a binary representation of its index
i ∈ {0, 1, · · · , N − 1} and with an attributes set Si = {uj1 , uj2 , · · · , ujp } ⊆
Att, the group manager does the following steps:
P`
(a). Let Aid = [A|A0 + i=1 di · Ai ] ∈ Zn×2m
.
q
(b). Sample ei,ja = (ei,ja ,1 , ei,ja ,2 ) ∈ Zm × Zm such that Aid · ei,ja = A ·
P`
ei,ja ,1 + (A0 + i=1 di · Ai ) · ei,ja ,2 = uja mod q, kei,ja k∞ ≤ β for
a ∈ {1, 2, · · · , p}, i.e., uja ∈ Si . (Note: these short vectors can be got by
using SamplePre(Aid , RA , uja , s).)
m
(c). Sample ei,ja = (ei,ja ,1 , ei,ja ,2 ) ∈ Zm
q × Zq such that Aid · ei,ja = A ·
P`
ei,ja ,1 + (A0 + i=1 di · Ai ) · ei,ja ,2 = uja mod q, kei,ja k∞ > β for
a ∈ {p + 1, p + 2, · · · , u}, i.e., uja ∈ Att\Si . (Note: these vectors, not
short, can be got by using basic linear algebra algorithm.)
P`
(d). Let A0id = [0| i=1 di Ai ] and vja = A0id · ei,ja mod q, a ∈ {1, 2, · · · , u}.
(e). Sample fi,ja ∈ Zm such that A · fi,ja = uja − vja mod q, kfi,ja k∞ ≤ β
for a ∈ {1, 2, · · · , u}, i.e., uja ∈ Att. (Note: these short vectors can be
got by using SamplePre(A, RA , uja − vja , s).)
(f). Let id’s signing secret-key be gski = {ei,a }a∈{1,2,··· ,u} and its revocation
token be grti = {ri,a = A · fi,a mod q}a∈{1,2,··· ,u} .
3. Output the group public-key Gpk = (A, A0 , A1 , · · · , A` ), the members secretkeys Gsk = (gsk0 , · · · , gskN −1 ) and revocation tokens Grt = (grt0 , · · · , grtN −1 ).

5

Our Attacks

In this section, we show that Perera et al.’s two lattice-based ABGS schemes with
VLR are not fully anonymous, only achieving the selfless-anonymity as Zhang et
al.’s lattice-based ABGS scheme [20].
We define a function bin to denote the binary representation of the member
index, i.e., the member id = bin(i) ∈ {0, 1}` for i ∈ {0, 1, · · · , N − 1}, where
N = 2` = poly(λ) is the maximum number of members. The detailed attacks are
as follows:
(1). For a specific case, i.e., the member id with an index i = 0.
In this case, id = bin(i) = 0` , for id with an attributes set S0 ⊆ Att, we have:
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P`
(a). Aid = [A|A0 + i=1 di · Ai ] = [A|A0 ] ∈ Zn×2m
.
q
(b). Let id’s signing secret-key be gsk0 = {e0,a }a∈{1,2,··· ,u} .
P`
(c). A0id = [0| i=1 di · Ai ] = 0n×2m , va = A0id · e0,a = 0, a ∈ {1, 2, · · · , u}.
(d). f0,a ∈ Zm satisfies A · f0,a = ua − va = ua mod q and kf0,a k∞ ≤ β,
a ∈ {1, 2, · · · , u}.
(e). id’s revocation token grt0 = {r0,a = A · f0,a = ua mod q}a∈{1,2,··· ,u} .
According to the above analysis, for member id = 0` , its revocation token
grt0 is exactly equivalent to universal attributes set Att. And for member id 6= 0` ,
A0id 6= 0 mod q and ei,a 6= 0 mod q, i ∈ {1, · · · , N −1}, a ∈ {1, · · · , u}, then va =
A0id · ei,a mod q is unform over Znq , i.e., va 6= 0 mod q is with a high probability
1−1/q n , so as for grti = {ri,a = A·fi,a = ua −va 6= ua mod q}a∈{1,2,··· ,u} 6= Att.
Therefore, we have the following conclusions:
(i). If a universal attribute vector, e.g., ui ∈ Att, is included in RL, we can infer
that the corresponding attribute vector for id = 0` is revoked. Therefore,
attribute-anonymity for Perera et al.’s two schemes is unavailable.
(ii). If a given message-signature pair, e.g., (m, σ), is rejected by Verify for an
attribute vector in RL, we can infer that the signature is indeed issued by id =
0` . Therefore, identity-anonymity for Perera et al.’s schemes is unavailable.
Therefore, for the case id = bin(i) = 0` , Perera et al.’s ABGS schemes [19,18]
are completely not fully anonymous, even not selfless-anonymous.
(2). For a more general case, i.e., member id with an index i ∈ {0, 1, · · · , N − 1}.
In this case, id = bin(i) = d1 d2 · · · d` ∈ {0, 1}` , thus for id with an attributes
set Si ⊆ Att, we have:
P`
(a). Aid = [A|A0 + i=1 di · Ai ] ∈ Zn×2m
.
q
(b). Let id’s secret-key be gski = {(ei,a,1 , ei,a,2 )}a∈{1,2,··· ,u} , so A · ei,a,1 +
P
(A0 + `i=1 di · Ai ) · ei,a,2 = ua mod q.
P`
P`
, va = A0id ·ei,a = i=1 di ·Ai ·ei,a,2 mod q,
(c). A0id = [0| i=1 di Ai ] ∈ Zn×2m
q
a ∈ {1, 2, · · · , u}.
(d). fi,a ∈ Zm satisfies A · fi,a = ua − va = A · ei,a,1 + A0 · ei,a,2 mod q,
kfi,a k∞ ≤ β, a ∈ {1, 2, · · · , u}.
(e). id’s token grti = {ri,a = A·fi,a = A·ei,a,1 +A0 ·ei,a,2 mod q}a∈{1,2,··· ,u} .
According to the above analysis, for id = bin(i) ∈ {0, 1}` , its revocation token
grti is exactly dependent on its secret-key gski = {(ei,a,1 , ei,a,2 )}a∈{1,2,··· ,u} , and
once i’s secret-key gski is compromised, anyone (including adversary) can compute its revocation token grti with the public matrices A and A0 in a polynomialtime. Therefore we have the following conclusions:
(i). If the secret-key for challenge one is provided, for each universal attribute
vector, the corresponding revocation token can be computed, such as ui ∈
Att, we can infer that the corresponding attribute vectors for member id =
bin(i) are used for the challenge signature generating by using Verify for these
two different attributes subsets satisfying the predicate. Therefore, attributeanonymity for Perera et al.’s two schemes is unavailable.
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(ii). If the secret-keys for challenge ones are provided, for a universal attribute
vector, the corresponding revocation token can be computed, such as ui ∈
Att, given a valid message-signature pair (m, σ), rejected by Verify for these
two challenge ones, we can infer that the signature is issued by a corresponding member id = bin(i). Therefore, identity-anonymity for Perera et al.’s two
schemes is unavailable.
To avoid the above flaws, not giving the secret-keys for the challenge ones is a
better measure. Therefore, for the case id = bin(i) ∈ {0, 1}` , Perera et al.’s both
constructions are only selfless-anonymous (i.e., completely not fully anonymous).
To summarize, by showing the detailed attacks for a specific case id = 0`
and a more general case id = bin(i) ∈ {0, 1}` of the members revocation tokens
design for Perera et al.’s two lattice-based ABGS schemes with VLR, it indicates
that these two constructions cannot obtain the full-anonymity, and only achieve
the selfless-anonymity as in [20].

6

Improved Revocation Token and Stern-Type Protocol

In this section, we give an improved revocation token to achieve the full-anonymity.
Furthermore, an improved shorter group public-key and the corresponding Sterntype ZKP protocols for the new members tokens are also provided.
6.1

Improved Revocation Token Design
$

We add the ` + 3-th matrix A`+1 ←− Zn×m
, whose columns can generate Znq , to
q
Gpk, and ` + 2 others all stay the same, i.e., Gpk = (A, A0 , · · · , A` , A`+1 ). Then
we can obtain the member signing secret-key as in Perera et al.’s original schemes
following (a), (b) (given in Section 4), and obtain the member RT following (c),
(d) and (e) (given in Section 4), while modifying (f) to (f0 ), where
(f0 ). Let member id’s secret-key be gski = {ei,a }a∈{1,2,··· ,u} and its new member
RT be grti = {ri,a = A`+1 · fi,a mod q}a∈{1,2,··· ,u} .
The improved member revocation token can resist our attacks since the adversary can no longer compute RTs or get any useful information on RTs from
the given member secret-keys, and further, grti is statistical close to a uniform distribution over Znq . Therefore, the full-anonymity for lattice-based ABGS
scheme with VLR is really achieved.
In addition, we notice that Perera et al.’s both lattice-based ABGS schemes
with VLR are within the structure of Bonsai Tree [7], which feature the bit-size of
group public-key proportional to log N , and thus for a large group Perera et al.’s
both constructions are not that efficient. By adopting a creative idea introduced
by Zhang et al. [21], we utilize identity-encoding technique to encode the identity
index and obtain a shorter key-size, that is, saving a O(log N ) factor for bit-size
of group public-key. Our improvement is as follows:
KeyGen(pp, N ): Take as input the public parameters pp as in original schemes
(we restate, in this present paper, the group size N = 2` = poly(λ)), and this
PPT algorithm works as follows:
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1. Sample A ∈ Zn×m
and a trapdoor RA . (Note: these matrices can be got by
q
using TrapGen(q, n, m).)
$
2. Sample 3 matrices A0 , A1 , A2 ←− Zn×m
.
q
3. For member id with an index i ∈ {0, 1, · · · , N − 1} and an attributes set
Si = {uj1 , uj2 , · · · , ujp } ⊆ Att, the group manager does the following steps:
(a). Let Aid = [A|A0 + iA1 ] ∈ Zn×2m
.
q
(b). Sample ei,ja = (ei,ja ,1 , ei,ja ,2 ) ∈ Zm × Zm such that Aid · ei,ja = A ·
ei,ja ,1 + (A0 + i · A1 ) · ei,ja ,2 = uja mod q, kei,ja k∞ ≤ β for a ∈
{1, 2, · · · , p}, i.e., uja ∈ Si . (Note: these short vectors can be got by
using SamplePre(Aid , RA , uja , s).)
m
(c). Sample ei,ja = (ei,ja ,1 , ei,ja ,2 ) ∈ Zm
q × Zq such that Aid · ei,ja = A ·
ei,ja ,1 + (A0 + i · A1 ) · ei,ja ,2 = uja mod q, kei,ja k∞ > β for a ∈ {p +
1, p + 2, · · · , u}, i.e., uja ∈ Att\Si . (Note: these vectors, not short, can
be got by using basic linear algebra algorithm.)
(d). Let A0id = [0|iA1 ] ∈ Zn×2m
, vja = A0id · ei,ja mod q, a ∈ {1, 2, · · · , u}.
q
(e). Sample fi,ja ∈ Zm such that A · fi,ja = uja − vja mod q, kfi,ja k∞ ≤ β
for a ∈ {1, 2, · · · , u}, i.e., uja ∈ Att. (Note: these short vectors can be
got by using SamplePre(A, RA , uja − vja , s).)
(f). Let id’s signing secret-key be gski = {ei,a }a∈{1,2,··· ,u} and its revocation
token be grti = {ri,a = A2 · fi,a mod q}a∈{1,2,··· ,u} .
4. Output the group public-key Gpk = (A, A0 , A1 , A2 ), the members secretkeys Gsk = (gsk0 , · · · , gskN −1 ) and revocation tokens Grt = (grt0 , · · · , grtN −1 ).
From the above new design, we can construct a (traceable or not) fully anonymous lattice-based ABGS scheme with VLR, meantime, with a constant number
of public matrices in Gpk to encode the member’s identity index and attributes.
6.2

Improved Fully Anonymous Stern-Type ZKP Protocol

We first summarize our main idea of Stern-type ZKP protocol corresponding to
the new design of RTs and Bonsai Tree structure, and then turn to a new protocol
with identity-encoding technique.
Given a vector e = (e1 , e2 , · · · , en ) ∈ Rn , we define Parse(e, k1 , k2 ) to denote a
vector (ek1 , · · · , ek2 ) ∈ Rk2 −k1 +1 for 1 ≤ k1 ≤ k2 ≤ n. Let k = blog βc + 1, β1 =
β−β1 −β2
1
e, · · · , βk = 1. Given a threshold predicate
d β2 e, β2 = d β−β
2 e, β3 = d
2
T = (t, S ⊆ Att) and 1 ≤ t ≤ |S|, member id = d1 d2 · · · d` ∈ {0, 1}` with
index i and attributes set Si ⊆ Att satisfying T , i.e., there exists an attributes
set St ⊆ S ∩ Si , t = |St |. For convenience of describing our idea, define St =
{u1 , u2 , · · · , ut } ⊆ Att, S = {u1 , u2 , · · · , up } ⊆ Att. Obviously, t ≤ p ≤ u.
(1). For Bonsai Tree structure.
In this case, we proof the following 4 relations:
(a). Aid · ei,a = ua mod q, kei,a = (ei,a,1 , ei,a,2 )k∞ ≤ β, a ∈ {1, 2, · · · , t}.
(b). Aid · ei,a = ua mod q, kei,a = (ei,a,1 , ei,a,2 )k∞ > β, a ∈ {t + 1, · · · , p}.
(c). A · fi,a = A · ei,a,1 + A0 · ei,a,2 mod q, kfi,a k∞ ≤ β, a ∈ {1, 2, · · · , p}.
(d). ri,a = A`+1 · fi,a mod q, a ∈ {1, 2, · · · , p}.
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For (a), we utilize the classical Dec-Ext, Mat-Ext techniques first introduced
P`
in [13] on short vectors ei,a for a ∈ {1, 2, · · · , t} and Aid = [A|A0 + i=1 di Ai ] ∈
Zn×2m
, then do the followings:
q
(a1 ). id → id∗ = (id, id0 ), a vector enjoying the Hamming weight `.
n×(2+2`)3m
(a2 ). Aid → A∗ = [A|0n×2m |A0 |0n×2m | · · · |A` |0n×2m |0n×3m` ] ∈ Zq
.
0
(a3 ). ei,a → ei,a = (ei,a,1 , ei,a,2 , d1 ei,a,2 , · · · , d` ei,a,2 ) ∈ Secβ (id), a set owning
special form and norm.
∗
02
0k
(a4 ). e0i,a → e01
i,a , ei,a , · · · , ei,a ∈ SecExt(id ), a set owning a special form (for
precise definition, refer to [21]).
Pk
(a5 ). A∗ · ( j=1 βj e0j
i,a ) = ua mod q.
$

(a6 ). Sample tk vectors rji,a ←− Zq
to mask e0j
i,a , thus
0j
j
∗ Pk
∗ Pk
A ·( j=1 βj (ei,a + ri,a ))−ua = A ·( j=1 βj rji,a ) mod q, a ∈ {1, · · · , t}.
(2`+2)3m

For (b), we first decompose and extend ei,a for a ∈ {t + 1, t + 2, · · · , p} to
(2`+2)3m
01
0k
, and others stay the same, then do the followings:
ei,a , e02
i,a , · · · , ei,a ∈ Zq
01
02
0k
(b1 ). ei,a , ei,a , · · · , ei,a ∈
/ SecExt(id∗ ).
P
k
(b2 ). A∗ · ( j=1 βj e0j
i,a ) = ua mod q.
$
(2`+2)3m
to mask e0j
(b3 ). Sample (p − t)k vectors rji,a ←− Zq
i,a , thus
P
P
k
k
j
j
0j
∗
∗
A ( j=1 βj (ei,a + ri,a ))−ua = A ( j=1 βj ri,a ) mod q, a ∈ {t+1, · · · , p}.
$
$
$
(b4 ). Sample 4 permutations π, ϕ ←− S3m , τ ←− S2` , φ ←− Sp , it can be
0j
∗
checked that: Fπ,ϕ,τ (ei,φ(a) ) ∈ SecExt(τ (id )) is valid for at least t sets of
0j
vectors and for all j ∈ {1, 2, · · · , k}, where Fπ,ϕ,τ (e0j
i,φ(a) ) = Fπ,ϕ,τ,φ (ei,a )
is a composition of 4 permutations as described in [20].
For (c), we utilize the classical Dec-Ext, Mat-Ext techniques on short vectors
, then do the followings:
fi,a for a ∈ {1, 2, · · · , p}, and matrix A, A0 ∈ Zn×m
q
∗

(c1 ). A → Â = [A|0n×2m ] ∈ Zn×3m
.
q
k
2
1
∈ B3m , a set owning a special form (for precise
, · · · , fi,a
, fi,a
(c2 ). fi,a → fi,a
definition, refer to [20,19,21]).
0j
0j1
0j
0
(c3 ). Define e0j
i,a = Parse(ei,a , 1, m), ei,a = Parse(ei,a , 3m + 1, 4m).
0
1
(c4 ). Define rji,a
= Parse(rji,a , 1, m), rji,a
= Parse(rji,a , 3m + 1, 4m).
∗ Pk
(j) $
j
(j)
j
(c5 ). Pick pk vectors fi,a ←− Z3m
)−
q to mask fi,a , thus Â ·(
j=1 βj (fi,a + fi,a )
Pk
P
∗
P
k
(j)
0j0
j0
0j1
j1
k
A·( j=1 βj (ei,a + ri,a ))−A0 ·( j=1 βj (ei,a + ri,a )) = Â ·( j=1 βj fi,a )−
P
P
0
1
A · ( kj=1 βj rji,a
) − A0 · ( kj=1 βj rji,a
) mod q, a ∈ {1, 2, · · · , p}.
$

j
(c6 ). Sample a permutation ζ ←− S3m , it can be checked that ζ(fi,a
) ∈ B3m .

For (d), we utilize the creative idea introduced in [12] to bound the revocation
token grti to a one-way and injective LWE function described in Definition 2. As
in [12], draw a matrix Bi,a ∈ Zn×m
, a ∈ {1, 2, · · · , p}, from the random oracle
q
G, then do the followings:
$

(d1 ). Sample ei,a,0 ←− χm .
m×m
(d2 ). Define Ci,a = B>
, bi,a = Ci,a · fi,a + ei,a,0 mod q ∈ Zm
i,a · A`+1 ∈ Zq
q .

289

The 21st World Conference on Information Security Applications

(d3 ). ei,a,0 → e1i,a,0 , e2i,a,0 , · · · , eki,a,0 ∈ B3m .
P
j
(d4 ). Ci,a → C∗i,a = [Ci,a |0n×2m |Im |0n×2m ], bi,a = C∗i,a ·( kj=1 βj (fi,a
, eji,a,0 )).
Pk
$
j
(j) j
∗
j
j
(d5 ). Pick rji,a,0 ←− Z3m
)−
q to mask ei,a,0 , Ci,a ·(
j=1 βj (fi,a + fi,a , ei,a,0 + ri,a,0 )
P
(j) j
k
∗
bi,a = Ci,a · ( j=1 βj (fi,a , ri,a,0 )) mod q, a ∈ {1, 2, · · · , p},
$

(d6 ). Sample a permutation ψ ←− S3m , it can be checked that ψ(eji,a,0 ) ∈ B3m .
Putting the above creative techniques together, we can obtain a new Sterntype interactive statistical ZKP protocol, and then transformed to a non-interactive
one by using Fiat-Shamir heuristic in the random oracle model.
(2). For identity-encoding technique.
In this case, we proof the following 4 relations:
(a). Aid · ei,a = ua mod q, kei,a = (ei,a,1 , ei,a,2 )k∞ ≤ β, a ∈ {1, 2, · · · , t}.
(b). Aid · ei,a = ua mod q, kei,a = (ei,a,1 , ei,a,2 )k∞ > β, a ∈ {t + 1, · · · , p}.
(c). A · fi,a = A · ei,a,1 + A0 · ei,a,2 mod q, kfi,a k∞ ≤ β, a ∈ {1, 2, · · · , p}.
(d). ri,a = A2 · fi,a mod q, a ∈ {1, 2, · · · , p}.
The main differences from (1) are: in (a) and (b), Aid is replaced to Aid =
[A|A0 + iA1 ] ∈ Zqn×2m ; in (d), A`+1 is replaced to A2 since we only need 4
matrices to encode member’s identity index.
For (a) and (b), we only need to replace Aid → A∗ , and others stay the same,
n×(2+2`)3m
, where
where the new Aid → A∗ transformation is Aid → A∗ ∈ Zq
A∗ = [A|0n×2m |A0 |0n×2m | · · · |2`−1 A1 |0n×2m |0n×3m` ].
For (c), all operations remain the same.
For (d), we replace A`+1 with A2 and other operations remain the same.
Similarly, a new Stern-type statistical ZKP protocol can be achieved by combining the above transformations ideas with the Stern-extension argument system also adopted in [20,19,21]. This concludes the whole ZKP protocol design.
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Filtering-based Correlation Power Analysis
(CPA) with signal envelopes against shuffling
methods?
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Abstract. The Correlation Power Analysis (CPA) is one of the powerful
Side-Channel Analysis (SCA) methods to reveal the secret key using linear relationship between intermediate values and power consumption. To
defense the analysis, many crypto-systems often embed the shuffling implementation which shuffles the order of operations to break the relationship between power consumption and processed information. Although
the shuffling method increases the required number of power traces for
deploying the CPA, it is still vulnerable if an attacker can classify or
group the power traces by operations. In this work, we propose a new
CPA technique by efficiently clustering the power traces using signal
envelopes. We demonstrate theoretically reduced time complexity and
tested our approach with the eight-shuffling AES implementations.
Keywords: Side-Channel Analysis · Correlation Power Analysis (CPA)
· Shuffling Method · Envelope · Clustering Algorithm

1

Introduction

Nowadays many crypt-analysts use the Side-Channel Analysis (SCA) in order to
reveal secret keys. The analysis does not explore the theoretical defects of cipher
algorithms but analyzes side signals which can be obtained from hardware or
systems. Therefore, SCA becomes a robust and practical approach to analyzing
even highly secure crypto-systems which are extremely impossible to understand
or break in theory.
The Correlation Power Analysis (CPA) is one of the well known SCA methods
with electrical power signals [4, 13, 15]. In CPA, the attacker gathers a sufficient
amount of power traces while randomly changing plain texts as inputs. Based
on electrical power consumption model such as Hamming weight or Hamming
distance, CPA estimates the power ratios between the gathered power traces for
each guessed key. By computing the correlation between estimated power ratio
?

This work was supported as part of Military Crypto Research Center (UD170109ED)
funded by Defense Acquisition Program Administration (DAPA) and Agency for
Defense Development (ADD).
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and gathered power traces, we can infer that the most correlated power trace is
obtained from correctly guessed key [4].
Compared to the brute-force analysis, CPA does not guess the whole keys
simultaneously but each single byte and this reduces the computational complexity of crypto-system. To prevent this cryptanalysis, shuffling techniques are used
to randomize the execution time of operations to break the linear relationship
between the power traces. To apply the CPA to crypto-system against shuffling,
an attacker needs more electrical power traces than original AES implementation to deal with the noise. Let us assume that the simple crypto-system, which
does not embed shuffling scheme, needs at least M power traces for analyzing.
If 1/K is the probability that there exists the same operation appears in the
shuffling based approaches, we statistically need at least M K 2 power traces [7,
11, 5] which make attackers to spend more time to obtain sufficient power traces
to analyze the crypto-system.
However, we find that attackers can identify and analyze the used cryptosystem with reduced computational complexity although the shuffling technique
is applied. In this paper, we introduce the outline patterns of signals for identifying and analyzing the crypto-system and they are called envelope in signal
processing domain. Using the envelope, we demonstrate the vulnerability of the
shuffling approach. We show that attackers can save a lot of time to identify and
analyze the crypto-system by efficiently clustering the signals with the envelope.
Our contributions are listed as follows:
– We demonstrate that the practical execution time to analyze the shuffling
based crypto-system is much shorter than its expected time because our
proposed method reduces the minimum number of power traces from M K 2
to M K.
– We also applied our CPA approach to the eight-shuffling AES implementations [1]. We found that the time complexity
of the eight-shuffling AES imP
plementation is reduced from O (K k Mk ) to O (K min(M1 , M2 , · · · , MK ))
if our proposed SCA is used. Here, K is the number of implementations and
Mi is the minimum number of power traces of the ith implementation to be
analyzed.

2
2.1

Background
Correlation coefficient

The correlation coefficient is a general method to investigate the quantitative
similarity between two signals. The Pearson correlation coefficient (PCC), which
normalizes the coefficient values between -1 and 1 using standard deviation, can
be defined as:
pcc(X, Y ) =

E[(X − µx )(Y − µy )]
σx σy
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where X and Y are two real-valued random variables, while µx and µy are means
and σx and σy are standard deviations of X and Y , respectively. The numerator
of Eq. (1) is also known as covariance of X and Y . By Cauchy-Schwarz inequality,
we can ensure that the PCC value always locates between −1 and 1.
2.2

Correlation Power Analysis (CPA) for AES algorithm

The basic idea of CPA is guessing the secret key using the linear relationship
between measured power traces and hypothetically expected power consumption [4]. The following procedure is the detailed explanation of exploiting the
First-Order CPA to obtain the secret key ν of original AES algorithm.
– Power traces measurement First of all, we measure a number of power
traces xn,t for CPA and record them with corresponding plain texts Pn where
t is the time index from 1 to T and n is the index of power traces from 1 to
N . The power traces should be aligned in time sequence since CPA uses the
concurrent information of power trace. The power amplitude fluctuates as
the encryption module runs. The number of encryption rounds in AES can
be 10, 12 or 14 which depends on key size [6]. In each round except the initial
and final rounds, all SubBytes, ShiftRows, MixColumns and AddRoundKey
steps are operated.
– Power consumption model In the phase of AddRoundkey, AES performs
the XOR in each byte of the plain texts and secret key [6, 9], which is Pn ⊕ ν.
Then it substitutes XOR’s values with S-box in the phase of SubBytes such as
S(Pn ⊕ν). At the moment the module uses this output value of SubBytes, we
can expect the power consumption with a specific power consumption model.
One of the general power consumption models is Hamming weight [4, 14]. It
assumes the power consumption is proportional to the number of ‘1’s in
the operating byte sequence. Let HW be a Hamming weight function which
calculates the number of ‘1’s in the byte sequence and then HW (0xa3) is 4
because 0xa3 = 101000112 .
– Power analysis of guessing each key Since all operations are byte-wise,
we can estimate the power trace followed by the operation of each single
byte. Firstly, we guess the ith byte of secret key νi from 0 to 255 and then
we have the power consumption as
yn(i) (ν (i) ) = HW (S(Pn(i) ⊕ ν (i) )).
At the time of the operation of S-box, the estimated power consumption is
proportional to the real power. To find the most likely correct key, we measure the correlation between estimated power consumption and actual power
(i)
amplitude for each guessed key, which can be represented as pcc(y1:N , x1:N,t )
(i)
(i)
(i)
(i)
where y1:N (ν (i) ) = [y1 (ν (i) ), y2 (ν (i) ), · · · , yN (ν (i) )] and x1:N,t = [x1,t , x2,t , · · · , xN,t ].
– Monitoring PCC values for a whole period In the aligned sequences of
the power traces, we have to compare the estimated power ratio with actual
power ratio for all period of the sequences since the starting time of the
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operation is not known. Summing up, we can obtain a correct secret key by
calculating the PCCs for a whole period of the sequences with each guessing
key ν (i) , which is expressed as:


(ν̂ (i) , t̂) = arg max pcc y (i) (ν (i) ), x1:N,t .
(2)
ν (i) ,t

If the bytes of the key have been correctly guessed, relatively high correlation
coefficient will appear at a specific time. Otherwise, we will not be able to
find such trace.
If we guess the whole key of 16 bytes (128 bits) of AES algorithm, the time
complexity will be 2128 . However, if we can guess every single byte of the key,
it will decrease the time complexity to 16 × 28 = 212 . To guess the key with the
method, we need a sufficient number of power trace as correlation coefficient is
covered by observation error. The minimum number of power traces for analyzing
is considered as one of the criteria of time complexity of the CPA attack since
the measuring power traces is the most laboring task [4, 1].
2.3

Shuffling Techniques

As we mentioned in the previous section, the feasibility of exploiting CPA comes
from linear relationship between power consumption and intermediate value. To
break this linear relationship, several countermeasures appeared such as masking
and shuffling [16, 1, 18, 8, 7, 11, 5]. Masking shades the intermediate information
with other values and shuffling randomizes the execution time of functional operations. Let us assume that the shuffling method has K different operations
with equal probability of 1/K. It is known that at least M K 2 power traces are
needed to succeed the CPA against the shuffling method [7, 11, 5], where M is the
minimum number of power traces to deploy the CPA to original crypto-system.
The Eight-shuffling AES (Advanced Encryption Standard) implementations [1]
is one of the shuffling methods. In the eight-shuffling AES, it executes the AES
algorithm with 8 different types of implementations while operating the encryption module, which are listed in Table 1. The traces gathered from the encryption
modules look different as shown in Figure 1. The shape of traces varies as experimental setup changes.

3

Proposed approach

In this section, we propose the efficient CPA algorithm using envelope to break
the eight-shuffling AES implementations. In general, the traditional approach
applies CPA to whole mixed-up signals. It seems like we need a myriad of power
traces to reveal the secret key in the implementation but we can eventually obtain
the key value in a practical time since the same types of traces will be repeatedly
gathered. In spite of using whole power traces for analysis, we can classify all
signals which are gathered from the same implementation method. Therefore,
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Table 1. Eight-shuffling AES implementations
No.
(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)

(1)

(3)

(5)

(7)

AES Implementation method Feature
Original 1
S-Box Lookup Table 256 x 1
Original 2
S-Box Lookup Table 16 x 16
Bertoni
Suggested method by Bertoni
T-Table
The Round Transformation
Original 1 Macro
AES Original 1 Macro Implementation
Original 2 Macro
AES Original 2 Macro Implementation
Bertoni Macro
AES Bertoni Macro Implementation
T-Table Macro
AES T-Table Macro Implementation

0.2

0.2

0

0

-0.2
0

500

1000

1500

2000

2500

3000

3500

(2)

-0.2
0

0.2

0.2

0

0

-0.2
0

500

1000

1500

2000

2500

3000

3500

(4)

0
0.2

0

0

0

500

1000

1500

2000

2500

3000

3500

(6)

0
0.2

0

0

0

500

1000

1500

2000

2500

3000

3500

(8)

1500

2000

2500

3000

3500

500

1000

1500

2000

2500

3000

3500

500

1000

1500

2000

2500

3000

3500

500

1000

1500

2000

2500

3000

3500

-0.2

0.2

-0.2

1000

-0.2

0.2

-0.2

500

-0.2
0

Fig. 1. Eight types of electrical power traces extracted from the eight-shuffling AES
implementations using the experimental setup described in Section 4.1. Each signal
from (1) to (8) is listed in Table 1, respectively.
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ůƵƐƚĞƌŝŶŐƚĞĐŚŶŝƋƵĞƐ
WΘ<ĞƌŶĞů
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<ͲŵĞĂŶƐ

ǆƉĞĐƚĂƚŝŽŶ
DĂǆŝŵŝǌĂƚŝŽŶ

Fig. 2. Overall process of proposed approach.

we do not need to process the whole signals but focus to analyze only related
signals which are extracted using power envelop with clustering algorithms. The
overall process is well depicted in Figure 2.
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(b)

Fig. 3. (a) Upper and lower envelope of electrical power traces of window size of 16.
(b) Different shapes of envelopes depend on the size of window.

3.1

Extracting envelopes

The envelopes are outlines which cover the extrema of fluctuating signal. The
frequency of power signal will basically follows the clock rate of the integrated
circuit. Since the signal rapidly fluctuates, measuring the similarity with the
only raw signals is unstable since it is sensitive to the high frequency noise and
fine time-alignment. Therefore, we can remove the high frequency noise of the
signals using envelopes so we can analyze the signals in a stable way.
Among the various envelopes, the peak envelope obtains the outline of oscillating signals. It uses local maxima or minima within the given window size w.
Figure 3-(a) demonstrates both upper and lower envelopes obtained from one
signal. We use local maxima to find upper envelope, and local minima to get
lower envelope. To extract the envelopes from original power trace, we should
find peaks of each extrema and applies spline interpolation. The time indexes
of the peaks from maxima and minima of the nth power trace xn,1:T with the
window size w are defined as:
Γupper (xn,1:T ) = {m | max(xn,m−j , xn,m−j+1 , ..., xn,m−j+w ) = xn,m , ∃j ∈ W }
Γlower (xn,1:T ) = {m | min(xn,m−j , xn,m−j+1 , ..., xn,m−j+w ) = xn,m , ∃j ∈ W }
where W = {0, 1, ...w − 1} and m = 1, 2, · · · , T . After extracting the upper and lower peaks, we applied cubic spline interpolation [12] to those selected peaks. Cubic spline interpolation provides the smooth curve connecting the selected peaks with third degree polynomial piecewise function S(x).
As the properties of cubic spline, S(x) passes all peaks and S(x), S 0 (x) and
S 00 (x) are continuous for interval between all peaks points. As setting the second
derivative of the first and last piece of S(x) to be zero, S(x) is unique which
is called natural spline [12]. The upper envelope ut (x) and lower envelope lt (x)
of sequence xt at time t can be defined as ut (xn,1:T ) = S(Γupper (xn,1:T )), and
lt (xn,1:T ) = S(Γlower (xn,1:T )).
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Filtering power traces

If the attacker can classify the power traces, the expected time complexity of
CPA can be significantly reduced. Considering current shuffling techniques use
big number of K [7], reduced amount of time complexity can be regarded as
quite critical issue. To filter/group the whole power traces from the same implementation method, we need to measure the similarities. There are two scenarios
depending on whether the number of implementation methods is known or not.
If we do not know the number of implementation methods K, we choose any
power trace from a specific implementation method and refine the other power
traces which seemed to be gathered from the same implementation method.
Kernel Density Estimation (KDE) is one of the possible methods for this case
which is well described in Section 3.2. However, if K is known, we can directly
apply the parametric clustering algorithms to envelopes, such as K-means and
Expectation-Maximization (EM) algorithm, which is described in Section 3.2
and 3.2.
Kernel Density Estimation (KDE) with PCC Clustering with the kernel
density estimation (KDE) [17] method is based on measuring similarities between
traces. First, we choose a power trace as a template signal for classification.
As we mentioned in Section 2.1, we can estimate the similarities between the
power traces from the chosen implementation method and those from the other
implementation methods by calculating PCCs of envelopes. That is, we can
define the similarity between two aligned signals x and y as
dsim (x, y) =

pcc(u(x), u(y)) + pcc(l(x), l(y))
.
2

where u(·) and l(·) are the whole upper and lower envelops of the given signal
respectively. As the result of pcc is locating in range from −1 to 1, the two metrics
of similarity are scalar values between −1 and 1. The higher value indicates the
target signal has higher probability of being extracted from same implementation
method.
With these calculated one-dimensional similarity scores of length N , we can
set the threshold and classify the target trace. To decide the threshold, we estimate the probability density with KDE and use derivative to find the local
minimum. KDE uses specific kernel function φ such as normal distribution or
rectangle. Those functions have their bandwidth, which are standard deviation
and width of rectangle respectively. For the ith data x(i) , probability density
function p(x) can be estimated by summing all the kernel function of mean of
PN
x(i) and given bandwidth, which is i φ(x − x(i) ). The only parameter which
decides the shape of the p(x) is the bandwidth. Low bandwidth makes p(x) rough
and empirical, and high bandwidth makes it smooth and conjectural. Moreover,
optimal bandwidth can be chosen by minimizing the expected integrated squared
error of x(i) [3]. Figure 4-(a) is the similarity scores between an envelope from
Bertoni Macro and rest of the traces. With normal distribution kernel function
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Fig. 4. (a) Similarity scores obtained from envelope between the power trace from
Bertoni Macro method and others. (b) Estimated probability density function by adaptive KDE.

and optimally obtained bandwidth, we can obtain the probability distribution
as Figure 4-(b). As shown in the figure, we can observe a few local minima and
maxima. We can simply infer that the biggest local minimum value cannot be
appropriate as plotted in Figure 4-(b) so we choose the threshold which takes a
sufficient number of power traces as 1% of the total number of traces.
K-means K-means algorithm is a well-known clustering approach using similarity with K centroids when the number of cluster K is known [2]. As the
high frequency noise in the original power traces is removed by extracting envelope, we can use the envelope data itself rather than raw power traces. K-means
searches for the optimal solutions to find appropriate clusters by minimizing the
sum of all distances between the means of the clusters and the assigned data. It
initially sets K random centroids of clusters. Then, all data are assigned to the
closest cluster. For all data in each assumed cluster, we calculate the means of
the clusters again and reassign the data to the newly calculated cluster, and repeat these tasks iteratively. Finally, K-means searches for the optimal K clusters
until the number of iteration reaches the configured maximum number, which is
1000 in this work. To measure similarity, we use 1 − pcc(ck , xn,1:T ) as distance
metric, where ck is the centroid of the kth cluster and xn,1:T is the nth power
trace.
Expectation-Maximization (EM) algorithm Expectation-Maximization (EM)
algorithm for Gaussian mixture model is based on maximum likelihood estimation [2]. Similar to K-means algorithm, EM assumes the parameters for clusters
and update the parameters to find a optimal solutions of clusters by maximizing the sum of log likelihood. While K-means algorithm only uses the distances
between the means of clusters and involved data, EM uses the prior, mean and
covariance which has higher computational cost. As we also use the envelope
itself as a data to find a cluster, the nearby data point on the envelopes are
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correlated each other. Thus, we can expect the higher performance of clustering
than K-means algorithm.

4
4.1

Evaluation
Experimental Setup

We use CW1173 Chip Whisperer Lite board for extracting power trace. It is generally used for side-channel analysis. It is based on FPGA and uses AVR/Xmega
programming. The power traces are extracted by Chip Whisperer Capture V2
and sampling rate is 7.38M S/s. We measure the power trace for 2 or 3 rounds
of each AES, and the number of collected power traces was 80, 000. Each traces
have 3, 500 points with about 0.47ms long. To analyze the performance of our
proposed method, we used the computer equipped with Intel(R) Xeon(R) CPU
E5-2609 0 @ 2.40GHz, 32GB RAM, and Ubuntu 18.04 LTS (64-bit) operating
system. We used MATLAB as a programming language. Any multiprocessing or
parallelization techniques are not used. We apply our proposed approaches into
Eight Shuffling AES implementation.
4.2

Filtering performance

As we mentioned in Section 3.2, we filtered the power traces with three different
clustering algorithms (KDE, K-means and EM clustering) with envelopes. Total
80,000 power traces are used to evaluate the filtering performance. We extract
the envelopes from all power traces with a fixed window size (w = 16). We picked
sample template traces in each algorithm. Based on chosen template traces, we
applied our three different filtering methods and measure precision, recall and
accuracy. We repeat this whole process 30 times and calculate the mean of
obtained those metrics.
Table 2 demonstrates the results of our proposed approaches with the power
traces which are generated from the 8-shuffling AES implementations. Compared
to other filtering methods, KDE is deterministic since we fixed the bandwidth of
the kernel. Other algorithms have several probabilistic factors such as random
initial means and covariances. Thus, we repeated evaluation process for those
algorithms and averaged. First of all, KDE has roughly high performance of
precision while recall is relatively low for Original 1 and T-Table. Meanwhile,
K-means and EM algorithm have relatively high recall. Since the distance of
power trace gathered from Original 2 and T-Table is close to each other, it
is hard to distinguish the two power traces. It is obvious that the appropriate
method for each implementation is different so we need to select proper approach
to obtain high precision and recall. For all implementation methods, at least one
filtering method exists that can have perfect precision and recall. Furthermore,
t-Distributed Stochastic Neighbor Embedding (t-SNE) [10] shows the distances
of raw traces and envelopes between them as we can see in Figure 5. We can also
observe the effect of envelope which removes the high frequency components and
makes signals from the same implementation method to get closer.
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Table 2. Precision, recall and accuracy of three filtering methods (KDE, K-means,
EM) using envelopes conduct on the implementation method of eight-shuffling AES.
Implementation
Method
Original 1
Original 2
Bertoni
T-Table
Original 1 Macro
Original 2 Macro
Bertoni Macro
T-Table

KDE
Prec.
1.0000
1.0000
1.0000
1.0000
1.0000
1.0000
0.9999
1.0000

Rec.
0.4406
1.0000
1.0000
1.0000
1.0000
1.0000
0.9768
0.4626

Acc.
0.9299
1.0000
1.0000
1.0000
1.0000
1.0000
0.9971
0.9318

K-means
Prec. Rec.
1.0000 1.0000
1.0000 1.0000
1.0000 0.4481
1.0000 1.0000
1.0000 0.5796
0.4983 1.0000
1.0000 1.0000
1.0000 1.0000

EM
Prec.
0.7991
0.6178
0.7649
0.5334
1.0000
0.8004
1.0000
0.8866

Acc.
1.0000
1.0000
0.9318
1.0000
0.9483
0.8736
1.0000
1.0000

Rec.
1.0000
1.0000
1.0000
1.0000
0.8968
0.9080
0.8255
0.6211

Acc.
0.9494
0.8498
0.9244
0.8493
0.9873
0.9384
0.9784
0.9268
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Fig. 5. t-SNE results of 8,000 samples of (a) original power traces and (b) upper
envelopes of window size 15, gathered from eight-shuffling AES implementations. The
data labels from (1) to (8) are listed in in Table 1. The figure is best viewed in color.

4.3

CPA performance

To compare the CPA performance of our approach to original CPA for eightshuffling AES algorithm, we first measure the required minimum number of
power traces for the original CPA, which is well depicted as Figure 6. The metrics
for measuring CPA is accuracy, which is the ratio of the number of correct two
bytes of guessed key to those of real secret key. To obtain the valid results, we
repeat the test for 30 times and take the average of all accuracy. Since we can
use more power correlation information from the large number of power traces,
the accuracy increases as the number of power trace increases. To obtain high
accuracy applying only CPA to whole mixed-up power traces, we need at least
45, 000 power traces as we can see in Figure 6-(a). Meanwhile, if we applies the
CPA to perfectly refined power traces for each implementation method, we can
dramatically reduce the required number of power traces as shown in Figure 6(b) and column pure in Table 3. It is ideal to be perfectly refined that the wrong
power traces are not mixed up among the analyzed traces and also any power
trace is not excluded from analyzed traces. The minimum numbers of power
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Fig. 6. Accuracy of First-order CPA vs The used number of power traces of (a) eightshuffling AES and (b) each of the implementation method in eight-shuffling AES.

traces in ideal case for each implementation method are also written in Table 3
in column ideal, which is simple 8 times to pure column since the probability of
each implementation appearance is equally distributed which is 1/8.
To measure the performance of ours, we filtered the power traces with our
three approaches for each target implementation and applies CPA to refined
power traces. We also repeat the procedure 30 times. The evaluation results for
our approaches are filled in Table 3. Corresponding to Table 2, the accuracy of
CPA is high as the filtering performance increases. We can also see how much
precision and recall affects to the CPA performance by comparing the performances conduct on each approach. Observing the cases of perfect precision and
low recall such as Original 1 of KDE, we can infer that the CPA performances
are dropped in inverse proportioned to recall. The performance drop is due to
the shuffling complexity, which makes the probability of certain power traces
lower. While low recall drops the probability of appearance, precision pollute
the power traces with those from the other implementation method which can
be inferred in case of Original 2 of K-means. However, we could see the huge
performance improvement compared to the only CPA. We could also obtain the
sufficiently low complexity for each implementation method using at least one
approach compared to ideal case when the traces are perfectly refined.

5

Discussion

We showed that our approach can extremely reduce the required minimum number of power traces against shuffling from M K 2 to M K. Our approaches can
be used even when we do not know the number of implementation methods.
The shuffling techniques are commonly used to avoid the vulnerability from
CPA since it have relatively low cost for computation compared to masking
techniques. In this case, the filtering techniques using envelopes and several
clustering algorithms simply exploits the shuffling algorithm.
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Table 3. The minimum numbers of power trace for analyzing eight-shuffling AES
algorithm in our approaches and ideal case. The hyphen (-) indicates the case which
needs the power traces more than 45,000 or cannot be analyzed with one round of
power traces. The numbers of bold face indicate the lowest number of power traces
among the clustering algorithms for exploiting CPA.
Target implementation method KDE K-means EM ideal pure
Original 1
15,000
5,000 4,200 4,800 600
Original 2
Bertoni
600
1,500 700 560 70
T-Table
Proposed approach
Original 1 Macro
1,000
1,500 900 800 100
Original 2 Macro
1,000
- 900 880 110
Bertoni Macro
2,400
2,400 2,400 2,240 280
T-Table Macro
3,300
1,800 1,400 1,760 220
Original First-Order CPA
45,000

In case of the eight-shuffling AES implementation, each implementation has
different required number of power traces. In addition,
 PKit is known
 that theP8
K
2
k=1 Mk
shuffling AES implementation has complexity with O
K = O K k=1 Mk .
K
However, as we can observe from the experiment, if an attacker can effectively
distinguish and group the power traces, the complexity significantly decreased
to O (K min(M1 , M2 , · · · , Mk , · · · , MK )) where Mk is the minimum number of
power trace to analyze the kth implementation. The vulnerability is derived from
the exposure of the weakest implementation among the shuffled operations.

6

Conclusion

In this paper, we proposed a novel technique to exploit the vulnerability of
the shuffling technique by using envelopes and clustering algorithms. The main
idea of our proposed approaches is to refine the power traces gathered from the
target implementation to reduce the minimum number of power traces to apply
CPA. We used the envelopes to avoid and filter the high frequency noise. In
addition, we found that the envelops is robust to temporal lags and it results
in raising the filtering performance. The proposed approach can be easily used
in the case where the number of implementation methods is known. However,
even in case the number is not known, we can still use our proposed algorithm
in non-parametric way.
With our approach, the required minimum number of power trace can be reduced from M K 2 toPM K. Especially for eight-shuffling AES implementations,
K
it decreases from K k=1 Mk to K min(M1 , M2 , · · · , MK ). For shuffling implementations to be used safely, we recommend to use implementations with sufficiently high complexity for the shuffling technique for the attacker not to group
the power traces.
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Abstract. Nuclear Power Plant Operators have approached the problem of cyber
security by simply attempting to apply nation’s committed catalog of cyber security requirements to every Critical Digital Asset under evaluation, which can
number into the hundreds. This current approach does not provide guidance on
how to assess a given requirement with a security method that effectively takes
Critical Digital Asset. This paper analyzes Cyber Security Assessment Methodology about Industrial Control Systems. And then give an efficient methodology.
It approaches the Regulations of KINAC/RS-015 from a technical vulnerability
point of view, where any given Critical Digital Asset can be assessed for vulnerabilities
Keywords: Nuclear Power Plant, Security assessment, Attack vector

1

Introduction

Faced with regulatory commitments, Nuclear Power Plant(NPP) Operators have approached the problem of cyber security by simply attempting to apply nation’s committed catalog of cyber security requirements to every Critical Digital Asset(CDA) under evaluation, which can number into the hundreds. This current approach does not
provide guidance on how to assess a given requirement with a security method that
effectively takes a CDA. In addition, the control catalogs are incomplete or inappropriate for many CDAs that don’t have vulnerabilities that would otherwise be associated
with a given security control catalog requirement. When faced with hundreds of requirements imposed on thousands of CDAs, often inappropriately so, the burden of
demonstrating adequate Cyber security becomes unsustainable and can result in adequate protection.
A more efficient and effective approach to cyber security assessment methodology is
required. It can be used to demonstrate effective vulnerability assessment for any CDA
or functional group of CDAs selected for evaluation by facility operator. It approaches
the problem of cyber security from a technical vulnerability point of view, where any
given asset can be assessed for vulnerabilities, then protected using selected, available
security control methods. Some CDAs have more or less vulnerabilities than others,
and some security control methods are more or less effective than others. The key is to
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match the most effective security control methods to each vulnerability that a CDA has,
and if that can be demonstrated, then the CDA is adequately protected.
Develop a vulnerability discovery and mitigation process that demonstrates a high efficacy and that would enable a sustainable cyber security program at critical facilities
while simultaneously improving the security of NPP’s facilities.

2

Cyber Security Regulation Standard of Korea Nuclear
Facilities

The Korea Institute of Nuclear Nonproliferation and Control (KINAC) regulatory
agency published Regulatory Standard 015(KINAC/RS-015) to enact cyber security
regulations in Republic Of Korea (ROK). KINAC/RS-015 based on Regulatory Guide
5.71. The origin of KINAC/RS-015 is shown in fig.1 and It provides specific criteria
for establishing a Cyber Security Plan (CSP) to identify and protect CDA.

Fig. 1. The Origin of KINAC/RS-015

KINAC is responsible for its development to facilitate regulatory activities on domestic
nuclear facilities. Under evaluation, which can number into the hundreds[1].
In 2015, CSPs and implementation schedules submitted by 19 domestic nuclear facilities were approved by the NSSC. Seven steps of special inspections are to be performed
to check phase-by phase CSP implementation. All the steps were completed in 2019[2]
The cyber security Regulatory basis of Korea is similar with United States. Comparison
result is listed in Table 1.
Table 1. Comparison Results between U.S and R.O.K
Items
The Law
Regulatory
Guidance

United States
10 CFR 73.54 “Protection of
digital and communication systems and networks”

Republic of Korea
Act on Measures for
The Protection of Nuclear Facilities.

NRC Reg Guide 5.71

KINAC/RS-015
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Industry Implement Guidance

NEI 08-09
NEI 10-09
NEI 13-10

-

Reg Guide 5.71 has more cyber security control items than KINAC/RS-015. This is
because the unnecessary security control items have been removed to reflect the operating environment of the Korea NPP and may be included in the body of KINAC/RS015. The more detailed difference is shown in Fig.2

Fig. 2. Comparison of RG 5.71 and KINAC/RS-015

3

Cyber Security Assessment Methodology for Power Plant

There are limited Cyber Security Assessment Methodology in Industrial Control Systems. This paper lists three well known methodologies about Power Plants.
3.1

NEI 13-10

NPP have thousands of CDAs, but not all are operational safety-related assets. Nuclear
Energy Institute’s NEI 13-10 is an effort to reduce the workload associated with Cyber
Security Assessment. NEI 13-10 is a guidance document that allows Licensees to group
CDAs as Direct, EP or Indirect based on the importance of a CDA to a plant’s safety
operation and emergency planning. NEI 13-10 provides important guidance when
streamlining the control application process. Not only will it assist in reducing the initial assessment burden for certain CDA’s, but it may also reduce the remediation efforts
for devices that are no longer classified as Direct CDA’s. The Ratio of CDA Type is
shown in Fig.3 Safety Related CDA is only 8.5% of total CDA in NPP, So it reduce the
assessment efforts to CDA. [3]
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However, the plants are still required to identify, document and assess all CDAs and
with many of the CDA’s still categorized as direct, some cases will result in millions
of assessment decision points.

Fig. 3. The Ratio of CDA Type

3.2

Logic Tree

The Logic Tree methodology is a bottom-up, compliance based approach. It should be
possible to develop a process flow that starts with each parent Attack Surface Attribute
and evolves through its dependent Attack Surface Attributes in such a way that the
requirements associated with a particular Attack Surface Attribute are determined to be
applicable to the CDA in its installed configuration, or that the attack vector is not present. According to these concepts, it is possible to develop the Attack Surface Attributes
and Logic Tree for an indexed set of requirements. The development process is iterative
and involves:
• Defining an initial set of parent and dependent Attack Surface Attributes.
• Assigning one or more of these Attack Surface Attributes to each indexed requirement.
• Constructing Logic Tree that reflect the hierarchical parent Attack Surface Attribute relationships.
The Example of Logic tree is shown in Fig.4
Consider the Attribute “Contains Communication Ports” with the Attribute value of
“Yes” or “No” with multiple child Attributes[4]

Fig. 4. Logic Tree Example – Communication Ports.
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3.3

EPRI Cyber Security Technical Assessment Methodology

The EPRI Cyber Security Technical Assessment Methodology provides an efficient
“bottom up” method to assess and mitigate cyber security vulnerabilities in equipment
used in modern power plants. This method can be used at any point in the asset lifecycle, including the traditional supply chain. [5] The five step of methodology is shown
in Fig.5

Fig. 5. EPRI TAM Process

Step 1 through 4 is technical in nature. They systematically address asset vulnerabilities
and the most effective methods that will mitigate them, resulting in an adequately protected asset. Step 5 is optional because it adds no technical arguments for protecting an
asset; however, it does serve to demonstrate regulatory or certification compliance
against a given set of cyber security or certification requirements.

4

The Proposed Methodology

This paper proposes security assessment methodology to cope with KINAC RS-015.
This methodology is consisting of 5 steps. The 5 Steps are shown in Fig.6

Fig. 6. Five Steps in Proposed Methodology
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4.1

CDA Data Refinement

4.1.1 Reaffirm the CDA Identification Result
For the CDAs under assessment, obtain approved critical system, digital asset, and
CDA list. and then complete the information is required for more accurate assessment,
Required information is listed in Table 2.
Table 2. Vital CDA Information to assessment
Required Information of CDA
· Critical System Description, Function, and Usage
· Consequence to the CS and SSEP function . if a compromise of the CDA occurs
· Network security level of CDA
· Physical location of CDA

4.1.2 Collect Cyber Security Policies and Procedures
The Evaluator collects, examines and documents the existing cyber security policies,
procedures, and practices; existing cyber security controls, detailed descriptions of network and communication architecture or network communication drawings information on security devices. Additional documentation could be necessary depending
on the CDA or system. The Evaluator documents the collected information and results
of the information as part of the Tabletop Analysis.
4.1.3 CDA Grouping
Grouping CDAs into like groups for consideration during assessments can decrease the
number of assessments needed and save time and effort of assessment. There are two
methods for grouping CDAs: Aggregating and Type grouping. Aggregation is an evaluation process to determine if several CDAs within a critical system may be combined
to define a single CDA group. During the initial CDA identification process, individual
CDAs are identified on a component level. The aggregated CDA group performs the
SSEP function that the individual CDA can not perform independently. The Aggregated
CDA inherits the highest level of functionality of the component CDAs in the group.
The Aggregation method listed below.
• Identify CDAs within the systems which are to be considered for aggregation.
• Identify the SSEP function that the CDAs perform.
• Decompose the SSEP function into sub-functions and map each sub-function to
a CDA.
Type grouping is the process of grouping CDAs that share a substantially similar security posture. This generally includes the same make and similar model. Type grouping
method listed below
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• Identify CDAs to be assessed based on the same make, similar model that have
substantially similar security postures. CDAs with substantially similar security
postures may be grouped using Type Grouping. CDAs are said to have similar
security postures if they have similar physical protection levels and similar network security levels.
• Variation within a CDA Type is always exist. This does not preclude the use of
Type Grouping. CDAs which are located in different units may be grouped together using Type Grouping as long as they have substantially similar security
postures and similar functionality.
4.2

CDA Attribute Analysis

4.2.1 CDA Related Data Gathering
For The CDA characteristics used to identify available cyber security control methods.
In documenting the characteristics, utilize diagrams and pictures. The CDA characteristics include the following:
•
•
•
•
•
•
•
•
•

Firmware Description and Version.
Installed Application Software and Version.
Physical Communication Ports and Terminals.
Available Data Communication Protocol.
Configuration and Maintenance Methods.
CDA Backup and Restore Capability.
CDA Manufacturer Security Patch Program.
Removable Media and Portable Devices.
List of Manuals and Documentation.

4.2.2. Table Top Review
A cyber attack attempts to exploit one or more of the technical vulnerabilities by using
one or more attack pathways that are specific to the CDA. The attack surface reveals
which technical vulnerabilities, and is characterized by understanding the CDA characteristics. We can find more detailed and important information by Table top review.
The table top review activity includes the following:
• Identify the cyber security functional requirements and specification for the CDA.
• Identify the direct and indirect connectivity pathways to the CDA.
• Identify digital assets within infrastructure support system upon which the CDA
rely to perform to the SSEP function
• Gather all previous assessments on the CDA and identify any known vulnerabilities.
• Identify the portable media that are used with the CDA. Include media backups
and recovery procedures. Indicate locations of primary and secondary recovery
media.
• Identify maintenance and test equipment , including development equipment,
used to calibrate, configure, support, maintain, or manage the CDA.
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4.3

CDA Impact Assessment

The manner in which a cyber attack is delivered is by way of its attack vector or threat
vector. If the “means exist” to exploit a technical vulnerability class, then the “means”
follows an attack vector. Like the full scope of vulnerabilities for CDA, the full scope
of potential attack vectors arises from both organizational and technical issues with in
the NPP[6]. This paper focus on only on the technical aspects of attack vectors that are
attributable to the CDA.
An attack vector is the combination of an actor with malicious intent and a pathway,
either physical or logical access, to the CDA. There are 5 attack vectors per the US
NRC’s risk informed Significance Determination Process[7]
• Direct Physical Access: An adversary has physical access to a CDA.
• Supply Chain: An adversary has physical or logical access to a CDA prior to or
during the licensee’s procurement process.
• Portable Media and Mobile Devices(PMMD): An adversary has physical access to the PMMD that will be used with a CDA.
• Direct Network Connectivity: An adversary has logical access to a CDA via a
wired network.
• Wireless Network Connectivity: An adversary has logical access to a CDA via
a wireless network.
There are example technologies or indicators that enable the attack vector, and example
mitigation methods. The example technologies and indicators represent “means” to exploit a vulnerability, and the example mitigation methods represent potential security
control methods to implement.
If the means exist to exploit a vulnerability, then one or more of the attack vectors are
present. However, in order to determine the specific security control method to implement, the exact attack pathway mechanism must be known.
But, It is very difficult to prove attack pathway within a limited time. So It is efficient
to use check lists for finding attack vector. The Check Items to find out attack vector
about “Supply Chain” is listed in Table 3. If all of the listed items 1 through 6 are
“YES”, then the supply chain access attack vector is mitigated. If any of the listed items
1 through 6 are “NO”, then the supply chain access vector is not mitigated.
Table 3. Check Items about Supply Chain
No
1
2
3
4
5

Check Items
Is the CDA vendor prohibited from having remote access to the CDA?
Are recovery instructions utilized that detail Configuration control of replacement
parts?
Are software patches and updates tested or validated on a separate support system or
in a test environment prior to installation?
Are CDAs shipped to the site using procurement specification supply chain protections while maintaining a chain of custody?
Has the system been installed and operating with a known maintenance history?
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Has the vendor approved all installed third party software applications on the
CDA/CDA group?

There are several cyber security controls in KINAC RS-015 Appendix 2 that require
alternate controls when the principal control cannot be implemented. These controls
must be implemented with an alternate control or passed directly. they are ineligible to
be mitigated using the Attack Vector. An example of such a control is listed in Table 4.
This control must be provided with an alternate control, a primary control, or a remediation action if neither alternate or principal controls are feasible.
Table 4. Example of exceptions to Attack Vector
No

Control Items
Audit Reduction And Report Generation

1.2.6(3)
(NEI 08-09)

4.4

1.Provide CDA audit reduction and report generation capability
2. Provide the capability to process audit records for events of interest based
upon selectable, event criteria in an automated fashion.
3. This Technical cyber security control also documents the justification and
details for alternate compensating security controls where a CDA can not
support auditing reduction and report generation by providing this capability
through a separate system.

CDA Cyber Security Assessment

NEI 13-10 revision 5 was endorsed by Nuclear Regulatory Commission (NRC). So,
America’s NPP Licensees use NEI 13-10 to reduce workload associated with cyber
security assessment.
4.4.1 Assessment Planning
The Cyber Security Specialist (CSS) is responsible for assembling all of the necessary
documentation on plant and corporate cyber security policies, procedures, programs,
and strategies. Also assembled is information about the critical system, digital assets,
and CDAs to include vendor information, installation configuration, consequence, interdependencies, infrastructure and architecture. All of this information will be used
during the Tabletop review and validation completed by the CSS. The Tabletop review
is conducted as a part of the Assessment Procedure.
The Tabletop review is completed and the list of CDAs is validated. The CSS will then
take the CDA list and group them, if applicable, by type or aggregation, or as a combination . The CSS use the attack vector method with respect to the system and
CDA/CDA Group to acknowledge mitigation of any applicable attack vectors. A discussion on the attack vector method is found in Section 4.3. Once CDAs and CDA
Groups have been identified, the CSS determines the classification of the CDA/CDA
Group. The Audit Plan lists criteria to determine the classification of the CDA/CDA
Group as one of the following:
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•
•
•
•

Emergency Response
Indirect
Direct Low Functionality
Direct-other

If this determination results in the CDA being classified as “Emergency Response” or
“Indirect,” the CDAs will follow an Indirect/EP Cyber Security Assessment and the
Direct Assessment is not necessary. If this determination results in the CDA being classified as a Direct CDA, the CDAs will follow a Direct Cyber Security Assessment and
the Indirect Assessment will not be applicable. This distinction is shown in Fig.7, below.

Fig. 7. High Level Assessment Flow

4.4.2 Assessment Implementation
4.4.2.1 Indirect/EP CDA Assessment
Indirect CDAs are CDAs protected under the NPP’s CSP whose failure would not have
a direct impact on the ability of the plant to maintain radiological health and safety. EP
CDAs are those CDAs that are used to carry out the steps described in the NPP’s Emergency Plan. These devices do not have a direct impact on radiological health and safety,
and their function can be provided by alternate means; because the risk is lower they
can be assessed using the less rigorous method in NEI 13-10 which has time and effort
optimizations. These CDAs are considered to be adequately protected by a set of minimum protection criteria. These minimum protection criteria are sufficient to provide
high assurance that the CDAs are adequately protected against cyber attack. The minimum protection criteria that must be met are: [8]
• The Indirect CDA is located in the Vital Area or the Protected Area, or the cyber
security controls in KINAC RS-015, Appendix 2, Section 2.4, “Physical and Operational Environment Protection” are addressed
• The Indirect CDA and any interconnected assets do not have wireless networking
communications technologies
• The Indirect CDA and any interconnected assets are either air-gapped or isolated
from Level 2 networks by a deterministic isolation device.
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• The use of PMMD is controlled according to KINAC RS-015, Appendix 2, Control 1.1.16, “Access Control for Portable and Mobile Devices,” in order to ensure
the Indirect CDA will not be compromised as a result of the use of PMMD.
• Changes to the Indirect CDA are evaluated before implementation in accordance
with the CSP.
• The Indirect CDA, or any interconnected equipment that would be affected by the
compromise of the Indirect CDA, is periodically checked to ensure the equipment
is capable of performing its intended function. These checks would include any
routine checks performed to determine the functional or operational availability
of the equipment. The periodicity of checks must be sufficient to ensure detection
and mitigation of cyber attacks prior to an adverse impact to SSEP functions resulting from cyber attacks.
4.4.2.2 Direct CDA Assessment
Direct CDAs, as outlined below, must comply with the cyber security controls outlined
in KINAC/RS-015 Appendix 2 . These controls may be satisfied by applying one of
three approaches.
• Not applying the control because the associated attack vectors have been mitigated and therefore the control is not applicable.
• Applying alternate controls because the principal control cannot be implemented
for technical reasons, or
• Applying the full control in KINAC RS-015 as written.
There are two methods to perform assessment of Direct CDA. These are called the logic
tree method and the functionality assessment method.
The logic tree methodology is a bottom-up, compliance based approach centered on the
security controls of KINAC RS-015. The logic tree methodology is designed to ensure
full compliance with the NPP’s CSP. The security controls are grouped together into
logical commonalities based on device capabilities and applied to the CDA to represent
a consequence based assessment. If the CDA does not have the features and functions
that the control is designed to mitigate, the controls are then determined to be not implemented on the CDA.
The functionality and access level of the device allows NPP licensees to streamline the
Direct Assessment process based on the capabilities of a device. This approach was
endorsed in Revision 2 of NEI 13-10 and expanded in Revision 5. A Direct CDA may
be classified as “Low-Functionality, Direct Impact” or “Direct Impact.” The Low Functionality level is further divided into six classes: A.1, A.2, A.3, B.1, B.2, and B.3. Each
class defines a subset of the KINAC RS-015 Appendix 2 controls that are applicable to
the device being assessed; the remaining controls are considered to provide no additional security. These controls are not applied to the device.
4.5

Assessment Remediation

Part of the assessment process is to address control failures. A control failure occurs
when the Cyber Security Program does not address the particular applicable control.

315

The 21st World Conference on Information Security Applications

For each failure, a remediation recommendation is made to aid the CSS. Some remediation recommendations can be common across the entire system that addresses multiple
cyber security control failures, where other recommendations may be specific to a single cyber security control failure. The failures along with their remediation recommendations are reported in the Assessment Report and also reported in the Corrective Action Program.

5

Conclusions

It is possible to take a brute force approach to identify applicable cyber security regulatory requirements for a CDA. This approach would consist of walking through the
cyber security requirement statements one at a time, then determining whether or not
each requirement is applicable. Such a brute force approach, while possible to complete, would generally prove to be more time-consuming and less effective than first
identifying attack surface attributes that drive cyber security regulatory requirements
and then mapping the security control methods to the applicable requirements.
This paper proposes efficient methodology to assess CDA in NPP. Use of CDA Attributes and Logic Tree analysis greatly reduces the level of effort in assessment.
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Abstract. In April 2019, the world’s first 5G mobile communication
was commercialized in South Korea. 5G mobile communication aims to
provide 20 Gbps transmission speed which is 20 times faster than 4G mobile communication, connection of at least 1 million devices per 1 km2 ,
and 1 ms transmission delay which is 10 times shorter than 4G. To meet
this, various technological developments were required, and various technologies such as Massive MIMO (Multiple-Input and Multiple-Output),
mmWave, and small cell network were developed and applied in the area
of 5G access network. However, in the core network area, the components
constituting the LTE (Long Term Evolution) core network are utilized as
they are in the NSA(Non-Standalone) architecture, and only the changes
in the SA(Standalone) architecture have occurred. Also, in the network
area for providing the voice service, the IMS (IP Multimedia Subsystem)
infrastructure is still used in the SA architecture. Here, the issue is that
while 5G mobile communication is evolving openly to provide various
services, security elements are vulnerable to various cyber-attacks because they maintain the same form as before. Therefore, in this paper,
we will look at what the network standard for 5G voice service provision
consists of, and what are the vulnerable problems in terms of security.
We also want to consider whether these problems can actually occur and
what is the countermeasure.
Keywords: 5G Voice Communication · Voice over 5G · Mobile Network
· IMS · SIP · 5G Security.

1

Introduction

In April 2019, the world’s first 5G mobile communication was commercialized in
South Korea. 5G mobile communication aims to provide 20 Gbps transmission
speed which is 20 times faster than 4G mobile communication, connection of
at least 1 million devices per 1 km2 , and 1 ms transmission delay which is 10
times shorter than 4G. To meet this, various technological developments were
required, and various technologies such as Massive MIMO (Multiple-Input and
Multiple-Output), mmWave, and small cell network were developed and applied
in the area of 5G access network.
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Meanwhile, the voice service of the conventional mobile communication network was provided using circuit switch-based network (2G and 3G), and the
packet switch-based network at the time was used for data communication purposes and from the 4th generation mobile communication, it began to provide
voice services with packet switch-based network by supporting the ALL-IP structure of the mobile communication network. The 4th generation mobile communication voice service based on VoIP(Voice over IP) is called VoLTE(Voice over
LTE) and currently provides stable voice service in 4th generation mobile communication.
As the competition for commercialization of 5G mobile communication has
been increasing, voice services in 5G mobile communication are expected to
be commercialized soon. Voice service in 5th generation mobile communication
is called Vo5G(Voice over 5G), and it uses VoIP related technologies such as
VoLTE. VoIP is widely used through online voice chat, internet phone, and
mobile communication voice services. Research on related vulnerabilities has
been actively conducted since long time ago and security measures have been
developed [8–14].
VoIP is also used in 5G mobile communication, and 3GPP(Third Generation
Partnership Project) has defined security measures for mobile communication
networks and voice services. However, despite the definition of security measures
in the standard, there may be still vulnerabilities caused by implementation errors, and occurred by the non-forced security items in the standard and the
resulting loose security level. In this paper, we examine the security vulnerability of SIP(Session Initiation Protocol)/RTP(Real-Time Transport Protocol)
according to the application of mobile voice service in traditional VoIP and security vulnerability according to non-forced security items in the standard from
three perspectives. First, SIP protocol, which is a representative session control
protocol of VoIP, allows easy manipulation of headers based on text. Second, the
traffic of the RTP protocol, which is a data transmission protocol of VoIP, is easy
to be reproduced. Third, in the 3GPP standard, LTE or 5G voice communication is defined to be encrypted through IPSec(IP Security), but it is defined as a
non-forced item and can be selectively operated as required by the manufacturer
or carrier. Therefore, we want to check whether there are any vulnerabilities that
can occur based on these weaknesses, and to find out the countermeasures.
In this regard, Chapter 2 in this paper examines the standards and status
related to 5G mobile communication. Chapter 3 identifies problems related to
5G voice service and presents test methods. Chapter 4 tries to derive problems
based on the test results. Chapter 5 proposes countermeasures to problems. The
final Chapter 6 makes a conclusion.

2
2.1

Mobile communication network standards and status
5G Mobile communication network status

5G mobile communication network is a next generation mobile communication
technology led by 3GPP standardization group. Currently, technology competi-
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tion for 5G commercialization is actively taking place worldwide, and 5G mobile
communication service to public is in progress, starting with commercialization
services in China, Korea, the United States, and Japan in 2019 [1]. Starting
from the NSA structure, the 5G mobile communication network is currently
commercializing the SA structure(see Fig. 1). When it is commercialized, the
5G voice communication might be serviced by 5GC(5G Core) which is the SA
core network and is called Vo5G [5](see Fig. 2).

Fig. 1. Evolution of 5G mobile communication network (Simplification)

2.2

3GPP IMS security standard

In 3GPP, IMS security standards specify security-related matters in TS 33.210,
TS 33.328, and TS 33.203 standard documents. In 3GPP, the IPSec-based security mechanism is applied all control plane IP communication to the external network through the Security Gateway (SEG). IPSec has so many options,
therefore it is difficult to provide full interoperability, and the options of IPSec
has reduced in 3GPP. Communication with the external network is performed
through SEG, and the Za interface, which is an external network connection section, must be implemented with IPSec, and is optional in the Zb interface which
is an internal network connection section. In the Zb interface, authentication
must always be provided, but encryption is optional(see Fig. 3).
The 3GPP IMS security architecture is specified in TS 33.203. In the IMS
security architecture, four entities (UE, P-CSCF, I-CSCF, and S-CSCF) interact
and aim for subscriber authentication and integrity protection. Confidentiality
protection does not apply to IMS [2, 3].
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Fig. 2. 5GC Vo5G Protocol Stack

Fig. 3. NDS(Network Domain Security) architecture for IP-based protocols. [4]
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SIP/RTP protocol

The SIP protocol is defined in IETF(Internet Engineering Task Force) RFC(Request
for Comments) 3261 [6] and is an application layer signaling protocol. The 3GPP
standard has been adopted in the IMS(IP Multimedia Subsystem) architecture
since November 2000 and is still in use. The RTP protocol is a protocol for
end-to-end, real-time transmission of streaming media and is defined in IETF
RFC 3550 [7], and is used for the purpose of voice data transmission with SIP
protocol in mobile communication networks.
The SIP protocol is a text-based message, and the SIP message format consists of Starting Line, Header Field, Separator, and Message Body. For basic
SIP session connection, when the caller sends an Invitation message, the Callee
responds with 100 Trying, 180 Ringing, and 200 OK messages. When the caller
sends an ACK message, a session is established and voice data is exchanged.
When the call ends, the callee sends a BYE message, and the caller responds
with a 200 OK message [6](see Fig. 4). Voice data is transmitted through RTP
which is for real-time delivery and multitasking [7].

Fig. 4. SIP Message Format and SIP Call Flow

3
3.1

Problems and test methods
Related Work

Several related studies have been conducted about VoIP and SIP attacks and
countermeasures. For example, there are billing bypass [8], man-in-the-middle
attack [9], and authentication neutralization [10]. If 5G mobile communication
using SIP/RTP protocol was not considered, these attacks could also be a potential threat to Vo5G.
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According to the VoLTE attack paper published in CCS’15 ACM, attacks
such as DoS(Denial of Service), overcharge, free video calls, and sender forgery
are possible through the VoLTE hidden channel [14].
In 5G mobile communication, voice calls are supported in the form of Vo5G.
If Vo5G is implemented without complementing VoLTE-related attacks, these
attacks can be a potential threat in Vo5G.
3.2

Problems of 5G voice communication (The Proposed Approach)

This section shows the problem of IMS, a network that provides 5G voice communication. The problems of the IMS standard can be divided into three categories.
Easy manipulation of text-based SIP protocol headers The SIP packet
has a header name and a header value in text format, so a malicious attacker
can easily change the text if desired. In particular, the Initial Register message
for registering a user device on the IMS server is delivered before the encryption
setting even if it uses IPSec encryption, so it can be easily obtained through a
packet dump on the device. Among them, an attacker can manipulate several
header values to change the information of the user who delivers the message.
The headers of Contact, To, From, and Authorization can be changed to the
subject’s IMSI or URI, and the Expire value can be changed to set up or cancel
the registration(see Table 1).
Table 1. Headers that require manipulation for malicious use of the Register message.
Header Requiring Change Register User Information Changes
Via
Change IP address
Contact
Change UE URI
To
Change UE URI
From
Change UE URI
Cseq
Change to higher value
Expires
Change to 3600 or 0
Authorization
IMSI or UE Calling Number

Subscribe messages used to provide real-time PTT(Push to Talk) services,
such as RCS(Rich Communication Services) services, can also be used maliciously. Like the Register, the Subscribe message requires the manipulation of
several header values to change user information(see Table 2).
Easy reproduction of RTP traffic RTP traffic is exposed through sniffing when SRTP(Secure Real-time Transport Protocol) is not used. The exposed RTP traffic can be reproduced through Wireshark. When going to the
RTP, RTP Streams menu on the Telephony tab, information about RTP packets is summarized and displayed. If you request Analyze by selecting the desired
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Table 2. Headers needed to change user information in Subscribe message.
Header Requiring Change
Request URI
Via
Contact
To
From
Cseq
P-Preferred-Identity

Subscribe User Information Changes
Change IP address
Change IP address
Change UE URI
Change UE URI
Change UE URI
Change to higher value
IMSI or UE Calling Number

source and destination, you can show the Stream Analysis result between specific
peers and request Play Streams. Wireshark can output audio for PCMU(Pulse
Code Modulation Mu-Law)/PCMA(Pulse Code Modulation A-Law) codec and
for AMR(Adaptive Multi-Rate) or AMR-WB(Adaptive Multi-Rate Wideband)
codec, a separate program is required together with file dump. File dumps can
be created using tshark -nr rtp.pcap -R rtp -T fields -e rtp.payload, and audio
playback can be played through AMRPlayer [15].
Non-mandatory for IPSec encryption As described above, the interface for
using IPSec SAs(Security Associations) is divided into Za and Zb, and the use of
IPSec is mandatory in the Za interface between SEGs. In 3GPP, the use of IPSec
on Za is defined as mandatory, while reducing the range of options related to
IPSec configuration to ensure compatibility. In this case, the operation mode is
divided into transport and tunnel mode. In the case of using the tunneling mode,
the entire original IP packet can be encrypted to maintain the confidentiality of
the origin and destination. However, IPs of two IPSec VPN(Virtual Private Network) Nodes are exposed through the new IP header. In the transmission mode,
only data is encrypted, and confidentiality of the traffic flow is not provided(see
Table 3).
Table 3. Requirements on Za interface for IPSec SAs settings for 5G voice communication.
Requirements
Protocol (prot)
Operation mode (mod)
Integrity Algorithm
Encryption Algorithm

Setting value
Use EPS only
Always use Tunnel Mode
HMAC-SHA-1
3DES

In the Zb interface, the process for using IPSec in a 5G voice service terminal
is as follows. First, in order to use IPSec, the device inserts the Security-Client
header with the Require header and sends it to the first Register message. The
Require header is a request for the use of IPSec encryption, and the Security-
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Client header contains configuration requests for setting various IPSec encryption(see Table 4).
Table 4. Requirements on Zb interface for IPSec SAs settings for 5G voice communication.
Requirements
Protocol (prot)
Operation mode (mod)
spi-c, port-c
spi-s, port-s
Integrity Algorithm
Encryption Algorithm

Setting value
EPS
Transport
Client Index & Port Number
Server Index & Port Number
HMAC-MD5-96 or HMAC-SHA-1-96
AES-CBC or AES-GCM

However, in the Zb section between NE and SEG, the use of IPSec is optional.
Therefore, even if an IMS user is registered without using IPSec at the device,
communication is performed in decypted text if authentication is made [4].
3.3

Test Method (Implementation)

The IMS network that provides 5G voice communication supports IPSec and
uses the IPSec mechanism for user registration of the device. If IPSec is not
used, it can be very vulnerable to threats such as Rogue base stations, and it
is possible to manipulate the outgoing number by capturing SIP messages that
communicate in plain text. 5G Android devices released so far have been developed to use IPSec, and if you dump the packet of the device, you can see that in
addition to the first Register message and 401 Un-authorization message. And
next messages are encrypted using IPSec ESP(Encapsulating Security Payload).
However, there is a hidden menu for developers on the device to disable IPSec
SAs and communicate without that. We tested using the representative 5G device, Galaxy S10, and the test devices used are as follows(see Table 5).
Table 5. Security Testing device information for 5G Voice Communication
Testing Components
Test device
Android OS version
Kernel version

Components Details
Galaxy S10 (SM-G977N)
9(Pie)
4.14.85

IPSec disable When accessing the hidden menu of the test device, there is a
‘VoLTE Settings’ menu, and there are context menus that can change the IMS
service settings of the device. Among them, if you access the’VoLTE Profile’ by
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entering the ’IMS Profile’ setting, there is SIP menu with CSCF(Call Session
Control Function) settings. In the SIP menu, there are sub-menus for setting
the SIP port, IP version, etc. Among them, you can see that the option, Enable
IPSec is checked. If you disable this option and reboot the device, the setting is
completed.
Packet sniffing When the IPSec disabling process of the device is finished,
procedure for sniffing the terminal packet should be performed. Packets can be
sniffed with tcpdump from the device and must be rooted in advance. The rooting process using Odin is divided into 4 steps. The first step is to prepare for rooting. Download and install and run the Magisk Manager app on the device. The
second is the Un-LOCK stage of the bootloader, which unlocks OEM((Original
Equipment Manufacturing) lock in the developer options of the device. The third
step is to install custom recovery. Flashing the device through Odin program and
installing custom recovery. Last step is acquiring root authority. After factory
reset in recovery mode, the root authority is acquired using the Magisk patch
created using the Magisk Manager app. Linux OS and open sources such as
tcpdump were installed on the rooted device as follows(see Table 6).
Table 6. Installation elements on Security Testing device for 5G Voice Communication
Installed Components Components Details
Linux OS
Distributor ID: Ubuntu
Description: Ubuntu 16.04 LTS
Release: 16.04
Codename: xenial
tcpdump
4.7.4
libpcap
1.7.4
OpenSSL
1.0.2g

Packet analysis. Dumped packets from the device can be analyzed by moving
to PC. Wireshark is used, and the header value inside the SIP packet can be
checked through SIP filtering. We conducted this process using two Operators’
USIM(Universal Subscriber Identify Module)s and compared the differences.

4

Test Results and Problem Identification

Test result. Packets can be captured by using tcpdump in the environment
where the device is rooted. When the captured packets are checked with Wireshark, SIP messages and RTP traffic in plain text can be viewed.
As a result of testing the USIMs of the two operators, IPSec is disabled when
using the first Operator(A)’s USIM, and it is decrypted. However, when using the
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Fig. 5. SIP decryption testing on IPSec disabled device with Operator A’s USIM.

USIM of the other Operator(B), IPSec is not disabled, and voice communication
is performed with encryption even though we set off for the IPSec configuration
on the testing devices.
Comparing the packets for the two Operators’ USIMs, you can see that the
Initial Register message is different. In the case of Operator A(see Fig. 5), there
is no Require, Supported and Security-Client header in the Initial Register message, and if you send a SIP message, you can see that it is sent in plain text.
However, in the case of Operator B(see Fig. 6), you can clearly see that Require,
Supported and Security-Client headers were added to the Initial Register message and transmitted. Which means, when using B Operator’s USIM, it can be
assumed that security settings for use in 5G voice communication are obtained
from the network, not from the device. A packet captured in the test using Operator A’s USIM can be altered using open source such as HxD. In addition, by
using an open source such as sendip, it is possible to generate a threat such as
forgery of the originating number by sending an altered packet(see Table 7).

Table 7. Characteristics of 5G Voice Communication on tested Operators.
Type
Network Protocol
Transport protocol
Use of IPSec
Integrity Algorithm
Encryption Algorithm
IPSec disable by UE

Operator A
IPv6
UDP
V
AES-CBC
HMAC-SHA-1-96
V
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Operator B
IPv6
UDP
V
AES-CBC
HMAC-SHA-1-96
X
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Fig. 6. SIP decryption testing on IPSec disabled device with Operator B’s USIM.

5

Countermeasures

There are various ways to respond to these threats. We considered approach to
countermeasures for 5G Voice Security Threats at total of four levels.
Countermeasures at security appliance level You can think of introducing
physical system such as IPS(Intrusion Prevention System) at the security device
level. Packets flowing into the core network are monitored using a dedicated IPS
capable to detect voice communication protocol such as SIP or RTP, and then
detected and blocked in the case of an attacking or manipulated packet. Depending on the policy, it may be possible to alert the operator after detection without
blocking it immediately to secure the availability of the voice service. However,
in this case, the cost of investing in security equipment will be considerable and
the efficiency of the investment must be considered.
Countermeasures at IMS server level Among the IMS servers, CSCF or
SBC(Session Border Controller) might be able to play a role of SEG. When manipulating SIP packets by disabling IPSec, CSCF or SBC can be supplemented
to go through the verification procedure on the mismatch between the IP of the
terminal and the manipulated field value, and the manipulated packet would be
able to be blocked. In this case, there is no need to invest in additional security
equipment, but performance degradation in CSCF or SBC can be expected.
Countermeasures at IPSec configuration level There may be a way to
prevent 5G users from essentially disabling IPSec. That is, when a terminal
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accesses a 5G network, it receives information such as IPSec settings from a
separate server and communicates without depending on the IPSec setting values set in the terminal. This method must satisfy two conditions; Development
of server to send IPSec configuration information and IPSec configuration control through USIM. If the operator is equipped with DM (Device Management)
system, it will be very effective method against the investment to block IPSec
disabling in advance. However, if you need to build new server, you will need to
consider the operator’s point of view.
Countermeasures at 3GPP standard level In 3GPP, the section for the
application of IPSec is divided into Za and Zb to be classified into mandatory
and optional. However, it is necessary to review at the 3GPP standard level for
the change to compulsory by making the Zb section mandatory. However, it is
considered that the 3GPP standard revision is very time consuming and requires
lots of efforts and there must be a reason to define the Zb section as optional.
Therefore, it can be expected that it will be difficult to respond at the 3GPP
standard level.

6

Concluding Remarks and Future Work

Through this study, we can see that there is security problems with voice communication in 5G networks, and it is very easy to access the problem with a
device. First, security problems for 5G voice communication can be divided into
three categories, easy operation, easy RTP traffic reproduction, and non-force of
IPSec encryption due to text-type SIP protocol header. This paper focused on
two problems, and further research seems to be needed for the other. Besides,
the procedure for 5G voice communication security test can be divided into three
steps. The first is the process of disabling the IPSec of the device, and it was
easy to enter through the hidden menu. The second is to make it sniff-able by
rooting the device. The third step is to analyze the actual 5G voice packet by
sniffing it. Here, it is necessary to take further action to analyze the third voice
packet analysis process by dividing it into SIP, RTP protocols and reproducing
threats such as bugging or tampering. However, since 5G mobile communication
network is a private communication network, it is obviously illegal to threaten or
bug on the network. Therefore, it is desirable to proceed it by using test network.
In the future, operators will build 5G SA environment that has never existed
before, and provide customers with new and convenient services that utilize its
advantages. However, before launching a service, it is also necessary to think
about what security threats exist in new services and countermeasures.
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Abstract. In recent years, research efforts have been made to develop
safe and secure environments for ARM platform. The ARMv8 architecture brought in security features by design. However, there are still some
security problems with ARM. For example, on ARM platform, there
are risks that the system is vulnerable to cache-based attacks like sidechannel attacks. The success of such attacks highly depends on accurate
information about the victim’s cache accesses. Cortex-M series, on the
other hand, have some design so that the side-channel attack can be
prevented, but it also needs a security design to ensure the security of
the users’ privacy data. In this paper, we focus on TrustZone based approach to defend against cache-based attack on Cortex-A and Cortex-M
series chips. Our experimental evaluation and theoretical analysis show
the effectiveness and efficiency of FLUSH operations when entering and
leaving TrustZone, which helps in design defense framework based on
our research.
Keywords: ARM Platform · TrustZone · IoT Security.

1

Introduction

In Recent years, many research papers have been focusing on security design
on ARM platform. Some of security framework are designed and implemented
making use of TrustZone, a secure enclave provided by ARM on both CortexA and Cortex-M series. These defense frameworks target to memory protection,
process protection and even cache protection. For example, some of the malicious
users can utilize the entry/exit of the TrustZone on ARM Cortex-A, launching
a cache-based attack, and compromising the message channel between victim
threads and the system. As a result, some research papers target to this problem
using access control of entry/exit operations, and some papers use isolated cache
protection design. The research papers and their implementations can cut down
the bandwidth of cache-based attack, with various level of overhead on the whole
system.
On the attacker side, many threats are threatening the IoT systems and devices. Some of them focus on systems and some of them are based on ARM
chips. Cache in these devices becomes the research focus on both single device
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environment and cloud with multiple devices, or even IoT network connecting
smart devices. The attacks can be very effective on extracting the users’ private
and secured data, without the permissions and access to the protected enclaves.
Side-channel attack among them is a research focus. Malicious hackers can collect performance data, power consumption data or even some ’trash’ data to
try retrieving useful information. Attackers derive users’ information like cryptographic keys, protected or private data by launching attack on the cache, and
analyze the information from what they get. Some attackers just try to collect
the difference in access time with different memory blocks, and predict what is
accessed frequently by the users. The difference in access time can be collected
if the attacker and the victims are sharing data in the cache.
ARM platform, on the other hand, is a different environment from traditional
x86 structures. It has different privilege levels and sets some instructions as privileged operations. For example, cache FLUSH operation on ARM is privileged.
On ARMv8-M based on Cortex-M structures, there is a much simpler structure
of instructions than other platforms. This is because that ARMv8-M is designed
to use in small smart devices. They have limited energy input and are asked to
work in a long duration. Some of the devices are powered even by some batteries
we can find in grocery stores, so the performance limitation is a thing that must
be considered when designing something about security and privacy.
In this paper, we investigate the defense effectiveness to cache based sidechannel attacks on the ARM architecture. We design several tests based on
TrustZone on both ARM cortex-A and cortex-M series chips and get the performance data. These can help in design and implementation of defense, while
keeping the performance and effectiveness balanced. Overall, we have following
contributions in this paper:

– We investigate the performance overhead of TrustZone related instructions.
We analyze the percentage of TrustZone instructions in real life use cases
and calculate the overhead brought by these instructions;
– We test FLUSH operation overhead and analyze clock cycles they take on
different platforms. This helps in the evaluation of cost-effectiveness on both
FLUSH-based attack and defense sides.
– We provide the best/worst case of defense performance based on our experimental results and analysis.
The structure of this paper is as follows: in Related Work section, we introduce previous research and recent research on this topic, analyzing their strong
contribution and weaknesses; in Overview section, we introduce our environments of development, structure of design and security assumptions; in Implementation section, we provide some details about our design and experiment
settings; in Evaluation section, we provide experimental results and discussion;
and in Conclusion section we have our conclusions on the research topic.
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2.1

3

Related Work
Cache-Based Attack

In a cloud computing system or a computer with multiple processes and threads,
the Last Level Cache (LLC) is shared among multiple processor cores, making
it vulnerable to LLC based side-channel attacks. Unlike L1 cache, LLC is much
slower than L1 cache, leading to more difficult set up for side channels. There
are different ways to launch side-channel attacks, e.g., FLUSH+RELOAD [17],
[6], PRIME+PROBE [6] [7] [11], and bus-locking [16].
For example, the FLUSH+RELOAD involves three steps. The attacker first
flushes one or more of the desired cache contents using processor-specific instructions (e.g. clflush on x86 processors). Second, the attacker waits for sufficient time
for the victim to use (or not to use) the flushed cache area. Finally, the attacker
reloads previously flushed cache lines, measuring the reload time for each one
of them to infer if it was touched by the victim. FLUSH+RELOAD strategy
has been proven very effectively in many side channel attacks on x86 architecture. For example, Gulmezoglu et al. [6] recovered the AES key of OpenSSL
within 15 seconds. Yarom and Falkner [17] recover a RSA encryption key across
VMware VMs using FLUSH+RELOAD attack, and Irazoqui et al. [8] recovered
AES keys using similar attack and exploiting the vulnerabilities in cache. For
PRIME+PROBE attack, Work [11] recover AES keys in a cross-VM Xen 4.1
using PRIME+PROBE attack. Liu et al. [10] presented a PRIME+PROBE
type side-channel attack model against the LLC, which is tested to be practical
and threatens the system.
2.2

Hardware-Based Defense

Bernstein [2] suggested to add L1-table-lookup instruction to load an entire table
in L1 cache, and also load a selected table entry in a constant number of CPU
cycles. Page [12] investigated a partitioned cache architecture. Wang and Lee
[14] [15] [13] proposed new security-aware cache designs to thwart the LLC side
channel attack with low overhead. In [15], the Partition-Locked cache (PLcache)
was able to lock a sensitive cache partition into cache, and Random Permutation
cache (RPcache) randomized the mapping from memory locations to cache sets.
In [10], a novel random fill cache architecture that replaces demand fetch with
random cache fill within a configurable neighborhood window was proposed.
While the hardware solutions provide strong isolations between the victim and
the attacker, they require special hardware features that are not immediately
available form commodity processors.
2.3

Software-Based Defense

Some researchers proposed to modify applications to better protect secrets from
side-channel attacks. Brickell et al. [3] proposed three individual mitigation
strategies: compact S-box table, frequently randomized tables, and pre-loading
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of relevant cache-lines. It compressed and randomized tables for AES. However,
it requires manually rewriting the AES implementation and is specific to AES.
Cleemput et al. [4] applied the mitigating code transformations to eliminate or
minimize key-dependent execution time variations. Crane et al. [5] proposed a
software diversity technique to transform each program unique. The approach offers probabilistic protection against both online and off-line side-channel attacks.
In their work, using function or basic-block level dynamic control-flow diversity
along with static cache noise results in a performance slowdown of 1.76x-2.02x
compared to the baseline AES encryption when using 10%-50% cache noise insertion. Dynamic cache noise at 10%-50% has significantly impact on performance
(2.39-2.87x slowdown). However, above software solutions are typically application specific or incur substantial performance overhead.
2.4

Recent Research on ARM TrustZone

In recent years, some papers have discussions and new research findings on ARM
platform, especially focusing on TrustZone protection. Zhang et al. [18] proposed an Android protection framework using TrustZone on ARM, protecting
VoIP phone calls. It enclaves privacy data so the phone calls cannot be intercepted easily by malicious eavesdropping. Amacher et al. [1] have evaluate the
performance of ARM TrustZone using TEEs and different benchmarks, but the
security concern is out of that paper’s scope. Keystone defense framework proposed by Dayeol Lee and others [9] is a good example of defense framework based
on TrustZone. It enclaves protected operations and disables sharing in TLBs and
memory blocks so there’s no side-channel attack based on the vulnerability here.
However, the timing side-channel attack is out of that paper’s scope. In our discussion, there are still risks of side-channels when exiting from TrustZone, so we
need also investigate the vulnerability at the gate of security enclave.

3
3.1

Overview
Background

As multi-core processors become pervasive and the number of on-die cores increases, a key design issue facing processor architects is the security layers and
policies for the on-die LLC. With LLC techniques, a CPU might only need to get
around 5% data from main memory, which can improve the efficiency of CPU
largely. In our implementations, we are using Intel i7-4790 processor, with 8Mb
SmartCache. On ARMv8 Cortex-A platform, we are using Juno r1 Development
Platform which has one A57 and one A53 processors on the board. A57 has a
2M LLC on the processor. On Cortex-M platform, we are using ARM CortexM4 series chips, the development platform has 3 pipeline stages and no built-in
cache.
With the increasing complexity of computing systems, as well as multiple
level of memory access, some registers are designed to store some specific hardware events. These registers are usually called hardware performance counters.
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We have many tools getting information from those performance counters, thus
getting the performance information.
In our implementation, we use perf to collect the execution information of
the programs. However, we cannot use perf for collecting timing information
of memory access, since it cannot be accurate enough. On this paper we use
inline assemblies and consult some related registers to measure time associated
information with our side-channels.
3.2

Design on ARM Cortex-A

According to our evaluation on current on-the-market systems and applications,
we find out that more and more Trusted Execution Environment (TEE) technologies are being used on the implementations of secure system. Besides, most of
the implementations are utilizing ARM TrustZone to protect the memory access
and critical data. As we are interested in the performance overhead of defending using FLUSH operations on exiting TrustZone, the experiments should start
from the measurements of using TrustZone, like the time cost and performance
overhead.
Our experiments on ARM Cortex-A are in three different steps. For the first
step, we test the cost of entering and exiting from TrustZone. After we get
the exact data (clock cycles) related to TrustZone, the next step is to measure
how much it takes up for the TEEs to call TrustZone related instructions or
operations. On the third step, we try to clean the cache every time the system
exiting from TrustZone, and see the performance overhead by these FLUSH
operations added to the system. As the cache gets FLUSHed every time after the
using of TrustZone, the risk of being side-channel attacked can be theoretically
cut down to non-exist.
3.3

Overview on ARM Cortex-M

Unlike ARM Cortex-A series chips, M-series chips have different structure, and
with other limitations. Most IoT devices are based on Cortex-A platform, but
still a rising trend that more products are using Cortex-M platform. As a result,
it is still valuable to investigate the defense against malicious attackers with
TrustZone. In this paper, we have similar tests on ARMv8-M platform, measuring the performance of TrustZone, as well as FLUSH operation overhead. Our
experiments on Cortex-M are using ARM Versatile V2M-MPS2 Motherboard
with ARM Cortex-M4 cores. It offers 8Mb of single cycle SRAM, and 16Mb of
PSRAM. It supports the application of different ARM Cortex-M classes, from
Cortex-M0, to M3, M4, and M7. Besides these support, the development board
supports simulation of ARMv8-M.
As mentioned above, on Cortex-M4 series chips, there is no built-in cache.
However, the memory structure on M4 is different from other structures like
x86 and Cortex-A. On that platform, memory blocks are allocated in fixed order, taking their assigned responsibilities. It is quite different from dynamic
allocation, and is to the consideration of power consumption and performance
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overhead. Among these memory blocks, some are acting as ’cache-in-memory’,
so we can still see them working like cache and operate some instructions to read
the working status of it.
The experiments are in two different steps. First, we measure the time cost
entering and exiting from TrustZone. Next, we implement a program with TrustZone entry/exit instructions, as well as protected running steps. We then test
it with controlling of the frequency of entry/exit instructions. We measure the
FLUSH operation overhead according to different frequencies, and discuss the
defense using FLUSH when exiting from TrustZone.
3.4

Threat Model and Assumptions

In this paper, we assume that the operating system is not compromised so that
the attackers are forced to use covert channels or side channels without explicitly violating access control policies enforced by the operating system or other
protection mechanisms. We assume that the attacker has sufficient privilege to
access the memory access time. This is also needed for the covert channel, and
for the performance analysis of the covert channel.

4
4.1

Implementations
Process Structure on Cortex-A Platform

As mentioned above, the very first step for our experiment is to calculate the
cost of entering and exiting from the TrustZone. On ARM Cortex-A Platform,
an instruction smc is used for connecting the secure world and non-secure world.
While in normal non-secure world, some code could call privileged smc instruction. Then, secure world monitor will be triggered after validation. After execution of secure code, the return of the execution also calls smc to get back to the
normal world. There are many open-source test platform to measure the world
switch latency, and in this experiment, we use the well-known QEMU to test. It
had been developed since the first patch published in 2011, and been patched by
many manufacturers including Samsung, utilizing ARM TrustZone for security
design.
The process structure is show at Figure 1. When there are smc instructions
trigger the TrustZone entry/exit, we trap the instructions and start using perf
and other time measurement tools to calculate clock cycles they take to finish
switching between trust environment and outside memory. We also FLUSH cache
every time when we exit from TrustZone and see the difference in performance
overhead by different frequency of TrustZone related instructions.
4.2

Process Structure on Cortex-M Platform

On ARM-v8 platform, SG/BXNS instructions are used to enter and exit from
TrustZone. As there were almost no proper TEEs for ARMv8-M on the market as
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we were testing, we use a testing program instead. SG (Secure Gate) instruction
is called by non-secure world code that wants to trigger TrustZone protection.
Unlike Cortex-A structure, on ARMv8-M, the page table is not used, so the
memory is fully mapped with different regions. When SG instruction is called,
the reserved regions for secure world are used to execute the protected part
of the code. After the secure execution within TrustZone, the code has an exit
called BXNS/BLXNS (Back to Non-Secure) that can lead the execution to other
region besides protected ones by TrustZone. We make use of the mechanism of
this, and the structure of the testing program is as Figure 2 shows.

Trap and calculate
Clock cycles
Non-Secure Memory
QEMU triggers TZ;
Time
Measurement
Other Non-Secure Code;

TrustZone Memory

Non-Secure Memory

smc Instructions

ADDS r0, r0, #1
ADDS r0, r0, #1
…
BXNS/BLXNS lr

Time
Measurement

QEMU Protected
v
Environment

TrustZone Memory
SG

BL SecureFunc;

smc Instructions

Inner Loop

Other Non-Secure Code;
FLUSH before
EXIT

Outer Loop

Fig. 1. Process Structure on Cortex-A

Flush Cache:
STR <Ry>,[<Rt>,#0xF64];
STR <Ry>,[<Rt>,#0xF58];
STR <Ry>,[<Rt>,#0xF78];

Fig. 2. Process Structure on Cortex-M

The term ’cache’ here on ARMv8-M is part of normal memory being set
as ’cacheable’. In other words, it is a region set aside for possible cache using.
On Cortex-A series chips or x86 chips, cache flush operations are just some
instructions with privileges. However, the case are different on ARMv8-M. The
allocation of a memory address to a cache address is defined by the designers
of the applications. Because of the special structure of ARMv8-M, the cache
FLUSH operations are sets of DSB (Data Synchronization Barrier) operations,
with address-related instructions.

5

Evaluation

In this section, we introduce our experimental results and discussions, both on
ARM Cortex-A and Cortex-M platforms.
5.1

Experimental Results

Cost of Entering and Exiting from TrustZone on Cortex-A QEMU
with ARM TrustZone provides us a variety of tests. The tests behave as we
users initiating secure operations from user mode. The test functions validate
the TrustZone features of QEMU, and utilizing the features of the functions
themselves. We have tests on read/write from non-secure world to secure world
and vice versa. The results are shown as Table 1 shows.
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Table 1. TrustZone-Related Instruction Cost on Cortex-A

Tests
Direction
Average cost (Clock Cycles) Time on 800Mhz
P0 nonsecure check register access Non-secure to Secure 1950
2.43us
P0 secure check register access
Secure to Non-secure 2200
2.75us

Percentage of TrustZone-Related Instructions We write a script based
on the above write/read code. In the script, there is a loop called in and runs
several times as a workload. We use Ubuntu 16.10 as the normal world OS,
with 26 processes running on background, including the workload we use for
testing. We count the smc-related instructions that belongs to TrustZone-related
operations, and analyze the attributions of them. According to our test, the
instructions takes up less than 6% of the total instructions running, with these
three different categories as shown on Table 2.
Table 2. Different Categories of TrustZone-Related Instructions
Type
Non-secure to
Secure Test R/W
Secure to
Non-secure Test R/W
Others (Access from
Background)

Percentage
2.87%
2.91%
0.01%

In normal using conditions, however, the manufacturers are not using TrustZone that often. Thus, the test here can be the upper bound or ’worst case’
of the utilization of TrustZone-Related instructions. Normally, the non-secure
world does not have to call in the secure world too often.
Performance Overhead by FLUSH Operations It is already known that
ARM TrustZone on Cortex-A series are not going to clean the cache when exiting from the secure world to non-secure world. As a result, there are possibilities for the attackers to make the most of the last level cache and conduct
cache-based attacks. For example, the side-channel attack of FLUSH+RELOAD,
PRIME+PROBE are both found practical on the environment with TrustZone
on ARM Cortex-A, some even with a fiercely high bandwidth. On the other
hand, if we can FLUSH the cache every time on the ’exit’ to the normal nonsecure world, then it can be expected that the bandwidth of the side-channel
attack can be limited to a number that is worthless to the attackers to gather
the information possibly leaked by the smc operations.
We still test the performance using our test model. In this test, we are adding
cache FLUSH operations on every smc instruction that calling exit from the
secure world to non-secure world. On that situation, we measure the performance
overhead by comparing the clock cycles of execution. At the same time, we
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change the percentage of TrustZone-related instructions to see the difference in
the overhead. The results are shown on Figure 3 and Figure 4.
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Fig. 3. TrustZone Related Instructions Fig. 4. TrustZone Entry/Exit Frequency
and Their Overhead
and FLUSH Overhead

Experimental Results on ARMv8-M According to our experiments, the
testing case triggering TrustZone operations SG and BXNS. As every region
is fixed in the memory, the costs of entering and exiting from TrustZone are
surprisingly much lower than ARM Cortex-A series chips. The results are shown
at Table 3.
Table 3. TrustZone-Related Instructions Cost on ARMv8-M
Operation
Direction
Cost on Average (Clock Cycles)
SG
Non-Secure to Secure 3.5
BXNS/BLXNS Secure to Non-Secure 5.2

We measure the performance of the FLUSH operations using our testing program shown at Figure 2. We add FLUSH operations before executing BXNS/BLXNS
operations to ensure there is nothing left when exiting from TrustZone. We measure the overhead by the FLUSH operations, and we also change the outer loop to
have different frequencies of TrustZone entries and exits. The results are shown
at Figure 5.
5.2

Discussions

TrustZone Usage Frequency and Flush Overhead According to our experimental results, on ARMv8 platform, the system is connecting with TrustZone
with very low frequency, taking up less than 10% of the instructions at most.
Some specific instructions trigger the secure gate of TrustZone. However, when
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X: TrustZone Entry Frequency (Hz);
Y: %Overhead by Clock cycles;
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Fig. 5. TrustZone Entry/Exit Frequency and FLUSH Overhead on ARMv8-M

the contexts running in secured memory finish, TrustZone does not clean the
cache before exit, leaving some risks here. Based on low frequency and overhead from TrustZone related instructions, we can FLUSH the cache every time
when exiting from TrustZone, and still keep a low overhead of less than 20% on
Cortex-A chips. This design will let the system manufacturer to put protected or
private contexts into TrustZone and with no worries about side-channel attack
when exiting from it.
TrustZone Discussion on Cortex-M Unlike Cortex-A series, ARMv8-M
based on Cortex-M structure is designed to have low energy cost and with much
simpler system, which is thought to fit for mobile or home devices. At this case,
the performance overhead brought by security protection should be controlled in
a very low number. According to our experimental results, on Cortex-M structure, the secure gate instructions take much less clock cycles to execute, making
it a good choice on the basis of security design. When we add FLUSH operations on exit instructions, we have even lower overhead comparing with Cortex-A
chips, having less than 10% overhead at most. It is a practical design for the manufacturer to introduce and not hard to develop. On the other hand, they could
put protected data and instructions into the secure enclave of TrustZone.
Cache Based Defense on ARM Platform Though we have no perfect way to
take the place of validating cache and cleaning the TLB entries, we still have some
idea for possible solutions, because there are some potential for speeding up and
getting better performance. For example, we can move the FLUSH operations
out from the privileged level, and try implementing another framework to ensure
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the security of this type of operations, while maintaining low overhead. In this
paper, we quantitatively discuss the security design for dealing with FLUSH
operation requests, and there are still some more topics to research on.

6

Conclusion

In this paper, we have some discussion on the effectiveness and cost of attack and
defense based on ARM platform. We start from investigating the cache-based
attacks. Then we design and implement some tests on ARM platform, both on
ARM Cortex-A and ARMv8-M series chips. It is shown that the side-channel
attack and other types of exploitations are practical and serious, causing loss
to users’ privacy and security. From our experimental results, TrustZone can
be utilized to help defending against side-channel and covert channel attacks,
but it must have an adaptive ways to manage cache operations. On the other
hand, it is practical to implement FLUSH based defense on ARM platform, with
reasonable overhead and good effectiveness.
In the future, we need to develop some defense framework on ARM platform,
based on FLUSH operations and secure gate entry/exit instructions. The challenge will be the difference in structures of ARMv8 platform, and real-life limitations like power consumption, portable needs and other challenges. However,
it is promising that ARM platform can provide the users with an environment
in balance of performance, privacy, security and good mobility as well.
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Abstract. The widely used Global Positioning System (GPS) provides
a handy way for electronic devices to locate their positions. Almost every
mobile device nowadays has GPS module equipped inside. Apart from
traditional location service applications, more and more eccentric applications are developed to utilize this functionality. Location based mobile
games such as Pokémon GO are one of the examples which make use
of location service to give players innovative experience. However, this
kind of location based mobile games are vulnerable to Location Spoofing
Attack (LSA), which malicious users can navigate freely in game using
location spoofing applications without travelling themselves physically.
Various approaches are being proposed to tackle this problem while none
of them give good performance in detecting spoofing in local area. In this
paper, we proposed a detection method on GPS spoofing in local area by
making use of the gyroscope commonly equipped in most mobile devices.
We compare the travelling direction of the GPS travelling path with the
facing direction of the mobile device to check if they match well with
each other. Experiment result shows that our method can efficiently differentiate between location spoofing behavior and normal behavior with
easy implementation.
Keywords: Location spoofing · GPS spoofing · spoofing attack · mobile
games.

1

Introduction

The Global Positioning System (GPS) has been widely used nowadays. It provides geolocation data to GPS receivers to locate their position anywhere on the
Earth when they are under the line of sights of four or more GPS satellites. The
precise location data helps a lot in many industry scenarios such as aviation,
marine and military. The development of the Global Positioning System has become so mature that it has now been commonly used in our daily lives. Almost
every single mobile device nowadays has the GPS module equipped to provide
location services for mobile applications such as map navigation and social platforms. In recent years, several mobile games are being developed utilizing the
GPS data of the mobile device. Pokémon GO [1] and Jurassic World Alive [2]
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are two famous location based augmented reality games that make use of the
GPS data to provide an innovative gaming experience for gamers. They integrate
virtual elements (i.e. Pokémon and Dinosaurs) with real live environment (i.e.
the neighborhood) to give players a totally different experience from traditional
mobile games. Player have to physically travel from place to place in order to
navigate and catch virtual creatures in game. Such kind of games gained colossal
popularity since launch and are continuously showing great success.
Although such kind of virtual reality gives some fun to players, playing the
game walking around for a long period of time can be tiring. Not every single
player has the ability, time or option to travel around physically. What’s more,
many people are not living in areas that are support by the games but would still
like to get a taste of the new gaming experience. In location-based mobile games
like Pokémon GO, players in-game are being located according to the GPS data
provided by their device. Such kind of games which solely rely on GPS data
for positioning are vulnerable to location spoofing attack (LSA). Cheater can
simply modify their GPS locations before sending them to the game so that they
can go to any place in game without travelling by themselves physically in the
real world. Due to the abovementioned concerns, many application developers
try to build applications that can spoof the location of the mobile device so
that the user need not to be at the same location as its GPS location data
indicates. Consequently, we can observe a flood of GPS Spoofing applications
hitting app stores to accomplish the desire of these players. Even worse, selling
these applications can lead to huge profit due to the large demand from the player
base of these highly popular location-based mobile games. As a result, more
and more spoofing applications with advanced features are developed, providing
different heuristic for players to ‘cheat’ in the game with minimal effort. The
abuse of these cheating applications would destroy the gaming experience of
other legitimate players and finally ruin the game itself. What’s more, currently
there is no authenticating mechanisms to verify the genuineness of the GPS
locations provided by the device. Malicious users can then easily spoof their
locations using these applications to gain advantage over other users in the
games. For instance, in Pokémon GO, cheaters can effortlessly travel from place
to place in-game to catch rare appearing Pokémon, or hatch Pokémon eggs
without moving physically in the real world.
To address this issue, Niantic [3] introduced several detection measures to
prevent location spoofing in Pokémon GO, such as malicious application check,
root detection, mock location application detection etc. Users can get shadowbanned (i.e. only be able to see common Pokémon nearby) or even get permanent
banned on their accounts if they are found guilty on location spoofing. However,
the problem persists upon the third year since the game launched, as cheaters
can always find loopholes to bypass the detections by hiding the location spoofing
application with the help of privilege escalation. The approach of system checking for potential spoofing behavior appears to be unable to solve the problem
entirely.
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In this paper, we focus on the detection for location spoofing using mobile
devices in local area which involves relatively small displacement of the user as
it is very difficult to tell whether a user spoofs on the location by looking solely
on the little changes in the GPS coordinates. We proposed a novel detection
method making use of the gyroscope equipped in mobile devices to verify the
travel direction given by the GPS data from the user’s device. Our detection
method works in any device orientation assuming a fixed horizontal orientation
of the device with respect to the user is maintained during the detection process.
The rest of the paper is organized as follow. Section II introduces some related
work on location spoofing detection using various approaches in different aspects
and directions. Section III discusses some prevention measures carried out by the
gaming companies against location spoofing. Section IV explains the mechanism
of the GPS spoofing applications currently available in the market. Section V
proposes and explains the idea of our detection method on location spoofing.
Section VI presents and explains the experiment results. Section VII points out
the limitation of our methodology and suggests possible future improvement.
Section VIII gives conclusion in our work.

2

Related work

Many location spoofing detection methods are being proposed while many of
them make use of the network profile (e.g. IP address) during the detection
process. [7] proposed a server-sided and network-based framework to detect location spoofing attack users. It tries to verify whether the location of the user’s
edge router’s IP address matches with the GPS location provided by the user.
This method is not applicable on detecting local area location spoofing which
occurs only in the neighborhood within the range of one particular router. It
also has the constraint of using IMCP packet only. [9] proposed a location validation scheme for participatory sensing (PS) systems without losing any quality
of information (QoI) in the system. It assumes that users under the same Wi-Fi
range of a mobile hotspot are directly connected with each other so that they
can mutually validate their locations and can therefore, identify users who are
spoofing their locations. [8] proposed a location validation system (LVS) which
verifies user locations in location-based service systems. It is based on a similar
idea that devices are practically sharing the same location if they are directly
connected through the same Wi-Fi. Due to the limited range of the Wi-Fi, devices in the same Wi-Fi network can validate each other’s location mutually.
Malicious users would then be filtered out after multiple rounds of reputation
updates. The system works well in Wi-Fi connection, while lacks practicability
under cellular network due to the large signal range. [10] came up with location proofs which are issued to devices connecting to an access point after being
signed by it. It acts as a digital certificate which can be verified later on by access points to prove the devices’ current and previous locations. This approach
is effective in theory while it requires implementation of the module in every
access point, which is impractical in large scale.
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We can see that all the above approaches take advantage of the location
information provided by the Wi-Fi network for validations. Due to the wide
effective range of a router, these methods may not be practical in detecting
location spoofing in local area which occurs inside the range of the same router
as the connected devices will always report the same single location as the router
locates. Therefore, these approaches are not application in location-based mobile
games and unfortunately, there exist no methodology at the moment that can
tackle such situation.

3

Prevention measures against GPS spoofing

Many different approaches are adopted to prevent GPS spoofing in mobile devices. These methods, although work well in specific scenarios, cannot solve the
problem entirely. In this section, we summarize some common measures adopted
against location spoofing.
3.1

Travel viability check

Although it is not easy to check whether the provided GPS location is genuine or
not, it is still possible to check whether any two consecutive GPS locations are in
fact physically reachable in a certain amount of time. If the time elapsed between
two consecutive GPS locations is too short to be physically reachable, one can
determine that the user is using location spoofing. However, such detection is not
applicable for location spoofing in local area which only involves short distance
travels, as the time elapsed are too short to be deterministic.
3.2

Mock location app detection

Android OS provides developer options for application developers. The mock location functionality is designed for devices without the GPS module to emulate
GPS values. Mock location allows users to use produce fake information about
the location of their devices by GPS and network operator. By setting a location spoofing application as mock location app, one can easily manipulate the
GPS location through the application. Therefore, the mock location application
setting should be checked to be disabled via the ALLOW MOCK LOCATION
attribute in the system to prevent the possibility on location spoofing in this
way. Nevertheless, cheater can convert the application into system application
to escape from the detection.
3.3

Malicious app detection

The Game application would try to detect any malicious app installed in the
device during execution and prevent the game from running upon successful
detection. However, a list of these malicious app is needed to be maintained and
updated frequently with the rapid growth on the amount of location spoofing
applications. Furthermore, applications can easily change their package name
and hide themselves from the detection.
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5

Emulator detection

Emulators such as Bluestack [4] and Nox App Player [5] provide a wide range
of functionalities for gaming including location modification and device rooting.
Playing location-based games via emulators doubtlessly violate the terms and
condition of the game, while it is difficult to check whether the system is running
in a real device or via emulator. Generally, game developers can verify it by
looking at the FINGERPRINT value of the system. However, with the help of
privilege escalation, such value can be easily modified.
3.5

Jailbreak and root detection

By jailbreaking in IOS or rooting in Android, users can easily modify their GPS
locations by gaining privilege in the OS. Thus, checking whether a mobile device
is being jailbroken or rooted and prohibiting it from running the application
is one of the solutions. However, there are applications that can help to hide
the fact that the device is being jailbroken or rooted (e.g. magisk manager[6]).
User can even make use of the escalated privilege to convert location spoofing
applications into system applications to avoid the detection. This kind of hack
is still unsolvable at the moment when this paper is being written.

4

GPS spoofing application

In this section, we are going to talk about the mechanism of GPS spoofing applications. In general, there are five variables that GPS spoofing applications
can modify in the location details, which are latitude, longitude, altitude, speed
and accuracy. It is sufficient for spoofing applications to perform GPS spoofing
on the device by only modifying the latitude and longitude values. Therefore,
for simplicity, most GPS spoofing applications available only update the latitude and longitude values when they are simulating movements, keeping the
remaining three values constant. Figure 1 shows an example on a GPS spoofing application running along with Pokémon GO. Most of these GPS spoofing
applications provide a joystick-like control in the user interface. By dragging
on the joystick, users can easily simulate their desired movement through the
application by modifying the corresponding GPS coordinates. As a result, users
can move around from place to place in game effortlessly.
However, when the device receives real GPS values, apart from latitude and
longitude which pinpoint the current location, the current altitude and speed
would also be updated if the device is in motion, plus the accuracy (in meters)
of how accurate the device believes those values are. That implies that all of the
GPS values fluctuate every second even when the device is sitting still, as the
GPS is constantly attempting to pinpoint our location and it changes slightly
every other second. Therefore, by studying on such ”incomplete” GPS data, it
can be possible to tell whether a user is using location spoofing. Because of this,
some advanced applications start emulating what a real GPS should report by
adding random offsets to the GPS values and even provide customization on all
of the values via settings, making the detection even harder.
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Fig. 1: Location spoofing in Pokémon GO.

5

Proposed method

Fig. 2: Illustration of our detection idea.

We have learnt that it is quite impossible to detect GPS spoofing through
system detections and GPS data behavioral analysis alone. In this section, we
propose a detection method on GPS spoofing by making use of the gyroscope
commonly equipped in most mobile devices. We focus on short walking distances
where users walk around in the local area holding their phones on hand. To
preserve consistency, we assume that the horizontal orientation of the mobile
device with respect to the user remains the same throughout the whole detection
process, that is, the back of the mobile device always faces at the same direction

347

The 21st World Conference on Information Security Applications

Detection on GPS spoofing in location based mobile games

7

as the user does, which is a common scenario for a user using a phone. With
such a fixed horizontal orientation, we can then accurately verify whether the
user’s travel direction matches the device’s facing direction.
Figure 2 illustrates the idea with a scenario. Suppose the user is travelling
from A to C via B. The black arrows indicate the travelling direction of the user
from A to B and B to C, while the red arrows represent the facing direction
of the mobile device from A to B and B to C. θ is the difference between the
facing direction of the user and the mobile device. α is the angle of the change in
travel direction from AB to BC and β is the change of the facing direction of the
mobile device from AB to BC. If the user is legitimate, we would expect α ≈ β
as long as θ remains within a stable range. If the user is using GPS spoofing
application to manipulate travelling paths moving in different directions with
himself/herself actually stationary, β will not synchronize with α as the device
will be most likely facing in one single direction. As a result, by keeping tracking
of the change of α and β, we can differentiate legitimate users from users who
use GPS spoofing.
5.1

Methodology

Our methodology collects two sets of data. The first set of data is the GPS
coordinates provided by the GPS module of the device. The second set of data
is the orientation of the device provided by the gyroscope of the device. To
determine whether the travel direction of the user aligns with his/her facing
direction, we first compute the horizontal directions of travel using the GPS data,
and then compare it with the facing angles deduced from the orientation data.
We then calculate the average of the differences between the two direction angles,
denoted as ∆θ , and compare it with the benchmark, which will be mentioned
in the following section, to identify potential location spoofing behaviors. Below
describes the detailed procedure of our algorithm.
Step 1 For each two consecutive GPS locations:
– Calculate the travel direction (in degree) with respect to the north from the
GPS coordinates.
– Calculate the average rotation (in degree) around the z-axis with respect to
the north in the same time interval between the two GPS coordinates are
being recorded.
– Calculate the absolute value of the angle difference (≤180◦ ) between the two
angles obtained above.
– Repeat until all locations are done.
Step 2 Calculate the average of the differences obtained in step 1.
5.2

Benchmark

The efficiency of our detection algorithm is path dependent. If a user spoofs in
a path with travel directions that coincidently aligns with the phone’s facing
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directions, the spoofing may not be successfully detected. In this section, we
set up a benchmark of ∆θ for general spoofing behavior. We assume that in
general, the travelling path of a user will be arbitrary, with equal probability
in any direction in the long run. We can simulate it as a path with 361 GPS
positions and 360 path fragments, where each path fragment travels with a
direction ranging from 0◦ to 359◦ with respect to the north in random order.
During spoofing, the facing direction of the mobile device is constant. Therefore,
for such a path, the average of the angle differences between the device’s GPS
travel direction and facing direction in spoofing scenario would be
∆θ =

0◦ + 1◦ + ... + 179◦ + 180◦ + 179◦ + ... + 1◦ + 0◦
= 90◦
361

Claim. For a random spoofing path, the average of the angle differences between
the device’s GPS travel direction and facing direction with respect to the north
during spoofing is 90◦ .

6
6.1

Evaluation
Experiment setup

Fig. 3: Device moving in straight path. Fig. 4: Device moving in circular path.

We conducted our experiment by making sample walks in open areas of
Hong Kong. Figure 3 to 5 show the GPS mapping of walks with the mobile
device moving in (i) straight path (Fig. 3), (ii) circular path (Fig. 4) and (iii)
complex paths (Fig. 5). The mobile device is being handheld with its back facing
forward throughout each walk. The GPS values are being recorded with minimal
and desired update intervals of 5 and 10 seconds respectively and the facing
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(a)

(b)

9

(c)

Fig. 5: Device moving in complex path.

angle direction of the device with respect to the north are being recorded with
an update interval of 500 milliseconds throughout the walk. In each interval
between any two consecutive GPS values, the horizontal direction of travel of
the device and the average value of the corresponding facing angle directions of
the device in the same interval are computed for the subsequent calculation of
∆θ . We also simulate the location spoofing scenarios of the walking paths by
setting the device orientation at 0◦ all the time to obtain the corresponding ∆θ
when spoofing.
As we have assumed that the device orientation corresponding to the user
remains stable throughout the walk, we can expect that the GPS direction of
travel and the device’s facing angle direction matches as their rotational change
should be the same throughout the walk. If there exist notable difference between
the angle of the two directions (i.e. ∆θ ≥ 90◦ ), we can suspect that location
spoofing occurs.
6.2

Results

Table 1: Average of the angle differences between the device’s GPS travel direction and facing direction.
Path
Straight
Circular
Complex (a)
Complex (b)
Complex (c)

∆θ
∆θ (spoofing) No. of steps
12.5105◦
51.9088◦
343
14.3276◦
92.3563◦
593
17.1231◦
99.8231◦
526
15.8670◦ 107.9607◦
500
14.2551◦ 141.4167◦
771

Figure 6, 7 and 8 show the comparison between the bearings of the facing
direction of the mobile device and the corresponding calculated bearings from
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the GPS values. Since the orientation of the mobile device will not align perfectly
with the facing direction of the user most of the time, we calculate the average
dispersion of the facing direction between the user and the device and apply a
shift to align the two angles to give a better visual comparison in graphs. We
can see that the bearings variate in similar trends, indicating that the device’s
movement matches with the user’s movement. Table 1 summarizes the average
of the angle differences between the device’s GPS travel direction and facing
direction for different paths. We can see that in real travelling scenarios, ∆θ
maintains at much lower values (< 15◦ ) compared to that in spoofing scenarios
(> 90◦ except for straight path). As mentioned in the section 5.2, our methodology is path dependent. For straight paths which involve only very few direction
changes, the corresponding ∆θ on spoofing depends heavily on the dominant
moving direction and can give relatively random results (51.9088◦ in our case).
However, for practical situations which involves more turning and changing in
travelling direction, the corresponding ∆θ on spoofing falls into our expectation.
For circular path which involves even distribution in travelling directions (figure
4), ∆θ on spoofing matches closely with our benchmark of 90◦ (92.3563◦ ). For
more complex paths in figure 5, the values of ∆θ on spoofing are even higher
(99.8231◦ , 107.9607◦ and 141.4167◦ ). Our methodology of the measurement with
∆θ shows high competence in spotting location spoofing behavior.
6.3

Practicability

In our experiment, we retrieve the GPS coordinates and device’s bearing via
the android API (location service for GPS values and sensor service for bearings
from gyroscope). The implementation is simple by calling respective functions
provided by the API. The corresponding instructions are well documented in
Android developer documentation. Energy consumption would be a concern for
frequent update of GPS values and sensor readings so a good balance between
updating and detection performance should be taken into consideration. However, it is totally adjustable depending on the need of the developer.

7

Limitation and future work

Although our detection method shows high competence in differentiating between GPS spoofer and legitimate users, the detection effectiveness is path dependent. Detection may fail if the travelling path simulated by location spoofing application coincidentally matches with the devices facing direction. What’s
more, our detection method does not take displacement into account. If an adversary performs GPS spoofing and at the same time turning himself to match the
direction of movement of the fake GPS path, he may escape from the detection
as our method only focuses on bearing comparison. To tackle these problems,
more sensors should be taken into account to keep track of the displacement of
the user. Footstep counting utilizing the accelerometer can give a good guideline on how far the user travels. It is being widely used in many health fitness

352

The 21st World Conference on Information Security Applications

12

S.K. Wong, S.M. Yiu et al.

applications and could possibly give a notable improvement after being implemented in our detection method. We will leave it to our future work with further
investigation.

8

Conclusion

In this paper, we proposed a detection methodology by making use of the gyroscope commonly equipped in most mobile devices to detect GPS spoofing within
local area which is difficult to be detected by detection methods using IP addresses in Wi-Fi networks. We calculate the travel direction of the user from the
GPS data and compare it with the facing direction of the user’s mobile device
from the orientation data provided by the gyroscope. Experiment result shows
that the average of the angle differences between the device’s GPS travel direction and facing direction in real traveling cases and spoofing cases are highly
differentiable (< 20◦ in real travels and > 90◦ in spoofing scenarios). We show
that our method gives high competence in detecting location spoofing behavior
and is easy to implement.
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Abstract. Side-channel analysis has seen rapid adoption of deep learning techniques over the past years. While many paper focus on designing
efficient architectures, some works have proposed techniques to boost
the efficiency of existing architectures. These include methods like data
augmentation, oversampling, regularization etc. In this paper, we compare data augmentation and oversampling (particularly SMOTE and its
variants) on public traces of two side-channel protected AES. The techniques are compared in both balanced and imbalanced classes setting,
and we show that adopting SMOTE variants can boost the attack efficiency in general. Further, we report a successful key recovery on ASCAD(desync=100) with 180 traces, a 50% improvement over current state
of the art.
Keywords: Oversampling technique · Side-channel analysis · Deep learning.

1

Introduction

The security of cryptograhic algorithm has been widely investigated. One of the
possible vulnerabilities is due to the physical leakage from the implementation
of the cryptographic algorithm itself, which is commonly referred to as sidechannel analysis (SCA) [9]. Recently, many deep learning (DL) techniques have
been introduced to SCA after the renaissance of machine learning to improve
the performance of the attack. It can be naturally applied for profiled SCA, such
as template attack [5] since DL frameworks can be divided to two fold; training
and testing, similar to the framework of profiled SCA.
Related Works. The basic application of neural networks such as Multi-Layer
Perceptron (MLP), Convolutional Neural Network (CNN), Recurrent Neural
Network (RNN), Autoencoder were investigated by H. Maghrebi et al. [15] to
enhance profiled SCA. More improvements have been proposed in later works.
By applying the data augmentation (DA) techniques, E. Cagli et al. [4] demonstrated that it can overcome the jitter and noise countermeasures. In the same
manner, by adding the artificial noise to original traces, with application of VGG
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architecture and blurring technique, J. Kim et al. [10] proposed the general architecture for open datasets of SCA and improvement of the attack performance.
G. Zaid et al. [7] recently suggested the efficient methodology on how to construct the neural network structure for open dataset of SCA and reported most
efficient attacks in the current state of the art.
One of the recent work showed that, by adjusting the imbalanced data on Hamming weight (HW) model, the distribution of the HW classes can be balanced [16]
and since the biased data is solved by oversampling technique from data analysis,
it can outperform the previous works, in particular Synthetic minority oversampling technique (SMOTE). However, there are some restriction in [16] owing to
the fact that they only handled two oversampling techniques and considered HW
assumption. In other words, there are still open problems on how to expand the
oversampling techniques for improving the performance in the SCA context.
Our Contributions. In this paper, we conduct in-depth investigation for oversampling techniques to enhance SCA. The main contributions of this work are
as follows. We conduct a comparative study of previously proposed DA [4] and
SMOTE [16] (and its variant) in context of SCA. The performance of DA and
various SMOTE variants are compared in both balanced (256 classes) and imbalanced (9 classes) setting. Experimental validation is performed on two public databases with side-channel countermeasure (AES RD and ASCAD). Finally,
with optimised architectures as proposed in [7] and further adoption of SMOTE
variants, we break ASCAD(desync=100) dataset in as low as 180 traces, which
is a 50% improvements over the state of the art [7].
Paper Organization. This paper is organised as follows. Section 2 provides
brief background on profiled SCA and security metric for adequately measuring
the improvement. Afterwards, we explain the relationship between the oversampling technique and DA, and how imbalanced/balanced models for oversampling
technique can affect SCA evaluation in Section 3. In Section 4, we highlight the
experimental results for our suggestions and compared with the previous works.
Finally, we provide the conclusion and further works in Section 5.

2
2.1

Preliminaries
Profiled Side-Channel Analysis

Profiled SCA [5] assumes a strong adversary with access to a clone of the target
device. Adversary can query the clone device with known plaintext and key pairs
while recording side-channel signature. These side-channel signature along with
plaintext, key pair help to characterize a model for device leakage. Further, on
the target device where key is unknown, the adversary queries a known plaintext
to capture side-channel signature, which when queried with the characterized
model can reveal the secret key. Ideally more than one query to target device
might be needed to confidently recover the key due to presence of measurement
noise and countermeasures.
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In the following, we target side-channel protected software implementation
of AES. The target operation is S-Box look up, which for a given plaintext t and
secret key k ∗ , can be written as:
y(t, k ∗ ) = Model(Sbox[t ⊕ k ∗ ])

(1)

where Sbox[·] indicates S-box operation and Model(·) means the assumption
for leakage model of side-channel information. We consider Hamming weight
(HW) [1] and Identity as models, leading to 9 and 256 classes for y respectively.
Classical profiled attacks use Gaussian templates [5], which are built for all values
of y(t, k ∗ ).
2.1.1 Deep Learning based Profiled Side-Channel Analysis Novel profiled SCA have seen the adoption of deep neural networks (DNN [4, 15]). The
most commonly used algorithms are MLP and CNN. The use of DNN in sidechannel evaluation has shown several advantages over classical templates. For
example, they can overcome traditional SCA countermeasure, such as jitter [4]
and masking [15], and they are also naturally incorporating feature selection.
Owing to these advantages, a line of research has focused on improving the performance of SCA by techniques like DA [4], training set class balancing [16],
noise regularization, [10], finding optimised network architectures [7, 10] etc.
2.2

Security Metric

In order to quantify the effectiveness of profiled SCA with a security metric, the
guessing entropy (GE) [12] is generally employed. Intuitively, the GE indicates
the average number of key candidates needed for successful evaluation after
the SCA has been performed. For measuring the GE, we repeat 100 times on
randomly chosen test set in this paper. Additionally, N tGE [7] which implies the
minimum number of traces when the GE reaches 1 is also utilized to compare
the improvement.

3

Oversampling versus Data Augmentation

In this section, we briefly discuss the oversampling and data augmentation techniques used in this paper.
3.1

Oversampling Techniques

Oversampling and undersampling are common data analysis techniques used to
adjust the class distribution of a data set (i.e. the ratio between samples in different classes). Oversampling is deployed more often than undersampling due
to scarcity of training data in a general context. Oversampling and undersampling are contrasted and roughly equivalent techniques. Oversampling is done
through applying transformation to existing data instances to generate new data
instances, in order to adjust the class imbalance.
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3.1.1

Synthetic Minority Oversampling Technique

One of the main solution to adjust the balance for biased data is the synthetic
minority oversampling technique (SMOTE) [3]. The core idea is that the artificial instance for minority instances is generated using k-nearest neighbors of
sample. In the minority instance, k-nearest samples are selected from sample X.
Afterward, the SMOTE algorithm selects n samples randomly and save them as
Xi . Lastly, the new sample X 0 is generated based on the below equation.
X 0 = X + rand × (Xi − X), i = 1, 2, ..., n

(2)

where rand follows a random number uniformly distributed in the range (0, 1).
By obtaining minority instances using SMOTE, the class imbalance is reduced
thus allowing machine learning and deep learning algorithms to learn better.
Naturally, it has been applied and shown working for SCA [16]. Picek et al. [16]
study a very common case of SCA literature, i.e. the HW model. HW model is
naturally biased. Considering one byte, the ratio of majority and minority class
population for HW model is 70:1. In such cases, SMOTE balances the dataset
improving the effectiveness of the DL based attack algorithm. In [16], authors
study SMOTE and SMOTE-ENN, where SMOTE was shown to work better on
the tested datasets. Recently, the candidates for SMOTE has increased quite a
lot [8].

3.2

Data Augmentation

Data augmentation (DA [13]) is well-known in the field of DL and applied to
overcome the overfitting issue while training phase. By applying artificial transformation to training data, the overfitting factor can be reduced and learning
can be improved. In context of SCA, DA was applied as a solution to break jitter
based countermeasures. Jitter causes horizontal shifts in side-channel trace resulting in misalignment which in turn reduces the attack efficiency. In [4], Cagli
et al. used the translational invariance property of CNN to counter jitter based
misalignment. Further, authors show that DA by applying small, random shift
to existing traces can avoid overfitting, resulting in a better training of CNN.
As S. Picek et al. [16] mentioned beforehand, this scheme can be considered as
one of oversampling techniques.
While [4] use dedicated code to apply shifts to datasets and thus implement
DA, we utilize the ImageDataGenerator1 class in the Keras DL library to provide
DA. Moreover, width shift range is only regarded as the variable for argument of
ImageDataGenerator, due to the unidimensionality for side channel leakage.
1

Refer to the Keras API description in https://www.tensorflow.org/api_docs/
python/tf/keras/preprocessing/image/ImageDataGenerator
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5

Case Study: Balanced (256) classes versus Imbalanced (9)
classes

Hamming weight (and distance) models are some of the most popular leakage
models in side-channel literature, which are practically validated on range of
devices including microcontroller, FPGA, GPU, ASIC etc. However, as stated
earlier, this model follows a Binomial distribution and is highly imbalanced.
It was shown in [16], how imbalanced model can negatively affect SCA evaluations [16]. As a result, most of DL based SCA consider the identity model. When
considering a byte as in AES, HW and identity model result in 9 and 256 classes
respectively.
While the main objective of SMOTE is minority class oversampling and DA
is to reduce overfitting. Thus SMOTE is ideal for imbalanced setting (9 classes),
however, balanced dataset should not have a negative impact. On the other hand,
DA does not consider class imbalance as a parameter. This can help overcoming
overfitting, however, augmentation preserve original distribution and does not
improve any imbalance. Thus, DA is expected to work better in balanced dataset
(256 classes). Note that, with limited size dataset even 256 classes might have
minor imbalances and SMOTE may improve the imbalance.
In the following, we study the performance of different SMOTE variants and
DA under 9 and 256 classes setting. The study is performed on two publicly
available datasets of side-channel protected AES implementation.

4

Experimental Validation

In this section, we describe the experimental setting and target datasets. Further,
experimental results on AES RD and ASCAD datasets are reported in 256 and 9
classes setting.
4.1

Target Datasets & Network

We use two popular datasets, AES RD2 and ASCAD3 containing side-channel
measurements of protected AES implementations running on a 8-bit AVR microcontroller. The AES RD contains traces for the software implementation AES
with random delay countermeasure as described by J.-S. Coron et al. [6]. R. Benadjila et al. [2] introduced the open dataset ASCAD with traces corresponding
to first order masking protected AES with artificially introduced random jitter.
In particular we use the worst case setting with jitter up to 100 sample points
(ASCAD(desync=100)).
The main motivation of this work is to investigate the effect of oversampling
techniques on best known attacks so for. The work of G. Zaid et al. [7] recently
published at CHES 2020, presents the best performing attacks and corresponding
network choices to achieve those result. The following experiments takes the
2
3

https://github.com/ikizhvatov/randomdelays-traces
https://github.com/ANSSI-FR/ASCAD
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result of G. Zaid et al. [7] as a benchmarking case to compare the affect of
oversampling and DA techniques.
For the following experiments, the number of training traces used are 5, 000
and 45, 000 for AES RD and ASCAD respectively. Moreover, 5, 000 traces are
used as validation set for all results and the number of epochs used are set as 20
(AES RD) and 50 (ASCAD).
Furthermore, we investigate the effect of 256 and 9 classes for the open
dataset. In the 256 classes, we accept the underlying network which is suggested by [7]. On the other hand, for the 9 classes, the only modification is the
number of output layers. As all oversampling techniques in Appendix A and DA
can be regarded as pre-processing scheme, the modification to neural network
parameters is not required as we can use the networks proposed in [7] (except for
output layer modification in case of 9 classes). For parameter setting of SMOTE
variants, we employ the default setting because there are many SMOTE and
setting value for each techniques. According to previous claim in [16], we do not
provide the MCC, kappa, and G-mean results, since these values are not critical
information in the context of SCA. Moreover, we only represent the best result
in overall sampling techniques to definitely compare with the previous results.
All results can be referred to Appendix A and B.
4.2

Result for AES RD

As shown in Figure 1, some variant SMOTE [8] and DA scheme [4] are outperforming the previous work [7], proposed in CHES 2020. DA(0.3)4 which has
the shift ratio 0.3 is best result in 256 classes. The attack needs only 11 traces
to recover the correct key, although it is not enough to find the correct key in
original scheme [7] where 15 traces are needed. CURE-SMOTE and Gaussianbased SMOTE also outperform original scheme by a small margin in Table 1.
The main purpose of data augmentation and SMOTE schemes is to concentrate
on noise removal. As mentioned earlier, this effect works well to AES RD countermeasure. Unlike [7], the number of profiling traces is reduced to 5, 000 for our
experiments and thus our reported N tGE is more than what was reported in
the original scheme. However, lower training set size allows us to evaluate the
impact of data augmentation and oversampling. Sometimes the profiling sets can
be restricted by the protocol effect. When considering it, our scheme can provide
faster convergence than original scheme in limited profiling sets. Moreover, techniques like DA and oversampling become relevant when training set is limited
in sample size.
In case of HW model (9 classes), we can observe that the performance of
the method proposed by [7], is degrading. As such, several SMOTE techniques
are now outperforming it because the difference between majority and minority
is more distinguishable than 256 classes. In this case, more traces will be also
required in general (> 20× the traces required for 256 classes), since in HW
4

DA(x) indicates that x×100% of the whole points is randomly shifted while training
phase, which was suggested in [4]
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Fig. 1: Result for the best variant SMOTEs and DA against AES RD

model, the adversary cannot directly infer the actual value of sensitive intermediate variables.
As shown in Table 1 for 256 and 9 classes, CURE-SMOTE and Gaussianbased SMOTE are useful oversampling techniques against AES RD. Depending
on the oversampling technique, the amount of traces added in the training set
is variable. More precisely, the training dataset size is increased to 5, 013(5, 125)
from 5, 000 for 256 classes (9 cases) in most of the oversampling techniques,
which does not critically impact the learning time.
4.3

Result for ASCAD(desync=100)

In Figure 2, the results are plotted for ASCAD dataset. In this case, the benchmarking attack of [7] performs better than the DA schemes. However, several SMOTE variants are performing better. As shown in Table 1, ASMOBD,
MSMOTE, and SDSMOTE are especially ranked in top 10 results for all classes
of ASCAD dataset. In the case of 256 classes, ASMOBD can recover the key in
under 200 traces while the original scheme needs over 256 traces.
The size of training dataset is increased from 45000 traces by 10 and 400
traces when applying the oversampling techniques to 256 and 9 classes, respectively. When employing the HW model (9 classes), some oversampling techniques
such as MOT2LD and Borderline SMOTE2 have low GE, compared to original
scheme.
4.4

Analysis and Discussion

We tested 85 variants of SMOTE and 3 variants of DA under 4 experiments. We
have reported the best results in Table 1 for each datasets. In all the 4 cases, we
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Fig. 2: Result for the best variant SMOTEs and DA against ASCAD(desync=100)
No.
1
2
3

AES RD (256 classes)
Scheme
N tGE
> 15
Original
(1.34)
DA(0.3)
CURE
SMOTE
Gaussian
SMOTE

11
14
15

AES RD (9 classes)
Scheme
N tGE
> 300
Original
(36)
MCT
CURE
SMOTE
Gaussian
SMOTE
SMOTE
OUT
LLE
SMOTE
polynom fit
SMOTE
Borderline
SMOTE1

ASCAD (256 classes)
Scheme
N tGE
Original

267

ASMOBD

190

243

MDO

193

265

DEAGO

212

276

MSMOTE

224

281

SMOTE
Cosine

234

283

SMOBD

242

285

SDSMOTE

242

Stefanowski

245

228

4

DA(0.2)

15

5

distance
SMOTE

15

6

NoSMOTE

15

7

SOI CJ

15

8

SOMO

15

V SYNTH

285

9

SMOTE
OUT

15

SMOTE
Cosine

286

10

MCT

15

ASMOBD

295

SMOTE
RSB
SL graph
SMOTE

248
249

ASCAD (9 classes)
Scheme
N tGE
> 400
Original
(7)
> 400
MOT2LD
(2)
> 400
Borderline
SMOTE2
(4)
> 400
MSMOTE
(5)
> 400
Supervised
(5)
SMOTE
> 400
LLE
SMOTE
(6)
> 400
polynom fit
(6)
SMOTE
> 400
ASMOBD
(6)
> 400
SDSMOTE
(6)
> 400
SPY
(6)
> 400
cluster
SMOTE
(6)

Table 1: Top 10 results for AES RD and ASCAD(desync=100) datasets against
variant SMOTEs and DA techniques, (∗): GE when the maximum number of
traces is used

were able to report results better than best benchmarking results. However, it
was not possible to identify one single oversampling method which would work
best in all the cases. This is not surprising and in accordance with No Free
Lunch theorems [18]. In general, we can make the following observations from
the previously performed experiments.
– In general, SMOTE variants led to attack improvements in all the cases
as compared to DA which only outperforms in one case. DA also shows
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negative impact in case of ASCAD, where the attack is worse than baseline
benchmarking attack of G. Zaid et al.
– Dataset imbalance is a difficult problem for deep learning as already stated
in [16] which results in better performance of SMOTE variants when used
in 256 classes as compared to 9 class setting. The discrepancy is better
highlighted in ASCAD dataset, as there are > 20 variants which recovers the
secret for 256 classes (though there are also a lot of methods which perform
significantly worse) and only around 2 or 3 which have the correct key in
top 5 rank candidates.
– Secondly, certain methods work better for a given dataset. For example,
on AES RD, CURE-SMOTE and Gaussian-based SMOTE are in top 3 in
terms of performance for both 256 and 9 classes. For ASCAD, ASMOBD,
polynom fit SMOTE and SDSMOTE are in top 10. However, there are no
consistents techniques which work for all the dataset and the scenarios.
– Some SMOTE variants has a negative impact on training datasets represented to Appendix A. For example, in case of SMOTE-ENN, the training
dataset is shrunk from 5000 to 38. Not to surprise, the technique performs
much worse than benchmark case of CHES 2020, leave alone any improvement. SMOTE-ENN also reported training set shrinking in other 3 experiments as well. Similar observations were seen in other experiments too but
not necessarily for all experiments. We hypothesize that oversampling considers some traces as noise and filters them out, resulting in shrinking of
datasets. Note that SMOTE-ENN was also shown to perform worse in [16].

5

Conclusion and Further works

In this paper, we investigate the effect of various SMOTE variants and previously
proposed data augmentation against previously best known results. We outperform previous results with a decent margin. While DA improves the result in
one case, different variants of SMOTE resulted in a general improvement across
experiments. However, it was not possible to identify a single favorable SMOTE
variant, it varied by experiments. We also reported that some oversampling techniques result in training set shrinking and thus lead to poor performance. Note
that we tested various SMOTE variants in their default settings and there are
other parameters to play with. Thus, a deeper investigations might help identify
few candidates better suited for SCA application. Moreover, testing oversampling with more datasets could lead to better insights.
Acknowledgements. We gratefully acknowledge the support of NVIDIA Corporation with the donation of the Titan Xp GPU used for this research. The
authors acknowledge the support from the ’National Integrated Centre of Evaluation’ (NICE); a facility of Cyber Security Agency, Singapore (CSA).
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Variants of Oversampling Techniques (SMOTE
Variants)

Two approaches were already introduced in [16] (SMOTE and SMOTE-ENN).
However, there are currently 85 variant of SMOTEs referring to [8]. To the best
of our knowledge, the investigation for effectiveness of these schemes has not
been properly conducted in terms of SCA.
The variant SMOTEs in Table 2 have developed to overcome the bias for
imbalanced data for DL context. As mentioned previously, only SMOTE and
SMOTE-ENN are utilized in [16]. Although the performance of SMOTE in [16]
is better, many variant SMOTEs have not been utilized. Moreover, they mentioned that the role of SMOTE and SMOTE-ENN is to only increase the number
of minority instance. However, in general, the oversampling techniques can be
further used as compared to previous suggestion. Naturally, these techniques
can be used beyond HW/HD model, because the data might be biased in practice. As such, variant SMOTEs provide benefit as preprocessing tool, which help
smoothing the distribution of the data.
Moreover, as mentioned earlier, these techniques are worth investigated in
the context of SCA, because there are several advantages offered by SMOTE
variants, such as the change of majority and noise removal. Among 85 variant
SMOTEs, we have conducted preliminary investigation on their effectiveness and
only reported those who are quite successful for SCA.

B

Results for all oversampling techniques against
AES RD and ASCAD(desync=100)

The legend of Figures 3 and 4 is referred to Figure 5.
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Fig. 3: Result for variant SMOTEs and DA against AES RD
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Scheme
SMOTE TomekLinks

SMOTE ENN

Borderline SMOTE1

Borderline SMOTE2

ADASYN

AHC

LLE SMOTE

distance SMOTE

SMMO

polynom fit SMOTE

Stefanowski

ADOMS

Safe Level SMOTE

MSMOTE

DE oversampling

SMOBD

SUNDO

#Training
2787
3342
26568
31897
38
1142
204
9569
5013
5000
45010
46257
5013
5000
45010
46257
9972
9946
89698
89698
54
206
462
1709
5013
5126
45010
46257
5013
5126
45010
46257
5000
5126
45010
46257
5013
5135
45151
46208
4973
4857
44845
43722
5013
5126
45010
46257
5001
5006
45001
45036
5000
5000
45010
4257
5013
5065
45010
46257
5013
5126
45010
46257
2501
2515
22502
22548

Scheme
MSYN

SVM balance

TRIM SMOTE

SMOTE RSB

ProWSyn

SL graph SMOTE

NRSBoundary SMOTE

LVQ SMOTE

SOI CJ

ROSE

SMOTE OUT

SMOTE Cosine

Selected SMOTE

LN SMOTE

MWMOTE

PDFOS

IPADE ID

#Training
5013
5126
5013
5126
45010
46257
5000
5000
45010
46257
5017
5145
45020
47514
5013
5126
45010
46257
5013
5000
45010
46257
5000
5126
5013
5126
45010
46257
5000
5000
45000
45000
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5126
45010
46257
5013
5126
45010
46257
5013
5126
45010
46257
5013
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45010
46257
5000
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45000
45000
5000
5000
45010
46257
5013
5126
45010
46257
-

Scheme
RWO sampling

NEATER

DEAGO

Gazzah

MCT

ADG

SMOTE IPF

KernelADASYN

MOT2LD

V SYNTH

OUPS

SMOTE D

SMOTE PSO

CURE SMOTE

SOMO

ISOMAP Hybrid

CE SMOTE

#Training
5013
5126
45010
46257
9985
10072
5013
5126
45010
46257
28
228
238
1939
5013
5126
45010
46257
41
180
323
3567
27
289
170
2688
5000
5000
45010
46257
5000
5000
44870
46115
5013
5126
45010
46257
5014
5129
45010
46263
5009
5127
45014
46245
5013
5126
45010
46257
5000
5000
45000
45000
5013
5126
45010
46257

Scheme
Edge Det SMOTE

CBSO

E SMOTE

DBSMOTE

ASMOBD

Assembled SMOTE

SDSMOTE

DSMOTE

G SMOTE

NT SMOTE

Lee

SPY

SMOTE PSOBAT

MDO

Random SMOTE

ISMOTE

VIS RST

#Training
5013
5126
45010
46257
5013
5126
45010
46257
5000
5000
45010
46257
5013
5126
45000
45000
5013
5126
45010
46257
5013
5126
45010
46257
54
306
322
2816
5013
5126
45010
46257
5013
5126
45010
46257
5013
5126
45010
46257
5013
5000
45000
45000
5000
5000
45000
45000
5013
5126
45010
46257
41
180
312
1559
5013
5126
45010
46257

Scheme
GASMOTE

A SUWO

SMOTE FRST 2T

AND SMOTE

NRAS

AMSCO

SSO

NDO sampling

DSRBF

Gaussian SMOTE

kmeans SMOTE

Supervised SMOTE

SN SMOTE

CCR

ANS

cluster SMOTE

NoSMOTE

11
#Training
5000
5000
1001
30133
55
330
322
50
5000
5000
45010
50
5000
5000
45000
45000
72
684
326
2713
5013
5126
45010
46257
5013
5126
45010
46257
5013
5126
45010
46257
5013
5126
45010
46257
5014
5135
45000
46208
5014
5126
45000
46257
5014
5126
45010
46257
5000
5000
45000
45000

Table 2: API function list for variant SMOTEs in [8]. Table reports the number
of training set for AES RD(256 classes), AES RD(9 classes), ASCAD(256 classes),
and ASCAD(9 classes), respectively after applying each oversampling techniques.
‘-’ indicates that we do not perform its oversampling techniques due to the time
limit.
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Abstract. Along with the importance of safety, an IDS has become a significant task in
the real world. Prior studies proposed various intrusion detection models for the UAV. Past
rule-based approaches provided a concrete baseline IDS model, and the machine learningbased method achieved a precise intrusion detection performance on the UAV with supervised
learning models. However, previous methods have room for improvement to be implemented
in the real world. Prior methods required a large labeling effort on the dataset, and the model
could not identify attacks that were not trained before.
To jump over these hurdles, we propose an IDS with unsupervised learning. As unsupervised
learning does not require labeling, our model let the practitioner not to label every type of
attack from the flight data. Moreover, the model can identify an abnormal status of the UAV
regardless of the type of attack. We trained an autoencoder with the benign flight data only
and checked the model provides a different reconstruction loss at the benign flight and the
flight under attack. We discovered that the model produces much higher reconstruction loss
with the flight under attack than the benign flight; thus, this reconstruction loss can be utilized
to recognize an intrusion to the UAV. With consideration of the computation overhead and
the detection performance in the wild, we expect our model can be a concrete and practical
baseline IDS on the UAV.
Keywords: Unmanned Aerial Vehicle · Intrusion Detection System · Unsupervised Learning
· Autoencoder

1

Introduction

The Unmanned Aerial Vehicle (UAV) is a promising future technology due to its various applications.
The UAVs can deliver packages or medicines at the urgent medical circumstances, or ship goods and
products rapidly in the urban areas [9]. Although the UAVs provide a wide range of benefits to
the society, however, concerns on the safety and security still exist [5]. If the UAV’s communication
signals are intruded, UAVs without appropriate control might cause a severe problem. UAVs under
attack might not be able to come back to their base station, or they could fail to land on the safe zone
under the emergency. Along with the safety concerns, it has become a significant task to identify
whether the UAV is intruded or not; thus, an intrusion detection system (IDS) has emerged into the
academia and the industry.
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An IDS is a security technology that recognizes an intrusion into the computer system [3]. An
IDS on the UAV especially recognizes abnormal patterns or unauthorized activities at the UAV
by analyzing activity logs [5]. As the IDS can identify abnormal UAV activities during the flight,
several studies it has been researched from the past. The first approach of the IDS on the UAV was
a rule-based model. Prior studies analyzed the pattern of UAVs during the flight under attack, and
extracted features which describe an abnormal status. The proposed rule-based models achieved a
concrete baseline of the IDS on the UAV; however, the model performance was not precise enough
to be deployed in a real world. If an abnormal pattern of the UAV is not identified by the detection
rules, the proposed models could not recognize the status as an intrusion. Thus, it has become an
essential task to increase the detection performance at various types of attacks.
To improve the limit of prior studies, a detection model with machine learning models have
been proposed. Numerous machine learning models precisely learn the pattern of UAVs during the
flight; thus, presented machine learning-based models achieved a significant detection performance.
Although proposed models improved the detection performance from the past, there existed a labeling problem. As prior approaches leveraged supervised machine learning models, a practitioner
must provide a well-labeled training data into the model. Under supervised learning, the practitioner
should collect and label the flight data under attack, and this data collection process accompanies an
enormous cost and effort. Furthermore, a detection model with supervised learning cannot identify
non-trained patterns of attack. If a malicious intruder performs non-trained attacks into the UAV,
the IDS cannot identify the attack; thus, we analyzed the IDS on the UAV should be implemented
without supervised learning.
In this study, we propose a novel IDS for UAVs leveraging unsupervised learning. We presented
a series of analyses to extract features from the raw log data and how we transformed it into an
effective form. We designed the detection model with an autoencoder, a deep neural network of
unsupervised learning, and trained the model with the benign flight data only. Lastly, we validated
the model precisely recognizes two types of attack (DoS attack, GPS Spoofing attack) from the
benign status. Throughout the study, key contributions are described below:
– We designed an intrusion detection model leveraging unsupervised learning with the benign
flight data only; thus, our approach reduces a labeling effort.
– The proposed intrusion detection model effectively recognized the difference between the benign
flight and the flight under two types of attack: DoS attack and GPS Spoofing attack.
– Our study illustrated a series of analysis to produce essential features from raw log data, and
extracted features can be applied into the common UAVs.

2

Literature Review

Researchers have proposed various IDS approaches on the UAV. Prior works can be categorized into
two streams as shown in Table 1: a rule-based approach and the machine learning-based approach.
Mitchell and Chen [8] analyzed attackers’ behaviors according to their recklessness, randomness,
and opportunistic characteristic and derived a set of behavior rules to identify attacks on the UAV.
The proposed model achieved a promising detection accuracy. Moreover, it provided the capability
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Table 1. Prior researches of the IDS on UAVs

Intrusion Type
Key Model
Reference
SYN Flooding, Password Guessing,
Behavioral Rules
[8]
Buffer Overflow, Scanning
Rule-based
Spoofing, Gray/Blackhole Attacks
Hierarchical Scheme
[12]
Approach
False Information Dissemination, Jamming
Constant Flash-Crowd Attack
Spectral Analysis
[14]
Progressive Flash-Crowd Attack
SYN Flooding, Password Guessing,
PSO-DBN
[13]
Machine Learning
Buffer Overflow, Scanning
Approach
Spoofing, Jamming
STL and SVM
[2]
Spoofing
SVM
[10]
Category

to adjust detection strength, which allowed them to trade false-positive and false-negative rates. Sedjelmaci et al. [12] designed rule-based algorithms for five most lethal attacks to UAV network. They
investigated how each attack impacted the network indicators, such as the signal strength intensity
(SSI) or the number of packets sent (NPS). Four rule-based detection models were implemented, and
they showed a precise detection ability with low false positives in a simulated environment. Zhang et
al. [14] suggested an IDS as a hybrid model of spectral analyses. They used wavelet analysis to leverage spectral characteristics of the network traffic. They also proposed a controller and an observer
tracking the traffics of the attacker to establish a precise IDS on the UAV. However, rule-based
approaches were not sustainable in a different environment. Proposed methods could not sustain
its detection performance when the platform or the system configuration changes. If the UAV gets
updated, several rules might not be suitable for the new system. Furthermore, the detection model
necessitates a more precise performance to be implemented in the real world.
To overcome the drawback, several studies applied machine learning models to detect intrusions
on the UAV. Tan et al. [13] applied a Deep Belief Network (DBN) with Particle Swarm Optimization
(PSO). They interpreted an intrusion detection task as a massive and complicated problem. They
trained a classifier with the DBN and utilized the PSO optimizer to obtain an optimal number
of hidden layer nodes for the classification. DBN-PSO effectively leveraged the machine learning
model and showed a significant performance rather than prior approaches. Arthur [2] discovered
the connection of the UAV often became intermittent and left a non-linear log data. The model
employed a Self-Taught Learning (STL) to gain a set of features from the flight data and utilized
the Support Vector Machine (SVM) as a classifier. The proposed IDS verified its efficiency with a
significant detection performance. Panice et al. [10] utilized a SVM on the estimated state of the UAV
to detect GPS spoofing attacks on UAVs. They utilized estimated states of the UAV as key features
and classified the UAV status into two cases: safe status and unsafe. They achieved a promising
intrusion detection performance through the binary classification of safe status and unsafe status.
The machine learning approaches demonstrated their efficacy in many studies, but they accompanied the limit of supervised learning. As proposed machine learning approaches employed supervised
learning models, the practitioner must provide a well-labeled data at the training phase. In the con-
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text of the IDS on the UAV, labels indicate whether the flight data is benign or under attack,
and the type of attack techniques. However, labeling every flight data requires an enormous effort
and the cost. Furthermore, an IDS with supervised learning cannot recognize attacks that were not
trained before. As the supervised learning models can only identify learned attacks, the IDS might
be neutralized with an unseen attack into the system.
Considering analyzed drawbacks of both rule-based and machine-learning-based approaches, we
propose an IDS on the UAV with unsupervised learning. As unsupervised learning does not necessitate solid labels during the model training, it reduces the burden of labeling cost to the practitioner.
Furthermore, unsupervised learning enables the model to detect various intrusions that are not labeled or not pre-known. The following sections further provide a detailed description of how we
designed an IDS on the UAV leveraging the efficacy of unsupervised learning.

3
3.1

Proposed Methodology
Dataset

Description We utilized Hardware-In-The-Loop (HITL) UAV DOS & GPS Spoofing Attacks on
MAVLINK dataset [7] on the experiment. The dataset contains system logs along with the simulated
flight. These system logs are collected under the simulated environment, which follows standard
jMAVSim setup. The dataset contains system logs at the UAV under three circumstances described
below:
– Benign Flight: A log data during the flight without any attacks on the system
– DoS Attack: A log data during the flight with Denial-of-Service (DoS) attack for 11 seconds
– GPS Spoofing Attack: A log data during the flight with GPS Spoofing attack for 28 seconds
Our key takeaway of the study is utilizing the benign flight data only at the model training stage,
and whether the trained model can recognize the intrusion unless attacks are not trained before. As
the dataset includes both the benign flight and the flight under attacks, we analyzed we can utilize
the dataset to train the model with the benign flight and validate the model with logs under two
attacks: DoS attack and GPS Spoofing attack.
Ground-truth confirmation We confirmed the ground-truth of the dataset by checking the timestamp of the log data. As HITL DOS & GPS Spoofing Attacks dataset provides a particular timestamp
of attack, we labeled the log between attack start time and the attack end time as the flight under
attack. The log from the benign flight does not contain both attack start time and the attack end
time as the flight does not include any intrusions to the system. Detailed timestamps are described
in Table 2.
3.2

Feature Extraction

The dataset contains a wide range of features related to the UAV. These features are written in a
system log to record the status of the UAV during the flight. We categorized every features of the
dataset into five types as summarized in Table 3.
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Table 2. Particular timestamps of the dataset
Dataset
Flight Start Time Attack Start Time Attack End Time Flight End Time
Benign Flight
14:00:52
14:25:50
DoS Attack
15:29:06
15:54:09
15:54:20
15:55:09
GPS Spoofing Attack
15:58:19
16:24:14
16:24:42
16:26:25

Table 3. Five categories of features in the dataset
Category
Location

Description
A set of features related to the location of the UAV. A particular coordinates
of the location is described along with the Global Positioning System (GPS).
Position & Orientation A set of features related to the position and the orientation of the UAV.
Internal Measurements A set of features extracted from the Internal Measurement Units (IMUs).
System Status
A set of features related to the system management such as on-board sensors.
Control
A set of features illustrating an input toward the actuator to move the UAV.

From the five categories of the feature, we extracted features that can effectively recognize abnormal patterns of the UAV during the flight under attack. We established two rules for feature
extraction. First and foremost, we considered a hardware generality to select the category of the feature. Furthermore, we investigated sensor stability to choose particular features under the category.
A detailed explanation is elaborated below.
Hardware Generality We analyzed features shall exist regardless of the type of the UAV; thus,
we extracted features related to the geographic properties and physical properties. One of the key
takeaways of our study is a generality; that our models can be easily established regardless of the
hardware. If a particular feature exists only at our employed UAV, the proposed model cannot
be utilized at other types of UAVs. Therefore, we excluded every unique feature which only exists
at our UAV (MAVLINK). For instance, we excluded features in a control category as the control
input varies along with the hardware. As an input toward the actuator differs from the hardware
configuration, we analyzed features in the control category that cannot be widely utilized. Instead,
we selected features related to the geographic properties and physical properties as we intuitively
inferred most UAV systems measure these properties during the flight. Therefore, we employed
features in a geographic category - location - and physical category - position & orientation, internal
measurements, and system status.
Sensor Stability We inferred selected features should not be frequently lost during the flight;
therefore, we employed features that do not contain any failure from the sensor. The absence of a
particular feature causes damage to the model. If a particular feature contains any missed values,
this feature exercises a negative influence on the model training and inference. Moreover, a feature
without any changes can blur the pattern of UAVs during the flight. The model should learn unique
characteristics of benign flight; however, a tranquil feature without any changes would blur these
characteristics. Therefore, we established two conditions described below and dropped every feature
under any of the illustrated conditions.
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– Missing Value: A feature contains any missing values during the flight at both benign flights
and the flight under attack (i.e., Null)
– Tranquil Value: A feature only includes the same value without any changes at both benign
flights and the flight under attack

By considering the aforementioned hardware generality and the sensor stability, we extracted
features from the dataset. The used features are described at the Table 4.

Table 4. Features used in the analysis
Feature Name
Latitude
Longitude
Altitude
EPH
EPV
Velocity
Course Over Ground
Position & Orientation Local Position (x,y,z)
Category
Location

IMUs

System Status

Ground Speed X
Ground Speed Y
Ground Speed Z
Roll
Pitch
Yaw
Roll Speed
Pitch Speed
Yaw Speed
Relative Altitude
Local Altitude
Quaternion (1,2,3,4)
Acceleration (x,y,z)
Angular Speed (x,y,z)
Magnetic Field (x,y,z)
Absolute Pressure
Pressure Altitude
Temperature
Air Speed
Heading
Throttle
Climb Rate

Description
A value of latitude from the virtual GPS system
A value of longitude from the virtual GPS system
A value of altitude from the virtual GPS system
A hotizontal dilution of the position at the virtual GPS system
A vertical dilution of the position at the virtual GPS system
A ground speed at the virtual GPS system
A direction of the movement recorded in the angular degree
Local position of the UAV in the local coordinate frame
along with the axis x,y,z, respectively
Ground X speed toward the latitude, positive north
Ground Y speed toward the longitude, positive east
Ground Z speed toward the altitude, positive down
A roll angle
A pitch angle
A yaw angle
An angular speed at the roll
An angular speed at the pitch
An angular speed at the speed
An altitude above the home position
An altitude in the local coordinate frame
Quaternion component of w,x,y,z, respectively
An acceleration at axis x,y,z, respectively
An angular speed around axis x,y,z, respectively
A value of magnetic field at at axis x,y,z, respectively
An absolute pressure at the UAV
A value of the altitude calculated from the pressure
A temperature of the battery
Current indicated airspeed
Current heading in a compass units scaled in 0 to 360
Current setting of the throttle scaled in 0 to 100
Current level of the climb rate
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Feature Engineering

Although we extracted essential features from the dataset, we figured out two obstacles to provide
the data into the model: Different scales of each feature and different periods of each feature. A
different scale and periods of each feature cause a negative influence at training deep neural networks.
We mitigated these two obstacles with the following feature engineering steps: Feature scaling and
timestamp pooling.
Feature Scaling We transformed the values of each feature under the same scale. As each feature
has a different magnitude of the scale, a deep neural networks-based model would get confused easily
when it optimizes parameters. If several features have much larger value than other features, the
loss cannot be minimized along with the training steps; thus, it creates an obstacle at the model
training. By applying the scaling function elaborated in Equation (1), we scaled each feature under
the same scope and mitigated different scales of each feature.
Xscaled =

Xi − M in(Xi )
M ax(Xi ) − M in(Xi )

(1)

Timestamp Pooling We unified the length of each feature through the timestamp pooling. Following the characteristic of UAV, each feature is recorded in a different period, as visualized in Fig.
1. (a). Referring the Fig. 1. (a), Feature A, B, and C have different periods of data recording under
the same time window. When we transform these features during a particular time window, the
length of feature vectors varies. During the same time window, the number of data points at each
feature is 6, 4, 2 for Feature A, B, C, respectively. As the intrusion detection system identifies the
attack per timestamp, a different number of data points during the same time window become an
obstacle against the model training. We interpret that each feature necessitates a transformation
process with the same number of data points during the fixed time window.
To fulfill this requirement above, we applied a timestamp pooling, which is selecting a single value
from the values during a fixed time window. We randomly sampled a single value from each feature,
and inferred randomly-selected value can be a representative value during the fixed time window.
We set the time window as 500 milliseconds and applied a timestamp pooling to every feature.
If we apply the timestamp pooling at the example as mentioned earlier, the result is displayed in
Fig. 1. (b). Each feature has a single value during 500 milliseconds; thus, each feature’s length has
become unified. Therefore, we mitigated a different period of each feature by applying the timestamp
pooling.
Throughout two feature engineering processes, we transformed raw log data into the trainable
feature vector. The feature vectors have the same scope of scale and the same length; thus, we
analyzed deep neural networks based model can effectively learn the pattern of the UAV.
3.4

Unsupervised Intrusion Detection Model

Our key intuition of the intrusion detection model is training the autoencoder to learn the dynamics
of benign flights only. Then, the autoencoder trained only with benign patterns generates a low
reconstruction loss toward the benign flight and high reconstruction loss with the flight under attack.
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(a) Before timestamp pooling

(b) After timestamp pooling

Fig. 1. Timestamp Pooling

Autoencoder The autoencoder is a deep neural network which learns the representation of feature
vectors by iterating an encoding phase and a decoding phase. The encoder optimizes its parameters
to find effective representations of feature vectors while the decoder optimizes its parameters to
reconstruct the original input vector from the created representation [11]. A loss function of the
autoencoder is defined as the difference between the original input vector and the reconstructed
input vector. The autoencoder optimizes its parameters to minimize the loss; thus, a well-trained
autoencoder reconstructs the input vector without much loss. In this study, we employed a linear
autoencoder in which the encoder and the decoder are designed with linear neurons, and the activation function as ReLU function [1]. For a clear elaboration of the model, we described a single
layer of the encoder, single layer of the decoder, reconstruction loss (loss function), and the objective
function at (2), (3), (4), and (5), respectively.
Encoder : e(x) = ReLU (Wenc x + benc )

(2)

Decoder : d(r) = ReLU (Wdec r + bdec )

(3)

Loss : L(x, y) = ||fθ (x) − y||2 wherefθ (x) = dn (en (x))

(4)

θ∗ = argminθ (

X

L(x, y))

(5)

x∈D

Modeling A key intuition of our detection models is as follows: The linear autoencoder densely
trained only with benign feature vectors would produce small reconstruction loss at benign flights,
but generate large reconstruction loss at abnormal flights under attack. To leverage the efficiency of
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unsupervised learning, we provided feature vectors from benign flights only. Note that there were no
labeled feature vectors from the flight under attack at the training stage. We ‘densely’ trained the
autoencoder with the benign feature vectors only, then the parameters are optimized to reconstruct
patterns from the benign flight. In other words, a well-trained autoencoder reconstructs benign
feature vectors without much loss. On the other hand, the trained autoencoder will produce larger
reconstruction loss with feature vectors under attack. As the autoencoder did not learn patterns of
the attack, parameters are not optimized to feature vectors under attack; thus, the model produces
a large reconstruction loss. Following the aforementioned intuition, we inferred the difference in
reconstruction loss could be utilized to recognize the intrusion. If the data point from a particular
time window records a large reconstruction loss, we can identify the existence of intrusion. Along
with the experiments described in a further Section, we proved the trained autoencoder generates
small reconstruction loss with benign feature vectors while it produces large reconstruction loss at
feature vectors under attack.

4

Experiment

Our experiment’s objective is to validate whether the proposed methodology effectively recognizes
the intrusion from the benign flight. Throughout the experiment, we aimed to validate two key
takeaway. First, we checked whether the trained model provides a larger reconstruction loss during
the flight under attack rather than the benign flight. Second, we explored the difference between
reconstruction losses from both the benign flight and the flight under attack. The following contents
describe how we configured the experiment, and the experiment results showed the proposed model
can be utilized to detect intrusion on the UAV.
4.1

Setup

We leveraged three log data (benign flight, DoS attack, and GPS Spoofing attack) from the dataset.
As our approach highlights the advantage of unsupervised learning, we configured the training set
only with the feature vectors from the benign flight. On the other hand, we configured two test
sets from the DoS attack log data and GPS Spoofing log data. We randomly selected a particular
timestamp as a starting point for the test set configuration, where the chosen timestamp is located
before the attack. From this starting point, we extracted every log data until the attack ends. In this
way, we configured the test set to include patterns from both benign status and the status under
attack. In other words, two test sets - DoS attack and GPS Spoofing attack - have patterns from the
benign status and the status under attack at the same time. After we set the training set and the
test set, we applied the aforementioned feature engineering process. Note that we scaled features in
the test set with the scaler used in the training set.
4.2

Experiment Result

We trained a linear autoencoder with the training set, which is composed of the benign feature
vectors only. To fit benign patterns into the model, we leveraged several techniques toward the
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model training. A batch normalization is applied toward the encoder and the decoder. We utilized
both L1 regularizer [15] and L2 regularizer [6] to evade an overfitting problem, and parameters are
optimized with Adam optimizer for an effective model training. After the model is fully trained, we
provided two test sets to the model and collected reconstruction losses. The experiment results from
the test of DoS attack, and the GPS Spoofing attack is described in Fig. 2 and Fig. 3.
Fig. 2 explains the first takeaway of our experiment. The blue part of the figure implies a reconstruction loss under the benign status, and the red part of the figure stands for the loss under attack.
We figured out the reconstruction losses excessively rise when the flight is under attack at both DoS
attack and the GPS Spoofing attack. The reconstruction loss increases in a large amount when the
feature vector from the flight under attack is provided—furthermore, Fig. 3 shows the second takeaway of the experiment is also valid. Fig. 3 illustrates a distribution of reconstruction losses at both
benign status and the status under attack. The reconstruction loss distributes such far from the
benign status at both DoS attack and GPS Spoofing attack. A significant difference implies a large
difference in a pattern; thus, we discovered our model effectively learned the dynamics of benign
patterns and recognized any abnormal patterns on the UAV. Despite a significant performance of
our model, however, we figured out a room for improvement with the consideration of real-world
deployment. Detailed contents are elaborated in the following section.

(a) Flight under DoS Attack

(b) Flight under GPS Spoofing Attack

Fig. 2. Experiment result at two simulated flights: A flight under DoS Attack and the flight under GPS
Spoofing Attack

5

Discussions

Computation Overhead First, future studies can consider the computation overhead of the proposed model. Although our model produced a precise intrusion detection result, it should accompany
small computing resources. Under the heavy computation overhead, the model cannot be deployed
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(a) Flight under DoS Attack

11

(b) Flight under GPS Spoofing Attack

Fig. 3. Reconstruction losses at both normal status and intruded status

into individual UAVs as the computing environment of the UAVs is not sufficient. If the model
requires substantial computing resources, it can be transformed into a lightweight. We expect future
studies to reduce the computation overhead by minimizing the size of feature vectors or applying
model compression techniques [4] into the proposed model.
Model Improvement in the Wild The model shall be improved with the actual flight data. As
our model is trained and validated with a simulated dataset, log data would have fewer noises rather
than the actual data. We expect an actual flight would be interfered with by various factors such
as sensor errors, climate, and electric communication environment. The model might necessitate
additional feature engineering processes to make the model learns the dynamics of benign flight. In
a future study, we would collect the actual data from the UAV in the wild and improve the proposed
model.

6

Conclusion

An IDS is one of the key factors of the UAV safety, as it can identify an abnormal status of the system
at first. Prior studies have proposed numerous approaches regarding the IDS, but they accompany
limits. The rule-based models could not precisely recognize attacks during the flight. Moreover, the
machine learning-based models required a great effort on data labeling, and the model could not
recognize the attack which was not trained. These limits were a room for the improvement to build
a practical IDS on the UAV.
We presented a novel IDS on the UAV to improve the limits of previous studies. Our study proposed an IDS leveraging an autoencoder, a deep neural network of unsupervised learning. Throughout
the study, we presented a series of analyses to extract features from the raw UAV flight data. Furthermore, we trained the model only with the benign flight data and validated the model effectively
recognize DoS attacks and GPS Spoofing attack though these patterns are not trained. Our model
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with the unsupervised learning provided two advantages. First, the model does not necessitate a
heavy effort on data labeling. Second, our model can identify attacks during the flight, although the
model did not learn the dynamics of the flight under attack. We expect our study can be a concrete
base in the pursuit of safe utilization of UAVs in the real world.

7

Acknowledgement

This work was supported by Institute of Information & communications Technology Planning &
Evaluation (IITP) grant funded by the Korea government (MSIT) (No.2018-0-00232, Cloud-based
IoT Threat Autonomic Analysis and Response Technology).

References
1. Agarap, A.F.: Deep learning using rectified linear units (relu). arXiv preprint arXiv:1803.08375 (2018)
2. Arthur, M.P.: Detecting signal spoofing and jamming attacks in uav networks using a lightweight ids.
In: 2019 International Conference on Computer, Information and Telecommunication Systems (CITS).
pp. 1–5. IEEE (2019)
3. Biermann, E., Cloete, E., Venter, L.M.: A comparison of intrusion detection systems. Computers &
Security 20(8), 676–683 (2001)
4. Cheng, Y., Wang, D., Zhou, P., Zhang, T.: A survey of model compression and acceleration for deep
neural networks. arXiv preprint arXiv:1710.09282 (2017)
5. Choudhary, G., Sharma, V., You, I., Yim, K., Chen, R., Cho, J.H.: Intrusion detection systems for
networked unmanned aerial vehicles: a survey. In: 2018 14th International Wireless Communications &
Mobile Computing Conference (IWCMC). pp. 560–565. IEEE (2018)
6. Cortes, C., Mohri, M., Rostamizadeh, A.: L2 regularization for learning kernels. arXiv preprint
arXiv:1205.2653 (2012)
7. El-Khatib, J.W.T.S.O.M.A.A.K.: Hitl uav dos & gps spoofing attacks (mavlink) (2020).
https://doi.org/10.21227/00dg-0d12, http://dx.doi.org/10.21227/00dg-0d12
8. Mitchell, R., Chen, R.: Adaptive intrusion detection of malicious unmanned air vehicles using behavior
rule specifications. IEEE Transactions on Systems, Man, and Cybernetics: Systems 44(5), 593–604 (2013)
9. Pajares, G.: Overview and current status of remote sensing applications based on unmanned aerial
vehicles (uavs). Photogrammetric Engineering & Remote Sensing 81(4), 281–330 (2015)
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Abstract. In this paper, we have developed a tool to perform an analysis for all APIs over an APK and all APIs of every versions of Android,
to solve problems of overfit in machine-learning-based malware classification. The tool is Java-based software consisting of approximately 2,000
lines, performing frequency analysis for the entire API or performing frequency analysis based on the decompiled APK. For frequency analysis,
we split all API signatures into word units and grouped them according
to their entropy, which is calculated by the the number of emergence
of each unit words. As a result, tool reduces total 39,031 methods to
4,972 groups, and total of 12,123 groups including classes. This shows
approximately 69% feature reduction rate. For classification using machine learning, 14,290 APKs from 14 different categories are collected and
trained with 10,003 APKs and tested with 4,287 APKs among them. As
a result, we got 98.83% of true positive rate and 1.16% of false positive
rate in average, with 98.8% of F-measure score.
Keywords: Feature grouping · Feature manipulation · Machine learning
· Android · Android malware · Classification

1

Introduction

The most widely used OS for smartphones and tablets in recent years is Android,
which takes part for 76% of mobile OS in 2019 [1]. And many experts expect
the continuous growth of Android platform in market share until 2023 [2]. Despite the market share of Android OS, vulnerabilities are widespread across most
categories of application [3]. According to threat report from NOKIA, Android
?
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malware samples are keep increasing since 2012 until 2019, and increased approximately 30% and more compare to previous year [4]. For Android malware,
it is difficult to analyze due to complicated source code structure and enormous
amount of resources. In order to analyze android malware, numbers of researches
are conducted and major two methods are static analysis and dynamic analysis.
While dynamic analysis is mainly based on ART environment, static analysis
aims to analyze without execute the APK. Most of static analysis methods are
based on op-code, manifest file and API calls, and nowadays researches are based
on machine learning and deep learning. To leverage machine learning for static
analysis, feature setting is one of the most important part. Previous researches
using machine learning and deep learning already discovered that too many or
too small numbers of features can be a problem [5]. If we use too many features,
it tends to cause overfitting problem to a training data, which cannot deal with
new types of data [6]. And if we use too small feature set, it tends to cause underfitting, which cannot be trained as intended [7]. To address these problems,
previous researches [8–10] suggested the methods such as feature reduction or
normalization. These methods can be used for specific categories of classification,
yet inappropriate for Android malware analysis, or even purge general features.
In this paper, we present the feature selection and grouping method for Android malware classification. This method divides each Android API name into
unit words, and groups each unit word based on entropy. This allows all APIs
within APK to be considered without generating all APIs to feature set. Finally
we evaluated our approach using 14,290 APKs from 14 categories of malware,
10,003 APKs for training and 4,287 APKs for testing. In summary, our paper
makes the following contribution:
– Analyze APIs used within Android and identify their problems.
– Analyze the feature set for Android malware categorization and its limitations in the previous study.
– Proposal of a new feature manipulation method that can consider all APIs
in Android platform for malware classification.
– Results of a machine learning based categorization to evaluate the performance of the methods presented.
The rest of the paper is organized as follow. The next section shows the
motivating example of this work. In Section 3, we describe our design. Section
4 we present the method and approaches for our work. In section 5 we evaluate
the effectiveness of the feature grouping method proposed in this paper. Finally,
section 6 shows the conclusions obtained by the experiment and discuss about
limitation with future work to be carried out.

2
2.1

Motivation
Android API Version

Android provides software development kits (SDKs) for each version, and developers can designate development environments by using them. Moreover, Android platform manages code such as version of user applications and version
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of system itself SDK through API level. Since 2008, Android releases total 29
versions from Android version 1 to 29. Android releases about three versions
per year on average, showing rapid development and distribution trends. These
characteristics also affect the development environment and user experience. For
example, for each version, they change, add and deprecate several APIs. As consequences, it leads to security policy change, or restrain existing functions.
Table 1 shows changes in the number of classes and methods of each API
level. This covered only changes from API level 14, with an average of 82 classes
added, five classes deprecated, 795 methods added, and 30 deprecated. Compare
to total 39,031 numbers of APIs, this changes may seem small. However, when
we consider specific API version only, we may miss some of important APIs that
are changed. For example, if we target API levels with version code N, we may
consider the newly added APIs before version code O, which are 8,351 numbers
of APIs. However since version code O, 2,785 methods are newly added, and they
will be ignored for target API level. On the other hand, it is also inappropriate to
target newest version of API, due to deprecated or deleted APIs during update.
Therefore, it is inappropriate to analyze the Android APK based on a specific
version, and we should consider total APIs through versions to take differences
into account.
Table 1. Android API changes in number.
Version Code
I (API level 14 - 15)
J (API level 16 - 18)
K (API level 19 - 20)
L (API level 21 - 22)
M (API level 23)
N (API level 24 - 25)
O (API level 26 - 27)
Total

2.2

Class
Added Deleted
87
2
134
6
107
0
246
21
130
7
200
24
243
10
1,147
70

Method
Added Deleted
641
23
1,561
100
836
26
2,532
76
36
93
2,745
38
2,785
63
11,136 419

Feature Selection

Previously, many researches were conducted to create a feature through data
such as permission and version codes within AndroidManifest.xml as well as
API [11, 12]. However, these researches target only certain API levels and did
not consider changes from earlier or later versions’ APIs, making it difficult to
consider the characteristics of all versions of APK. In addition, it was found that
the false negative rate was high that it reached over 17.3% when considering API
only without manipulate the features.
On the other hand, among existing researches, we were able to find researches
that generate features from API and permission, and manipulate for better per-
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formance [13, 14]. They generate a feature set and then manually analyze it to
select specific features, which are not guaranteed to consider all API characteristics. These researches also considered only certain functions and their APIs,
and cannot respond if malicious apps with different behaviors emerge or if the
signature of those APIs changes. In addition, there is research that takes similar
approach with this paper [15], that split the list of permissions and APIs used in
APK to a list of unit words, and manipulated the feature. However this research
has same limitation as previous researches due to criteria to select the main unit
word were chosen empirically.

3

Related works

Previously, many works focused on detecting or classifying Android malware
based on machine learning or deep learning [16–18]. As proposed in those works,
in order to apply machine learning and deep learning on purpose, the popular
way to generate feature is using signatures and permissions. However, Android
platform provides over 39,000 numbers of APIs currently, so considering all those
APIs as feature is way to huge, so other works tried to reduce the feature set
[15, 19, 20].
Feature selection method is one of the most commonly used methods for
feature reduction in the area of Android malware detection or classification.
Although most of these methods have their own way of selection such as ranking
APIs used primarily in training data, it has not been proven whether the criteria
for selection is correct. While training the model, those feature selection method
may exclude some of APIs that are used less frequently, but decisive API to
detect or classify the Android malware.

4

System Design

To automatically group the features and perform the Android malware classification, we design the system as shown in Fig. 1. Architecture is mainly divided in
two parts, One for preprocessing part and the other is machine learning part. In
preprocessing part, system requires full API list of every version, and categorized
APK data to train the model. From the API list collected, we split each API’s
signature, and store them as a form of unit word array. As each API’s signature
has been split into words, we can calculate the frequency of each word for every
word array of every APIs. This step is called frequency analysis step, and in
this step we choose the root word for API that is most unpopular (has smallest
frequency) in word frequency map. In the end, we obtain mapping between API
and its root word.
Meanwhile, categorized APKs will be decompiled and APIs used in each
APK will be collected individually. For those collected APIs, we match each
API to API - root word map and the APIs will be converted into root word with
frequency. This is API – root word matching step, and final result of this step
is grouped feature data set which will be the training data for our classifier.
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After generate the feature data set from preprocessing step, next part will
perform machine learning against collected training data. For all the data collected, we will test with different machine learning algorithms and compare the
result with each other’s.

Preprocessing part
Android API
for every versions

Frequency
analysis

Machine learning part

API-root word data
API-root word
matching

Grouped feature data
for categorized APKs

Classifier

Decompiled
API information
Training for dataset
Categorized APKs

Fig. 1. Overall system design (analysis pipeline)

5
5.1

Feature Generation And Grouping
Feature Map Generation

For feature map generation, we collected all the APIs of each version from 1 to
29. Based on the list of APIs, we generated the feature map, which is consists
of root word and corresponding APIs. All features are mainly based on feature
map, and will be collected for all the target APKs. Fig. 2 presents the algorithm
to generate feature map.
Algorithm is consists of 3 steps, and finally output the feature map of all
APIs. First step is about splitting the API signature into word array to obtain word map. For all the APIs, method name will be split into word array by regular expression. By the code convention of JAVA, Android’s method
name follows camel case. In this reason, it is possible to get the array of unit
words by split with capital letters. For example, numberToCalledPartyBCD from
android.telephony.PhoneNumberUtils has 5 unit words, which are number, to,
called, party, BCD. In this case, BCD should be treated as 1 unit word. In order
to satisfy this condition, regular expression with pattern
(?<!(^|A-Z]))(?=[A-Z])|(?<!^)(?=[A-Z][a-z])
will be used, so that we can consider the unit word with continuous capital
letters.
Second step is calculating the frequency and generate word map of words.
In this step, we gather all the unit word array of signature from step 1, and
accumulate the frequency by counting the emerge of each word. It is slightly
different from feature map, and feature map will be generated with frequency
map. Frequency map provides the information of popularity of each API.
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Fig. 2. Algorithm for feature map generation

In final step, we get the root word from each API and store it in a form of
map. We call this map the feature map. This step is performed after second step
is completely over.
From frequency map and word array of each API, root word will be selected
with the most unpopular word from word map. This is due to information gain
and entropy, that when a low-probability event occurs, the event carries more
information than when the data source produces a high-probability value.
As final step is over, we obtain the feature map that can reproduce the API
signature into a single word. And by the nature that we generate the features
with unit word in lowest probability, generated features will have maximum
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information with grouped root words. With this feature map, we were able to
group 39,031 APIs from all versions into 5,086 numbers of root words.
5.2

Feature Grouping

Feature grouping step is much more simple than feature generation step. Firstly,
for all the target APKs collected, we decompile them to get a API usage map
over all the APIs. For 39,031 numbers of total APIs, each API with number of
emergence will be counted. And for the APIs that are not exist will be counted
as zero. This will be the initial feature set, and will be manipulated.
For manipulation, we use feature map generated from previous step. Each
of API that emerged more than once will be recalculated according to a feature
map. Fig 3 depicts this process. Finally, to avoid the situation that same method
names from different class to be treated as one, we added the part of class name
to distinguish each. As we added the part of class name to the duplicated method
names, we obtained feature set with 12,123 numbers of features which is 69%
smaller than original.

API

API

Frequency

android/app/ActivityOptions: Landroid/os/Bundle
toBundle()

Unit word

1

Bundle
java/util/ResourceBundle$Control: Ljava/lang/String
toBundleName(Ljava/lang/String;Ljava/util/Locale)

0

android/net/sip/SipAudioCall: void toggleMute()

4

Unit word

Frequency

Bundle

1

Toggle

4
...
4

Resolve
Toggle

android/view/inputmethod/InputMethodSession: void
toggleSoftInput(II)

0

...

...

android/accessibilityservice/AccessibilityServiceInfo:
Landroid/content/pm/ResolveInfo getResolveInfo()

3

android/content/pm/PackageManager: Landroid/content/
pm/ResolveInfo resolveService(Landroid/content/Intent;I)

1

java/io/ObjectInputStream: Ljava/lang/Class
resolveProxyClass([Ljava/lang/String)

0

Resolve

(a)

(b)

(c)

Fig. 3. Procedure of converting API frequency map into root word frequency map. (a)
shows API frequency map which is from single APK and used to be initial feature for
machine learning. (b) table is API – root word relationship map that groups API to
root word. (c) According to API – root word map, API can be grouped as root word
– frequency relationship map

5.3

APK Decompile and Preprocessing as Data

To collect the API from APK, firstly we have to decompile the APK. There are
several existing tools for APK decompiling, such as APKTool [21], AmanDroid
[22]. To take the advantage of modification, we decided to utilize Soot [23],
analyze and optimization framework for Java. Soot supports the function to
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convert bytecode of APK into Java-readable data, so that we can read and
manipulate as we intend. For these reasons, our tool is built on top of the Soot
framework.
For further analysis, our tool output the decompiled result as a form of Json
and store it. After we decompile all the given APKs, we read all the results again
and analyze on them. Before this step we already have API – root word map for
all versions of API. Therefore we match all the APIs declared in each APK and
reproduce them as a frequency of root word. Final results will be stored as CSV
format, which is one of input format for WEKA [24] library.

6

Evaluation

For evaluation, we collected 14,290 numbers of each different 14 categories.
Source of APK is AMD dataset [25], which contains 24,553 samples. As training
data should be enough and bigger the better [26], among the samples we selected the categories that has more than 100 APKs. Each portion for categories
are depicted as Fig 4.

Fig. 4. Number of APKs for each category

6.1

Preprocessing for Data

Before using machine learning algorithm for building a classifier, we have to process the original API call data into a form grouped feature dataset. As mentioned
in section 4, we applied entropy rule to get dataset with highest information
value. Meanwhile, we had to prove that this entropy based feature grouping has
best performance than other strategy, such as reverse-entropy that arrange the
word map from highest frequency and group the feature from it. Therefore we
decided to process the data into three different type, ORI, ENT and RENT,
which represent original, entropy-based and reverse-entropy-based grouped features respectively. Original here means the feature produced from 39,031 numbers of APIs with its frequency. As ORI type feature set has too huge dimension,
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we visualized grouped feature sets, and the results of each strategy are depicted
as Fig 5. As we can see from visualized results of each strategy, ENT data seems
much more diverse than RENT data. RENT data is biased to some or one of root
word, and some data has high value regardless of category. This is because when
we choose a root word for each APIs, some of words that has high frequency will
group almost all the APIs, and in the end it will produce API - root word map
with small diversity.

(a) Airpush
(a) Airpush

(b) Bankbot
(b) Bankbot

(c) Dowgin
(c) Dowgin

(d) DroidKungFu
(d) DroidKungFu

(e) FakeInst
(e) FakeInst

(f) Fusob
(f) Fusob

(g) GingerMaster
(g) GingerMaster

(h) Jisut
(h) Jisut

(i) Kuguo
(i) Kuguo

(j) Mecor
(j) Mecor

(k) RuMMS
(k) RuMMS

(l) SimpleLocker

(l) SimpleLocker

(m) SmsKey

(m) SmsKey

(n) Youmi

(n) Youmi

Fig. 5. (Left) Visualization of entropy-based grouped features in average value, (Right)
Visualization of reverse-entropy-based grouped features in average value.

6.2

Machine learning for classification

After we refine the data, we applied machine learning for all categories. Among
14,290 samples, only 70% of samples are used as training data. Training data
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is randomly selected, and rest of the data, which takes 30% of total samples
are used as test data. Therefore, as we mentioned in the previous section, we
trained and tested using 4 algorithms, and compared the results. To compare the
result, we mainly focused on F-measure score with true/false positive rates. One
of objectives that we aimed for is reducing the false positive rates. In addition,
after we test with all 4 algorithms, we will visualize the result with the algorithm
that has highest performance and analyze based on it.
Table 2. Classification results for 4 algorithms with ORI, ENT and RENT type features.
Feature Type Algorithm
RandomForest
J48
ORI
SMO
NaiveBayes
RandomForest
J48
ENT
SMO
NaiveBayes
RandomForest
J48
RENT
SMO
NaiveBayes

TP rate
98.68%
98.58%
98.76%
89.69%
98.16%
97.53%
98.83%
93.33%
97.08%
96.20%
97.60%
90.39%

FP rate F-measure
1.32%
98.7%
1.41%
98.6%
1.23%
98.8%
10.31%
89.8%
1.84%
98.1%
2.47%
97.5%
1.16%
98.8%
6.67%
93.3%
2.92%
97.0%
3.80%
96.2%
2.40%
97.6%
9.61%
90.7%

For 4 algorithm, the results of each is shown as Table 2. While training
the model, it took about 136.34, 224.63, 112.41, 15.11 seconds respectively for
Random forest, J48, SMO, NaiveBayes. In this case, NaiveBayes seems much
effective in aspect of speed, however it took 138.81 seconds for testing while the
other’s average testing time was only 6.44 seconds. According to the results in
Table 2, as we expected, ENT type is higher in accuracy than RENT type for
every algorithms. This is because, ENT type has more diversity in RENT type,
while RENT type has been biased to some of root words. In other words, ENT
type has more diversity and rich of information.
When comparing ENT type result with ORI type result, even though number
of features has been reduced to 31%, overall accuracy has not been decreased
much. For ORI type feature set, about 0.52% and 1.05% of TP rate has been increased and only average 0.85% of F-measure has been increased for tree based
algorithms. And for SMO, it is slightly lower or same for all the metrics we
decided. Moreover, for bayes type algorithm such as NaiveBayes, accuracy decreased and false positive rate increased for 3.64%. Due to dataset to train the
model which is consists of 39,031 columns with 10,003 rows, it took about 4
times longer to train the model. With these reasons, we can see that feature
grouping contributes to overall performance.
Among the results of each algorithm, There are differences in accuracy and
false positive rates. For our dataset, each algorithm showed higher true positive
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rate has lower false positive rate. For example, Random forest and J48 algorithm
are ranked as 2nd and 3rd in performance. And as Random forest is higher in
true positive rate than J48 algorithm, Random forest shows lower false positive
rate than J48. Algorithm that showed highest accuracy with lowest false rate is
SMO, which has 98.83% of true positive rate with 1.16% of false positive rate,
and 98.8% of F-measure score. In contrast, NaiveBayes algorithm showed worst
performance with highest false rates. It showed over 6.67% of false positive rate
with 93.33% of true positive rate.
Finally, as we confirmed that SMO is best in performance, we visualized our
results of classification done by SMO (See Fig 6). In addition, SMO showed
highest performance in RENT type either, we visualized the result of RENT
type. Both with ENT type and RENT type showed massive false rate in RuMMS,
which is consists of 402 numbers of APKs. Our trained model confuses RuMMS
category APKs with BankBot category APKs. In fact, RuMMS category showed
80.3% of true positive rate, which is worst performance of all category. Since
RuMMS has similar characteristic with BankBot, they both have small number
of dataset. Therefore, when larger dataset is available, we can expect better
performance.

SMO (ENT)

SMO (RENT)

Fig. 6. (Top) SMO classification result with ENT(Entropy) based grouped feature
(Bottom) SMO classification result with RENT(Reverse-Entropy) based grouped feature
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Conclusion

In this paper, we propose new feature grouping method for machine learning
approach of Android malware classification. In our approach, we first collected
all the APIs of Android and generate the API – root word map to group the API
into smaller groups. After generating a map, we match the APIs of target APKs
to convert the APIs into grouped features, and performed machine learning based
classification and achieved 98.8% of F-measure score with 1.16% of false positive
rate.
Until now, this approach can only be applied to Android malware classification. However when we can collect the samples from other framework such as
Spring or other Java-based framework, it is possible to apply on them either.
Moreover, even though there are lot more category or family to distinguish Android malware, but it is hard work to get a dataset according to them. In order
to consider wider categories into our system, it is necessary to collect plenty of
data.
Future research directions will mainly focus on collecting as much data as
possible, and processing of the collected data. Then additional processing will
be performed if necessary, to apply the approaches introduced on our paper.
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Abstract. Recently, research on deep learning based side-channel analysis (DLSCA) has received a lot of attention. Deep learning-based profiling
methods similar to template attacks as well as non-profiling-based methods similar to differential power analysis have been proposed. DLSCA
methods have been proposed for targets to which masking schemes or
jitter-based hiding schemes are applied. However, most of them are methods for finding the secret key, except for methods for preprocessing, and
there are no studies on the target to which the dummy-based hiding
schemes or shuffling schemes are applied. In this paper, we propose a
DLSCA for detecting dummy operations. In the previous study, dummy
operations were detected using the method called BCDC, but there is
a disadvantage in that it is impossible to detect dummy operations for
commercial devices such as an IC card. We consider the detection of
dummy operations as a multi-label classification problem and propose a
deep learning method based on CNN to solve it. As a result, it is possible
to successfully perform detection of dummy operations on an IC card,
which was not possible in the previous study.
Keywords: Hiding Countermeasure · Deep Learning · Multi-label classification · IC Card · Dummy Operation

1

Introduction

Electronic devices such as smart watches, air conditioners, and refrigerators used
to perform simple manipulations have recently begun to deal with personal data
by providing a variety of features, such as being able to make phone calls by
starting to be interconnected. Accordingly, the security of these devices must
be carefully considered. Side-Channel Analysis (SCA) is the most representative
of potential attacks, and it recovers secret information using physical properties
such as power consumption [7] or electromagnetic emissions [1].
?
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Deep learning, which was not under consideration at the beginning of the
proposal, has seen rapid progress in recent years due to the advent of big data
and the gradual enhancement of computing power over the past decade. Recently, deep learning has been used in various fields such as image recognition,
speech recognition, and natural language processing. In side-channel analysis,
deep learning will also come to play an important role. Beginning with the
case of leakage characterization using multi-layer perceptron (MLP) [19], deep
learning-based SCA (DLSCA) was conducted using convolutional neural network (CNN), autoencoder, long short-term memory (LSTM), etc. [14]. Analysis
was also performed in the case of using a masking scheme and jitter-based hiding schemes [11]. In addition, a DLSCA method based on non-profiling has been
proposed recently [18].
Of the various DLSCA methods that have been studied, the majority have
been for the purpose of revealing a secret key. In the end, they mention that
they succeeded in analyzing only those targets to which the jitter-based hiding
schemes, which have relatively weak strength, were applied. To the best of our
knowledge, we haven’t seen cases of successful secret key recovery with DLSCA
for targets with dummy-based hiding schemes or shuffling scheme. Designers
intend to increase attack complexity by simultaneously using the shuffling scheme
and the random insertion of dummy operation schemes. For example, if the
designer adds up to d dummy operations to n sbox operations and apply the
2
shuffling scheme, α × (n + d) traces are needed to recover a one-byte of secret
key. Here, α is the number of traces needed to recover the one-byte secret key
when hiding schemes are not applied. However, if the dummy operations are
filtered out, the number of required traces is reduced to α×n2 . When n = d = 16,
the reduction rate is 75%, which is very dangerous. Therefore, even if the secret
key cannot be recovered from a target to which the shuffling scheme or dummybased hiding schemes are applied, there is a need for research on a method of
neutralizing them.

Our Contributions. In the previous work [10], they proposed a technique to
detect dummy operations using the method BCDC (Bounded Collision Detection
Criterion) [4]. However, in order to calculate BCDC values, it is necessary to
specify a suitable reference area, which is very empirical. So we were wondering
if there is a way to automatically distinguish dummy operations. Research has
already been conducted using CNN to detect fake face images, fake news, and
fake data transmission [15, 20, 16]. Inspired by these existing studies, we thought
that CNN could be used to detect dummy operations in side-channel traces.
In this paper, we propose a method of detecting dummy operations using deep
learning. The proposed method can detect dummy operations very well even
though it takes different devices for training and testing. In addition, this method
can detect dummy operations even for commercial devices such as an IC card,
which the previous method could not.
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Outline. The rest of this paper is structured as follows. In Section 2, Deep
Learning and Deep Learning-based Side-Channel attacks are introduced. It also
discusses hiding schemes, one of the countermeasures against side-channel attacks. Section3 covers the previous work and the proposed methodology to detect
dummy operations. We describe experiment results performed on an IC card in
Section 4 along with the experiment setup. Finally, in Section 5, we conclude
this paper and comment on future research.

2
2.1

Preliminaries
Deep Learning

Deep learning is a type of machine learning and makes computational models
consisting of multiple processing layers to learn representations of data with
multi-level abstraction [8]. Recent works have shown that deep learning successfully applied to many fields such as image recognition, speech recognition, and
natural language processing. In this chapter, we describe deep learning by taking
deep learning for data classification as an example. A neural network for data
classification is a function Net : RD → R|Z| . Net is trained to classify some data
x ∈ RD into their labels z (x) ∈ Z, where D is the dimension of the data and Z
is the set of labels.
Multilayer Perceptron A multilayer perceptron (MLP) is a kind of neural
network composed of several perceptron layers [2]. A perceptron P : RD → R
takes x ∈ RD as input and calculates the output as follows:
!
D
X
wi xi
P (x) = A b +
i=1
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Fig. 1. Multilayer perceptron of a (L + 1)-layer perceptron with D input units and |Z|
output units. The lth hidden layer contains m(l) hidden units.
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where A is an activation function, wi are weights, and b is the bias. The activation function serves to determine which neurons are triggered in each layer,
and sigmoid function, Rectified Linear function (relu), or Hyperbolic Tangent
function (tanh) are typically used.
A MLP is a neural network which is a combination of many perceptron units
organized in layers as shown in Figure 1. A MLP consists of an input layer,
intermediate layers called hidden layers and an output layer. The weights and
biases of the MLP are adjusted as learning progresses.
Convolutional Neural Network Convolutional Neural Networks (CNN) is
a type of neural network composed of a mixture of Convolutional layers and
Pooling layers [9].

input layer
output layer

Conv

Pool

Conv

Pool

Flatten

Fullyconnected

Fig. 2. Convolutional neural networks architecture.

The general structure of CNN is shown in Figure 2. The CNN architecture is
composed of a mixture of convolutional layers and pooling layers, and then fullyconnected layers are attached. The convolutional layer slides a set of filters to
apply a convolution operation to the input. The pooling layers is a nonlinear layer
that slides a window over the input and outputs a local summary, such as the
average or maximum of the input. Due to the use of shared weights and pooling
operations applied to the space during convolution, the CNN architecture has a
natural translation-invariance property.
2.2

Profiled Deep Learning Side-Channel Attacks

In 2011, Yang et al. first used an MLP to characterize the leakage model [19].
Beginning with the proposition of a secret key recovery method using a neural
network by Martinasek et al. [14], research using machine learning for sidechannel analysis has exploded. In earlier works, various pre-processing methods
such as PCA, average trace reduction, and wavelet transformation were used
[13, 5, 17]. After that, Maghrebi et al. used a random forest, autoencoder, long
short-term memory (LSTM), MLP, and CNN to reveal the secret key of the
unprotected or first-order masked AES [11].
While an MLP pays attention to numerical values in traces, a CNN focuses
on the shape of traces. Therefore, it is mainly used for image recognition that
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must be resistant to distortion. Cagli et al. first used a CNN to defeat jitterbased hiding countermeasure [3]. However, as far as we know, no results have
been applied to hiding schemes using dummy operations.
2.3

Hiding Schemes

Traditional side-channel analysis methods such as differential power analysis or
template attacks are applied to aligned side-channel traces. Attackers must process side-channel traces using pre-processing methods such as domain transformation to improve performance when the traces are not aligned. Hiding schemes
are used to artificially disrupt the alignment. Eventually, designers can break the
association between intermediate values and side-channel traces. Time-domain
de-synchronization and changing the vertical values are typical features of a hiding scheme. When the time-domain de-synchronization is applied, it is difficult
for an attacker to identify when the target operations are performed.
Random insertion of dummy operations scheme is the first approach of the
time-domain de-synchronization. This approach randomly inserts dummy operations, which are meaningless operations that are not related to encryption and
decryption, into the middle of real operations. The second method is a shuffling
scheme that randomly reorganizes the order of operations. These two methods
make an attacker hard to detect when real operations are being performed.

3

Detection of Dummy Operations

In this section, we describe the previously proposed dummy operation detection
method [10] and the method we propose. Since our method is based on profilingbased DLSCA, it explains how to make labels corresponding to profiling traces
and the model configuration used.
3.1

Detection of Dummy Operations using BCDC

In a previous study [10], they used the BCDC value [4] as a reference to detect
dummy operations. The BCDC is a measure of similarity between two groups
and is defined as follows:
σ(T1 −T2 )
1
BCDC (T1 , T2 ) = √ ×
σ(T1 )
2
where T1 and T2 denote the reference area and the target area, respectively. σ(T1 )
is the standard deviation of T1 . If a BCDC value close to zero is calculated, it
means that the two groups are similar.
An attacker sets a part of the section as the reference area T1 to determine
whether it is a dummy operation or a real operation. It does not matter if it
is actually a dummy or real operation. Then, the BCDC value is calculated by
shifting the target area T2 of the same length as T1 by one point from the start
of the trace. The attacker sequentially acquires the desired number of sections
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having the lowest value from the calculated BCDC values. The acquired sections
may be real operations or dummy operations. If these are dummy operations,
the attacker can take the sections that have not been acquired.

3.2

DLDDO

Label. For supervised learning, corresponding labels of an input trace are
needed. Models for revealing a secret key used labels as expected values such
as outputs of Sbox or its Hamming Weight values. However, the purpose of our
model is to determine if this is a real operation or a dummy operation. Moreover, there is not only one operation to judge. Therefore, we use a multi-label
classification problem. For example, if the following index of the real operations
were performed:
[2, 3, 5, 6, 8, 10, 14, 16, 17, 18, 19, 24, 26, 27, 30, 31] ,
we can construct the following 32 labels:
[0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 1, 0, 0, 0, 1, 0, 1, 1, 1, 1, 0, 0, 0, 0, 1, 0, 1, 1, 0, 0, 1, 0] .
Here, 0 means the dummy operation and 1 means the real operation.

Algorithm 1 Generate labels for dummy operation detection
Input: Index of real operations I = [i0 , i1 , . . . , i15 ] where ij ∈ {0, 1, . . . , 31}
Output: Label L = [l0 , l1 , . . . , l31 ] where lj ∈ {0, 1}
1: Initialize L to zero array
. size of L = 31
2: for j ← 0 to 16 do
3:
L [I [j]] = 1
4: return L

Algorithm 1 describes how to generate labels for dummy operation detection.
For each profiling trace, an attacker can generate corresponding labels using
Algorithm 1. Although we are going to experiment with the number of dummy
operations inserted set at 16 in Section 4, even if the number of inserted dummy
operations is variable, Algorithm 1 can be used through modification such as
setting the value of trailing labels, which are equal to the number of dummy
operations not inserted, to 0. If the number of dummy operations inserted is less
than the maximum value, we can determine whether the real Sbox operation
is performed on side-channel traces corresponding to ShiftRows or MixColumns
functions. Therefore, it makes sense to set the label value corresponding to the
ShiftRows and MixColumns part of the side-channel trace to 0 because the
ShiftRows and MixColumns part of the side-channel trace is not a real Sbox
operation, just like a dummy operation from the attacker’s perspective.
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Fig. 3. CNN model for dummy operation detection

Deep Learning Model. We use a CNN model for dummy operation detection
due to the possibility of side-channel traces being shaken. Figure 3 shows the
full construction process for our model. All convolutional layers use small sized
kernels like 2 or 3 with a stride size 1 and ”valid” padding. In order to minimize
the number of trainable parameters, this model has been constructed by using a
lot of convolutional layers and one dense layer. As the activation function, relu
and sigmoid functions are used for convolutional layers and the dense layer, respectively. The sigmoid function is used for binary classification and the softmax
function is used for multiple classification. In the multi-label classification used
in this model, since each label is used for binary classification, the activation
function of the output layer is used as the sigmoid function. The dropout ratio
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is 0.25, and He initializer is used as a kernel initializer in the dense layer. This
model has 32 output nodes. To solve the multi-label classification problem, each
node puts out the probability that the corresponding Sbox operation is a real
operation. The optimizer used is Adam [6], the learning rate is 1e-3, and the
decay rate is 1e-4. Binary cross-entropy is used as the loss function. Note that
our model is not the optimal model for obtaining the highest test accuracy.
Using the label creation method and the deep learning model described
above, an attacker can obtain the indexes on which the real operations were
performed.

4

Experiments

Algorithm 2 Pseudo code for the AES algorithm’s SubBytes function with
dummy operations and shuffling scheme
Input: RL IN[16], DM IN[16], ORD[32]
Output: RL OUT[16], DM OUT[16]
1: for i ← 0 to 31 do
2:
switch (ORD[i])
3:
case 0:
4:
RL OUT[0] ← Sbox[RL IN[0]]
5:
break
6:
case 1:
7:
RL OUT[1] ← Sbox[RL IN[1]]
8:
break
9:
10:
11:
12:
13:
14:

case 16:
DM OUT[0] ← Sbox[DM IN[0]]
break
case 17:
DM OUT[1] ← Sbox[DM IN[1]]
break

15:

end switch

. Real operation

. Real operation
..
.
. Dummy operation

. Dummy operation
..
.

In the previous work [10], we classified the implementation method of the hiding scheme using one of four types of dummy operations according to the type
of variables used in the dummy operations. We named them local variable,
global variable, separate function argument, and combined function argument. We took the target algorithm using the switch-case statement as Algorithm 2. The above four variable types were applied to DM IN and DM OUT.
In addition, the countermeasure was also presented in the previous paper. This
countermeasure is configured to select the variable index of the Sbox operation
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Algorithm 3 Pseudo code for the countermeasure [10]
Input: IN[32], ORD[32]
Output: OUT[32]
1: for i ← 0 to 31 do
2:
OUT[ORD[i]] = Sbox[IN[ORD[i]]]
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by referring to the ORD variable in which the shuffled operation order is stored
instead of using the switch-case statement as in Algorithm 3.
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Fig. 4. A power consumption trace of an IC card

The model number of our target IC card is S3FJ9SK which is made by
Samsung. The number of dummy operations used is fixed at 16, and four implementation methods are pushed on the smart card. The power consumption trace
of the implementation using local variable is shown in Figure 4. The power
consumption traces for the other three implementations are similar to Figure 4.
After measuring the trace with 500M sampling, the trace was compressed using 50 units of Raw Integration method [12]. We used two IC cards of the same
model to apply to DLDDO, our proposed method. For training the deep learning
model, 10,000 traces were collected from the profile card and 1,000 traces were
collected from the other card for testing.
4.1

Using BCDC

We attempted to detect dummy operations by setting a portion of the first Sbox
operation area as reference area T1 in the trace in Figure 4. No matter how
much the reference area was changed, dummy operations could not be detected
with a high success rate. Figure 5 shows the result of one of the attempts to

401

The 21st World Conference on Information Security Applications

10

JongHyeok Lee and Dong-Guk Han

20

2

18

1

16

1,400 1,600 1,800 2,000 2,200 2,400 2,600 2,800 3,000 3,200 3,400

BCDC value

Power consumption

D R R R DD D D R R R D R R R D D D D D R D RDD R D R R D RR

0

Point

BCDC value
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Fig. 6. Blue lines are BCDC traces of real operations and red dashed lines are BCDC
traces of dummy operations.

distinguish dummy operations using BCDC. The above graph is the power consumption trace of the SubBytes function and the graph below is the calculated
BCDC trace. For each of the 32 areas, each one is represented by R in case of
real operations and D in case of dummy operations. We set the reference area
for calculating BCDC values as part of the first dummy operation and compute
the BCDC trace. We splitted the BCDC trace into each operation, then ovelapped the pieces of operation as shown in Figure 6. However, we cannot set
any threshold to distinguish the dummy operations from the real operations. At
best, the success rate was only about 50%. The problem of determining whether
each Sbox is a real operation or a dummy operation is the same as the problem
of choosing the front or back of a coin. Therefore, if the method is not capable
of distinguishing dummy operations, the accuracy should be about 50%.
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Using DLDDO

We used a profiling card to train the neural network and a test card to check
if we could extract dummy operations from other cards with the trained neural
network. Both cards use the same model IC chip. 10,000 power consumption
traces were collected from the profiling card, of which 9,000 were used for the
training phase and 1,000 were used for the validation phase.
1,000 power consumption traces were collected from the test card. Through
the trained neural network, the probabilities that each of the 32 Sbox operations
were real operations were calculated. The 16 indexes having the highest probability are judged to be the indexes on which the real operation was performed.
For example, the output values of the trained neural network are
[0.87, 0.53, 0.96, 0.97, 0.02, 0.89, 0.99, 0.32,
0.96, 0.20, 0.88, 0.02, 0.35, 0.52, 0.90, 0.19,
,
0.99, 0.99, 0.99, 0.91, 0.50, 0.50, 0.29, 0.01,
0.96, 0.09, 0.92, 0.94, 0.62, 0.29, 0.99, 0.95]
we judge indexes of real operations are
[2, 3, 5, 6, 8, 10, 14, 16, 17, 18, 19, 24, 26, 27, 30, 31] .

Table 1. Test accuracies according to variable types
Variable types
Test accuracy
Local variables
95.4125%
Global variables
82.4375%
Separate function arguments
96.1875%
Combined function arguments
74.4375%
Countermeasure
50.0906%

As a result of estimating the real operation indexes of the test traces with
the trained neural networks, the accuracies are shown in Table 1. Using the
DLDDO method, we were able to detect dummy operations when targeting
dummy operations of power consumption traces collected from the IC card for all
four types of variables used for the dummy operations. It has been confirmed that
the dummy operations cannot be detected when the countermeasure proposed
in the previous paper is still applied.
For the BCDC value to convert to 0, the standard deviation of the pointwise subtraction of the two areas must converge to 0. This means that the
two areas are well aligned and there is little variation due to noise. Therefore,
in the previous work [10], they succeeded in distinguishing dummy operations
using BCDC for the ChipWhisperer-Lite board which has low noise and good
alignment. However, the target white card in this paper is noisier and misaligned
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than the ChipWhisperer-Lite board, and the time during which each operation
is performed can vary. It is obvious that it is impossible to distinguish dummy
operations of the white card using BCDC for these reasons. On the other hand,
our proposed DLDDO uses a convolutional network used in image recognition,
making it resistant to alignment and noise issues. The reason DLDDO can do
what BCDC cannot do is the same reason CNN does image recognition better
than MLP.

5

Conclusion

In this paper, we propose the deep learning method DLDDO for detecting
dummy operations. The previous work, which used BCDC to detect dummy operations, has the disadvantage that empirical reference area setting is required.
Also, detection of dummy operations was possible only when the noise was relatively small on the side-channel traces. We solved these drawbacks by applying
the CNN model and the multi-label classification problem. In addition, it was
possible to detect dummy operations even in a situation where a profile device
and a test device were used differently.
DLDDO is a supervised learning method for solving multi-label classification problems. As a recent successful case of image classification problem solving
through unsupervised learning was proposed, it seems to be applicable to dummy
operation detection. We targeted a cryptographic algorithm that was applied by
combining a random dummy operation insertion scheme and a shuffling scheme.
On this target, we have succeeded in detecting dummy operations, but the shuffling scheme has not been neutralized. There is also a need for research on how
to neutralize the shuffling technique using various deep learning algorithms.
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Abstract. A residential IP Proxy is a proxy service that provides a
traﬃc relay using hosts on residential networks. Although the service
providers claim that hosts voluntarily participate in the service and use it
for various high-quality applications, in fact, the service provides avoiding
detection and blocking by pretending as apparently benign users, they
exploited the residential hosts to perform malicious acts such as DoS
attacks. In 2019, Mi et al. studied that malicious hosts participating in
the Residential IP Proxy service, and profiled the hosts, and clarified
the infrastructure, scale, and malignancy of the such services.
They
found that most malicious activities were sending SPAMs and hosting
fake websites that were performed by routers and WAP devices. However,
residential WAP devices are commonly inside of firewall and these are
not likely to be feasible in well managed residential networks.
To answer to the concern, in this paper, we analyze datasets of ResidentialIP-Proxy hosts, collected by Mi et al. and report an analysis of the communication that Residential IP Proxies perform in Japan. We use NONSTOP, the analysis platform, provided by the Information Technology
Research Organization, in the analysis. Our analysis found that most of
devices used in Japan were mobile laptop PCs and port-scanning was
the most frequent malicious activity. Consequently, more RESIP hosts
are becoming involved in serious threat and we need countermeasures
aimed at minimizing the abuse of RESIP hosts.

1

Introduction

Recently, a new service called Residential IP Proxy as a Service (RPaaS) have
been provided in the market of proxy Internet connection via proxy hosts. Table 1 lists the major RPaaS service providers. RPaaS plays a useful role in
enabling users access to arbitrary sites without any restriction. For example,
Luminati, the largest Residential IP Proxy (RESIPs) service provider, is located
in the United States, but has many clients who reside in Turkey, and who may
be trying to avoid Turkey’s network censorship. Web proxy services are studied
for many researchers. Chung et al. studied a paid proxy services to be manipulating contents [13]. A measurement to reveal the purpose of proxy services was
conducted by Weaver et al in [14].
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In [1], Mi et al. reported that the presence of likely compromised hosts as
residential IPs, identified from 6.18 million unique IPs, distributed over 238 countries and 52,905 ISPs. Among the hosts, they identified 237,029 IoT devices and
4,141 hosts running PUP networks. The traﬃc relayed via the RESIP involved
ad clicking, SPAM messaging, and malicious IP hosting activities. They found
that these malicious activities were performed by routers and WAP devices in
residential networks. However, residential WAP devices are commonly inside of
firewall and are not vulnerable to be compromised if these are under control.
Hence, our analysis of this study is motivated by the following questions.
1. What kinds of networks do RESIPs belong to (residential, institutional, or
academic networks?)
2. How are RESIPs distributed geometrically in Japan, countryside, or metropolitan regions?
3. Who are the major RPaaS providers?
4. What is the impact of malicious RESIPs?
5. For what purposes are the RESIPs abused (advertisement, phishing, port
scanning, or exploring)?
Our objective is to answer above research questions by investigating up-todate RESIP activities.
To answer questions 1) and 2), we investigate the detailed properties of the
RESIP addresses. For each of the IP addresses detected by Mi et al. [1] in
2017, we examine the geolocation query using the GeoLite2 city database [3]
from MaxMind, Inc. We use the Registration Data Access Protocol (RDAP)
service provided by the Asia–Pacific Network Information Center (APNIC) [4]
to identify the domain and registry to which RESIP addresses belong.
To answer questions 3) to 5), we need to observe the malicious packets
sent from the RESIP addresses. We, therefore, use the darknet database, NONSTOP [6], serviced by the National Institute of Information and Communications Technology (NICT). Using NONSTOP, we examine whether suspicious
addresses detected as RESIPs had performed port-scanning to NICT’s darknet.
Since a darknet is unknown and unused network segment, we regard any packets
designated for the darknet as malicious.
Our contributions of this work are as follows.
– We have found new trends in RESIP host activities based on the darknet
traﬃc observed in Japan. Our new findings is that the main devices used in
Japan were mobile laptop PCs, whereas router, firewall and WAP devices
were identified from the profiles in the previous study [1].
– We have identify the malicious activities performed by RESIP hosts. Our
analysis shows that the most frequent activity was port-scanning to look for
vulnerable hosts, whereas the heaviest traﬃc was associated with SPAMrelated activities, according to Mi et al.’s work [1].
– Our analysis reveals that the RESIP hosts are distributed widely across all
regions in Japan. The statistics for RESIP hosts show that hosts are mainly
associated with residential and mobile ISPs.
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Table 1. RESIP service providers and basic specifications
RESIP Provider
Proxies Online (United States)
Geosurf (Netherlands)
ProxyRack (United States)
Luminati (United States)
IAPS Security

2

Fee (2017)
Fee (2019)
IPs [1]
$25/Gb
certificate expired
1,257,418
$300/month
$450–2000/month
432,975
$40/month
$60–120/month
857,178
$500/month $12.5/GB+$500/month 4,033,418
$500/month
site unavailable

Residential IP Proxy

Residential IP proxy services are a new business. The RESIP providers control a
large number of residential hosts to proxy their customers’ communication with
any destination on the Internet.
Figure 1 illustrates how the RESIP service model works. Three parties are
involved here, namely, the RESIP client, the Proxy gateway and the Residential
hosts. Once a client signs up with a RESIP service, it receives a gateway’s IP
address or URL for the service. The gateway forwards the client’s requests to
one of residential hosts, which sends the request to the target hosts that the
client wishes to visit. The responses are sent back to the client via the same
routing arrangements. The forwarding proxies are assigned randomly and are
periodically updated to confound analysis of traﬃc.
According to the study [1], the followings were discovered from their crawling,
and analysis.
– A total of 6,183,876 unique RESIP addresses were collected. Their classifier
estimated that 95.22% of RESIPs were residential addresses and that 237,029
addresses (43.2%) were assigned to IoT devices.
– RESIP service providers claimed that their proxies were all common users
who willingly join their network. However, none of the five major providers
operated a completely consent-based proxy system.
– The new RESIP service became a booming business. Table 1 shows that most
providers have increased their service fees in the two years from 2017 [1] to
our work (2019). On the other hand, some providers have already abandoned
the business.

3
3.1

Investigation Methodology
Datasets

Table 2 lists the four databases examined in this study.
rpaas dataset This comprises records containing of the detected RESIP address, and the duration of its activities for the five major RESIP providers:
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Residential
Host

RESIP User
RESIP Client

Residential
Host

Proxy
Gateway

Target Server

……

Inside RESIP Service

Residential
Host

Fig. 1. RESIP service overview

Proxies Online (PO)1 Geosurf (GO)2 , ProxyRack (PR)3 , Luminati (LU)4 IAPS
Security (IS)5 The dataset of RESIP addresses and the source code of the profiling tools used are available at [2].

NICTER Darknet dataset NICT provides the source IP addresses sent to the
NICT darknet of /20 block. Their analysis infrastructure, NONSTOP, provides
the remote access to the attributes stored in packet headers, including capturing
time, source and destination of the address and port, and the countries involved.

GeoLite2 City dataset This is a geolocation database provided by MaxMind
Inc. The attribute information includes countries, region, latitude and longitude.

APNIC whois dataset APNIC is one of the five Regional Internet Registries
(RIRs) oﬀering a Whois directory service to resources of IP addresses and domain
names, and Autonomous System number (ASN). These information are provided
in JSON format object from Registration Data Access Protocol (RDAP) [7].
1
2
3
4
5

Proxies Online. http://proxies.online.
Geosurf: Residential and data center proxy network. https://www.geosurf.com/.
Proxyrack. https://proxyrack.
Luminati: largest business proxy service.
IAPS security.
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All RESIP Hosts
rpaas dataset
RESIP Hosts
in Japan

RESIP Hosts
observed by NICTER

48,956

59,816

6,183,876

Fig. 2. Relationships among some subsets of RESIP addresses

3.2

Attributes of RESIP hosts

To investigate the attributes of RESIP hosts, we focus on those RESIP addresses
that are under the management of Japanese organizations for which we know
the region, name of organization, and address blocks used. The steps were as
follows.
1. Lookup GeoLite2 city dataset for RESIP addresses to identify the addresses
belonging to Japanese regional networks (JP). Estimate the prefecture names
for the addresses.
2. Perform nslookup query to the extracted address to find the domain information.
3. Use RDAP query to obtain the CIDR block information and the registration
organization.

3.3

Suspicious Traﬃc from RESIP hosts

Assume that any host whose source address has been captured in the NICT
darknet is performing port scans to look for new vulnerable hosts. We use the
NICT NONSTOP service on the first and last days for which a RESIP address
has been detected. We examine if the target RESIP address has been observed.
Of so, we identify the corresponding port numbers that indicate the type of
service the host is interested in.
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Table 2. Resources in this study
rpaas dataset

NICTER
Darknet
dataset
Year
2017
2017
Details The list of IP ad- Source and destinadresses participating tion data of packRESIP service col- ets observed on /20
lected in [1]
darknet by the National Institute of Information and Communications Technology
Records 6,183,876
About 150 billion
Usage Published
Access
from
NICTER
NONSTOP

4
4.1

GeoLite2
City
dataset
2019
IP address and geographic information
database provided by
MaxMind, Inc.

APNIC
dataset

whois

2019
IP address and domain database operated by APNIC registry

Datebase access from RDAP request from
Python
Python

Results
Attributes of RESIP hosts in Japan

Fig. 2 illustrates the relationships between address subsets, RPaas datasets, and
the target addresses; in a Venn diagram. Among the RESIP addresses (RPaas
dataset), we found 48,956 IP addresses managed by Japanese organizations.
Table 3 lists the top 10 prefectures (states) as well as the numbers of RESIP
addresses with regard to RESIP providers. Tokyo is the greatest in the number
of RESIP addresses. The most common RESIP provider in Japan is ProxyRack
(18,502 addresses).
Table 4 and 5 shows the top ten domains (with third level) and the ISPs,
respectively. The biggest RESIP owner was NTT Communication Corp. , which
is known as the largest IPS under which the greatest RESIP domain ocn.ne.jp
is management of.
Table 6 shows the numbers of RESIP addresses classified by the type of network. Following the domestic convention in Japan, the second level of a domain
indicates the characteristics of the network, e.g., “ne” (network service), “or”
(organization), “ad” (administrative) and so on. Table shows that the “ne” domain (usually used for residential networks) has the greatest number of RESIP
addresses in Japan.
Note that 91 addresses are for “ac” (academic network, such as universities),
nine are for “co” (companies), and one is for “go” (government). Obviously, these
addresses are not residential and have not yet detected via Mi et al.’s analysis [1].
We should comment on the accuracy of the datasets. First, the estimated
country is not always consistent. For example, 43 domains with a .ru top-level
domain were estimated with Tokyo in the GeoLite2 City database. The undetermined domain (pinspb.ru) has some webpages written in Russian and was
classified as Russian in [10] but Israel in [11].

411

The 21st World Conference on Information Security Applications

Title Suppressed Due to Excessive Length

7

Table 3. List of top 10 prefectures for RESIP hosts with service providers. PO: Proxies
Online, GS: Geosurf, PR: ProxyRack, LU: Luminati, IS: IAPS Security
Prefecture RESIPs

%

PO GS

PR

Tokyo
12,766 26.1 2,709 84
Kanagawa 3,094 6.3
721 17
Aichi
2,940 6.0
715 15
Osaka
2,917 5.9
769 17
Saitama
2,544 5.1
605 14
Tiba
1,912 3.9
484 32
Hyogo
1,722 3.5
460 21
Hukuoka
1,266 2.5
426 9
Sizuoka
1,083 2.2
251 7
not found
6,619 13.5 1,741 52
Total
48,956 100 11,918 304

4,442
1,145
1,163
1,148
1,082
726
693
436
484
2,108
18,502

LU IS
5,027
1,087
942
880
754
557
493
320
308
2,507
16,325

4
0
0
1
0
0
0
0
0
8
13

Fraction of mobile phone
and PHS users(%) [8]
26.0
6.4
5.2
6.7
4.7
4.0
3.5
4.0
2.2
100

Table 4. List of TOP 10 TLD+2 domains for RESIP hosts
TLD+2 RESIPs %
ocn.ne.jp
7,468 15.2
au-net.ne.jp 5,616 11.4
plala.or.jp
2,900 5.9
dion.ne.jp
2,528 5.1
not found
2,441 4.9
so-net.ne.jp
1,966 4.0
mesh.ad.jp
1,935 3.9
eonet.ne.jp
1,305 2.6
home.ne.jp
1,209 2.4
nttpc.ne.jp
1,116 2.2
Total
48,956 100

4.2

Traﬃc from RESIPs

Fig. 4 shows the daily numbers of packets observed in the NICTER darknet.
There were a total 1,683,440 packets sent from 59,816 RESIP addresses. The
results show that the durations detected in Mi et al.’s analysis [1] has the intersection with the NICTER datasets.
Table 7 lists the top 10 RESIP addresses in terms of the cumulative observed
packets. Note that the very busy activities (62,669 scans) were performed by
only a few RESIP hosts. The durations of port-scanning from these 10 hosts are
plotted in Fig. 5, where the scans are indicated at the IP addresses along the
Y-axis.
Table 8 shows the top 10 destination port numbers specified by RESIP hosts.
The corresponding services are given in the table. For example, the Telnet service
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Table 5. Top 10 domains for RESIP hosts
Organization

Domains

NTT
Communication Corporation
KDDI CORPORATION
Japan Nation-wide
Network of Softbank
Corp.
Japan Network Information Center
Sony Network Communications Inc.
OPTAGE Inc.
BIGLOBE Inc.
Jupiter Telecommunication Co.,Ltd
Chubu Telecommunications Co.,Inc.
ARTERIA Networks
Corporation
Total

ocn.ne.jp, plala.or.jp

Share of
% FTTH users
(%) [9]
10,941 22.3
34.2

RESIPs

au-net.ne.jp,
dion.ne.jp
bbtec.net,
accessinternet.ne.jp

8,301 16.9

nttpc.ne.jp,
mesh.ad.jp
so-net.ne.jp,
ap.nuro.jp
eonet.ne.jp
mesh.ad.jp
home.ne.jp

4,756 9.7

commufa.jp

1,125 2.2

ucom.ne.jp,
tant.ne.jp

12.8

7,781 15.8

2,544 5.1
1,274 2.6
1,230 2.5
1,209 2.4

vec-

965 1.9

5.4

2.3

48,956 100

designated for the well-known port number 23 was observed in 613,606 packets,
which accounts for 36.4% of the total.
Any possible relationship between the designated port number and the duration of the scan would be brought out by the scatterplot of Fig. 6. Note that
no significant correlation between the target of the service and its duration can
be seen. However, major services MSSQL and SMTP are constantly observed.
4.3

Discussion

Let us remark each of questions.
Table 6. Counts of RESIP hosts for the various network types (second-level domains)
2LD
RESIPs %
ne
28,824 74.1
or
4,340 11.1
ad
2,208 5.6
ac
91 0.2
co
9
go
1
gr
1
ed
1
Total(.jp) 38,946 100
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Fig. 3. Number of RESIP addresses for
network types (second-level domains)

Fig. 4. Daily counts of RESIP hosts
observed in NICTER darknet

224.0.
0.0
192.0.
0.0

3389
2323
2222
1433
destination port

source address

9

Number of RESIP hosts

Title Suppressed Due to Excessive Length

128.0.
0.0

445
80
25
23
22
21
07/01

0.0.
0.0

08/01

09/01

10/01

11/01
date

12/01

01/01

08/01

09/01

10/01

date

11/01

12/01

01/01

02/01

02/01

Fig. 6. Active durations for destination
port numbers

Fig. 5. Active durations for RESIP
source addresses

1) For the various kinds of networks, we found that 90.8% of the RESIP hosts
could be classified as residential, based on Table 6 and Fig. 3. The subdomains “ne”, “ad”, and “or” were the most used in RESIP proxies. According
to the domain name convention, these are known to be residential. Note that
some exceptions “ac” and “co” domains, assigned for academic and company
business, were also found. We consider that, for mobile laptop computers
with a RESIP library installed, the installation was without consent of their
owners and was being operated for malicious purposes.
2), 3) Tables 3, 4 and 5 confirm that the RESIPs are distributed widely in all
prefectures (regions) and that the distribution matches the statistics for cell
phone users. This implies that residential and mobile ISPs are the main
RESIP hosts in Japan, which diﬀers with the earlier observation [1] that
most RESIP devices (69.8%) could be identified as routers, firewalls, or WAP
devices. Table 5 shows no skew in the relationship between RESIP hosts and
the number of ISPs.
4) Tables 7, Fig. 4 and 5 demonstrate that constant port-scanning was performed from RESIP hosts. In contrast to the report [12], there are now many
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Table 7. List of top 10 RESIP addresses for the frequency of observations in darknet
Address
Days RESIP provider # Packets
43.249.57.255 8
ProxyRack
62,669
Proxies Online
187.120.17.2 34
35,353
Geosurf
200.170.223.50 7
Luminati
21,676
Proxies Online
Geosurf
103.29.97.2
8
17,004
Luminati
165.73.122.29 14
Luminati
16,127
212.90.62.209 5
Luminati
15,142
Proxies Online
Geosurf
43.248.73.6
90
13,425
Luminati
190.57.236.230 18
Luminati
13,388
Proxies Online
112.196.77.202 27
13,061
Geosurf
Proxies Online
125.99.100.22 10
12,952
Luminati

Table 8. List of top 10 destination
port numbers in frequencies
Destination port Service # Packets %
23
Telnet
613,606 36.4
445
SMB
399,250 23.7
21
FTP
193,917 11.5
1433
MSSQL
144,928 8.6
80
HTTP
97,780 5.8
22
SSH
49,767 2.9
2323
(Telnet)
43,310 2.5
25
SMTP
21,732 1.3
2222
(SSH)
16,838 0.1
3389
RDP
9,782 0.5

cyberattacks form identified RESIP hosts. Therefore, we can infer that the
threat from RESIP service is becoming more serious.
5) Table 8 shows that the major RESIP activities were related to port-scanning.
This observation is not consistent with the result from Mi et al.’s work [1],
which claimed that the most frequent activity was ad mail (SPAM) at
36.55%. Our analysis shows that the SPAM traﬃc accounts for only 1.3
% of activity and that its duration is limited, as shown in Fig. 6.
This may be a feature of Japanese networks, where ad messages are shifting
from email to SNSs. Another possible reason might be limitations in the
observation. Our estimations were based on the darknet, which carries only
a small fraction of the Internet traﬃc. We need additional investigations to
be able to distinguish clearly between the objectives of RESIP hosts.

5

Conclusions

We have studied RESIP host activities detected from networks under the control of organizations in Japan, which accounts for 0.79% of the all Internet
RESIP hosts. Our analysis of 1,683,550 RESIP packets observed from the darknet revealed that 90.8% RESIP were residential and the RESIP proxies were
distributed evenly across all prefectures and IPSs. New finding is that most of
devices that became RESIP hosts in Japan were mobile, whereas routers, firewalls and WAP devices were identified from the profiles in the previous study [1].
Another distinct aspect of the RESIP behavior is the distribution of malicious
activities. In [1], the SPAM and malicious website hosting were the most common (36.5% and 32.7%, respectively), whereas the SPAM traﬃc accounted for
only 1.3% of all traﬃc in our analysis. We found that port-scanning was the most
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frequent malicious activity. Despite these evolving trends, we conclude that more
RESIP hosts are becoming involved in serious threat and we need countermeasures aimed at minimizing the abuse of RESIP hosts.
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A

47 prefectures for RESIP

Table 9 shows the number of RESIP addresses for each of 47 prefecture of Japan,
with numbers for major five service providers.
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Table 9. List of 47 prefectures for RESIP hosts with service providers. PO: Proxies
Online, GS: Geosurf, PR: ProxyRack, LU: Luminati, IS: IAPS Security
Prefecture RESIPs
PO GS
PR
LU IS
Tokyo
12,766 2,709 84 4,442 5,027 4
Kanagawa
3,094
721 17 1,145 1,087 0
Aichi
2,940
715 15 1,163
942 0
Osaka
2,917
769 17 1,148
880 1
Saitama
2,544
605 14 1,082
754 0
Chiba
1,912
484 32
726
557 0
Hyogo
1,722
460 21
693
493 0
Hukuoka
1,266
426 9
436
320 0
Sizuoka
1,083
251 7
484
308 0
Hokkaido
1,061
324 9
448
225 0
Kyoto
997
213 0
438
310 0
Mie
638
115 1
300
208 0
Hiroshima
589
168 2
257
138 0
Gifu
584
118 1
299
139 0
Ibaragi
568
107 1
264
179 0
Okinawa
543
89 3
153
284 0
Tochigi
473
125 1
186
134 0
Gunma
432
112 1
144
158 0
Nagano
418
80 0
172
144 0
Niigata
409
95 0
200
100 0
Shiga
380
99 1
131
135 0
Miyagi
372
104 5
150
97 0
Okayama
316
89 0
129
97 0
Nara
302
74 1
121
85 0
Kumamoto
297
98 1
108
82 0
Ehime
271
94 0
97
68 0
Yamaguchi
242
79 0
97
57 0
Fukushima
241
72 0
113
42 0
Kagawa
227
60 2
128
27 0
Toyama
216
57 0
92
56 0
Ishikawa
210
61 0
65
73 0
Yamanashi
201
54 0
81
62 0
Oita
186
48 1
77
52 0
Wakayama
177
51 0
88
34 0
Aomori
168
34 0
85
46 0
Fukui
159
36 1
57
61 0
Kagoshima
157
41 1
72
38 0
Kouchi
154
53 0
67
27 0
Yamagata
148
31 1
68
38 0
Iwate
139
36 0
61
32 0
Akita
131
36 0
60
31 0
Nagasaki
128
25 0
49
52 0
Saga
126
38 0
54
28 0
Tokushima
125
37 0
46
33 0
Miyazaki
124
33 0
51
36 0
Tottori
94
38 0
37
14 0
Shimane
90
13 0
30
43 0
not found
6,619 1,741 52 2,108 2,507 8
Total
48,956 11,918 304 18,502 16,325 13
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Abstract. DDoS attacks are an immense threat to online services, and
numerous studies have been done to detect and defend against them.
DDoS attacks, however, are becoming more sophisticated and launched
with different purposes, making the detection and instant defense as important as analyzing the behavior of the attack during and after it takes
place. Studying and modeling the Spatio-temporal evolvement of DDoS
attacks is essential to predict, assess, and combat the problem, since
recent studies have shown the emergence of wider and more powerful
adversaries. This work aims to model seven Spatio-temporal behavioral
characteristics of DDoS attacks, including the attack magnitude, the adversaries’ botnet information, and the attack’s source locality down to the
organization. We leverage four state-of-the-art deep learning methods to
construct an ensemble of models to capture and predict behavioral patterns of the attack. The proposed ensemble operates in two frequencies,
hourly and daily, to actively model and predict the attack behavior and
evolvement, and oversee the effect of implementing a defense mechanism.
Keywords: DDoS Attacks Prediction · Deep Learning.

1

Introduction

Distributed Denial-of-Service (DDoS) attacks are explicit malicious attempts to
prevent legitimate users from accessing a service by sending an overwhelming
amount of traffic to the service server. According to Netscout’s annual worldwide infrastructure security report [15], the traffic generated for launching DDoS
attacks exceeded 1 TBPS in size in 2019. On a more recent event, an attack of
size 1.7 TBPS has been recorded. These attacks, if successful, result in a service
shutdown that costs a provider an average of $221,836 per attack [15].
The growing threat of DDoS attacks has inspired many recent research studies to contribute to the efforts toward the analysis and characterization of the
attacks [16,17], including methods for the attacks detection and prediction [6,14].
These efforts have made the field of detecting DDoS attacks widely-explored
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and resulting in highly-accurate detection systems [18,10,8]. However, there are
limited studies that explore behavioral patterns and characteristics of the DDoS
attacks during the progression of the attack and after the detection. Understanding the Spatio-temporal behavior and characteristics of the attack is crucial for
defending against the attack, limiting its impact, and planing countermeasures
to prevent it from occurring in the future. This study aims to contribute to this
area by providing in-depth analyses and insights for modeling seven behavioral
characteristics of DDoS attacks using deep learning-based methods. This analysis and modeling task takes place after the detection of the attack and continues
as the attack progresses (in space and time). The Spatio-temporal analysis of
DDoS behavior can be done by addressing various characteristics, such as the
attack magnitude, botnet information, and attack source location.
This paper is dedicated to investigating several Spatio-temporal characteristics of the DDoS attacks, namely, attack magnitude, botnet family and ID,
attack source locations including countries, ASNs, cities, and organizations. Due
to the underlying nature of patterns to be extracted for separate characteristics,
we leverage current state-of-the-art machine learning methods, including Deep
Neural Networks (DNN), Long Short Term Memory (LSTM), Transformer, and
Convolutional Neural Networks (CNN), to model separate characteristics and
construct an ensemble of models to predict at different frequencies the behavioral patterns of DDoS attacks. The ensemble incorporates 14 different models,
two for each characteristic, and operates in two frequencies, hourly-based, and
daily-based frequencies, to actively monitor and account for the latest status of
the attack while in progress. The ensemble is built and evaluated on a large-scale
real-world dataset that includes 50,704 verified DDoS attacks launched by eleven
botnet families and 674 botnet IDs on 9,026 targets from August 2012 to March
2013. This work sheds light on different aspects and patterns of DDoS attacks.
Contribution. This work presents an ensemble of models to predict the Spatiotemporal behavioral patterns of DDoS attacks. The contribution is as follows:
– Modeling Spatio-temporal Characteristics: Predicting seven different
characteristics of the ongoing DDoS attacks using Spatio-temporal behavioral patterns of the attack, namely: attack magnitude, botnet family, botnet
ID, attack source country, ASN, city, and organization, using large-scale realworld dataset of approximately nine million records of verified DDoS attacks.
– Constructing Predictive Ensemble: Implementing an ensemble of seven
models based on four machine learning architectures, namely, DNN, LSTM,
Transformer, and CNN, to actively predict the attack behavior on different
operational frequencies (hourly and daily bases).
– Addressing Unseen Attacks and Targets: Evaluate the performance of
the ensemble on a real-world large-scale dataset of known and unseen targets
and DDoS attacks. The ensemble offers high accuracy over targets with no
attacking history, and new represented DDoS attacks.
– Addressing the Cold Start Problem: We investigate the effect of cold
start problem, i.e., modeling with insufficient information such as at the be-
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ginning of the attack. We show that the ensemble can achieve high accuracy
even under the cold start situation.

2
2.1

Dataset Overview
Dataset Collection

The dataset is provided by the monitoring unit of a DDoS mitigation company [3]. Traces of malicious infected hosts were collected by collaborating with
over 300 major Internet Service Providers (ISPs) globally monitoring attacks
launched by specific malicious actors worldwide across America, Europe, Asia,
Africa, and Australia. The activities of the participating hosts in the given botnet
attacks, by either communicating with the infected infrastructure or launching
the actual DDoS attack on the monitored targets, were monitored and analyzed
over time. To this end, the traces of the traffic associated with various botnets
were collected using different sensors on the Internet, in corporation with several
ISPs, where the source of the collected traffic is an infected host participating
in botnet attacks, and the destination is a verified targeted client. Afterward,
malware botnets used in launching various attacks were reverse engineered and
labeled to a known malware family using best practices (i.e., AMAL, a fully
automated system for analysis, classification, and clustering of malware samples) [12,13]. The dataset consists of 50,704 verified DDoS attacks collected in
the period of 08/29/2012 to 03/24/2013, a total of 207 days, targeting 9,026
clients, represented as hourly snapshots of each family activities over the monitored period, including the botnet information, targeted client IP, and the IPs
of the hosts associated with the botnet attack.
2.2

Behavioral Characteristics of DDoS Attacks

We focus on three groups of characteristics: attack magnitude, botnet information, and attack source location. The following is a description of each group.
Attack Magnitude (AM). This attribute refers to the number of DDoS attacks launched by infected hosts on a specific target over a period of time,
regardless of their malicious families and attack objectives. It is important to
understand the magnitude of the attack to estimate and allocate a suitable
amount of resources to counter the attack.
Botnet Information. The importance of knowing the attacking botnet families
lies in implementing the correct defense against the attack since popular botnets
have well-known attack patterns. Therefore, two characteristics have been extracted: botnet family (BF) and ID. The DDoS attacks reported in our dataset
originated mainly from eleven popular botnet families: dirtjumper, darkshell,
ddoser, nitol, pandora, blackenergy, optima, aldibot, yzf, colddeath, and armageddon. Botnet families may evolve over time. Therefore, new botnet generations
are marked by their unique MD5 and SHA-1 hashes. We consider the botnet ID
as a standalone characteristic, as the behavior of the botnet may change over
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Table 1: Distribution of the botnet IDs over botnet families.
Family

# Botnet IDs # Records

dirtjumper
darkshell
ddoser
nitol
pandora
blackenergy
optima
aldibot
yzf
colddeath
armageddon

251
166
102
43
41
28
25
9
6
2
1

6,902,882
80,129
37,172
20,411
1,397,027
95,330
41,321
269
113,923
28,259
906

Total

674

8,717,629

several generations. Table 1 shows the number of botnet IDs associated with
DDoS attacks for each family. Note that the eleven botnet families have a total
of 674 different botnet IDs, indicating the continuous evolvement of botnets over
time. The number of records represents the instances of recorded DDoS attacks
associated with infected hosts from a malicious botnet family.
Attack Source Location. It has been shown that botnets have strong geographical and organizational localities [2]. Therefore, such information can be
used to predict future attack source locations and the shifting patterns of attackers across geographical locations to help in planning defenses and countermeasures. To this end, the hosts IP addresses were used to extract the attack source
country (CN), city (CT), organization (OG) and (ASN), using the IP-to-region
dataset and MaxMind online database [11]. In the monitored duration in which
the dataset is collected, the attack source locations were distributed over 186
countries, 2,996 cities, 4,036 organizations, and 4,375 ASNs, The distribution of
the infected hosts indicates the existence of worldwide botnet infections.
2.3

Dataset Splitting

The dataset is split into three parts as follows. 1 Training dataset: The training
dataset contains the traces and records of 80% (7220) of DDoS attacks’ victims
(i.e., targeted clients). For the purpose of predicting the behavioral patterns of
the attacks during the attack progression, we considered the records that occurred at the first 80% of the attack duration for each victim (target) as the
actual training dataset. 2 Known targets testing dataset: This dataset contains
the remaining records that occurred during the last 20% of the attack duration per target. This sub-dataset is used to evaluate the prediction models in
modeling the behavioral pattern of DDoS attacks on targets with known history (by observing the earlier 80% of the attack duration). 3 Unseen targets
testing dataset: This dataset consists of DDoS attack records of the remaining
20% (1806) of targeted clients that are not considered in the training dataset.
The aim of this dataset is to evaluate the prediction models over targets with
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Table 2: Overall characteristics of the dataset distribution.
Partition

# Targets # Families # IDs # IPs # Countries # ASN # Cities # Org.

1 Train Dataset
2 Known Targets
3 Unseen Targets

7,220
7,220
1,806

11
11
10

605 841,471
606 158,230
248 234,113

186
179
151

4,150
3,275
2,571

2,877
2,275
1,800

3,831
3,024
2,382

Overall

9,026

11

674 880,451

186

4,375

2,996

4,036

Attack Magnitude

Database

1

DNN

2

3

LSTM

4

Transformer

Country

Target 2

ASN

Target 3

CNN

Prediction

Family
Botnet ID

Target 1

...

City

Target N

Organization
Data Pre-processing
A

T1

B

C

D

H1

T2

H2

T3

...

...

H3

TN

Target 1 Attack History
Embedding

9

3

...

1

...

Element 1 Element 9 Element 3 Element 1

Sequence Extraction

Shifting

1

Padding

Tokenization & Encoding

Fig. 1: The general flow of the DDoS attacks prediction design. Here, T refers to
the attacked target, whereas H represents one hour in the attack duration.

no attack history available to our model. Table 2 shows the distribution of the
dataset characteristics over each partition of the dataset.

3

System Design

The proposed design aims to predict the seven different characteristics of the
DDoS attack. The system design is shown in Figure 1.
3.1

Operational Frequency and Data Pre-processing

We adopted two operational frequencies to model and analyze behavioral patterns of DDoS attacks. The data pre-processing and handling follows the same
manner in both approaches with slight modifications.
Operational Mode. For studying attack behavior manifested with the considered characteristics, data records were aggregated at different frequencies
(i.e., Agile with hourly frequency and Passive with daily frequency). The agile mode requires six hours of data to be fully-functional at an hourly frequency,
while the passive mode requires three days of information to be full-functional
in modeling behavioral patterns at a daily frequency.
Data Processing and Sequence Generation. Addressing different characteristics of DDoS attacks captured by their records, the data is represented as
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ΦX = {φ1 , φ2 , . . . , φt } ∈ RN ×T , where φα ∈ R1×T is a vector of the attribute
in hand (Φ) for the attack targeting X at a given time step α (e.g., φ1 and φt
represent the vectors of the first and last time step), T is the maximum length of
the reported attacks, and N is the total number of targeted clients. For instance,
addressing the botnet ID of an attack targeting X , the data is represented as a
matrix IDX = {id1 , id2 , . . . , idt } ∈ RN ×T , where idα ∈ R1×T is a vector of botnet IDs targeting X at a given time step α. We achieve such representation by the
following steps. A Tokenization and Encoding: We assign identifiers for unique
elements (e.g., botnet IDs are assigned to unique identifiers when processing the
ID attribute). Assuming an attack at target X in a time step α, the ID attribute
is represented with a vector of all unique botnet IDs identifiers occurring in the
attack record within α. For example, assuming the IDs appear in a certain attack
record at the first time step are {id32 , id105 , id12 }, then, we present the vector
as ID0 = {id12 , id32 , id105 }. B Sequence Extraction: The sequence of attribute
behavior of DDoS attacks is extracted with different frequencies. Sequence extraction refers to the length of the previous time steps required to predict future
steps. In the agile approach, we chose six-time steps (i.e., six hours) to be a
sufficient time needed to predict future behaviors based on our experiment. For
example, IDs sequences are generated as follows: Seq1 = {ID1 , ID2 , . . . , ID6 },
Seq2 = {ID2 , ID3 , . . . , ID7 }, and so on. Operating with the passive approach,
we chose three time steps (three days) as sufficient information to predict daily
future behavior. C Attribute Vector Padding: The input data for each attribute
are presented with different lengths based on the attribute magnitude at each
time step. To allow efficient processing and tensor calculation, all vectors are
padded to the maximum length enabling the packing of several attribute vectors
in one sequence as well as packing several sequences in one batch. D Attribute
Vector Embedding: Attribute vectors are forwarded to an embedding layer in all
deep learning-based models in our ensemble, to enable the compact representation of vectors. Vectors represented with attribute identifiers φα ∈ RT , where T
is the maximum occurrence of unique identifiers in an attack, will be embedded
to γα ∈ R128 , where 128 is the size of the vector embedding. We chose the size
of the embedding based on several experiments that showed 128 is adequate to
incorporate the information present in the attribute vector. Sequences are then
viewed as matrices of Γα ∈ Rts ×128 , where ts is the number of time steps.
Attack Magnitude. The approach to predict and study attack magnitude is
different from the one adopted for other characteristics. The magnitude of the
attack is calculated per targeted client at each time step and presented as one
real value (instead of attribute vector). Thus, only step B is required from the
aforementioned approach, which aims to generate sequences of the calculated
value of magnitude at each time step. To present the values of magnitude to the
deep learning model, we normalize the values in the range of zero to one.
3.2

Prediction Models Architectures

Our approach adopts an ensemble of powerful classifiers to predict different behaviors of DDoS attacks including DNN, Transformer, LSTM, and CNN. We
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chose different model architectures for modeling different tasks (i.e., characteristics behaviors) since certain architectures are proven to work better than the
others in certain circumstances. In particular, the best performing deep learning
architecture in predicting each DDoS attack characteristic is reported.
DNN for Attack Magnitude. The model architecture consists of four dense
layers of size 1,000 units with ReLU activation function. Each dense layer is
followed by a dropout operation with a rate of 30%. The last layer is connected
to a sigmoid layer of size one signaling the normalized number of the attack
magnitude (i.e., the scale of the magnitude from zero to one).
Transformer for Botnet Information. The model is adopted from the model
proposed by Vaswani et al. [19]. It consists of stacked layers in both encoder and
decoder components. Each layer has eight sub-layers comprising multi-head attention layers. The prediction is done by conducting a beam search with a length
penalty (λ = 0.6). The Transformer is used to train two models performing two
separate tasks, predicting botnet family and ID.
LSTM for Wide Attack Locality. The model consists of one LSTM layer
with a size of 128 units. The LSTM layer is followed by a dense layer of size 128
and a dropout operation with a rate of 20%. Then, a dense layer with a sigmoid
activation function is used to output the prediction of attack source locality. The
LSTM is used to predict attack source country and ASN.
CNN for Specific Attack Locality. The model architecture consists of one
convolutional layer with 64 kernels of size 1 × 3 convolving over the input vector,
followed with a sigmoid output layer of size equals to the size of the addressed
attribute vector (i.e., to predict the future status of the attack). The CNN architecture is used to predict the specific attack locality (i.e., city and organization).

4

Evaluation and Discussion

We report our results using two evaluation metrics, namely True Positive Rate
(TPR) and True Negative Rate (TNR). TPR represents the number of correctly
predicted elements over all the elements that occurred within the duration of
the prediction. For instance, if the DDoS attack launched from four countries,
of which, the prediction model predicts three correctly, the TPR is equal to
75% (3/4). TNR is referred to as 1 − (F P/N ) where F P is the number of the
incorrectly predicted elements and N represents all the elements that did not
occur within the duration of the prediction. For instance, if the DDoS attack
launched from four countries out of 186, and the prediction model incorrectly
predicts two elements, the TNR is equal to 98.90% (1−(2/182)). Note that TPR
and TNR are preferred metrics in evaluating the systems as true indicators of
performance in different scenarios. For example, achieving a TNR of 100% means
zero false alarms. On the other hand, TPR indicates the precision of predicting
attack behavior. Therefore, it’s important for all models to maintain high TPR
and TNR to ensure the usefulness of the classifier prediction.
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(a) Botnet Family

(b) Botnet ID

(c) Attack Country

(d) Attack ASN

(e) Attack City

(f) Attack Organization

Fig. 2: Evaluation of the prediction models over known and unseen targets.

4.1

Attack Characteristics Evaluation

Figure 2 summarizes the results of six attack characteristics using both known
and unseen test targets when adopting the agile and passive approaches. The
seventh attribute (i.e., the attack magnitude) is evaluated separately due to the
data nature of the attribute. Two models were implemented for each attribute,
one for each operational frequency (agile and passive operational modes), and
evaluated on known and unseen targets.
Attack Magnitude. We evaluate the DNN model for predicting the attack
magnitude using the mean error metric. Since the data observations were normalized, the output of the model indicates the magnitude as a fraction of the
maximum recorded magnitude. Then, to calculate the magnitude, we multiply
the model’s output by the maximum magnitude rounded to the decimal point.
We report the results in Table 3. Here, the shift error is reported by the actual
number of attacking hosts contributed to the attacks. For instance, the error rate
of the agile model on unseen data is 0.0014% which is off by roughly 86 hosts
from the actual number of the attacking hosts. Even though this number might
seem large at first, it appears to be a good estimate knowing that the average
attack magnitude on the agile data sampling rate (i.e., per the hour) equals
551 hosts (15.60% deviation). Similarly, the average shift rate for the passive
approach is roughly 1,977 hosts for predicting the magnitude of unseen targets,
which is also acceptable estimation knowing the average of magnitude is 15,394
hosts per day (12.97% deviation).
Botnet Family. Figure 2a shows the evaluation of the Transformer architecture
trained to predict botnet family using different settings. The models achieve TPR
of 95.97% and TNR of 99.65% for predicting botnet families of known targets
on one-hour frequency, while maintaining TPR of 79.50% and TNR of 98.94%
for unseen targets. The TPR score increases to 96.97% and 93.62% when using
lower frequency (i.e., one-day) for known and unseen targets, respectively.
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Table 3: Attack magnitude prediction evaluation.
Approach Target Mean Error Rate Avg. Shift Error
Agile

Known
Unseen

0.015%
0.014%

∓88.64
∓85.87

Passive

Known
Unseen

0.012%
0.014%

∓1,734.40
∓1,976.65

Botnet ID. Figure 2b shows the evaluation of the performance of the Transformerbased prediction model on known and unseen targets for agile and passive operational frequencies. The model achieved a TPR of 90.16% and 76.42% for predicting known targets, and unseen targets with a TNR of 99.97% and 99.95%,
respectively, using agile operational frequency. For passive operational frequency,
the model achieved a TPR of 62.96% and 52.74% for predicting known targets,
with a TNR of 99.95% and 99.93% for unseen targets, respectively.
Attack Source Country. Figure 2c shows the performance of the LSTM-based
model on known and unseen targets for agile and passive operational frequencies.
Using the agile approach, we achieved a TPR and TNR of 85.26% and 98.62% for
known targets, and 83.83% and 99.95% for unseen targets, respectively. Similarly,
the model achieved a TPR and TNR of 90.19% and 93.21% in predicting known
targets attack source countries using passive frequency, and a TPR and TNR of
82.60% and 95.39% in predicting unseen target attack source countries.
Attack Source ASN. Figure 2d shows the evaluation of the LSTM-based models in predicting the attack source ASNs operating in two frequencies, agile and
passive. The model achieved a TPR and TNR of 73.59% and 99.41% on known
targets, and 65.68% and 99.96% on unseen targets, respectively, operating in
agile frequency. Similarly, the model achieved a TPR and TNR of 27.06% and
97.53% on known targets, and 26.66% and 97.60% on unseen targets, respectively, on the passive approach. While the passive frequency-based LSTM model
performance is low, it maintains a high TNR, reducing the false alarms.
Attack Source City. Using the agile frequency-based CNN model to predict
the attack source city, we achieved a TPR and TNR of 72.23% and 99.72% for
known targets, and 44.61% and 99.98% for unseen targets, respectively. For dailybased frequency, we achieved a TPR and TNR of 62.81% and 99.02% for known
targets, and 17.39% and 99.34% for unseen targets, respectively. Figure 2e shows
evaluation results of the CNN-based models. The high TNR (low false alarms)
makes it possible to utilize the provided information by the model to implement
a proper defense with high confidence.
Attack Source Organization. Figure 2f shows the evaluation of the performance of the prediction models on known and unseen targets for both operational frequencies. We achieved a TPR and TNR of 80.42% and 99.40% on
known targets, and 84.48% and 99.72% on unseen targets, respectively, using
agile frequency operational mode.
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4.2

Discussion and Limitation

DDoS Attack Behavior Prediction. This work focuses on predicting the
DDoS attack behavioral patterns after the detection of the attack. Therefore,
the ensemble operates on top of the DDoS attack detection system. The purpose
of the ensemble is to provide critical information and insights to help the targeted
victims in designing and planning a proper defense mechanism.
– Magnitude driven defenses: DDoS attacks with a low magnitude will unlikely
result in total denial of service, while high magnitude attacks can cause
shutting down the service. Understanding the ongoing attack magnitude
within a continuous time window allows a better decision making process
and allocating resources to combat and mitigate the attack.
– Botnet-based driven defenses: Certain botnet families have repetitive attacking patterns. In addition, botnet families can collaborate to conduct a DDoS
attack. Understanding the attack nature and behavior through its associate
botnet families and IDs create a better awareness of how the attack will
progress, and better defend against it.
– Region-based driven defenses: DDoS attacks have regional dependencies, as
the infected hosts may be originated from the same region, or related regions.
Understanding the regional distribution of the infected hosts, and the overtime shifting will provide better insights to implement region-based defenses.
First-hour Attack: The Cold Start. We implemented the ensemble to operate on the specified frequency using the available information aggregated using the sampling time while padding the unavailable sequence steps with zerovectors. For example, assume an attack with only two-hours information is available, the agile approach will process the two-hours vectors and pad four-steps of
zero-vectors to predict the third hour. This approach has shown to be effective
in our experiments, especially for predicting botnet families and attack source
countries. For instance, using six-hours information, the agile approach predicts
the attack source cities with TPR of 72.23% and 44.61%, for known and unseen
targets; while using only one-hour information results in TPR of 65.56% and
17.49% for the same settings, while maintaining a high TNR (≈99%).

5

Related Work

DDoS Attacks Detection. DDoS attacks detection is well explored in different environments. Sekar et al. [18] proposed LADS, a triggered, multi-stage
in-network DDoS detection system to overcome the scalability issues in detecting DDoS attacks over the large-scale monitored network. In addition, Chang et
al. [1,2] performed an in-depth analysis of botnet behavior patterns. Their analysis showed that different botnets start to collaborate when launching DDoS attacks. Similarly, they conducted an in-depth analysis measurement study showing that bots recruitment has strong geographical and organizational locality.
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Lu et al. [9] clustered botnet traffic into C&C channels using the K-mean clustering algorithm on large-scale network traffic payload signatures. In more recent
work, Doshi et al. [4] distinguished normal traffic from DDoS traffic using limited
packet-level features.
DDoS Attacks Behavior Prediction. Recent studies predicted different aspects of the attack behavior, such as Gupta et al. [7], where they estimated the
number of bots involved in a flooding DDoS attack with high accuracy by calculating various statistical performance measures. In addition, Fachkha et al. [5]
proposed a systematic approach for inferring DDoS activities, predicting DDoS
attack characteristics, and clustering various targets to the same DDoS campaign. Furthermore, Wang et al. [20] designed three DDoS attacks models from
temporal (attack magnitudes), spatial (attacker origin), and Spatio-temporal
(attack inter-launching time) perspectives by analyzing 50,000 verified DDoS
attacks. Even though recent studies investigated the attack detection and behaviors, only a few of them provided information that would assist the client in
implementing a proper defense on the spot. Our design provides the victim with
essential information that can be utilized to properly implement a magnitude-,
region-, and malware-based DDoS attacks mitigation techniques and defenses.

6

Conclusion

This work proposes an ensemble approach for studying and predicting the behavioral characteristics of DDoS attacks. Toward this, we built an ensemble of
deep learning models to predict seven behavioral characteristics of DDoS attacks, providing insights for handling such attacks. Evaluating our approach on
a large-scale real-world dataset that contains records of more than fifty thousand verified attacks, the results of our approach show remarkable performance
when operating on different sampling frequencies and under different settings.
This success of efficient and accurate modeling of DDoS attack characteristics
can help to implement proper defenses for mitigating the attack.
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Abstract. Android’s permission system is asked to users before installing applications. It is intended to warn users about the risks of the app installation and
gives users opportunities to review the application’s permission requests and uninstall it if they find it threatening. However, not all android permissions ask for
the user’s decision. Those who are defined as ‘Dangerous’ in the permission protection level are only being confirmed by the users in Android Google Market.
We examine whether the ‘Dangerous permissions’ are actually being a main
component of detection when it comes to defining the app as malicious or benign.
To collect important features and to investigate the correlation between the malicious app and the permission’s protection level, feature selection and deep
learning algorithms were used. The study evaluates the feature by using the confusion matrix. We used 10,818 numbers of malicious and benign applications,
and 457 permission lists to investigate our examination, and it appeared that
‘Dangerous’ permissions may not be the only important factor, and we suggest a
different perspective of viewing permissions.
Keywords: Android Application, Permission, Protection Level, Malware Detection, Feature Selection, Classification, Deep Learning

1

Introduction

An investigation report by International Data Corporation (IDC) expects that the overall
smartphone market will reach to 1.511 billion units in 2024. In the same year, the Android market will still be in the first place of the OS Market with 87% share, while
Apple’s iOS will be accounted for second place with 13% share [11]. As of December
2019, the Google Play Store consists of 2.87 million applications which are consisting
of a wide range of contents, such as music, magazines, books, film, games, and TV
[18].
Permissions are divided into four levels of protection level. Among them, dangerous
level permissions are defined as higher-risk permissions, which is required to be confirmed by an Android user since they can cause harmful impact to the user and device.
In our paper, we performed a research to examine how effective dangerous level permissions are when detecting malware applications. Therefore, we made a feature selection of our dataset to see which permissions are being important factors. 70 different
types of permissions were selected via the Weka tool to detect malware applications.
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We used four different deep learning algorithms to see the accuracy of the detection
and calculated them with the confusion matrix. All of the selected features resulted in
a high score; all of them were above 90% accuracy. We now look in-depth to see what
kind of permissions were being selected to be important and figured out what particular
protection level was considered more when detecting malware applications.

2

Background

2.1

The Android Permission System

Android uses permission to protect an Android user’s privacy, so all Android apps must
request permission to alert users about the risks that applications can contain [8]. Permissions that are asked must be approved by the user in order to access to user’s sensitive data. Android provides API framework for applications to interact with the Android
system, and API is consisted of packages and classes [15]. If the device’s API level is
23 or higher, app permissions are notified to users at runtime, and if the device is running under API level 22, app permissions are automatically asked to users at installtime. Therefore, users can choose whether they want to accept or deny the permissions
request [1]. Permissions that are reviewed by users are defined as “Dangerous” permissions, according to the Android Developer’s protection level. Permissions are categorized into four threat levels [3], [6]:
Normal permissions are default values. They are lower-risk permissions that are automatically granted by the system without needing the user’s approval. However, if
needed, users can review these permissions before installing them.
Dangerous permissions are higher-risk permissions that are needed to be reviewed
by the user. These permissions request access to the user’s private data or can control
the device. Since these permissions can cause a negative impact on the user, they are
not automatically granted by the system which means that they are asked for a review
before proceeding. Dangerous permissions potentially have harmful API calls that are
related to the user’s private information. These permissions, for instance, can read and
send user’s text messages.
Signature permissions are granted by the system only if the requesting application
has the same certificate as the application that declared the permission. Permissions are
automatically granted without asking for the user’s review when the certificates match.
SignatureOrSystem permission is an old synonym for signature|privileged which
was deprecated in API level 23. These permissions are used in some special cases and
are granted only to applications in the dedicated folder of the Android system image or
to applications signed with the same certificate as those that have declared permissions.
Since this protection level is sufficient to most cases, permissions in this protection
level can be activated regardless of the exact area of installation.
2.2

Feature Selection

When using machine learning, large data can be redundant or irrelevant. These data can
cause overfitting, increase run time and model complexity, and mislead the learning
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algorithm. In order to run files in an efficient way, reducing unnecessary features can
help the program perform well with a higher level of accuracy. In particular, permission-based analysis require feature selection methods with classification algorithms.
However, choosing the right feature selection method is a challenge because the result
of feature selection can be impacted with not only the characteristic of the dataset but
also the interaction with the classification algorithms [17].
The feature selection method is consisted of three types of methods; filter, wrapper,
and embedded method. The filter method removes the least important features one by
one, the wrapper method finds which feature subset has the best performance in running
the algorithm, and the embedded method adds itself a feature selection function [4],
[20].
In our paper, to reduce the dimension size of the dataset, we performed a feature
selection method with the Weka tool. 16 different algorithms were used to get the best
feature set, and with the selected features, we were able to perform permission-based
malware application detection.

3

Related Work

Barrera et al. performed an empirical analysis of the permission-based security models
by analyzing 1,100 popular Android apps with the SOM algorithm. The study was to
find what permissions were used by the Android developers. They found out that out
of many permissions, only a small amount of numbers of permissions are used by them.
Also, they found that permissions do not exactly matter or correlate with the category
of the application [2]. Jesse Obiri-Yeboah et al. discussed how people relate their privacy issues with the Android permission system, and studied about security issues that
come along [12]. Ontang et al. [14] propose access control policy infrastructure to prevent applications. They also propose that Android permissions should be in more detail
with notifying some specific requirements for configurations or software versions for
instance. Felt et al. conducted a usability study on the effectiveness of the Android
permissions. The study came up with the result that permissions do not help users to be
informed about the malware threat that could impact their security [7]. Aung et al detected malware applications by extracting permission-based applications at Google’s
Play market. They extracted the data from AndroidManifest.xml files. In order to calculate the accuracy of their detection method, they compared the performances with
true positive, false positive, precision, and recall rates. J48 and Random Forest outperformed CART [21]. Enck et al. paper proposes Kirin security service to check on the
permissions when installing applications to reduce the risks of malware applications.
The study is relied on developer’s perspective of requesting permissions [5].

4

Data

In order to conduct this research, 6414 benign apps and 4404 malware apps were used.
These applications were collected from 2017 to 2019 by NSHC and Google. Out of 457
lists of permission that were provided by Android API features, we have figured out
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what permissions were being used for each application that we have. For those permissions that were being used, we marked them as “1”, and “0” for those that weren’t being
used, and saved as a CSV file. In order to perform various algorithms for Feature Selection, we used all of 457 permissions for features.
10,818 applications that we have collected used 182 different kinds of permissions.
We have matched all of used permissions with protection levels. 23 dangerous permissions, 54 normal permissions, 49 signature permissions, and 56 signature|privileged
permissions were used.
We wanted to check how many protection levels existed in each benign and malware
app in total. We counted the actual numbers of permissions by its protection level. Out
of 6,414 benign applications, and 4,404 malware applications, 10,699 and 22,283 dangerous permissions were used respectively, and the detailed numbers are in Table 1.
Table 1. Percentage of Dangerous Protection Level Permissions
Dangerous

Normal

Benign App (6,414)

10,699

Malware App (4,404)

22,283

5

Methodology

5.1

Weka Attribute Selection

17,286

signature
800

signature|privileged
1,391

37,460

8,386

8,829

To perform Feature Selection, we used WEKA’s Attribute Selection, which is great for
measuring the utility of attributes and finding the subsets that are predictive of the data
[9], [10]. Both wrapper and filter approaches are included in Attribute Selection. For
Attribute Evaluator, for example, correlation-based feature selection, chi-square statistic, gain ratio, information gain, symmetric uncertainty, and support vector machinebased criterion is provided. For search methods, the best-first search, ranker method,
and random search methods are provided, for example.
In this paper, we have used 16 algorithms for Feature Selection that were provided
in Weka’s interface, and 3 search methods. We are to select those that are the main
features to detect malware applications. The following Table 2 shows which algorithms
and methods were used in Feature Selection.
12 out of 16 algorithms were required to use the ranker method for the search methods in Weka. Ranker methods rank all the features by their individual evaluations.
Therefore, they ranked all 457 features, which were not intended, so we made another
experiment with python to select the right features for malware detection. We calculated the accuracy of the first ranked feature. Then, the next ranked feature was added
to calculate the accuracy, and then the next ranked feature was added, and so on until
the program calculates all 457 features. We continued this for 12 algorithms. After all
the features were calculated, we figured out the best feature selection for each algorithm
by the accuracy that they have reached (see Fig.1).
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Table 2. Algorithms used for Feature Selection in Weka.
Attribute Evaluator

Search Method

CfsSubsetEval

BestFirst

ChiSquaredAttributeEval

Ranker

ClassifierAttributeEval

Ranker

ClassifierSubsetEval

GreedyStepwise

CorrelationAttributeEval

Ranker

FilteredAttributeEval

Ranker

GainRatioAttributeEval

Ranker

InfoGainAttributeEval

Ranker

OneRAttributeEval

Ranker

ReliefAttributeEval

Ranker

ConsistencySubsetEval

GreedyStepwise

SignificanceAttributeEval

Ranker

SVMAttributeEval

Ranker

FilteredSubsetEval

GreedyStepwise

SymmetricalUncertAttributeEval

Ranker

WrapperSubsetEval

GreedyStepwise

In Fig.1, we are showing one example of how we performed a feature selection for the
ranker method. This figure is about the CorrelationAttributeEval algorithm. The circle
that surrounds the peak of the graph is the 28th feature. It was the highest peak, which
eventually means that 28 features all together scored the highest accuracy. We used this
28 features as a feature set to perform malware detection.

434

The 21st World Conference on Information Security Applications

Fig. 1. An example of Ranker Method feature selection. The circle shows the peak of accuracy.
We selected all features until this point.

After the peak, when we continue to add permissions to calculate its accuracy, some do
reach up to the point where we first considered to be the highest accuracy. However,
we considered all the results after the peak to be overfitting, so they were not reviewed
in our study.
5.2

Deep Learning Algorithms

After selecting all the features that are relevant to detect malware applications, we now
put it into practice to see the accuracy of detection by using deep learning algorithm.
This method was intended to check if selected features are actually being meaningful
when detecting malware applications. The detection rate could differ by the dataset and
algorithm’s characteristics; we chose four different deep learning algorithms to see the
detection rate; MLP (Multilayer Perceptron), CNN (Convolutional Neural Networks),
LSTM (Long Short-Term Memory), and DBN (Deep Belief Network) [16].
Performance Evaluation Criteria. To evaluate the performance of our features, we
used a confusion matrix, which is a summary of prediction results that are used in the
field of machine learning. We used recall, precision, f-measure, and accuracy [19].
Accuracy calculates the percentage of correctly identified applications as shown in
equation (1):
𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =

TP+TN

TP+TN+FP+FN

(1)

Recall calculates the percentage of correctly identifying malicious applications as
malicious as shown in equation (2):
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =

TP

TP+FN

(2)

Precision calculates the percentage of actual malicious applications among those
predicted to be malicious as shown in equation (3):
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =

TP

TP+FP

(3)

F-measure calculates the harmonic average of precision and recall as shown in equation (4):
𝐹𝐹 − 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 =

2∗Recall∗Precision
Recall+Precision
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6

Results and Evaluation

6.1

Accuracy of malware detection

With selected features from Weka’s attribution selection, we evaluated its efficiency
with deep learning algorithms. According to Table 3, all of the detection rates are above
90% which scored a high percentage of malware detection. This percentage proves that
the selected features are meaningful to determine malware applications. Selected features included all protection levels, and 324 permissions were used, with 70 types of
permissions. The confusion matrix was used to calculate the accuracy, and we only
scored the accuracy part on our Table 3.
Table 3. Malware application detection results

CfsSubsetEval

CNN (%) MLP (%) LSTM (%)
94.4778 94.5779 94.2814

ChiSquaredAttributeEval

95.5869

DBN (%)
92.7911

96.1799

95.7139

94.4778
93.2070

ClassifierAttributeEval

94.9399

96.5496

95.0439

ClassifierSubsetEval

95.1017

95.1325

94.9168

95.0323

CorrelationAttributeEval

96.7421

97.2274

96.8807

94.8013

FilteredAttributeEval

96.3725

97.0425

95.9681

94.7551

GainRatioAttributeEval

94.9630

96.1491

95.2403

93.7384
94.5702

InfoGainAttributeEval

96.1414

96.4571

96.1183

OneRAttributeEval

96.0259

96.1183

95.9681

93.6922

97.3198

95.6099

ReliefAttributeEval

97.2505

97.0425

ConsistencySubsetEval

97.0425

96.9808

96.9039

95.6099
94.4778
94.1312

SignificanceAttributeEval

95.1248

96.2723

95.8872

SVMAttributeEval

95.4251

95.0708

95.3905

FilteredSubsetEval

94.4547

94.3931

94.0850

92.4445

SymmetricalUncertAttributeEval 97.0656

97.1965

96.6266

94.9399

WrapperSubsetEval

97.2581

96.8115

95.5175

96.7190

From the process of selecting features that are important to detect malware applications,
MLP’s accuracy was all above 94% which performed better than the other three methods. The highest detection rate was conducted with a combination of ReliefAttributeEval and LSTM methods.
Out of selected permissions, that were consisted of 370 permissions with 70 different
types, we counted each protection level to see which one was more used to detect malware applications. Table 4 shows exactly counted numbers of protection levels, and it
appears that the normal protection level is more used than a dangerous level. This is
based on permissions.
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Table 4. Total number of Protection Levels in Selected Features via Weka

# of Protection Levels

Dangerous
119

Normal Signature
147
54

signature|privileged
50

Out of 70 types of permissions, 19 were dangerous, 22 were normal, 10 were signature,
and 19 were signature|privileged (Table 5). We divided 70 types of permissions into
four protection levels to use for malware application detection.
Table 5. Protection Level counted for 70 types of permissions in Feature Selection

# of Protection Levels

Dangerous
19

Normal Signature
22
10

signature|privileged
19

Four different deep learning algorithms were used for the detection, and the confusion
matrix was used to calculate the accuracy. Table 6 shows the accuracy.
Table 6. Malware application detection with protection level
CNN (%) MLP (%) LSTM (%)
92.2982 92.3406

DBN (%)
89.2329

Dangerous

92.4676

Normal

94.0619

94.3007

94.1774

90.5961

Signature

89.2791

88.3240

88.5166

88.3318

signature|privileged

91.1275

91.5280

91.5434

90.1571

When we detected malware applications with protection levels, CNN’s overall performance was good, but the highest accuracy was detected with LSTM, 94.1774%, with
Normal protection level. This would let us assume that permissions with normal protection are important factors to consider when detecting malware applications.
6.2

Classification

With the accuracy results from what we performed with various feature selection algorithms and deep learning methods, it appeared that Relief Attribute Evaluator and
LSTM method detects higher accuracy. Relief Attribute Evaluator repeatedly samples
the instance and evaluates the value of the attribute by taking the value into account of
the given attribute for the nearest instance of the same and different classes. It can perform on both discrete and continuous class data [13].
Out of 70 types of permissions that were selected with feature selection, we wanted
to investigate which are more important to consider when detecting malware applications, and figure out what kinds of protection levels exist. Therefore, we chose to follow
the steps we made in 5.1, and used Relief Attribute Evaluator and LSTM for detection.
Relief Attribute Evaluator uses Ranker for the search method, and Fig. 2 shows the
peak of accuracy; 94.66%. 11 permissions as a set scored the highest accuracy when
we ran it through LSTM. 11 permissions are listed in Table 7. We also counted how
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many applications have used them, and counted them in two ways; malware applications, and both malware and benign applications. It appears that selected permissions
are way more used in malware applications.

Fig. 2. ReliefAttributeEval’s accuracy. 11 permissions together scored highest.
Table 7. Relief Attribute Evaluator Feature Selection results
ReliefAttributeEval

Protection Level

android.permission.BIND_DEVICE_ADMIN

signature

Malware/Total
2012/2032

android.permission.GET_TASKS

normal

2638/2965

android.permission.VIBRATE

normal

1780/3420

android.permission.WRITE_SETTINGS

signature

2343/2564

android.permission.SEND_SMS

dangerous

3668/4055

android.permission.RECEIVE_SMS

dangerous

3436/3729

android.permission.READ_SMS

dangerous

2832/2960

android.permission.WRITE_SMS

normal

2308/2384

android.permission.WRITE_EXTERNAL_STORAGE

dangerous

3793/6025

android.permission.READ_PHONE_STATE

normal

4077/6073

android.permission.RECEIVE_BOOT_COMPLETED

normal

3572/4284

Permissions that were selected again with Relief Attribute Evaluator algorithm consists
of 4 dangerous, 5 normal, and 2 signature levels. These selected permissions represent
important factors in determining malware applications. Once again here, the normal
protection level was the most. While dangerous permissions are to ask users to review
their usage, other levels in these selected features are not notified to a user unless users
intend to look up for them. Permissions in Table 7 are all related to user’s privacy and
security, and many permissions were related to SMS and the device. Not only dangerous level permissions are important factors that users should be noticed and be aware

438

The 21st World Conference on Information Security Applications

of, but also all other permission levels. Therefore, we will name lastly selected permissions to be “Risky”, and other remaining ones rather “Safe”.
The result of choosing the right feature selection method with the right deep learning
study varies with the dataset. The suggested study set that we propose is not definitely
the right answer, but we propose a way to select risky features with a way to follow
along (see Fig. 3).

Fig. 3. How to choose risky features when detecting malware applications.

7

Conclusion

As Android has defined each permission with its permission levels, some are required
to be reviewed by the user, and some are not. Dangerous permissions are correlated
with user’s privacy issues, which we would all consider it being a really dangerous
factor when it comes up to detecting malware applications. In our research, we wanted
to find out what features are being considered to be the main elements to detect malware
applications, and proposed a way to follow. To detect malware applications, feature
selection and a way to evaluate it needs to be done. With our data, feature selection was
well done with the Relief Attribute Evaluator method, and malware detection was done
well with LSTM. However, we emphasize that this combination varies with the character of the dataset. Selected features were closely related to the user’s privacy and
device, but most of the permissions were not required to be reviewed by the user. Four
levels of protection level are classified by the Android Google Homepage, but they are
divided into developer-friendly ways. Users must understand that other levels can also
be dangerous, and change their view of understanding the protection level. Therefore,
in our perspective, we view selected features as the same level, and define it “Risky”.
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Our study was to investigate important features and see how these feature’s protection level was organized by the developer’s view. How we defined some permissions
as “Risky” is just a start of defining them sin the user’s view. In future work, some userfriendly views should be made, and we would like to categorize the views in more
detail. Usability studies and empirical analysis should be conducted to fully understand
the user’s view. Dividing up permissions with the user’s view would be another challenge coming up.

Acknowledgements
“This research was supported by the MSIT (Ministry of Science and ICT), Korea,
under the ITRC (Information Technology Research Center) support program (IITP2020-2015-0-00403) supervised by the IITP (Institute for Information &communications Technology Planning &Evaluation)”
“This study was supported by a grant of the Korean Heath Technology R&D Project,
Ministry of Health and Welfare, Republic of Korea. (HI19C0866)”

References
1. Android Developers Homepage, https://developer.android.com/guide/topics/permissions/overview, last accessed 2020/05/28
2. Barrera, D., Kayacik, H.G., van Oorschot, P.C., Somayaji, A.: A methodology for empirical
analysis of permission-based security models and its application to android. In: Proceedings
of the 17th ACM Conference on Computer and Communications Security, CCS 2010, pp.
73–84, (2010).
3. Chin, E., Felt, A. P., Greenwood, K., & Wagner, D.: Analyzing inter-application communication in Android. In Proceedings of the 9th international conference on Mobile systems,
applications, and services, pp. 239-252 (2011)
4. DAS, Sanmay.: Filters, wrappers and a boosting-based hybrid for feature selection. In: Icml.
p. 74-81, (2001).
5. Enck, W., Ongtang, M., & McDaniel, P.: On lightweight mobile phone application certification. In Proceedings of the 16th ACM conference on Computer and communications security, pp. 235-245, (2009).
6. Enck, W., Ongtang, M., & McDaniel, P.: Understanding android security. IEEE security &
privacy, 7(1), 50-57, (2009).
7. Felt, A. P., Finifter, M., Chin, E., Hanna, S., & Wagner, D.: A survey of mobile malware in
the wild. In Proceedings of the 1st ACM workshop on Security and privacy in smartphones
and mobile devices, pp. 3-14, (2011).
8. Felt, A. P., Ha, E., Egelman, S., Haney, A., Chin, E., & Wagner, D.: Android permissions:
User attention, comprehension, and behavior. In Proceedings of the eighth symposium on
usable privacy and security, pp. 1-14, (2012).
9. Frank, Eibe, et al.: Weka-a machine learning workbench for data mining. Data mining and
knowledge discovery handbook. Springer, Boston, MA, pp. 1269-1277, (2009).
10. Hall, Mark, et al.: The WEKA data mining software: an update. ACM SIGKDD explorations
newsletter 11.1 (2009):

440

The 21st World Conference on Information Security Applications

11. IDC Homepage, http://www.idc.com/prodserv/smartphone-os-market-share.jsp, last accessed 2020/04/02
12. Obiri-Yeboah, Jesse, and Man Qi.: Data security of Android applications. 2016 12th International Conference on Natural Computation, Fuzzy Systems and Knowledge Discovery
(ICNC-FSKD). IEEE, (2016).
13. Kononenko, I.: Estimating attributes: analysis and extensions of RELIEF. In European conference on machine learning Springer, Berlin, Heidelberg, pp. 171-182, (1994).
14. M. Ongtang, S. E. McLaughlin, W. Enck, and P. D. McDaniel.: Semantically rich application-centric security in android. In ACSAC, IEEE Computer Society, pp. 340–349, (2009).
15. Peiravian, Naser, and Xingquan Zhu.: Machine learning for android malware detection using
permission and api calls. 2013 IEEE 25th international conference on tools with artificial
intelligence. IEEE, pp. 300-305, (2013).
16. Pouyanfar, Samira, et al.: A survey on deep learning: Algorithms, techniques, and applications. ACM Computing Surveys (CSUR) 51.5, pp. 1-36, (2018).
17. Shabtai, Asaf, et al.: “Andromaly”: a behavioral malware detection framework for android
devices. Journal of Intelligent Information Systems 38.1, pp. 161-190, (2012).
18. Statista Homepage, https://www.statista.com/statistics/266210/number-of-available-applications-in-the-google-play-store/, last accessed 2020/05/28
19. Story, Michael, and Russell G. Congalton.: Accuracy assessment: a user’s perspective. Photogrammetric Engineering and remote sensing 52.3, pp. 397-399, (1986).
20. Yu, Lei, and Huan Liu.: Feature selection for high-dimensional data: A fast correlationbased filter solution. Proceedings of the 20th international conference on machine learning
(ICML-03), pp. 856-863, (2003).
21. Zarni Aung, W. Z.: Permission-based android malware detection. International Journal of
Scientific & Technology Research, 2(3), 228-234 (2013).

441

