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Abstract 
This paper provides a noble direction for guaranteeing safety of airspace for the use of drones in various 

transportation and logistics services in a smart city. Yolov5 deep learning model was used for visual drone 

detection and payload identification. The model showed 99.9% drone detection accuracy in less time but 

misidentified some of the attached objects due to its concealment. For robust discerning and countering of drones’ 
usage for illegal, devious, and deadly purposes, the model’s improvement is necessary to maintain sanity in 

airspace through responsible AI products for next-generation scenarios. 

Ⅰ. Introduction  

The polarization and proliferation of use of drones 

and its’ derivatives for transportation and logistics 

without adequate check of legitimacy and privacy 

protection has sparked global concerns as it portends 

great security risk [1]. The drones’ inexpensiveness, 

ease of operation, and dynamic evolution of its 

underlying technologies has created a gruesome 

challenge for developing an encompassing system for 

countering usage of drones for illegal and obnoxious 

purposes.  
 

Though, Drone Transportation System (DTS) 

guarantees speedy service delivery, the influx of 

drones into the airspace is creating social panic as 

incidences of drone accidents, drone hijacking, 

terrorist attacks, privacy invasion, across border 

smuggling, etc., are on the increase [2]. These 

concerns question the verity of Artificial Intelligence 

(AI) responsiveness in maintaining technological 

friendly environment in its quest to mimic humans. 

 

Anti-drone systems help to defend against drone 

accidents, and counter terrorist and illegal airspace 

activities perpetrated using unmanned aerial vehicles 

(UAV) [3]. However, the narrow mindedness of 

existing anti-drone systems in terms of militarization, 

lack of adaptive and simultaneous multi-drone 

detection, identification, interception, and 

neutralization method, poor response procedures, 

absence of drone flight regulation, amongst others, 

demands an environmentally friendly, robust, reliable, 

and ethical based approach to keep sanity in the 

airspace and restore societal confidence in AI 

technologies and its products. 

This paper provides a conceptual framework on 

trustworthy anti-drone system design for maintaining 

sanity in the airspace. It explores and emphasizes the 

need for convergence technologies in the design of 

responsible AI products. 

Ⅱ. Main subject 

An Anti-drone system is an event-triggered critical-

mission based hard real-time system deployed to 

detect a drone’s location, determine its 

legality/illegality, harmfulness or otherwise, and 

decide the best method of neutralizing its’ operation. 

These multi-dimensional task cuts across the 

convergence of computer vision, cognitive reasoning, 

wireless sensor, network, edge computing, blockchain, 

etc. [4]. The design of this event-triggered critical-

mission real time system must therefore incorporate 

demanding response time, predictable peak load 

performance, environmentally friendly pace control 

and autonomous safety measure features as seen in 

figure1. 

 

AI especially Deep Convolutional Neural Network 

(DCNN) coupled with detection techniques (visual, 

acoustic, radio frequency, thermal, and radar) has 

proven a veritable tool for solving complex dynamic 

event-driven problems as drone detection and 

identification [5]. DCNN Object detection models such 

as Faster RCNN, Yolo, SSD, MobileNet, etc. provides 

accurate and timely drone detection. Yolov5 model is 

used in this paper for object detection and 

identification respectively. 

 

Besides identifying drone’s source and its intended 

action in real-time, accurate and quick identification 

and interception of the payload (explosives, gun, 

recording device, etc.) attached to a drone is of 

utmost critical importance as the drone is just a 

vehicle conveying the object.  

 

 
Fig1:  Components and Design factors of Anti-drone system
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To achieve this, a super-positioning strategy is 

formulated with features of drone model, 

characteristics and sensitivity of deployment area, and 

assessing potential threat level (high/low). 

The perceived damage likely to occur R is a function 

of the payload attached, flight path and response time 

expressed as:  

R= (Robject + Rpath) 
Rtime,   … (1) 

where Robject is physical threat level, Rpath is flight path 

and Rtime is response time with maximum value set at, 

β, and 1 respectively. Physical threat level (Robject) is a 

function of the drone’s weight/mass and speed derived 

from its kinetic energy given as:   

K= ½mv2, … (2) 

where m and v are drone’s mass and speed 

respectively. A variation from the default drone 

weight is a signal that a potential payload is attached. 

Timely visual identification of the attached object is of 

vital importance in deciding the neutralization strategy 

to adopt. Hence, the overall damage of a drone in 

airspace is a function the drone size, noise, payload, 

and scanability as shown in equation 3.  
Rtotal = max [α (Robject, kinetic + Robject,noise + Robject, payload +  

Robject, scannable) x Ndrone], … (3) 

with Ndrone being the number of swarming drones. 
  To achieve this requires transiting from weak AI 

(Artificial Narrow Intelligence) to General AI-based 

Anti-drone system which must have specialized 

environment-sensitive multi-drone detection 

capability, intuitive payload identification ability, 

adaptive and situation-based defensibility, co-

operative interconnectivity and security alertness, 

scalability, and above all, efficient non-militarized 

neutralization strategy in handling envisaged UAVs. 
  

Experimental simulation was carried out using 2000 

datasets generated through testbed setup for drone 

detection and payload identification. Table 1 shows 

the dataset description and result of drone detection 

signifying high accuracy within minimal time. 
 

Table1: Dataset Description and Detection Result 
Type of 

drone 

No. of 

items 

Data Split 

(%) 

Precision Detection 

Time 

Anafi-Ext 500 Training, 

Test, Valid 

(70, 20,10) 

 

99.9% 0.022s 

DJIFPV 500 100% 0.022s 
Other drones 1000 99.9% 0.021s 
 

For payload object identification, seven objects; bomb, 

guns, missile, etc. were attached to several drones 

and positioned at different distances as shown in the 

results in figure 2 and figure 3 respectively. 

 

 

 

 

 

 

 

 

 

The results in figure 2 shows that with Yolov5 model, 

payload attached to drones at various distances can be 

visually identified which determines the anti-drone’s 

adaptive response strategy. However, as seen in 

figure 3, there are still misidentification of payloads 

due to object concealment which could result in wrong 

response. Hence, model improvement is necessary. 

Ⅲ. Conclusion 

Maintaining sanity and security in airspace because 

of drone usage influx remains a daunting challenge. 

This paper emphasized the need for responsive AI-

driven real-time identification and interception of 

illegal drones to guarantee environmental safety. 

Unravelling payload content is crucial for accurate 

visual payload identification. More research efforts 

should be made in this direction. 
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Figure 2: Model Precision of Payload 

 

 

Figure 3: Confusion Matrix of Payload 
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